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Situation pre 2001

ISO decided in mid 1980s not to standardise 
encryption algorithms – decision arose from 
aborted attempt to standardise DES.
The only generic standards for stream ciphers 
were the block cipher modes of operation (OFB 
and CFB modes, and, more recently, the CTR 
mode).
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Application-specific standards

Some application-specific standards for stream 
ciphers, including:
– A5/1, A5/2 and A5/3 for GSM;
– RC4 – a proprietary scheme adopted by IEEE 

802.11 as part of WEP;
– UMTS f8 function.
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GSM A5 series

A5/1 and A5/2 proposed in 1980s specifically 
for GSM (and mandated by GSM, unlike the 
authentication algorithm).
Kept secret until 1990s.
Reverse engineered and broken.
A5/3 proposed more recently as replacement.
However, backwards-compatibility features 
means that even A5/3 systems at risk.
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RC4 and WEP

RC4 was devised by Rivest in 1980s.  
Originally secret.
Details disclosed in 1994.
Widely used, e.g. in SSL.
Also used in WEP for IEEE 802.11.
Way in which RC4 is used in WEP is insecure 
(arises from RC4 key scheduling issues).
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UMTS/3GPP f8

Like GSM A5/3, f8 is based on a block cipher 
(KASUMI) used in a variant of CTR mode.
No known issues with f8 or with A5/3.
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ISO/IEC 18033
Reversing previous policy, work started in 2001 
on a multipart international standard for 
encryption, ISO/IEC 18033:
– Part 1: General (currently FDIS);
– Part 2: Asymmetric ciphers (currently FCD);
– Part 3: Block ciphers (currently FCD);
– Part 4: Stream ciphers (currently FCD).

No shortage of schemes for parts 2 and 3.  
However, it has not been so easy to populate 
part 4 with schemes.
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Model
ISO/IEC FCD 18033-4 defines a stream cipher 
as a combination of a keystream generator
(KG) and an output function.
The KG takes as input a secret key and a 
starting variable (SV) [and, possibly, other 
inputs] and outputs a pseudo-random 
sequence of symbols (the keystream).
The output function combines the keystream 
and the plaintext to derive the ciphertext.  
[Must be invertible to enable decryption].
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Types of KG

Two main classes of KG:
– Synchronous KGs:  finite state machines where 

internal state defines both output symbol and next 
state (initial state is a function of key and SV).

– Self-synchronous KGs:  no internal stored state; 
each output symbol is a function of the key, the SV, 
and the previous r ciphertext symbols (for some r).

Self-synchronous stream ciphers can recover 
from loss of synchrony (up to a point). 
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The exor output function

The simplest, and by far the most widely 
known, output function is the exclusive-or 
function.
This applies where both plaintext and 
keystream are bit-sequences (the typical case).
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MULTI-S01

The other output function included in FCD 
18033-4 is designed to provide both 
confidentiality and integrity.
Plaintext and keystream handled in n-bit blocks 
(e.g. n = 64 or 128).
Ciphertext contains two more n-bit blocks than 
the original plaintext.
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Modes of operation

Modes of operation for block ciphers defined 
25 years ago for DES.
Four modes originally standardised:
– ECB (electronic code book);
– CBC (cipher block chaining);
– OFB (output feedback);
– CFB (ciphertext feedback).

Counter (CTR) mode more recently 
standardised - see ISO/IEC 10116 (3rd edition).
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OFB and CTR modes

OFB and CTR modes convert an arbitrary 
block cipher into a synchronous KG.
OFB keystream obtained by repeatedly block 
cipher encrypting an SV.
CTR keystream generated by block cipher 
encrypting counter values.
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CFB mode

CFB mode converts a block cipher into a self-
synchronising KG.
CFB keystream obtained by block cipher 
encrypting recently produced ciphertext bits.
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ISO/IEC FCD 18033-4

The current draft of ISO/IEC 18033-4 contains 
two ‘dedicated’ KG designs, namely SNOW 2.0 
and MUGI.
Both were published in 2002.
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SNOW 2.0
Direct descendant of SNOW 1.0 (2000).
Both SNOW 1.0 and SNOW 2.0 due to Ekdahl 
and Johansson.
SNOW 1.0 has certain (non-fatal) weaknesses 
as pointed out by Coppersmith, Halevi & Jutla
(2002) and Hawkes & Rose (2002).  SNOW 
2.0 fixes these.
SNOW 2.0 has a 576-bit internal state and 
uses a key of either 128 or 256 bits.
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MUGI

MUGI proposed by Watanabe, Furuya, 
Yoshida, Takaragi and Preneel.
Based on PANAMA, proposed by Daemen and 
Clapp (1998); MUGI is more efficient.
MUGI has a 1216-bit internal state and uses a 
key of 128 bits.
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Strength of MULTI-S01

Are there any weaknesses in MULTI-S01, over 
and above the limitations described in the 2002 
Furuya, Watanabe, Seto and Takaragi paper?
These limitations means that the choice of n
determines the maximum length of message 
that can be safely encrypted using MULTI-S01.
What value of n is ‘safe’?  Is n=64 OK, or 
should we always use n=96 or 128?
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Strength of MUGI and SNOW 2.0

Both MUGI and SNOW 2.0 are of relatively 
recent design (both published in 2002).
Although some preliminary analysis has been 
performed, no serious issues are known with 
either scheme.
Is it safe to proceed with standardising these 
schemes?
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Strength of f8

The UMTS stream cipher f8 (like GSM A5/3) is 
based on a combination of the block cipher 
KASUMI and a variant of CTR mode.
Whilst no issues with KASUMI are known, the 
combination with CTR mode and use as a 
stream cipher might conceivably have 
unforeseen weaknesses. 
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Very high-speed encryption

It is not clear whether current stream cipher KG 
designs (including MUGI and SNOW 2.0) 
deliver the performance needed for very high-
speed data encryption applications.
Such bulk encryption applications, e.g. as 
required to encrypt a very high bandwidth 
channel, are one of the most important 
application domains for stream ciphers.


