: 1 2™
eu ro b'!'tS lu Horst Gortz Institut

European Competence fiir Sicherheit in der Informationstechnik
Center for IT Security ®

Some Thoughts about Implementation
Properties of Stream Ciphers

Sandeep Kumar, Kerstin Lemke and Christof Paar
Communication Security Group (COSY)
Ruhr Universitat Bochum

Germany

www.crypto.rub.de

Presentation at SASC
15.10.2004, Page 1




[ I-
[ ] Horst Gortz Institut

fiir Sicherheit in der Informationstechnik

What are good” Implementation Properties? (1/2)

Until the mid Nineties:

— High Throughput Architectures (“The faster the better”)
— Specialized Applications (Banking, Government)
— Secure Environment

Since the mid Nineties:

— Cost sensitive Architectures

— Low-Cost Consumer Products (RF-ID tags, mobile devices
and pervasive computing)

— (Unsecure) End-user Environment
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What are good” Implementation Properties? (2/2)

Two main Parameter:
— Cost
— Security

Cost:
— Area Complexity (Number of Transistors)
— Energy and Power Consumption

Security:
— Defenses against Implementation Attacks
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Area Constraints

2-input NAND Gate Transistors
2-input NAND 4
—ﬁ ;“D-_ 2-input AND 6
. Output
jemy 2-input XOR 12
I | | D Flip Flop 26
2:1 Mux 12

Guideline: increase combinatorial Logic, decrease LFSRs
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Power Constraints

Normalized Power
2-input NAND 1
2-input AND 2.14
2-input XOR 3.36
D Flip Flop 2259
2:1 Mux sl o

Guideline: increase combinatorial Logic, decrease LFSRs
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Low Power Architectural Design:
Parallel Implementation
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Secure Implementation

Threat:
— The adversary has physical access to the cryptographic
device.

Passive Attacks:
— Side Channel Analysis
Active Attacks:
— Non-invasive (Fault Attacks)
— Invasive (Physical Penetration and Modification)

Aim:

— The cryptographic implementation shall withstand both
active and passive implementation attacks.
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Side Channel Attacks on Stream Ciphers

Previous Work (Software Implementation):

S. Chari, J.R. Rao and P. Rohatgi, ‘Template Attacks’ on the RC4
C. Rechberger, ‘Side Channel Analysis on Stream Ciphers’
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Side Channel Attacks are more demanding than on Blo

ck Ciphers

..., as internal structures of the stream cipher (generally) do not operate
on known data.

..., but Side Channel Attacks also depend on the protocol: e.g.
Authentication with random numbers is more suscepiifptes
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Power Contribution on LFSRS

in-1 (¥jn-2|~jn-3

Transition Count Contribution:

+(8jn—19Sj+1.n-1)

Hamming Weight Contribution: ~

Contribution from the Evaluation of the Feedback Bit
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Critical Points for Side-Channel Observation

e Extreme Number of Transition Counts: the internal state can be
guessed.
Guideline: Sufficiently long LFSRs or parallel LFSRs

* Bit-wise Key Loading during Initialization: single key bits can be
observed.
Guideline: Parallel Key Loading

* Clock-Controlled Generators: The number of LFSRs in operation
can be distinguished due to their power contribution.

General Countermeasure:

- Special Logic Styles as e.g. SABL.
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Non-invasive Fault Attacks on Stream Ciphers

Previous Work:
J.J. Hoch and A. Shamir: “Fault Analysis of Stream Ciphers”,
CHES 2004

Countermeasures (not as easy as on Block Ciphers):

- Dual-Rail Logic (including an alarm mechanism)
- Redundant Design (using comparison of the outcome)
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Critical Points for invasive Attacks

in-1 (¥jn-2|~jn-3
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* Lines used for sequential Key Loading
Guideline: Parallel Key Loading

* |nternal Connections of the LFSR
Suggestions:
- Byte-Orientated LFSRs?
- Masking on Gate Level?
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Conclusion

* Trade-Off between Cost and Security of an Implementation

* Some Metrics for Evaluating the Implementation Properties of Stream
Ciphers.

* Preferred Design Guidelines for Cost and Security Requirements

Future Work:

— Experimental research on implementation attacks against stream
ciphers

— Design of stream ciphers at extremely low costs
— Design of stream ciphers with internal parallelization
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