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Abstract.  The stream ciphers Py, Py6 were designedby Biham and Se-
berry for the ECRYPT-eSTREAM project in 2005. However, due to sev-
eral recert cryptanalytic attacks on them, a strengthened version Pypy
was proposedto rule out those attacks. The ciphers have beenpromoted
to the “Focus' ciphers of the Phase Il of the eSTREAM project. The
impressive speed of the ciphers make them the forerunners in the com-
petition. Unfortunately , even the new cipher Pypy was found to retain

weaknessesforcing the designersto again go for modi cations. As a re-
sult, three new ciphers TPypy, TPy and TPy6 were built. Among all
the members of the Py-family of ciphers, the TPypy is conjectured to
be the strongest. So far, there is no known attack on the TPypy. This
paper shows that the security of TPypy does not grow exponertially

with the key-size. The main achievemert of the paper is the detection
of input-output correlations of TPypy that allow us to build a distin-

guisher with 22! randomly chosen key/IVs and as many outputwords
(each key generating one output word). The cipher TPypy was claimed
by the designersto be securewith keysizeup to 256 bytes, i.e., 2048bits.

Our results establish that the TPypy fails to provide adequate security
if the keysizeis longer than 35 bytes, i.e., 280 bits. Note that the dis-
tinguisher is built within the design speci cations of the cipher. Because
of remarkable similarities betweenthe TPypy and the TPy, our attacks
are shown to be e®ective for TPy also. The paper also points out how
the other members of the Py-family (i.e., TPy6, Py6, Pypy and Py6) are
also weak against the current and some existing attacks.
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1 Intro duction

Timeline: the Py-family of Ciphers

{ April 2005. The ciphers Py and Py6, designedby Biham and Selerry,
were submitted to the ECRYPT project for analysis and evaluation in the
category of software basedstream ciphers [1]. The impressive speed of the
cipher Py in software (about 2.5 times faster than the RC4) madeit one of
the fastest and most attractiv e contestants.

{ Marc h 2006 (at FSE 2006). Paul, Preneel and Selar reported distin-
guishing attacks with 2892 data and comparabletime against the cipher Py
[8]. Crowley [4] later reducedthe complexity to 272 by employing a Hidden
Markov Model.

{ Marc h 2006 (at the Rump session of FSE 2006). A new cipher, namely
Pypy, was proposedby the designersto rule out the aforemerioned distin-
guishing attacks on Py [2].

{ May 2006 (presented at Asiacrypt 2006). Distinguishing attacks were
reported againstPy6 with 268 data and comparabletime by Paul and Preneel
[9].

{ Octob er 2006 (to be presented at Euro crypt 2007). Wu and Preneel
showed key recovery attacks against the ciphers Py, Pypy, Py6 with chosen
IVs. This attack was subsequetly improved by Isobe et al. [5].

{ January 2007. Three new ciphersTPypy, TPy, TPy6 were proposedby the
designerdq3]. Thesethree cipherscan very well be viewed asthe strengthened
versionsof the previous ciphers Py, Pypy and Py6 where the above attacks
do not apply. Sofar there exist no attacks on TPypy, TPy and TPy6.

Contribution of the pap er. From the previousdiscussion,the list that orders
the Py-family of ciphersin terms of increasingsecurity is: Py6! Py! Pypy !
TPy6 ! TPy ! TPypy. In this paper we build a distinguishing attack on the
strongestmember of the Py-family of cipher TPypy with 228! data. The TPypy
is normally usedwith a 32-byte key and a 16-hyte initial value (or IV). However,
the key sizemay vary from 1 byte to 256 bytes and the IV can be of any sizefrom
1 byte to 64 bytes. When TPypy is usedwith key of sizelonger than 35 bytes
(or, 280bits), our attack is better than the exhaustive key seart and therefore,
constitutes an academic break of the cipher. Ideally the security of a stream
cipher should increaseexponertially with the key-size.Our major contribution
is that, for the TPypy (as well as TPy, TPy6, Pypy and Py) the security does
not grow exponertially beyond 35 bytes. These weaknessegesult in the rst
attacks on TPypy, TPy and TPy6.

For Pypy and Py, the attacks outlined in this paper are alsovalid with data

and time complexities 2281, It is now very important to make a distinction be-
tweenthe current attacks and previous attacks on Pypy and Py.
Our attack on Pypy (and also Py) and the attack on it by Wu and Preneel. Re-
certly, Wu and Preneel[10] have reported a key recovery attack on Pypy based
on the weaknesse®f its IV setup [11]. There are three major limitations of their
attack: (i) the attack doesnot work if the IV sizeis shorter than 10 bytes; (ii)



the attack-model assumesa powerful adversary who can cortrol the 1Vs, some-
thing which is ditcult to implement in practice. On the other hand, the attack
described in this paper doesnot depend on any of the above constraints. More
precisely the attacks described in the paper work (i) for IV of any length, even
if (i) the adversary hasno control over the IVs.

Organization of the paper. In Sect. 4, we detect correlation betweenthe inputs
and the outputs of the TPypy at rounds 1, 3, 5 and 9. The correlation givesrise
to a biasin the output distribution which is quanti ed in Sect.5. In Sect. 6, we
generalizethe results of Sect. 4. The construction of a distinguisher is shown in
Sect. 7. Finally, we concludewith a discussionon (1) the applicability of these
attacks on all other Py-family of ciphers, (2) an implication of the attacks when
combined with those of [8] and (3) the possibility of the existenceof stronger
distinguishers for all the Py-family of ciphersby combining the various biases.

2 The Round Function of TPyp y and TPy

The TPypy and TPy usethe sameinitialization, that is, their key setup and IV
setup algorithms are identical [3]. Algorithm 1 describes one round of TPypy.
The only di®erenceis in the round function { TPy generatestwo outputwords
(lines 5 and 6), ead of 4 bytes, in every round where TPypy outputs only one
of them (line 6). We assumethat the key/IV setupsof both TPypy and TPy
generateperfectly random outputs. The round function takesasinputs the array
P (which is a permutation of the elemers of the set f0;:::; 255]), the array Y
(which corntains 260 elemens (eacth elemen is a 32-bit integer) and a 32-bit
variable s. The operation ‘rotate(X )" implies a cyclic rotation of the elemeris
of array X by one position. The 'ROTL32(s;n)" function cyclically rotates the
variable s to the left by n positions (seeFig. 1).

Algorithm 1 A Round of TPypy and TPy
Input:  Y[j 3;::;256], P[O; :::; 255], a 32-bit variable s
Output:  64-bit random output
/*Up date and rotate P*/
1: swap (P[0O], P[Y [185]&255]);
2: rotate (P);
/* Update s*/
cs+ = Y[P[72]]i Y[P[239]];
4: s= ROTL32(s; ((P[116]+ 18)&31));
/* Qutput 4 or 8 bytes (least signi cant byte rst)*/
: output ((ROTL32(s;25)©Y [256])+ Y [P[26]]);/* This step is skipped for TPyp y*/
6: output (( s ©Y][i 1)) + Y[P[208]]);
/* Update and rotate Y */
7: Y[i 3]= (ROTL32(s;14)© Y[; 3]) + Y[P[153]];
8: rotate(Y);

w

9]




3 Notation and Convention

We follow the same corvertion as described in [8]. The O;(;) denotesthe jth

bit (wherej = 0 denotesthe Isb) of the outputword generatedin round i. We
denotethe arrays obtained after the key/IV setup by Pg, Y1 and sqp. This ensures
uniform indicesin the formula for the output generatedat round 1. For example,
when the above convertion is followed, O; = (s; © Yq[j 3]) + Y1[P1[153]]. Hence
at the beginning of step m, we have Py, Yn+1 and sp,. Next, the Yy [Kk] and
the Pn, [k] denote the kth elemerns of the arrays Y, and Py, respectively. The

Ym[K]j, the Py [K]; denotethe jth bit (wherej = O denotesthe Isb) of Yn, [K],

Pm [K] respectively. The operators *+' and 'j ' denote addition modulo 232 and
subtraction modulo 232 respectively, exceptwhen usedin expressionsof the form

Pm[k] = Pgr[l] &8 x, where they denote addition and subtraction over Z. The

symbol "©' denotesbitwise exclusive-or

4 Motiv ational Observ ation

Our principal obsenation is the detection of a relation betweeninputs and out-
puts of TPypy (and henceTPy) which is formulated in the theorem below. Suc
typesof weaknessesire sometimesditcult to eliminate from the stream ciphers
basedon arrays and modular addition as analyzed by Paul in his Ph.D. thesis

[7].

Theorem 1. Oy © Oz © Osp) © Oggy = Qif the following 14 conditions on
the elementsof P and Y are simultaneously satis ed.

1. P,[116]" j 18(mod 32) (event E;),

2. P3[116]" 0(mod 32) (event E,) or P3[116]" | 18(mod 32) (event EJ),

3. P4[116]" j 18(mod 32) (event E3),

4. P5[116]° 0(mod 32) whenP3[116]" O(mod 32) occurs (event E4) or
Ps[116]" i 18(mod 32) whenP3[116]" | 18(mod 32) occurs (event E),

5. Pg[116]" j 18(mod 32) (event Es),

6. P7[116] i 18(mod 32) (event Eg),

7. Pg[116]" i 18(mod 32) (event E7),

8. Pg[116] " i 18(mod 32) (event Ejg),

9. Py[72]= P3[239]+ 1 (event Ey),

10. P,[239]= P3[72]+ 1 (event E1p),
11. P4[72]= Ps[239]+ 1 (event E1),
12. By[239]= Ps[72]+ 1 (event Esp),
13, 2, ([Pi[72]li Yi[Pi[239]) = O (event E1s),

14. Yo[Ps[208]h © Ys[Ps[153]b © Ys[Ps[208]h © Ys[P3[153]p © Y3[P3[208]h ©
Y1[P1[208]h © Ys[256} © Ya[256] © Y3[5]o © Y1[3]o = O (event E14).
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(b)
Fig. 1. (@) Yi[k] = Yixa[kj 1]for j 2- k - 256; Yi+1 [256] = Y'[; 3]whenk = | 3

(Y;l[i 3]= (ROTL32(si;14)© Yi[i 3]) + Yi[Pi[153]]); (b) si and ROTL32(si; (32 n))
where0- n- 31

Proof. From line 6 of Algorithm 1, it is found that

O1 = (s1 © Yq[j 1]) + Y1[P1[208]] 1)
) O = s10) © Y1[i 1]o © Y1[P1[208]p: ()

From line 7 of Algorithm 1 and Fig. 1, it is obtained that

Y4[256]= (ROTL32(s3; 14)© Ya[i 3]) + Ya[P3[153]] @)
) Y4[256}3 = ROTL32(83; 14)0 © Y3[i 3]0 © Y3[P3[153b . (4)

But, ROTL32(s3;14)0 = s3ug) and Ys[i 3] = Yi[i 1] ) VY3[i 3o = Yi[i 1)o:
Substituting thesetwo results in (4) and rearranging the terms we get

Yili 1o = s3s) © Y4[256p © Y3[P3[153]h: ()
Putting (5) in (2) gives
O10) = S1(0) © S3(18) © Y4[256] © Y3[P3[153]h © Y:[P1[208]}: (6)
Similarly,
O3(0) = S30) © S5(18) © Y6[256] © Y5[P5[153]h © Y3[P3[208]} : (7)
Looking at (2), one can write the formulas for O5, and Og) as

Os0) = Ss50) © Ys[i 1lo © Ys5[Ps[208]p;
Og0) = So0) © Yoli 1lo © Yo[Po[208]p:



Again from Fig. 1, we have

Ys[i 11= Y1[3]) Ys[i 1o = Y1[3o;
Yoli 1]= Y3[5]) Yo[i 1]o = Y3[5):

Therefore,

S5(0) © Y, [3]0 © Y5[P5[208]]), (8)
So(0) © Y3[5]o © Yo[Po[208]h: )

Os(0)

Og(0)
From (6), (7), (8) and (9),

O1(0) © O30y © Og9) © Og(g) = S1(0) © S3(18) © S3(0) © S5(18) © S5(0) © S ()
© Y1[P1[208]} © Y3[P3[153]h © Y3[P3[208]p
© Y5[P5[153]h © Y5[P5[208]p © Ygo[P9[208]]L
© Ya[3]o © Y3[5]o © Ya4[256] © Ys[256):

The formulas for s, and s3 are given below (seeAlgorithm 1):

S2 = ROTL32(sy + Ya[P2[72]]i Y2[P2[239]} P2[116]+ 18 mod 32);  (10)
s3 = ROTL32(s; + Ya[Pa[72]]i Ys[P3[239]} P3[116]+ 18(mod 32): (11)

Condition 1 (i.e., P2[116]" i 18 mod 32) reduces(10) to
sz = s1+ Y2[P2[72]]i Y2[P2[239]}
Therefore, (11) becomes
X3
s3= ROTL32(s1+  (Yi[Pi[72]]i Yi[Pi[239]]); P3[116]+ 18 mod 32): (12)
i=2

Now, condition 9 (i.e., P2[7%;|,: P3[239]+ 1) and condition 10 (i.e., P»[239] =
P3[72] + 1) together imply ?:2 (Yi[Pi[72]]i Yi[Pi[239]]) = 0 and hence re-
duce (12) to

s3 = ROTL32(s;; P3[116]+ 18 mod 32): (13)
Now, when

1. event E, (that is, P3[116]° 0 mod 32) occurs, (13) becomes
s3 = ROTL32(s1;18)) Szus) = ROTL32(s1; 18)15 = Sy(g);
2. evert ES (i.e., P3[116]" j 18 mod 32) occurs, (13) becomes
s3 = ROTL32(s1;0) = s1) S300) = Sy):

Hence,when the event



1. E;\ E2\ Eg\ Ejp occursthen szug = Sy,
2. B\ Eg\ Eo\ E;g occursthen S3(0) = S1(0) -

Similarly, when the event

1. E3\ E4\ E11\ Eq» occursthen S5(18) = S3(0)
2. E3\ Eg\ E11 \ Eq1p occursthen S5(0) = S3(0) -

By similar argumerts, it is seenthat sSgq = S5y When condition 5 (that is,
Ps[116] © j 18 mod 32), condition 6 (i.e., P7[116] ° j 18 mod 32), condition
7 (i.e., Pg[116]” p 18 mod 32), condition 8 (i.e., Pg[116] " i 18 mod 32) and
condition 13 (i.e., ?:6 (Yi[Pi[72]]i Yi[Pi[239]])= 0) aresimultaneously satis ed.
Condition 13 generatesmany setsof conditions on the elemerts of the S-box P
which are provided in Table 1. Each row in the table lists a set of 4 conditions
on the elemerts of array P. For example,the 4 conditions listed in the rst row
are:

1. P6[72]: P7[239]+ 1,
2. P;[72]= Pe[239]; 1,
3. Pg[72]= Po[239]+ 1,

The intersection of these4 everts is denoted by G;. The occurrenceof G; (1 -
j - 9) implies the occurrence of the evert Eq3. Likewise, we have 16 sets of

Table 1. When G; (1 - j - 9) occurs, condition 13 is satis ed

Event| Pe[72] P.[72] Ps[72] Po[72]
G: |P/[239]+ 1|Pe[239]; 1|Ps[239]+ 1|Ps[239];
G2 |P7[239]+ 1|Ps[239]+ 1|Po[239]+ 1|Ps[239]]
Gs |P7[239]+ 1|Ps[239]+ 2|P6[239]; 2|Ps[239]i
Ga |Pa[239]+ 2|Ps[239]; 1|Po[239]+ 1|P-[239]]

Gs |Ps[239]+ 2|Ps[239]+ 2|P6s[239]; 2|P-[239]]

2 2 1
3 1 1
3 1 2
3 1 1

Ge |Ps[239]+ 2|Po[239]+ 2|P;[239]; 1|Ps[239];
G7 |Pe[239]+ 3|Ps[239]; 1|P-[239]i 1|Ps[239];
Gs |Po[239]+ 3|Ps[239]+ 1|Ps[239]i 2|P:[239];
Go |Po[239]+ 3|Ps[239]+ 1|P/[239]; 1|Ps[239];

WIN P W NN P WE

conditions, denoted by Hy (1 - k - 16), on the elemens of P where ead set
comprises5 conditions. When those 5 conditions are simultaneously satis ed,
condition 14 of Theorem 1 is satis ed. One suc set of 5 conditions is showvn
below.

1. Ps[153]= 3) Ys5[Ps[153]]= Ys[3] = Y3[5]) Ys5[Ps[153]b = Y3[5),
2. P3[153]= 1) Y3[P3[153]]= Y3[1]= Y1[3]) Y3[P3[153]p = Y1[3)o,



3. P9[208]= 253) Y9[P9[208]]= Y9[253]= Y6[256]) Yg[Pg[208]b = Y6[256b,
4. P5[208]= 255) Ys[Ps[208]]= Ys[255]= Yi[256]) Ys[Ps[208]h = Ya[256},
5. P1[208]= P3[208]+ 2) Y3[P3[208]]= Y.[P1[208]]

) Y3[P3[208]h = Y1[P1[208]}.

We restate condition 14 of Theorem 1 here:

Yo[P9[208]h © Y5[Ps[153]h © Y5[Ps[208]h © Y3[P3[153]h © Y3[P3[208]h
© Y4[P1[208]} © Ys[256}, © Y4[256] © Ys[5] © Y1[3] = O:

We obsene that the above equation holds when the previous 5 conditions are
satis” ed simultaneously. The other 15 setsof conditions can be found in Table 2.
The occurrenceof H (1 - k - 16) implies the occurrenceof the event E14. Let
Djx denotethe evert E;\ Ex\ E3z\ E4\ Es ¢¢0\ G; \ Hy and Fj;x denotethe
evert E;\ ES\ E3\ EJ\ E5¢¢®\ Gj \ Hy wherel- j - 9,1 k- 16.Hence,
it follows that, if Ej;c or Fj occursthen

Ol(O) © 03(0) © 05(0) © Og(o) =0

This completesthe proof. t

5 Estimation of the Bias in the Outputs

Under the assumption of a perfect key/IV setup (seeSection2), we now proceed
to estimate ProlJO, g © O3 © Os(p) © Og(y = 0]. The conditions listed under
Theorem 1 fall into one of the following categories:

1. P,[116]" j 18orOmod 32,2- n - 9,
2. an elemern of P is related to another elemen of P, and
3. an elemen of P is equatedto a constart term.

The probability of occurrenceof an event falling under category 2 or 3, is approx-
imately i< = . It may be recalled from Sect. 4 that the evert Gj (1- j - 9)
is the intersection of 4 independert events, all of which fall under category 2
described above. Hence,

1 1 .
P[Gj]1/4(2—8)4: sl o: (14)
Again, event Hy (1 - k - 16) is the intersection of 5 independert events. The
“rst four events come under category 2 and the "fth event falls under category

3. Therefore,

1 5 _ 1 . y
Hence,
o X 9
PIJaGl=  PIG % o (16)

i=1

8



Similarly,

16_ 1

PILIL HIl % g = o5

17)

The independert ewents Eg, E19, E1; and Ei» also come under category 2.
Therefore,

1
P[Eo] = P[E10] = P[En1] = P[E12]9Q——
1
) P[Eg\ Eio\ E1u1\ E1] 1/4(?)4: ok (18)

Now we calculate the probabilities, using Bayes'rule, for events coming under
category1l. Weknow that P,[116]" i 18 mod 32) P,[116]2 f14;46,;78;11G 142
174 206 2383. Therefore,

8.
256

Now, P3[116]" Omod 32(i.e., evernt E,) implies P3[116]2 f0; 32; 64; 96; 128 160, 192 224g.
Since P3[116]6 P,[116],

P[E1] =

.8
P[E2E1] = 255

8 8
) P[E2\ Ei] = P[E2JE1] ¢P[E4] =

256 ¢255

On the other hand, if P3[116]" | 18 mod 32 (i.e., evert EJ) then P3[116] 2
f14;46,78,110, 142 174, 206,238 and hence
8 7
PIE2\ E1l= o5 ¢ons

By similar argumerts we have

8 8 7

8

P[Es\ E3\ E2\ E4q]= 366:2—55%—540:2—53

8 7 6 5

0 B S S S

PIEs\ Ea B2l Eal= 5550555 ¥ 54 O253
Proceedingsimilarly, we seethat

8 8 7 7 6 5 1

PN Ei]l= 6o (19)

256 255 254 253 252 251 250 249 oAz
and

8 7 6 5 4 3 2 1 1
PIE GG G G G G G Yo 20
[E9= 256 255 254 253 252 251 250 249 ' 2485 (20)

9



where E® denotesE; \ EJ\ E3\ EJ\ Es\ Eg\ E;\ Eg. Since\ &, E; and E°
are mutually exclusive,

1 1 1
PN EN[ EY= 243:7 + 248:5 Ya 243:7: (21)

If the events coming under category 1 are assumedto be independert then the
values of the probabilities in (19) and (20) are identical. In such caseead of
them is equal to

8 15 _ i 40
(35¢) = 2

instead of 21 437 and 2i 485 respectively. The di®erencds notable and attributed

to the fact that an evert falling under category 1 hasa larger number of outcomes
than an evert coming under category 2 or 3. Finally, we have 4 independert
events: (\ &, E{)[ E® Eg\ E1o\ E11\ E1z, Gj and Hx. We 'nd that the inter-
section of these4 events is D« [ Fj« (seeSect.4). Hencefrom (14), (15), (18)
and (21), we get

PDjx [ Fjxl= PN Ei)[ EJCP[Eg\ E1o\ E1n\ E12] ¢P[Gj]¢P[Hy]

1 1 1 1
T 0437 7932 932 40"
S,
Let A denotethe event j9,:116;k:1 Djx [ Fjx. Then, from (16) and (17)

1 1 9 1 1
P[A] = 7243:7 ¢ﬁ ¢ﬁ ¢ﬁ ]/4 72140:5 . (22)

Now we are ready to calculatethe probability P[0 © O3 ©Os) ©Ogg) = O].
Note that the outputs are uniformly distributed if evert A doesnot occur.® Let
Ro denote Oy © O30y © Og(p) © Og(p) . Now, using Bayes' rule we have
P[Ro = 0]= P[Rg = QJA] ¢tP[A]
+ P[Rg = QJA°] ¢P[AC]

. . 1 . .
= 1¢2i 140:5 + Z¢(1; 2i 140:5
> (i )

%¢(1 + 21 140:5): (23)
Note that the above probability would have beenexactly 1/2 if the TPypy had
beenan ideal stream cipher.

6 Generalizations of the Attac k

In this section, we shaw that the outputs (O4iy, Osiy, Osiy, Og(iy, 1+ i+ 31)
are alsobiased.Next we calculate the probability P [O4(j) © O(jy © Os(jy ©Og(jy =

! This fact is established from the assumption that the key/IV setups are perfect and
produce uniformly distributed initial state.

10



0] whereO - i - 31.From (1) and (3) we get,

Oy = Sy(i) © Yili 1J © Y1[P1[208]] © cy(iy; (24)

Y4[256] = ROTL32(ss; 14) © Ya[i 3} © Y[P3[153] © dyiy;  (25)

where0 - i - 31 and ¢, d; are the carry terms in (1) and (3) respectively.
Similarly,

Os(iy = S3(i) © Y3[j 1] © Y3[P3[208]] © cyiy (26)

Os(iy = Ss(i) © Ys[i 1] © Y5[P5[208]] © cs(iy; (27)

Ogiy = Sg(i) © Yoli 1] © Yo[Po[208]] © cy(;) (28)

where O - i - 31. Now, ROTL32(s3;14) = Sz(i+18 mod 32) and Yz[j 3} =

Y1[i 1]i. Substituting thesetwo resultsin (25) and rearranging the terms we get,
Yali 1] = S3(i+18) mod 32) © Ya[256] © Y3[P3[153]] © dyi): (29)
Putting (29) in (24) we get,

O1(i) = S1(i) © S3((i+18) mod 32) © Y4[256] © Y3[P3[153]] © Y,[P1[208]]
© Ca(i) ©d1(i): (30)

Similarly, if d3 denotesthe carry term in
Y6[256]: (ROTL32(55, 14) © Y5[| 3]) + Y5[P5[153]1
we have,

Os(iy = S3(i) © Ss((i+18) mod 32) © Ys[256] © Ys5[P5[153]] © Y3[P3[208]]
© C3(i) ©d3(i): (31)

SinceYs[j 1} = Y1[3] and Yo[i 1] = Y3[5];, 8i 2 f0;:::;31g, (27 and (28) can be
written as:

Osiy = Ss(iy © Y1[3]; © Y5[P5[208]] © Csiy; (32)
Og(iy = So(i) © Y3[5]; © Yg[Pg[208]] © Cqi): (33)

From (30), (31), (32) and (33),

O1(i) © Oz(iy © Os(jy © Og(iy = S1(i) © Sz((i+18) mod 32) © S3(iy © S5((i+18) mod 32)
© s5(i) © Y1[P1[208]] © Y3[P3[153]] © Y3[P3[208]]
© sg(i) © Ys5[Ps[153]] © Ys5[P5[208]] © Yo[Py[208]]
© Y1[3]i © Y3[5] © Y4[256] © Yg[256]
© Cy(iy © Ca(iy © Cs(iy © Cy(iy © dy(iy © dy(jy: (34)

Let the event Eq4 under Theorem 1 be rede ned as follows.

Yo[P9[208]] © Y5[Ps[153]] © Y5[P5[208]] © Y3[P3[153]] © Y3[P3[208]]
© Y4[P1[208]] © Y4[256] © Ya[256] © Ys[5} © Y4[3] = O: (35)
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Now, using the techniques described in Sect. 4, it can be easily veri ed that
when the rst 13 conditions listed under Theorem 1 and (35) are simultaneously
satis ed, (34) reducesto

Ox(iy © Og(iy © Os(iy © Og(iy = Cy(iy © Cz(iy © Cs(iy © Cy(iy © dy(jy © dy(iy: (36)

Let,
Ri = Ox(i) © Ogz(j) © Os(jy © Ogy;
Ti = i) © Gy © Cs(iy © Co(iy © dyiy © dygiy: (37)
Now,
P[Ri = 0]= P[R; = QJA] ¢P[A]
+ P[R; = OjA°] ¢P[A€]

= P[T; = O] ¢P[A]

+ P[T; = QJA°] ¢P[A°]

= P[T; = 0]¢2' 1495+ %¢(1i 21 1405y (38)
We obsene that the carry terms c, d are generatedin expressionsof the form

(S©A)+ B, whereS, A and B are uniformly distributed and independert 32-bit
variables. Hence,we can usethe following result from [8].

1 1
P[C]_(|) = 0]= E + ZIT
Let p= 3+ 5. Also,
Plcsiy] = Plcsiy]l = Plcogiy] = Pldyiy] = Pdsiy] = p:

We seethat T; = 0 when an even number of terms on the RHS of (37) equate
to zero. Sincethe probability of any of the terms equating to zerois p,
M 61T M G‘H
PITi=0]=p"+ _ ¢p'e(li p)>+ , ¢p®o(li p)*+ (1i p)°

= p®+ 15¢p" ¢(1; p)*+ 15¢p° ¢(1; p)*+ (1i p)° (39)

Substituting p = %+ 2,%1 in (39) and simplifying the resultant expressionwe
get,

1 ) ) _ .
P[Ti = 0] = > + 15¢21 6+21) 4 i (5+61). (40)

When i = 0, we get P[T; = 0] = 1 which is the expected value. Finally,
putting (40) in (38) we get,

1 . ; . - 140
P[R| — 0]: E + (15 ¢2i (5+2 i) + 2i (5+6 I)) ¢2i 140:5

1 . g ) ap
- E + 15¢2i (145:5+21i) + 2i (l45.5+6|): (41)
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Using the techniquesdescribed above and in Sect.4 and 5, onecanshow that (41)
appliesto outputs generatedat roundst,t+ 2,t+ 4andt+ 8, i.e.,

1 , o |
P[Ot(i) © Ot+2(i) © Orsa(iy © Orsgiy = 0] = 5* 15¢2i (145:5+21)
+ 2i (l4515+6i): (42)
And wheni = 0 (i.e., for the Isb), (42) becomes:

1 140
P[Ot(0) © Ot+200) © Or+s0) © Orsgo) = 0] = > (1 + 21 140°5). (43)

7 The Distinguisher

A distinguisher is an algorithm which distinguishesa stream of bits from a stream
of bits that follow the uniform distribution. The distinguisher we construct, using
the obsenations describedin the previous sections,collectsthe Isbsof sutciently
many outputs (O¢, Ots2, Ot+sa, Ot+g). TO compute the minimum number of
samplesrequired to establishthe distinguisher, we usethe following corollary of
a theorem from [6].

Corollary 1. If an evente occurs in a distribution X with probability p and
in Y with prokability p(1+ d) then, if p = 1, O(q%) samplesare required to
distinguish X from Y with non-negligible probability of suaess.

In the presert case,e is the evert O;g) © Ori0) © Orra0) © Orrgo) = O,
X is the distribution of the outputs O¢, Ot+2, Ot+4 and Otig produced by a
perfectly random keystream generatorand Y is the distribution of the outputs
producedby TPypy. From (43), p= %, q= . HenceO(W) = O(2281)
output samplesare neededto construct the distinguisher with non-negligible
probability of successlt should be noted that distinguishers can be constructed
by considering higher order bits of (O¢, Ot+2, Ot+4, Ot+g). Howewer, as the
maximum biasis found in the Isb, the bestdistinguisher requiresO(228') samples
to distinguish TPypy from random. Esserially , the attacker collects 2281 samples
from as many randomly generated key/IVs and establishesthe distinguisher.
Note that if the keysizeis more than 35 bytes (or, 280 bits), this attack can be
built within the designspeci cations.

8 Adapting the Attac ks to TPy6, Pypy, Py and Py6

The attacks described in the previous sectionscan be adjusted for TPy6 also, in
a similar way the attack on Py in [8] was modi ed to work for Py6 in [9]. Since
the round functions of TPypy, TPy and TPy6 are identical with those of Pypy,
Py and Py6 respectively, it is easyto seethat the aforemertioned attacks on
TPypy, TPy and TPy6 are also applicable to Pypy, Py and Py6.

Moreover, it is important to note that the existing distinguishing attacks on
the Py and Py6 as described in [4] and [9] are also e®ective on TPy and TPy6.
Therefore, the best distinguishers on TPy and TPy6 are with data 272 and 2%8.
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9 Conclusions and Future Work

This paper for the rst time nds weaknesse# the stream cipher TPypy which
is conjectured to the most securecandidate of the Py-family of ciphers. Pre-
cisely the paper shows that the security of the stream cipher TPypy does not
grow exponertially with the key-size.This is establishedby constructing a dis-
tinguisher which works with 2281 outputwords and comparabletime. Note that,
when TPypy is usedwith key-sizelongerthan 35 bytes, i.e., 280 bits, our attack
constitutes an academicbreak of the cipher.

Given the striking similarities between TPy and TPypy (seeAlgorithm 1),
the current attacks can also be applied to TPy. In fact, we have further noted
that some of the existing attacks also work for TPy and TPy6. Moreover, in
Appendix B, we presert additional weaknessesn TPy by combining the results
of this paper with the results described in [8]. Thus we have many weaknessei
the round functions of TPy and TPypy. It seemsquite possibleto combine these
weaknessego construct stronger distinguishers for both the ciphers. Crowley,
in [4], describes a method which usesa Hidden Markov Model to combine the
distinguishers on Py. This method reducedthe data complexity of an attack on
Py by a factor of 217. The samemethod can certainly be applied here too, but
a complete description is beyond the scope of this paper.
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A Disjoin t Events

Here, we prove that for event E;3 to occur with probability 1, the 9 conditions
Gj, 1- j - 9canbe consideredexhaustive. That is, E13 occurs with random
probability % when none of the everts G; occur. From the discussionin Sect. 4,

we know that s5) = Sg) When the following conditions are simultaneously
satis ed:

1. Pg[116] j 18(mod 32) (event Es),

2. P7[116]" j 18(mod 32) (event Eg),

3. Pg[116]" j 18(mod 32) (event E7),

4. Bo[116]" j 18(mod 32) (evert Egy),

5. s (YilPi[72li Yi[Pi[239]])= O (evert Eis).

It may be recalled from Sect. 4 that Table 1 shows nine everts (Gy, ...,
Gg), where the occurrenceof any Gj, 1 - i - 9, implies that event E13 oc-
curs. It is to be noted that the nine everts are not pairwise disjoint. This can
be demonstrated as follows. Let us consider the events G; and G, and let us
assumethat Pg[239] = Pg[239]+ 2. Hence, Pg[239]j 1 = Pg[239]+ 1 and
Ps[239]i 1 = Pg[239]; 3, with the result that rows 1 and 2 becomeidenti-
cal. Therefore, G; = G, when Pg[239] = Pg[239]+ 2. Similarly, any condition
which equatestwo everts, sy G; and G; (i,] 2 f1;::;;9gandi 6 j), will relate
Pm[239] and P,[239] (n, m 2 f6;7;8;99, n 6§ m). The relation is of the form
Pm[239]= P,[239]+ (nj m), and the probability of its occurrenceis approxi-
mately z-. We restate evert E3 here,

Ye[Ps[72]]i Ys[Ps[239]]+ Y7[P7[72]]i Y7[P7[239]]+ Ys[Ps[72]]i Ys[Ps[239]]+
Yo[Po[72]]i Yo[P9[239]]= O.

We seethat any relation of the above form will only equatetwo Y terms
precededby the same’j ' sign (Ym [Pm[239]]and Y, [P, [239]]) and thus the terms
do not get cancelled.Henceit is not necessarythat this relation must hold for
E13 to occur. Now, the probability that

{ the 4 conditions forming G; (where 1 - i - 9) are simultaneously satsi ed
and

{ arelation of the form P,,[239]= P,[239]+ (nj m) (wheren, m 2 f6;7;8; 9g,
n 6 m) holds,

will be approximately equal to (5%)° = 281, Sudh a relation of the above

form, which is an extra condition on the elemeris of P and which amourts to no
signi cant increasein the probability that Ei3 occurs, is therefore redundart.
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There is still oneimportant point that we have overlooked - it is not necessary
that relations are to be drawn between elemeris of P in order that condition
13 under Theorem 1 be satis ed. One could try to relate the elemeris of array
Y directly. Howewver, any suc a relation would occur with a probability of ap-
proximately 53 - which is much lesserthan P[Py, [239]= P,[239}+ (nj m)] ¥ .

In summary, the satis abilit y of the four conditions listed in eath row of
Table 1, is suxcient for our analysisand any extra condition is discarded.

Table 2 below shaws 16 events (H4,..., Hig), where the occurrence of any
Hi, 1- i - 16,implies that event Eq4 occurs. Under eath event H; we have 5
conditions on the elemeris of array P. From the table, onecaninfer that barring
the 5th condition, the other 4 conditions equate an elemen of P to a constart
term. Following this obsenation, it is easyto show that H; 6 H; for any i,
j 2 f1;:::;16g wherei 6 j. Now, by similar argumerts as above, one can prove
that for event E14 to occur with probability 1, the 16 conditionsHy, 1- k- 16
are exhaustive. That is, E14 occurswith random probability % when none of the
events Hy occur.

B Another Statistical Weakness in TPy

In this section, we combine the results of this paper with the results of [8] to nd
a new weaknessin TPy. The algorithm for TPy includesline 5 of Algorithm 1.
We use the convention followed in [8]. We label the outputs generatedin line
5 and line 6 as the “1st output-word' and “2'nd output-word respectively. Let
Omn (where m 2 f1;2g) denote the mth output-word generatedin the nth
round of TPy. Op,, (j) denotesthe j the bit of O, . The following is a corollary
of Theorem 2 of [8].

Corollary 2. Oy.80) = Oa,19() if the following six conditions on the elements
of the S-tox P are simultaneously satis ed.

Po[116]" | 18(mod 32) (eventL,),
P10[116]" 7(mod 32) (event L),
Pg[72] = P10[239]+ 1 (eventL3),
Pgo[239]= P1o[72]+ 1 (eventLy),
Pg[26]= 1 (event Ls),

P10[208]= 254 (event Lg).

ok wnpE

We recall the following from Sect. 4.

[N

. Event L1 = Eg,
2. E= E]_\ E2\ E3\ E4\ E5¢¢¢\ Eqs and
3. F=E;\ EJ\ E3\ EQ\ Es¢¢o\ Eqy.

Now, we have the following theorem:

Theorem 2. 02;1(0) © 02;3(0) © 02;5(0) © 02;9(0) © 02;10(0) ©Ol;8(0) =0if
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Table 2. When Hy (1 - k-

16) occurs, condition 14 is satis ed.

Event

Ys[3]
(= Ys3[5]
Y1[7])

Y1[3](=
Ys[1])

Y6[256](=
Yo[253])

Y4[256](=
Y5[255])

5th Condition

Y5[Ps[153]]
(Ps[153]= 3)

Y3[P3[153]]
(P3[153] = 1)

Ys[P9[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Y3[P3[208]] = Y1[P1[208]]
(P1[208] = P3[208]+ 2)

Y5[Ps[153]]
(Ps[153]= 3)

Y3[P3[208]]
(Ps[208] = 1)

Ys[P9[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Y3[P3[153]] = Y1[P1[208]]
(P1[208] = P3[153]+ 2)

Ys5[Ps[208]]
(Ps[208] = 3)

Y3[P3[153]]
(P3[153]= 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[153]]
(Ps[153] = 255)

Y3[P3[208]] = Y1[P1[208]]
(P1[208]= P3[208]+ 2)

Ys5[Ps[208]]
(Ps[208] = 3)

Y3[P3[208]]
(P3[208] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[153]]
(Ps[153] = 255)

Y3[P3[153]] = Y1[P1[208]]
(P1[208] = P3[153]+ 2)

Y3[P3[153]]
(Ps[153] = 5)

Y3[P3[208]]
(Ps[208] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Ys[Ps[153]] = Y1[P1[208]]
(P1[208] = P5[153]+ 4)

Y3[P3[153]]
(Ps[153]= 5)

Y1[P1[208]]
(P1[208] = 3)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Y5[Ps[153]] = Y3[P3[208]]
(P3[208] = Ps[153]+ 2)

Y3[P3[153]]
(Ps[153]= 5)

Y3[P3[208]]
(Ps[208] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[153]]
(Ps[153] = 255)

Ys[Ps[208]] = Y1[P1[208]]
(P1[208] = P5[208]+ 4)

Y3[P3[153]]
(Ps[153]= 5)

Y1[P1[208]]
(P1[208] = 3)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[153]]
(Ps[153] = 255)

Y5[Ps[208]] = Y3[P3[208]]
(P3[208] = Ps[208]+ 2)

Y3[P3[208]]
(Ps[208] = 5)

Y3[P3[153]]
(Ps[153] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Ys[Ps[153]] = Y1[P1[208]]
(P1[208] = P5[153]+ 4)

Y3[P3[208]]
(P3[208] = 5)

Y1[P1[208]]
(P1[208] = 3)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Ys[Ps[153]] = Y3[P3[153]]
(P3[153]= P5[153]+ 2)

Y3[P3[208]]
(P3[208] = 5)

Y3[P3[153]]
(Ps[153] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Y5 [Ps[153]]
(Ps[153] = 255)

Ys[Ps[208]] = Y1[P1[208]]
(P1[208] = P5[208]+ 4)

Y3[P3[208]]
(P3[208] = 5)

Y1[P1[208]]
(P1[208] = 3)

Yo[Po[208]]
(Ps[208] = 253)

Y5 [Ps[153]]
(Ps[153] = 255)

Ys[Ps[208]] = Y3[P3[153]]
(P3[153]= P5[208]+ 2)

Y1[P1[208]]
(P1[153]= 7)

Y3[P3[153]]
(Ps[153] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Ys[Ps[153]] = Y3[P3[208]]
(P3[208] = P5[153]+ 2)

Y1[P1[208]]
(P1[153]= 7)

Ya[P3[208]]
(P3[208]= 1)

Yo[Po[208]]
(Ps[208] = 253)

Ys[Ps[208]]
(Ps[208] = 255)

Ys[Ps[153]] = Y3[P3[153]]
(P3[153]= P5[153]+ 2)

Y1[P1[208]]
(P1[153]= 7)

Y3[P3[153]]
(Ps[153] = 1)

Yo[Po[208]]
(Ps[208] = 253)

Y5 [Ps[153]]
(Ps[153] = 255)

Ys[Ps[208]] = Y3[P3[208]]
(P3[208] = P5[208]+ 2)

Y1[P1[208]]
(P1[153]= 7)

Y3[P3[208]]
(Ps[208] = 1)

Yo[Pg[208]]
(Po[208] = 253)

Ys[Ps[153]]
(Ps[153] = 255)

Ys[Ps[208]] = Y3[P3[153]]
(P3[153]= Ps[208]+ 2)
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1. eventE or F occurs, and
2. theeventL,\ L3\ Ls\ L5\ Lg occurs.

The proof is straightforward and follows from Sect. 4 and the proof of The-
orem 1 in [8]. It is to be noted that for event Ej4 to occur with probability
1, the 16 conditions Hy, 1 - k - 16 are not exhaustive. A careful look at
Table 2 would reveal the reason.All the events except Hg, Hg, Hio and Hia,
have one of the conditions of the form P3[X] = 1, where X 2 f153 2083. Now,
P3[X]= 1) Pg[26] 6 1. Therefore, we have E14 to occur with probability 1
whenHg[ Hg[ Hio[ Hi2 occurs.

As before,onecantry to generalizethe above theorem for round t and bit i.
It is also possibleto draw other corollaries from Theorem 2 of [8] and usethem
in tandem with generalizationsof Theorem 1 to nd many more relationships
amongthe outputs generatedby TPy. The probability that the conditions listed
under Theorem 2 are simultaneously satis ed, will be lesserthan P[E [ F] =
2i 1405 Hencethe distinguisher thus constructed will require more than 228!
samples.Nevertheless,the existenceof a large number of biasesin the outputs
of TPy and TPypy can be exploited to construct stronger distinguishersfor both
the ciphers.
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