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Abstract.  Stream ciphers play an important role in symmetric cryptol-

ogy becauseof their suitabilit y in high speed applications where block
ciphers fall short. A large number of fast stream ciphers or pseudoran-
dom bit generators (PRBGs) can be found in the literature that are
based on arrays and simple operations such as modular additions, ro-
tations and memory accesseqe.g. RC4, RC4A, Py, Py6, ISAAC etc.).
This paper investigates the security of array-based stream ciphers (or
PRBGSs) against certain typesof distinguishing attacks in a uni ed way.
We argue, counter-intuitiv ely, that the most useful characteristic of an
array, namely, the assaiation of array-elemerts with unique indices, may
turn out to be the origins of distinguishing attacks if adequate caution
is not maintained. In short, an adversary may attack a cipher simply ex-
ploiting the dependenceof array-elemerts on the corresponding indices.
Most importantly, the weaknessesare not eliminated even if the indices
and the array-elemerts are made to follow uniform distributions sepa-
rately. Exploiting these weaknesseswve build distinguishing attacks with

reasonableadvantage on v e recert stream ciphers (or PRBGs), namely,
Py6 (2005, Biham et al.), IA, ISAAC (1996, Jenkins Jr.), NGG, GGHN

(2005, Gong et al.) with data complexities 268:61, 232:89 216:89 ' 932:89 gng
2%2:89 regpectively. In all the caseswe worked under the assumption that

the key-setup algorithms of the ciphers produced uniformly distributed

internal states. We only investigated the mixing of bits in the keystream
generation algorithms. In hindsight, we also obserwe that the previous
attacks on the other array-based stream ciphers (e.g. Py, etc.), can also
be explained in the general framework developed in this paper. We hope
that our analyseswill be usefulin the evaluation of the security of stream
ciphers basedon arrays and modular addition.
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1 Intro duction

Stream ciphers are of paramourt importance in fast cryptographic applications
such as encryption of streaming data where information is generatedat a high
speed. Unfortunately, the state-of-the art of this type of ciphers, to euphemize,
is not very promising asre’ected in the failure of the NESSIE project to selecta
single cipher for its prole [13] and alsothe attacks on a number of submissions
for the ongoing ECRYPT project [6]. Becauseof plenty of common features
as well as dissimilarities, it is almost impossibleto classify the entire gamut
of stream ciphers into small, well-de ned, disjoint groups, so that one group
of ciphers can be analyzed in isolation of the others. However, in view of the
identical data structures and similar operations in a number of stream ciphers
and the fact that they are vulnerable against certain kinds of attacks originating
from some basic °aws inherernt in the design, it makes senseto scrutinize the
classof ciphersin a uni ed way. As the title suggests,the paper takesa closer
look at stream ciphersconnectedby a commonfeature that ead of them uses(i)
oneor more arrayst asthe main part of the internal state and (ii) the operation
modular addition in the pseudoandom bit geneation algorithm. Apart from
addition over di®erert groups (e.g, GF(2") and GF(2)), the stream ciphersunder
considerationonly admit of simple operations such asmemory accesgdirect and
indirect) and cyclic rotation of bits, which are typical of any fast stream cipher.
In the presen discussionwe omit the relatively rare classof stream cipherswhich
may nominally usearray and addition, but their security depends signi cantly
on special functions such as those basedon algebraic hard problems, Rijndael
S-box etc.

To the best of our knowledge,the RC4 stream cipher, designedby Ron Rivest
in 1987,is the rst stream cipher which exploits the featuresof an array in gen-
erating pseudorandombits, using a few simple operations. Since then a large
number of array-based ciphers or PRBGs { namely, RC4A [14], VMPC stream
cipher [20], IA, IBAA, ISAAC [10], Py [2], Py6 [4], Pypy [3], HC-256 [18], NGG
[12], GGHN [8] { have beenproposedthat are inspired by the RC4 designprin-
ciples. The Screamfamily of ciphers [9] also usesarrays and modular additions
in their round functions, howewer, the security of them hingeson a tailor-made
function derived from Rijndael S-box rather than mixing of additions over dif-
ferent groups (e.g., GF(2") and GF(2)) and cyclic rotation of bits; therefore,
this family of ciphersis excludedfrom the classof ciphersto be discussedn the
paper.

First, in Table 1, webrie°y reviewthe prosand consof the RC4 stream cipher
which is the predecessorof all the ciphersto be analyzed later. Unfortunately,
the RC4 cipher is compatible with the old fashioned8-bit processoronly. Except
RC4A and the VMPC cipher (which are designedto work on 8-bit processors),
all the other ciphersdescribed beforeare suitable for modern 16/32-bit architec-
tures. Moreover, those 16/32-bit ciphershave beendesignedwith an ambition of

1 An array is a data structure containing a set of elemerts assaiated with unique
indices.



Table 1. Pros and cons of the RC4 cipher

Advantages of RC4 I Disadvantages of RC4 |
Arrays allow for huge secret internal state Not suitable for 16/32-bit architecture
Fast becauseof fewer operations per round Sewral distinguishing attacks
Simple Design Weak Key-setup algorithm
No key recovery attacks better than brute force

incorporating all the positive aspects of RC4, while ruling out it's negative prop-
erties aslisted in Table 1. However, the paper obsenesthat a certain amount of
caution is necessaryto adapt RC4-like ciphersto 16/32-bit architecture. Here,
we mount distinguishing attacks on the ciphers (or PRBGs) Py6, IA, ISAAC,
NGG, GGHN { all of them are designedto suit 16/32-bit processorq with data
268:61  932:89  916:89  932:89 gnd 232:89 respectively, exploiting similar weaknesses
in their designs(note that another 32-bit array-based cipher Py has already
been attacked in a similar fashion [5,15]). Summarily the attacks on the class
of ciphers described in this paper originate from the following basic although
not independert facts. However, note that our attacks are basedon the assump-
tions that the key-setupalgorithms of the ciphersare “perfect’, that is, after the
execution of the algorithms they produce uniformly distributed internal states
(more on that in Sect. 1.2).

{ Array-elemeris are large (usually of size 16/32 bits), but the array-indices
are short (generally of size 8 hits).

{ Only a few elemerns of the arrays undergo changesin consecutive rounds.

{ Usageof both pseudorandomindex-pointers and pseudorandomarray-elemerts
in a round, which apparertly seemsto provide stronger security than the
cipherswith "xed pointers, may leave room for attacks arising from the cor-
relation between the index-pointers and the corresponding array-elemerts
(seediscussionin Sect.2.2).

{ Usageof simple operations like addition over GF(2") and GF(2) in output
generation.

Essetially our attacks basedon the above facts have it origins in the fortuitous
states attack on RC4 by Fluhrer and McGrew [7].

A general framework to attack array-based stream ciphers with the above
characteristics is discussedin Sect. 2. Subsequetly in Sect.3.1, 3.2 and 3.3, as
concrete proofs of our argumert, we show distinguishing attacks on "v e stream
ciphers(or PRBGS). The purposeof the paper is, by no means,to claim that the
array-basedciphers are intrinsically insecure,and therefore, should be rejected
without analyzing its merits; rather, we stressthat when such a PRBG turns
out to be extremely fast { such asPy, Py6, IA, ISAAC, NGG, GGHN { an alert
messageshould better be issuedfor the designersto reched that they are free
from the weaknesseslescribed here. In Sect. 3.5, we commert on the security
of three other array-basedciphers (or PRBGs) IBAA, Pypy and HC-256 which,
for the momen, do not come under attacks, however they are slower than the
onesattacked in this paper.



1.1 Notation and Convention

{ The symbols®, +, j ,n ,0 ,A,¢ areusedasper convertion.

{ The ith bit of the variable X is denoted X ;) (the Isb is the Oth bit).

{ The segmem of mj n + 1 bits betweenthe mth and the nth bits of the
variable X is denotedby X (mn .

The abbreviation for PseudorandomBit Generator is PRBG.

P[A] denotesthe probability of occurrenceof the evert A.

E€ denotesthe complemert of the evert E.

At any round t, somepart of the internal state is updated beforethe output
generation and the rest is updated after that. Example: in Algorithm 3, the
variables a and m are updated before the output generationin line 5. The
variables i and b are updated after or at the sametime with the output
generation. Our convertion is: a variable S is denoted by S; at the time of
output generation of round t. As ead of the variablesis modi ed in a single
line of the corresponding algorithm, after the modi cation its subscript is
incremerted.

e e e ]

1.2 Assumption

In this paper we concerirate solely on the mixing of bits by the keystreamgener-
ation algorithms (i.e., PRGB) of seweral array-basedstream ciphersand assume
that the corresponding key-setup algorithms are perfect. A perfect key-setup
algorithm producesinternal state that leaksno statistical information to the at-
tacker. In other words, becauseof the dixculty of deducingany relations between
the inputs and outputs of the key-setup algorithm, the internal state produced
by the key-setup algorithm is assumedto follow the uniform distribution.

2 Stream Ciphers Based on Arra ys and Mo dular
Addition

2.1 Basic Working Principles

The basic working principle of the PRBG of a stream cipher, basedon one or
multiple arrays, is shown in Fig. 1. For simplicity, we take snapshotsof the
internal state, composed of only two arrays, at two close rounds denoted by
round t and round t® = t + + Howewer, our analysis is still valid with more
arrays and rounds than just two. Now we delineate the rudiments of the PRBG
of such ciphers.

{ Comp onents: the internal state of the cipher comprisesall or part of the
following componerts.
1. One or more arrays of n-bit elemens (X; and X, in Fig. 1).
2. Oneor more variablesfor indexing into the arrays, i.e., the index-pointers
(down arrows in Fig. 1).
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Fig. 1. Internal State at (a) round t and (b) round t°= t+ +

3. One or more random variables usually of n-bit length (my, m,, m%, mJ
in Fig. 1).

{ Mo dication to the Internal State at a round.

1. Index Pointers: the most notable feature of such ciphersis that it has
two sets of index pointers. (i) Someof them are "xed or updated in a
known way, i.e., independert of the secretpart of the state (solid arrows
in Fig. 1) and (ii) the other set of pointers are updated pseudoandomly,
i.e., basedon oneor more secretcomponerts of the internal state (dotted
arrows in Fig. 1).

2. Arrays: a few elemens of the arrays are updated pseudorandomlybased
on one or more componerts of the internal state (the shaded cells of
the arrays in Fig. 1). Note that, in two successie rounds, only a small
number of array-elemens (e.g. one or two in ead array) are updated.
Therefore, most of the array-elemers remain identical in consecutive
rounds.

3. Other variablesif any: they are updated using seweral componerts of the
internal state.

{ Output generation: the output generation function at a round is a non-
linear combination of di®eren componerts described above.

2.2 Weaknesses and General Attac k Scenario

Before assessinghe security of array-based ciphers in general, for easy under-
standing, we rst deal with a simple toy-cipher with certain properties which
induce distinguishing attack on it. Output at round t is denoted by Z;.

Remark 1. The basisfor the attacks described throughout the paper including
the onein the following example is searting for internal states for which the
outputs can be predicted with bias. This strategy is inspired by the fortuitous
statesattacks by Fluhrer and McGrew on the RC4 stream cipher [7].



Example 1. Let the sizeof the internal state of a stream cipher with the follow-
ing properties be k bits.

Property 1. The outputs Z,, Z;, are as follows.

Z;, =XOY+ (An B); 1)
Z,=M+N®©(Cn D) (2)

where X, Y, A, B, M, N, C, D are uniformly distributed and independert.
Property 2. [Bias-inducing State] If certain k° bits (0 < k% - k) of the inter-

nal state are setto all 0's (denote the occurrenceof suc state by evernt E) at
round t1, then the following equations hold good.

X=M;Y=N;B=D=0A=C:
Therefore, (1) and (2) become
Z, =XOY+A; Z,=X+YOA:

Now, it follows directly form the above equationsthat, for a fraction of 2 k? of
all internal states

PlZ@©) = (Zt; ©Zt,)0) = OE] = L )
Property 3. If the internal state is chosenrandomly from the rest of the states,
then
— - C1 — 1
PlZg = OE"] = 5 (4)
Combining (3) and (4) we get the overall bias for Z g,
1 1.1
PlZo =0]= =5 ¢1+ (1j =) ¢=
[ 0) O] 2k°¢ ( [ 2k°) ¢2
1 1
= §(1+ F) ()

Note that, if the cipher were a securePRBG then P[Z ) = 0] = % o

Discussion. Now we arguethat an array-basedcipher hasall the three proper-
ties of the above example;therefore, the style of attack preserted in the example
can possibly be applied to an array-based cipher too. First, we discussthe op-
erations involved in the output generation of the PRBG. Let the internal state
consistof N arrays and M other variables. At round t, the arrays are denoted by
S [4, So:[4; ¢¢¢, Sy« [q and the variables by my.., ma.; ¢¢¢, my ... We obsene
that the output Z; is of the following form,

Z; = ROT[¢¢¢ROT[ROT[ROT[Vy:(] ~ ROT[Vax ]
~ROT[V3;]] ~ ¢¢¢~ ROT[Vk.t]] (6)



whereViy = mg; or Sj;[l1]; ROT[] is the cyclic rotation function either constart
or variable depending on the secret state; the function ~[¢ q is either bit-wise
XOR or addition modulo 2".

Now we describe a generaltechnique to establish a distinguishing attack on
an array-based cipher from the above information. We recall that, at the Trst
round (round t; in the presen context), the internal state is assumedto be uni-
formly distributed (seeSect.1.2).

Step 1. [Analogy with Property 1 of Example 1] Obsene the elemerts of the in-
ternal state which are involved in the outputs Z;,, Z,; ¢¢¢ (i.e., the Vi; 's in (6))
when the rounds in question are close(t; < t, < ¢¢¢).

Step 2. [Bias-inducing state, Analogy with Property 2 of Example 1] Fix a
few bits of somearray elemerts (or x a relation among them) at the initial
round t; sud that indices of array-elemens in later rounds can be predicted
with probability 1 or closeto it. More speci cally, we seard for a partial ly spec-
i ed internal state such that one or both of the following casesoccur due to
predictable index-pointers.

1. The Vit 's involved in Z;,, Z;,; ¢¢¢ are those array-elemeris whosebits are
already xed.
2. Each V; is dependert on one or more other variablesin Z;,, Z;,; ¢¢¢.

Now, for this case,we compute the biasin the output bits. Below we identify the
reasonswhy an array-basedcipher can potentially fall into the above scenarios.

Reason 1. Usually, an array-based cipher usesa number of pseudorandom
index-pointers which are updated by the elemerts of the array. This fact turns
out to be a weakness,as xed values (or a relation) can be assignedto the
array-elemerts such that the index-pointers fetch valuesfrom known locations.
In other words, the weaknesgesults from the correlation betweenindex-pointers
and array-elements which are, although, uniformly distributed individually but
not independert of eat other.

Reason 2. Barring a few, most of the array-elemerts do not changein rounds
which are closeto ead other. Therefore, by Xing bits, it is sometimeseasyto
force the pseudorandomindex-pointers fetch certain elemens from the arrays in
successie rounds.

Reason 3. The size of an index-pointer is small, usually 8 bits irrespective
of the size of an array-elemen which is either 16 bits or 32 bits or 64 bits.
Therefore, xing a small number of bits of the array-elemerts, it is possibleto
assign appropriate valuesto the index-pointers. The lessthe number of xed
bits, the greater is the bias (note the parameter k®in (5)).

Reason 4. If the rotation operations in the output function are determined
by pseudorandomarray elemeris (see (6)) then xing a few bits of internal



state can simplify the function by freeing it from rotation operations. In many
casegrotation operations are not preser in the function. In any casethe output
function takesthe following form.

Zt = V]_;t ~ V2;t ~ V3;t ~ ¢¢¢~ Vk;t:

Irrespective of whether "~' denotes™©' or “+', the following equation holds for
the Isb of Z;.

Zt () = V]_;t ©) © V2;t ©) © V3;t ©) © ¢¢¢O Vk;t ©) .

Now by adjusting the index-pointers through "xing bits, if certain equalities
t

amongthe Vi 's are ensuredthen  Z; = 0 occurswith probability 1 rather
than probability 1/2.

Step 3. [Analogy with Property 3 of Example 1] Prove or provide strong evi-
dencethat, for the rest of the states other than the bias-inducing state, the bias
generatedin the previous step is not courterbalanced.

Reason. The internal state of sud cipher is huge and uniformly distributed
at the initial round. The correlation, detected among the indices and array-
elemers in Step 2, is fortuitous although not ertirely surprising becausethe
variables are not independen. Therefore, the possibility that a bias, produced
by an accidertal state, is totally courterbalanced by another accidertal state
is negligible. In other words, if the bias-inducing state, as explained in Step 2,
doesnot occur, it is likely that at least one of the Vi 's in (6) is uniformly dis-
tributed and independent; this fact ensuresthat the outputs are also uniformly
distributed and independert.

Step 4. [Analogy with (5) of Example 1] Estimate the overall bias from the
results in Step 2 and 3. o

In the next section,we attack se\eral array-basedciphersfollowing the meth-
ods described in this section.

3 Distinguishing Attac ks on Arra y-based Ciphers or
PRBGs

This section describes distinguishing attacks on the ciphers (or PRBGs) Py6,
IA, ISAAC, NGG and GGHN { ead of which is basedon arrays and modular
addition. Due to spaceconstraints, full description of the ciphersis omitted; the
readeris kindly referredto the corresponding designpapersfor details. For ead
of the ciphers, our task is essetially two-forked as summedup below.

1. Identication of a Bias-inducing State. This state is denoted by the
event E which adjusts the index-pointers in such a way that the Isb's of the
outputs are biased. The Isb's of the outputs are potentially vulnerable as



they are generatedwithout any carry bits which are nonlinear combinations
of input bits (seeStep 2 of the generaltechnique described in Sect. 2.2).

2. Computation of the Probabilit y of Overall Bias. The probability is
calculated consideringboth E and E€. As suggestedin Step 3 of Sect. 2.2,
for ead cipher, the Isb's of the outputs are uniformly distributed if the event
E doesnot occur under the assumption merntioned in Sect. 1.2.

Note. For ead of the v e ciphersattacked in the subsequeh sections,it can be
shown that, if E (i.e., the bias-inducing state) doesnot occur then the variable
under investigation is uniformly distributed under the assumption of uniformly
distributed internal state after the key-setup algorithm. We omit those proofs
due to spaceconstraints.

3.1 Bias in the outputs of Py6

The stream cipher Py6, designedespecially for fast software applications by Bi-
ham and Sekerry in 2005, is one of the modern ciphersthat are basedon arrays
[2,4]2 Although the cipher Py, a variant of Py6, was successfullyattacked [15,
5], Py6 hassofar remainedalive. The PRBG of Py6 is described in Algorithm 1
(see[2,4] for a detailed discussion).

Algorithm 1 Single Round of Py6
Input:  Y[i 3;::;64], P[O; :::; 63], a 32-bit variable s
Output:  64-bit random output
/*Up date and rotate P*/
1: swap (P[0], P[Y[43]&63)]);
2: rotate (P);
/* Update s*/
3: s+ = Y[P[18]]i YI[P[57];
4: s= ROTL32(s; ((P[26]+ 18)&31));
/* Output 8 bytes (least signi cant byte rst)*/
5: output ((ROTL32(s;25)© Y[64]) + Y[P[8]]);
6: output (( S ©Y[i 1)) + Y[P[21]));
/* Update and rotate Y */
7. Y[i 3]= (ROTL32(s;14)© Y][j 3]) + Y[P[48]];
8: rotate(Y);

Bias-pro ducing State of Py6. Below we identify six conditions among the
elemerts of the S-box P, for which the distribution of Z1.;1 © Z,.3 is biased(Z1
and Z,.; denotethe lower and upper 32 bits of output respectively, at round t).

Cl. P,[26]" i 18(mod 32); C2. P3[26]" 7(mod 32); C3. P,[18] = P3[57]+ 1;
C4. P,[57]= P3[18]+ 1; C5. P1[8] = 1; C6. P3[21]= 62.

2 The cipher has beensubmitted to the ECRYPT Project [6].



Let the event E denote the simultaneous occurrenceof the above conditions
(P[E] ¥a 21 3%88) It can be shown that, if E occurs then Z = 0 where Z
denotesZ;.; © Z,.3 (seeAppendix A). Now we calculate the probability of oc-
currenceof Z g, .

P[Z@© = 0]= P[Z) = OE]¢P[E]+ P[Z() = OE°]¢P[E®]

Canes 1 -
i 33:86 , — . i 33:86
16¢2 5 O(Li 2 %%

% ¢(1+ 20 338%): ©)

Note that, if Py6 had beenan ideal PRBG then the above probability would
have beenexactly 3.

Remark 2. The above bias can be generalizedfor roundst andt+ 2 (t > 0)
rather than only rounds 1 and 3.

Remark 3. The main di®erencebetween Py and Py6 is that the locations of
S-box elemerns used by one cipher is di®erert from those by the other. The
signi cance of the above results is that it shaws that changing the locations
of array-elemeris is futile if the cipher retains someintrinsic weaknessess ex-
plained in Sect.2.2. Note that Py wasattacked with 2847 data while Py6 is with
26861 (explained in Sect. 3.4)

3.2 Biased outputs in IA and ISAA C

At FSE 1996,R. Jenkins Jr. proposedtwo fast PRBGs, namely IA and ISAAC,
along the lines of the RC4 stream cipher [10]. The round functions of 1A and
ISAAC are shown in Algorithm 2 and Algorithm 3. Each of them usesan array
of 256 elemerts. The size of an array-elemen is 16 bits for IA and 32 bits for
ISAAC. Howewer, IA and ISAAC can be adapted to work with array-elemeris
of larger sizetoo. For IA, this is the “rst time that an attack is proposed. For
ISAAC, the earlier attack was by Pudovkina who claimed to have deducedits
internal state with time 4 ¢67 ¢10*2*° which was way more than the exhaustive
seart through the keys of usual size of 256-bit or 128-bit [17]. On the other
hand, we shall seelater in Sect. 3.4 that our distinguishing attacks can be built
with much lower time complexities. The Z; denotesthe output at round t.

Bias-inducing State of IA. Let m¢[i; + 1 mod 256]= a. If the following con-
dition

ind((a+ Zy) A 8)=ind(a) = i+1 (8)
is satis ed then

Zo)(= Zi(o) ©Zt+s1 () =0

10



Algorithm 2 PRBG of IA

Input:  m[0; 1;:::255], 16-bit random variable b

Output:  16-bit random output

1i=0;

x = mfi];

m[i]=y = m[ind (x)] + bmod 2'°; /* ind(x) = X¢z.0) */
Output= b= m[ind(y A 8)] + x mod 2%,

i =i+ 1mod 256;

. Go to step 2;

onhRwNRE

A pictorial description of the state is provided in Fig. 3 of Appendix B. Let evert
E occur when (8) holds good. Note that P[E] = 21 ¢ assuminga and Z, are
independert and uniformly distributed. Therefore,

P[Z@) = 0= P[Z) = OE]C¢P[E]+ P[Z() = OJE°] ¢P[E°]

. 1 .
162070+ S o1 2'7)

Lo+ 219); ©)

Algorithm 3 PRBG of ISAAC

Input:  m[0; 1;:::255], two 32-bit random variables a and b
Output:  32-bit random output

i=0;

x=mi];

a=a®(a¢ R)+ mfi + K mod 256] mod 2%2:

m[i + 1]= y = m[ind (x)] + a+ bmod 2%; /* ind(x) = X2 */
Output= b= m[ind(y A 8)] + x mod 2%;

i = i+ 1mod 256;

: Go to Step 2.

NoagsrwhE

Bias-inducing State of ISAA C. For easy understanding, we rewrite the
PRBG of the ISAAC in a simplied manner in Algorithm 3. The variables R
and K, described in step 3 of Algorithm 3, depend on the parameteri (see[10]
for details); however, we show that our attack can be built independert of those
variables.

Let my; 1[it] = x. Let event E occur when the following equation is satis ed.

ind ((my; 1find (x)] + & + b; 1) A 8) = i (10)

If E occursthen Z; = x+ x mod 2%2,i.e., Z;) = 0 (seeAppendix C for a proof).
As a;, by; 1 and x areindependert and ead of them is uniformly distributed over

11



Z,2 , the following equation capturesthe bias in the output.

P[Zio = 0]= P[Zi0) = OE]¢P[E]+ P[Zyq = OE°] ¢P[E"]

1621 8+ %¢(11 21 8)

% ¢(1+ 2 8): (11)

3.3 Biases in the outputs of NGG and GGHN

Gong et al. very recertly have proposed two array-based ciphers NGG and
GGHN with 32/64-bit word-length [12,8] for very fast software applications.
The PRBGs of the ciphers are described in Algorithm 4 and Algorithm 5. Both
the ciphers are claimed to be more than three times as fast as RC4. Due to
the introduction of an extra 32-bit random variable k, the GGHN is evidertly a
stronger version of NGG. We proposeattacks on both the ciphers basedon the
generaltechnique described in Sect.2.2. Note that the NGG cipher was already
experimertally attacked by Wu without theoretical quarti cation of the attack
parameters such as bias, required outputs [19]. For NGG, our attack is new,
theoretically justi able and most importantly, conformsto the basic weaknesses
of an array-basedcipher, as explainedin Sect.2.2. For GGHN, our attack is the
“rst attack on the cipher. In the following discussion,the Z; denotesthe output
at round t.

Algorithm 4 PseudorandomBit Generation of NGG
Input:  S[0; 1;:::255]

Output:  32-bit random output

i=0,j=0;

i =i+ 1mod 256;

©j =] + S[i] mod 256;

: Swap (S[i], S[j);

: Output= S[S[i] + S[j ] mod 256];

: S[S[i]+ S[j] mod 256]= S[i]+ S[j] mod 2%

. Go to step 2;

Bias-inducing State of NGG. Letthe evert E occur,if iy = j; and Stq [it+1 ]+
St+1[jt+1] = 2¢S;[i] mod 256. We obsene that, if E occursthen Z;,30 = O
(seeAppendix D). Now we compute P[Z;,10) = O] where P[E] = 2i 16,

PlZi+10) = 0= P[Zi+100) = OE]C¢P[E]+ P[Zi4100) = OE°] ¢P[EC]
= 1¢21 10+ %¢(1i 21 16y

% ¢(1+ 21 1): (12)
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Algorithm 5 PseudorandomBit Generation of GGHN
Input:  S[0; 1, :::255], k

Output:  16-bit random output

1:i=0,j =0;

2: i =i+ 1mod 256;

3:j = j + S[i] mod 256;

4: k= k+ S[j] mod 2°?;
5
6
7

: Output= S[S[i]+ S[j] mod 256]+ k mod 2%;
: S[S[i]+ S[j] mod 256]= k + S[i] mod 2%;
. Go to step 2;

Bias-pro ducing State of GGHN. If Si[it] = St+1[jt+1]and Sc[j¢] = Stsa [it+1 ]
(denote it by evert E) then Z.;) = O (seeAppendix E). Now we compute
P[Zi+10) = O] whereP[E] = 2i 16,

P[Zi+10) = 0= P[Zis10) = OE]CP[E]+ P[Z410) = OE] ¢P[EC]
= 1¢21 16+ %tl:(li 21 16)

% ¢(1+ 21 16): (13)

3.4 Data and Time of the Distinguishing Attac ks

In the section we compute the data and time complexities of the distinguishers
derived from the biasescomputed in the previous sections.A distinguisher is an
algorithm which distinguishes a stream of bits from a perfectly random stream
of bits, that is, a stream of bits that has beenchosenaccordingto the uniform
distribution. The advantageof a distinguisher is the measureof its succesgate
(see[1] for a detailed discussion).

Let there be n binary random variablesz;, z,, ¢¢¢, z, which are independert
of ead other and eadt of them follows the distribution Dgas. Let the uniform
distribution on alphabet Z, be denotedby Dyy;. Method to construct an optimal
distinguisher with a xed number of samplesis givenin [1].> While the detailed
description of an optimal distinguisher is omitted, the following theorem deter-
mines the number of samplesrequired by an optimal distinguisher to attain an
advantage of 0.5 which is considereda reasonablegoal.

Theorem 1. Let the input to an optimal distinguisher be a realization of the
binary randomvariablesz;; z,; z3; ¢¢¢; z, where each z; follows Dgjas. TO attain
an advantage of more than 0.5, the least number of samplesrequired by the

3 Given a xed number of samples, an optimal distinguisher attains the maximum
advantage.
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Table 2. Data and time of the distinguishers with advantage exceeding0.5

[PRBG | M [Bytes of a single stream = 0:4624¢M | Time |

Py6 234:86 268:61 0(268:61)
1A 217 232:89 0(232:89)
ISAAC| 2° 21089 0(2'°%9)
NGG 217 232:89 0(232:89)
GGHN 217 232:89 0(232:89)

optimal distinguisher is given by the following formula

n= 0:4624¢M?  wher

1 -
R

PDBIAS [Zi = O]l PDUNI [Zi = O]

Proof. SeeSect.5 of [15] for the proof.

Now Dyy; is known and Dgjas can be determined from (7) for Py6, (9) for IA,
(11) for ISAAC, (12) for NGG, (13) for GGHN. In Table 2, we list the data
and time complexities of the distinguishers. Our experiments agreewell with the
theoretical results. The constart in O(m) is determined by the time taken by
single round of the corresponding cipher.

3.5 A Note on IBAA, Pypy and HC-256

IBAA, Pypy and HC-256 are the array-oriented ciphers/PRBGs which are still
free from any attacks. The IBAA works in a similar way as the ISAAC works,
exceptfor the variable a which plays an important role in the output generation
of IBAA [10]. It seemsthat a relation hasto be discorered among the values
of the parameter a at di®eren rounds to successfullyattack IBAA. Pypy is a
slower variant of Py and Py6 [3]. Pypy produces32 bits per round when eadh
of Py and Py6 produces 64 bits. To attack Pypy a relation needto be found
among the elemens which are separated by at least three rounds. To attack
HC-256 [18], somecorrelations needto be known amongthe elemens which are
cyclically rotated by constart nhumber of bits.

4  Conclusion
In this paper, we have studied array-basedstream ciphers or PRBGs in a gen-

eral framework to assesgheir resistanceagainst certain distinguishing attacks
originating from the correlation betweenindex-pointers and array-elemens. We
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show that the weaknessbecomesmore profound becauseof the usageof simple
modular additions in the output generation function. In the uni ed framework
we have attacked v e modern array-basedstream ciphers (or PRBGs) Py6, IA,

ISAAC, NGG, GGHN with data complexities 26861 232:89  216:89 = 532:89 gng
232:89 regpectively. We also note that someother array-basedstream ciphers (or
PRBGSs) IBAA, Pypy, HC-256still do not comeunder any threats, howewer, the
algorithms needto be analyzed more carefully in order to be consideredsecure.
We believe that our investigation will throw light on the security of array-based
stream ciphersin generaland can possibly be extendedto analyze other types
of cipherstoo.

5 Acknowledgmen ts

We thank JongsungKim, Hongjun Wu, Gautham Selar for useful discussions.
We also adknowledgethe constructive commerts of the anonymous reviewers of
Asiacrypt 2006.

References

1. T. Baignpres, P. Junod and S. Vaudenay, \How Far Can We Go Beyond Linear
Cryptanalysis?," Asiacrypt 2004 (P. Lee, ed.), vol. 3329 of LNCS, pp. 432{450,
Springer-Verlag, 2004.
2. E. Biham, J. Seberry, \Py (Roo): A Fast and Secure Stream Cipher using Rolling
Arrays," eSTREAM, ECRYPT Stream Cipher Project, Report 2005/023, 2005.
3. Eli Biham and Jennifer Seberry, \Pypy: Another Version of Py," eSTREAM,
ECRYPT Stream Cipher Project, Report 2006/038, 2006.
4. E. Biham, J. Seberry, \C Code of Py6," as available from
http://www.ecrypt.eu.org/stream/py.html , eSTREAM, ECRYPT Stream
Cipher Project, 2005.
5. P. Crowley, \Impro ved Cryptanalysis of Py," Workshop Record of SASC 2006 {
Stream Ciphers Revisited, ECRYPT Network of Excellencein Cryptology, February
2006, Leuven (Belgium), pp. 52{60.
. Ecrypt, http://lwww.ecrypt.eu.org
7. S. Fluhrer, D. McGrew, \Statistical Analysis of the Alleged RC4 Keystream Gen-
erator," Fast Software Encryption 2000 (B. Schneier, ed.), vol. 1978 of LNCS,
pp. 19-30, Springer-Verlag, 2000.

8. G. Gong, K. C. Gupta, M. Hell, Y. Nawaz, \T owards a General RC4-Like
Keystream Generator," First SKLOIS Conference, CISC 2005 (D. Feng, D. Lin,
M. Yung, eds.), vol. 3822 of LNCS, pp. 162{174, Springer-Verlag, 2005.

9. S. Halevi, D. Coppersmith, C. S. Jutla, \Scream: A Software-E+cient Stream Ci-
pher," Fast Software Encryption 2002 (J. Daemenand V. Rijmen, eds.), vol. 2365
of LNCS, pp. 195{209, Springer-Verlag, 2002.

10. Robert J. Jenkins Jr., \ISAA C," Fast Software Encryption 1996 (D. Gollmann,
ed.), vol. 1039 of LNCS, pp. 41{49, Springer-Verlag, 1996.

11. I. Mantin, A. Shamir, \A Practical Attack on Broadcast RC4," Fast Software
Encryption 2001 (M. Matsui, ed.), vol. 2355 of LNCS, pp. 152{164, Springer-
Verlag, 2001.

(@]

15



12

13.

14.

15.

16.

17.

18.

19.

20.

A

Y. Nawaz, K. C. Gupta, and G. Gong, \A 32-bit RC4-like Keystream Generator,"
Cryptology ePrint Archive, 2005/175.

NESSIE: New European Schemes for Signature, Integrity and Encryption,
http://www.cryptonessie.org

Souradyuti Paul, Bart Preneel,\A New Weaknessin the RC4 Keystream Generator
and an Approach to Improve the Security of the Cipher," Fast Software Encryption
2004 (B. Roy, ed.), vol. 3017 of LNCS, pp. 245{259, Springer-Verlag, 2004.
Souradyuti Paul, Bart Preneel, Gautham Selar, \Distinguishing Attacks on the
Stream Cipher Py," Fast Software Encryption 2006 (M. Robshaw, ed.), vol. 4047
of LNCS, Springer-Verlag, pp. 405-421,2006 (to appear).

Souradyuti Paul, Bart Preneel, \On the (In)security of Stream Ciphers Based on
Arrays and Modular Addition (Full Version)," Cryptology ePrint Archive: Report
2005/448, IACR, 2005, Available online at http://eprint.iacr.org/2005/448

Marina Pudovkina, \A known plaintext attack on the ISAAC keystream genera-
tor," Cryptology ePrint Archive: Report 2001/049, IACR, 2001.

H. Wu, \A New Stream Cipher HC-256," Fast Software Encryption 2004 (B. Roy,
ed.), vol. 3017 of LNCS, pp. 226{244, Springer-Verlag, 2004.

H. Wu, \Cryptanalysis of a 32-bit RC4-like Stream Cipher," Cryptology ePrint
Archive, 2005/219.

Bartosz Zoltak, \VMPC One-Way Function and Stream Cipher,” Fast Software
Encryption 2004 (B. Roy, ed.), vol. 3017 of LNCS, pp. 210{225, Springer-Verlag,
2004.

Bias-inducing State of Py6

Claim. Zi.10) = Z2;3() if the following six conditions on the elemerts of the
S-box P are simultaneously satis ed.

I

P,[26]" i 18(mod 32),
Pa[26]” 7(mod 32),
P,[18]= P3[57]+ 1,
P,[57]= Ps[18]+ 1,
P1[8] = 1,

Ps[21]= 62.

Proof. The formulas for the Z1.1, Z,.3 and s, are given below (seeAlgorithm 1).

Z3;1 = (ROTL32(s1;25) © Y1[64]) + Y1[P1[8]]; (14)
Z33 = (s3©Y3[i 1]) + Y3[P3[21]]; (15)
s> = ROTL32(s; + Y2[P2[18]]i Y2[P2[57]] ((P2[26]+ 18) mod 32): (16)

2 Condition 1 (i.e., P,[26]" j 18(mod 32)) reduces(16) to

S2 = s1+ Y2[P2[18]]i Y2[P2[57]]:

2 Condition 2 (i.e., P3[26]" 7(mod 32)) together with Condition 1 implies

s3 = ROTL32((s1 + Y2[P2[18]]i Y2[P2[57]]+ Y3[P3[18]]i Y3[P3[57]]);25):

16



10 1 62

63 64

H

(a) The S-box Y after Key/IV Set up

C -1 0 1 62 63 64
H G
(b) Y after the first round
63 64

[ -:10 1 62
H G

(c) Y after the second round

Fig. 2. Py6: (a) P1[8] = 1 (condition 5): G and H are usedin Z1.1, (b) Y2 (i.e., Y after

the 1% round), (c) P3[21]= 62 (condition 6): G and H are usedin Z:3

2 Condition 3 and Condition 4 (that is, P,[18]= P3[57]+ 1 and P,[57]= P3[18]+

1) reducethe previous equation to
s3 = ROTL32(s;;25):
From (14), (15), (17) we get:

Z11 = (ROTL32(s1;25)© Y1[64]) + Y[P1[8]]:;
22;3 = (ROTLSZ(S]_, 25)@ Y3[1 1]) + Y3[P3[21]]:

In Fig. 2, conditions 5 and 6 are described. According to the “gure,

H = Yi[P.[8]1= Ya[i 1];
G = Y1[64]= Y3[P5[21]]:

Applying (20) and (21) in (18) and (19) we get,

Z1.10) © Z3:30) = Y1[64]0) © Y1[P1[8]]0) © Yz[i 1lo) © Y3[P3[21]}p) = O:

This completesthe proof.

B Bias-inducing State of IA

Claim. Let m¢[i; + 1 mod 256]= a. If the following condition

ind((a+ Z:) A 8)= ind(a) = itn

is satis ed then

Zisa = 2¢a+ Zymod 2'°)  Zy(g) © Ztsy ) = O:
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@

a+z —_— ZI+1:2a+Zl

(i)

Fig. 3. IA: (i) at round t when m¢[it + 1]= a, (i) at round t + 1

Proof. Proof is easyfrom Algorithm 2. In Fig. 3, the con guration of the array
m and the output are shown for two consecutive rounds when the condition is
satis ed. o

C Bias-inducing State of ISAA C

X —_— Zt =X+X

Fig. 4. ISAAC: at round t

Claim. Let m¢; 1[it] = x. If the following condition
ind ((My; 1[ind (x)] + & + b; 1) A 8) = iy (22)
is satis ed then
Zy=x+xmod2¥) Z = 0: (23)

Proof. The claim can be easily veri ed from Algorithm 3. In Fig. 4, the con g-
uration of the internal state at round t is shown. o
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Lowest 8 bits [P 2A

A 2A
@
Lowest 8 bits (e C+D=2A i1
c 2A b

—= Zt+1=2A

(b)

Fig. 5. NGG: (a) the array S at the end of round t, (b) the array S just before output
generation at round t + 1

D Bias-inducing State of NGG

Claim. If (i) iy = j¢ and (i) Sg+1[it+1 1+ St+1[it+1]1= 2¢S;[i;] mod 256, then
Ziyg = 2¢St[lt] mod 216) Zt+1(0) =0
assumingthat i;4+; 6 2¢S;[iy] mod 256and ji+1 6 2¢S;[i] mod 2564

Proof. The proof can be easily followed from Fig. 5. o

E Bias-inducing State of GGHN

—= 7t

Lowest 8 bits iy A+B iy
k+A
A B
/ V
. . —= Zt+1=2(k+A
Lowest 8 bits J t+1 D1 A+B (e+4)
k+A

Fig. 6. GGHN: (a) the array S at the end of round t (b) the array S at the end of
round t+ 1

A B

+B

(b)

Claim. If S§[it] = St+1[jt+1]and S[jt] = Stsa [it+1] then
Zis = 26(k + Stfie]) mod 2%2)  Zy4y0) = O:

Proof. From Algorithm 5 and Fig. 6 the proof can be ascertained. a

4 The assumption has negligible e®ecton the probabilit y computed in Sect. 3.3.
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