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Abstract. The profile 1 submissions to the eSTREAM call for stream
ciphers aim at achieving a high throughput in software. But, for the
embedded systems, the trade-off between the throughput and the code
size is more critical. We here study the ROM footprints of several eS-
TREAM stream ciphers on an ARM920T processor. Most notably we
propose some modifications in the implementations of several ciphers
which lead to a best throughput/code size trade-off.

1 Introduction

The eSTREAM Profile I stream ciphers are dedicated to software appli-
cations with high throughput requirements. Then, for this profile, most
submitted cipher implementations use lookup tables, inlining or loop un-
rolling to achieve high performance. The main drawback of those code
transformations [1] is an important code size. But, for embedded sys-
tems, the code size is a critical issue. In this context, an important task
consists in determining the best trade-off between the code size and the
throughput for the different stream cipher proposals.

In this paper, we study the descriptions of several stream ciphers and
we improve their throughput/size ratios. Most notably, we focus on AES-
CTR, Salsa20 and SNOW 2.0. Indeed, we point out that the reference
description is not always suitable for size constraints. Restructuring the
algorithm may allow some modifications of the implementations based
either on code factorization, or on invariant detection, or on code spe-
cialization. For instance, Salsa20 allows code factorization, which does
not affect the performance. The counter mode of operation may be at
the origin of some redundant computations in the implementation of the
underlying block cipher. Code specialization depending on the size of the
plaintext can also improve the performance like for SNOW 2.0.

The next section describes the benchmark process that we use. Based
on this measure, we give the speed and the code size of most eSTREAM



Profile I candidates and of the different reference ciphers, for their ref-
erence implementations on an ARM920T processor. Then, the follow-
ing sections describe some modified implementations leading to a better
throughput/code size trade-off for three different stream ciphers. Section 3
is devoted to a faster implementation of AES-CTR. Section 4 studies the
unrolling factor for LFSR-based stream ciphers, especially for SNOW 2.0.
Finally, Section 5 shows how the code size of Salsa20 can be significantly
reduced.

2 Benchmark process

We have benchmarked the eSTREAM profile I candidates and the ref-
erence stream ciphers on an ARM920T processor (200MHz) using gcc
3.4.3. ARM processors are 32-bit RISC cores dedicated to the embedded
systems [20].

However, measuring and comparing the throughputs of stream ciphers
is a difficult task: actually the throughput highly depends on the size of
the involved plaintext because of the cost of the IV setup. Therefore, we
propose to use as a realistic measure of the performance of a stream cipher
its average throughput over all plaintext sizes, where the plaintext sizes
follow a given distribution. Namely, the cipher speed s is given by:

s =
∑

siπi

where si is the cipher speed for a plaintext of i bytes and πi is the propor-
tion of plaintexts of i bytes to encipher. An example of the distribution
of the sizes of TCP packets is given in Figure 1. This estimation of packet
size distribution has been done over 4,334,991 packets.

The distribution may also be trimodal [19, 9], and 40-byte, 576-byte
and 1500-byte packets are then critical. The TCP packet size distribution
emphasizes the importance of both the latency of the IV setup (one IV
setup per packet as recommended by the RFC 3686 [14]) and the latency
of the keystream generation. The same technique based on the distribu-
tion of the plaintext sizes has also been used by Whiting et al. [21] to
measure the agility of AES candidates.

With this distribution, we have computed the speed (in cycles/byte)
of most focus Profile I candidates and of the reference stream ciphers
(Table 1). We have used the reference implementations of the eSTREAM
testing framework [8]. Table 1 also gives the sizes of the corresponding
implementations.
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Code size (bytes)

Ciphers Speed (cycles/byte) Encryption IV setup Key setup Lookup tables Total size

RC4 180 980 124 68 0 1352

Salsa20 65 1228 80 424 32 1764

Py 155 1232 304 536 256 2328

Dragon 104 1124 1720 368 2048 5260

HC-256 1316 5864 3252 132 0 9248

Snow 2.0 38 2600 3660 56 6144 12456

LEX 50 6696 156 924 5160 12936

AES 114 8088 12 1264 5160 14524

Sosemanuk 38 3580 4156 9028 2048 18812

Table 1. Comparison of the footprints and of the speeds of the focus eSTREAM
Profile I candidates for the reference implementation

Table 1 then clearly points out that the characteristics of the refer-
ence implementations are very different for the considered ciphers. The
first remark is that some ciphers have a large code size because they in-
volve some relatively large lookup tables: the implementations of SOSE-
MANUK, SNOW 2.0, LEX and AES-CTR take at least 12 Kbytes, while
SNOW 2.0 and SOSEMANUK have the highest throughput among all



these ciphers. On the other side, we have some ciphers with a much
smaller code size (between 1 and 5 Kbytes) but with a lower through-
put, like RC4, Salsa20, DRAGON and Py (note the results in Table 1
consider Py and not Pypy). It is worth mentioning that, among those
ciphers, Salsa20 has clearly the highest throughput.

The following sections now show how we can achieve different through-
put/code size trade-offs for some of these ciphers by modifying their ref-
erence implementations.

3 AES-CTR

We first focus on AES-CTR since it corresponds to the reference stream
cipher which must be compared to all eSTREAM candidates.

The keystream generated by the counter mode (CTR) is produced by
enciphering a set of input blocks called counters. The counters are gener-
ated from an initial value which is successively incremented by a function
f . The only security requirement [12] for the incrementing function f
and for the initial value generation is the counter uniqueness. The NIST
[12] defines the standard family of incrementing functions for n-bit block
ciphers as:

fi(x) = x⊕ trunci(x) ⊕ (
trunci(x) + 1 mod 2i

)
, i ≤ n (1)

where trunci(x) is the function which outputs the i least significant bits
of x. In other words, fi consists in incrementing by 1 the i least significant
bits of x. Then, the ciphertext is the result of the exclusive-or between a
plaintext block and a keystream block (Figure 2).
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Fig. 2. CTR mode of encryption

Thus, the successive inputs of the block cipher are usually very similar,
implying that some computations are redundant and can be eliminated.



To determine the amount of redundant computation, we need to study
the propagation of some input differences through the block cipher, ex-
actly as for evaluating the resistance of the block cipher to differential
cryptanalysis [6] and to integral attacks [15]. Here, this study aims at de-
tecting invariant computations when a given block cipher enciphers very
similar plaintext blocks.
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Fig. 3. Difference propagation in the AES

The round function of the AES is composed of four transformations
which operate on the internal state as on a matrix of elements in F28 .
Figure 3 shows the propagation of a single byte difference through the first
two rounds of the AES. Then, we can use the fact that some computations
in the first two rounds are similar for two plaintexts which differ on a
single byte.

If we want to exploit all invariant computations when a single byte
remains invariant, we need three different implementations of the AES
round function: one using the invariant computation in the first round, one
using the invariant computation in the second round and one for the full
round (full computation). Then, if we want to exploit the invariance of any
input byte, it will requires 16 versions for the first round (one per input
byte of the matrix) and 4 versions for the second round (one per column).
The full round computation of the AES costs 728 bytes (with one 1024-
byte lookup table). Thus the cost of implementing all variants exploiting
the invariance can be very important: 1344 bytes of overhead when a
single byte remains invariant. In order to keep a reasonable code size, we
then only exploit the invariant computations when a single input byte
remains unchanged. We obtain with this implementation, a 12% speedup
(101 cycles per byte) on the standard implementation (114 cycles per



byte). The invariant implementation is more effective for large packets:
we obtain a 20% speedup for packets longer than 250 bytes.

4 SNOW 2.0

SNOW 2.0 is another important reference stream cipher whose through-
put can be increased. The internal state of SNOW 2.0 [13] is composed
of a linear feedback shift register (LFSR) on F232 and of a finite state
machine (Figure 4). First, in order to reduce the code size, we have used
only one 1024-byte table for representing the involved AES transforma-
tion as observed in [5, 10]. This simple transformation reduces the code
size from 12456 bytes in the reference implementation [13] to 9400 bytes.
A second major property is that the LFSR can be clocked several times si-
multaneously in order to increase the throughput: this technique, named
leap-forwarding, is well-known in hardware synthesis [18] but can also
be applied in software [17, 16]. Then, if the LFSR is clocked k times, it
appears that the critical code blocks are identified in two loops:

1. the first loop computes k feedbacks and k outputs.
2. the second loop shifts the LFSR by k elements.

R2t

st+1 stst+2st+3st+4st+5st+6st+7st+8st+9st+10st+11st+12st+13st+14st+15

αα−1

S MR1t

Fig. 4. SNOW 2.0: 16-word LFSR and FSM based on the AES

The parameter k is critical for the speed of the cipher. The reference
C implementation of SNOW 2.0 uses a high value of k. High values of k
can remove redundant shift operations. Especially, when k is a multiple of
the LFSR length (16 for SNOW 2.0), the second loop can be completely
eliminated and replaced by variable renaming. This transformation has
two drawbacks. First, it increases the latency for small plaintexts. It also
requires to fully unroll the first loop since the memory access pattern is



difficult (induction variables modulo 16). Thus, the code size significantly
increases. The value k = 16 is the one used in the reference optimized
implementation of SNOW 2.0. But other values of k may lead to different
throughput/code size ratios. Table 2 shows the influence of k on SNOW
2.0 throughput and on the size of the keystream generation function. Es-
pecially, we notice that 2 ≤ k < 16 allows a very compact implementation
(408 bytes compared to 2680 bytes for the reference implementation). It
also achieves a significant speed enhancement for k = 5 and k = 10
(respectively 11% and 19% compared to the reference implementation).

k 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Code size (bytes) 360 408 408 408 408 408 408 408 408 408 408 408 408 408 408 2680

Speed (cycles/byte) 66 46 43 42 34 41 37.5 37.4 43 31 36.2 36.8 36.8 42 37 38

Table 2. Effect of k on the throughput and on the code size of the keystream function
for SNOW 2.0

The best implementation of SNOW 2.0 for speed achievement keeps
several versions of the code corresponding to different values of k and
determines the best version to use at the runtime. Such software archi-
tectures were first introduced by Byler and al. in [7]. This implementation
is more flexible than the implementation with k = 10 since it includes the
fastest version for some other distribution. However, this implementation
costs a huge amount of memory. But, for k < 16, all the versions can be
gathered and we get a runtime-dependent implementation for only 276
bytes of code (Table 3). To include the k = 16 version, we still need to
reduce its size (2680 bytes). It can be reduced to 596 bytes with a partial
re-roll of the code. It is worth mentioning that the same transformation,
i.e. re-rolling, can be applied to the IV setup in order to reduce the code
size. Our runtime-dependent implementation is slightly slower (Table 3)
than the implementation corresponding to k = 10. This overhead is due
to some additional control operations in the runtime-dependent imple-
mentation.

Therefore, as shown in Table 3, our implementation of SNOW 2.0
can lead to a slightly better throughput while its size has been divided
roughly by a factor 2. Another critical parameter for the code size of

LFSR-based stream ciphers is the number of elements in the shift register
which are accessed at the same time to generate the keystream bytes.
For SNOW 2.0, we access 5 elements of the shift register to output 4



Implementation k Code size (byte) Speed (cycles/byte)

Reference C code [13] fixed k = 16 12456 38

One table for AES fixed k = 16 9400 38

Partial re-roll (IV) and one version fixed k = 10 5804 31

Partial re-roll and two versions runtime 6528 34.4

Table 3. Trade-off between the code size and the throughput for SNOW 2.0

keystream bytes. If we increase the number of accessed elements, the cost
of induction variables will be critical. This parameter considerably affects
the code size of SOSEMANUK [2] and of DRAGON [11], implying that
the previously described modifications do not lead to such improvements
for these eSTREAM candidates.

5 Salsa20

Salsa20 is an eSTREAM candidate designed by Bernstein [3]. It is a 32-
bit oriented cipher based on bitwise xor, addition modulo 232 and left
rotation. The Salsa20 basic transformation is called quarteround function.
It operates on 4 words as shown in Figure 5.

y1 y2 y3y0

z0 z1 z2 z3

≪

7

≪

18 ≪

≪

9

13

Fig. 5. Quarterround function of Salsa20

The internal state of Salsa20 is represented by 4× 4 matrix of 32-bit
words. Salsa20 has an iterative structure. The round function of Salsa20



is composed of two transformations: the columnround transformation ap-
plies the quarterround function on a permutation of each column of the
state matrix. Then, the rowround transformation applies the quarteround
function on a permutation of each row. In the full version of Salsa20, both
operations are applied 10 times. A final transformation is applied to the
internal state after the 10 rounds: the original internal state matrix is
added the current state matrix.

The reference code of Salsa20 [3] implements the columnround and
the rowround separately. This section of the code is the most memory-
consuming (1902 bytes). But both transformations can be gathered in a
single operation using that:

rowround(u) =
(
columnround(ut)

)t

for any row vector u, where ut denotes the transposed vector. The trans-
position only introduces a few additional load/store operations to the
reference C code since we use a temporary state matrix to store the re-
sult of columnround.

Implementation Code size (byte) Speed (cycles/byte)

Reference C code [3] 1764 65

Our implementation 868 69

Table 4. Trade-off between the code size and the speed for Salsa20

This use of a single transformation is very effective: our implementa-
tion significantly reduces the code size (51%) with only 6% of overhead
on the speed as shown in Table 4. With this implementation, Salsa20
appears to be one of the stream ciphers which provide a very interesting
throughput/code size trade-off among the Profile I candidates.
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