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Abstract. A new attack scenario allowing a resynchronization collision
attack is presented. The attack can succeed if the part of the state that
depends on both the key and the IV is smaller than twice the key size. It
is shown that the attack is applicable to block ciphers in OFB mode. For
OFB mode, the attack will recover a part of the plaintext while having
the same asymptotic complexity as the generic distinguishing attack. The
attack is also demonstrated on the eSTREAM candidate LEX. LEX is
not vulnerable to the generic distinguishing attack on OFB mode but
is still vulnerable to the new attack. It is shown that if approximately
2957 resynchronizations using LEX are performed for the same key, some
plaintext might be recovered.

1 Introduction

In a distinguishing attack, the adversary tries to determine if a given sequence
stems from a known cipher or if it is a purely random sequence. The distinguisher
can be seen as a black box, taking a sequence as input and outputs either cipher
or random. The purpose of the NESSIE project [4] was to select a portfolio
of strong cryptographic primitives, e.g., stream ciphers. Several stream cipher
primitives were subject to distinguishing attacks and were not included in the
final portfolio because of that. In fact, no stream cipher was included in the
portfolio. It was argued in [5] that distinguishing attacks are not a practical
threat to the security of a cipher. In fact, block ciphers in OFB and counter
mode always have generic distinguishing attacks and this is not regarded as a
weakness. In [7], the authors argued that because of the generic attacks on block
ciphers in stream cipher mode, no stream cipher should allow encryption of more
than 2/%1/2 bits before changing the key, where |K| is the key size in bits.

In this paper we give an extension to the attack scenario for the generic
distinguishing attacks on block ciphers in stream cipher mode. By allowing re-
synchronization of the primitive we show that we can not only distinguish the
keystream from a random sequence, we can also recover some plaintext if only
ciphertext is given. Our attack scenario was first applied to Pomaranch Version
3 in [3]. In this paper we give a simplified description of the attack and show that
it can be applied to block ciphers in OFB mode and the eSTREAM candidate
LEX. We compare the attack with the generic distinguishers on OFB mode and
counter mode and show that the asymptotic complexity of our attack is the same
as for the generic distinguisher.



2 Distinguishing Attacks

In this section we describe the generic distinguishing attacks that apply to block
ciphers used in OFB and counter mode. We use n to denote the block size in
bits of the underlying cipher.

2.1 Output Feedback Mode

Output feedback mode (OFB) is a block cipher mode that turns the block cipher
into a synchronous stream cipher. The n-bit keystream words (zo, 21,22 ...) are
generated by repeatedly encrypting an n-bit IV. Let z_; = IV, then

Z; = EK(Zi_l) 7 Z 0.

Since a block cipher defines a permutation over all n-bit blocks, we expect the
average period of the keystream to be in the order of 27~! blocks. Thus, we
expect that there is no collision in the first 27! keystream blocks. On the other
hand, if we have a collision, then we know that all subsequent blocks will be
the same. Le., if z; = 2z; (i # j), then 21 = zj1x (K > 0). According to the
birthday paradox, in a truly random sequence we expect to find a collision after
observing 2"/2 n-bit blocks. This suggests that the keystream sequence can be
distinguished from random by observing approximately 2/2 keystream blocks.
A distinguisher is given in Fig. 1.

Input (20, 21, - - ., Zyn/2)

if (z; = 2; and 241 # 2j4+1 for some i # j)
return Random

else
return OFB Mode

Fig. 1. Distinguisher for OFB mode

2.2 Counter Mode

In counter mode, the n-bit keystream words (zo, 21, 22 .. .) are generated by en-
crypting an incrementing counter, i.

zi = Ex(IV||i).

It is up to the user to make sure that counter values are not used twice with
the same key. A distinguisher for counter mode is similar to the distinguisher on
OFB mode. Since a counter is used, a keystream block will never repeat. Thus,
by observing 2"/2 keystream blocks, we can decide if the sequence is random or
generated by a block cipher in counter mode. A distinguisher is given in Fig. 2.



Input (20, 21, - . ., Zyn/2)

if (z; = z; for some i # j)
return Random

else

return Counter Mode

Fig. 2. Distinguisher for Counter mode

The distinguishers on OFB mode and counter mode provides 1 bit of infor-
mation, i.e., if the observed sequence is generated by the cipher or if it is from
a random sequence. In a different setting this can correspond to a leakage of
information about the plaintext from the ciphertext.

3 New Attack Scenario

In this section we extend the basic distinguishing scenario given in the previous
section. We show that in our scenario the adversary will get information different
than that from a distinguishing attack. Some part of the plaintext will actually
be recovered. The attack is generic for any stream cipher. Let us divide the
internal state of the cipher into two parts,

State = (Stater, Statex11v),

where Statey is a part of the state that is only affected by the key and Stateg v
is a part of the state that is affected by both the key and the IV. Also, let N
be the size of Statextry in bits. If the key size |K| > N/2, then the attack will
always succeed with complexity below exhaustive key search.

Consider a resynchronization scenario. We assume that the key is fixed and
that the cipher is initialized with many different IVs. Further, we assume that
we have access to one long keystream sequence produced from one of the IVs,
denoted IVy. We intercept the ciphertext corresponding to many other IVs and
we know the first IV plaintext bits corresponding to every ciphertext. Our goal
is to recover the rest of the plaintext for one of the messages.

We first store 2¥/2 samples of keystream blocks of length N from IV in a
table. Thus, we have a table covering a fraction of 2~ /2 of all possible keystream
blocks of length N. If the cipher is initialized with a new IV and we know the
N first bits of the corresponding keystream, then the number of initializations
needed in order to have a collision is geometrically distributed with expected
value 27V/2. Denote the IV producing the collision by IV,. If a collision is found,
then with high probability the following keystream blocks of IV, and IV, will
also be identical. That means that if we just know the first N keystream bits
generated by IV, we can predict future keystream bits from I'V,. In other words,
by knowing the first N correspondning plaintext of a ciphertext, we can decrypt
the rest of the ciphertext without knowing the key. The attack is visualized in
Figure 3.
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Fig. 3. State graph for a fixed key, a sample is visualized by a small ring.

This resynchronization scenario will not apply to a block cipher in counter
mode. In counter mode there is no state that is updated pseudorandomly. The
value that is encrypted is a counter and thus, it will never repeat. This is the
reason why counter mode can be distinguished from a random sequence but also
the reason why the resynchronization state collision attack described above will
fail.

However, the above scenario applies to block ciphers used in OFB mode since
z; can be seen as the part of the state depending on both the key and the IV,
Stater 4+ 1v, and the key used in the block cipher can be seen as the state only
depending on the key, Stater. By initializing OFB mode with a new IV, the
cipher will enter a new random state after every encryption.

4 Leak Extraction (LEX)

LEX [1] is a stream cipher submitted to the eSSTREAM project. It is very similar
to a block cipher used in output feedback mode. Instead of taking the result
of a block cipher encryption as keystream, the keystream is taken as a part
of the state after each round. The idea behind LEX can be applied to many
different block ciphers and can thus in some sense be seen as a mode of operation.
However, leaking the wrong part of the state can be devastating for the security
of the cipher and how to leak the state must be carefully considered depending
on which block cipher to use. LEX in the eSTREAM project uses AES as block
cipher and it leaks 32 bits of the state in each round. More specifically,

. (00,0, 02,0, b0,2,b2,2), i odd
' (bo,1,02,1,b0,3,b2,3), i even

128-bit AES uses 10 rounds to output 128 bits and thus, LEX is 2.5 times faster
than AES in e.g., OFB mode.

In [6] a resynchronization attack on LEX was presented. The fact that the
initialization used the same function as the keystream generation could be ex-
ploited in a slide attack. Adopting the notation in [6], let S; denote the state
after the ith AES encryption and let the 320 bits extracted by encrypting S;_1



be denoted by k;. For two IVs, IV" and IV", if kj = kY then IV' = S; ». If
j > 2 we know 4 bytes of the state after one round of AES in the IV setup of
IV’. Having 3 collisions, 96 bits of the key can be recovered and this can be done
with keystream from approximately 26! IVs. This sliding property exists since
the setup function is the same as the keystream generation function. In order
to remove this property, the designer simply changed the last round in the IV
setup to be equivalent to the last round in normal AES, i.e., the mixColumns
function is dropped and the xor with the last subkey is used. Here it should also
be mentioned that in [2] the designer advises to change the key at least every
232 TV setups, and to change the IV every 500 iterations of AES.

Consider the generic distinguishing attack on OFB mode where 254 blocks
of keystream can be used to distinguish the sequence from random. In LEX this
generic distinguishing attack is not possible since the mapping from internal
state to output is not one-to-one and thus collisions can occur.

On the other hand, consider the resynchronization scenario given in Section 3.
The internal state consists of the 128-bit block in AES together with the secret
key K. Since keystream bits are output in every AES round we have to include
the 10 rounds of AES in the internal state. The part of the state that is not
fixed is thus 128 + log, 10 = 131.32 bits. By knowing 25%-%¢ keystream bits from
one IV and the first = 132 bits from 265:%6 other IVs, we can decrypt the rest of
the ciphertext corresponding to one IV, IV,. This attack does not stem from a
structural weakness of LEX or AES. Instead it stems from the fact that the part
of the state that holds the key bits is not updated unless the key is changed.
Thus it would be applicable to any block cipher used as a stream cipher by leak
extraction. The attack uses far more IVs for one key than advised, so we do
not claim that LEX is broken. The key is not recovered in our attack, but the
attack is different from a usual distinguishing attack, since some ciphertext can
be decrypted without knowledge of the key.

Since LEX, without the IV and keystream restrictions, is vulnerable to the
proposed attack, we believe that there is a need for a general discussion concern-
ing usage restrictions for stream ciphers in general and for eSTREAM ciphers
in particular. In [3], two attacks on Pomaranch Version 3 is given. The first is
a distinguishing attack considering a long keystream sequence from one or a
few IVs. The second attack is basically the attack given in Section 3, requiring
resynchronization with many IVs. The total amount of keystream is larger than
264 for the 128-bit key variant. The best attack on Pomaranch in [3] is compa-
rable in complexity to the attack on LEX described here. Of course, it could
be argued that the first attack in [3] shows a structural weakness of Pomaranch
Version 3, but the complexity of that attack is still higher than a simple (and
more powerful) attack on LEX.

5 Conclusion

The new attack scenario that is based on resynchronization can succeed if the
part of the state that depends on both the key and the IV is smaller than



twice the key size. We show that the attack, first described in [3] for an attack
on Pomaranch, is applicable to block ciphers in OFB mode and also to the
eSTREAM candidate LEX. For OFB mode, the attack is different from the
generic distinguishing attack since it will recover a part of the plaintext while
having the same asymptotic complexity as the generic distinguishing attack.
LEX is not vulnerable to the distinguishing attack on OFB mode but is still
vulnerable to the proposed attack.
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