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Abstract. Stream cipher Edon80 [6] is one of the submissions to the
ECRYPT Stream Cipher Project — eSTREAM that passed to the Phase
IT of this project. The core of this cipher is based on pipelined quasi-
group transformations using the so called e-transformers [6]. We study
algebraic properties of the suggested quasigroups for use in the stream
cipher Edon80 and prove that all the suggested quasigroups for use in
Edon80 are isotopic with the quasigroup of modular subtraction of order
4, and also with the group (Z4, +).
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1 Introduction

The need for random and pseudorandom sequences arises in many applications,
e.g. in modelling, simulations, and of course in cryptography. Pseudorandom
sequences are the core of stream ciphers. They are popular due to their high
encryption/decryption speed. Their simple and cheap hardware design is often
preferred in real-world applications. The design goal in stream ciphers is to
efficiently produce pseudorandom sequences - keystreams (i.e. sequences that
possess properties common to truly random sequences and in some sense are
"indistinguishable" from these sequences).

The usage of quasigroups (resp. Latin squares) in cryptography is not very
common. In spite of that various cryptosystems based on quasigroups appeared
in past few years. The isotopy of quasigroups was firstly considered in the design
of the block cipher IDEA, where three non-isotopic groups were used. The theory
of S-boxes based on quasigroups was studied in [14] and in [7] as well, where it
was shown that in a quasigroup setting, it is possible to construct an S-box with
the completely flat difference table. Stream ciphers based on quasigroups were
proposed in [11] and in [13] (attacks against this cipher can be found in [15]



and [16]). The suitability of quasigroup transformation for cryptography was
later studied in [12]. The possibility of using quasigroups for the design of hash
functions and MACs was studied e.g. in [1], [5], [3], and [4]. Attacks against one
version of hash function from [3], [4] can be found in [17].

Stream cipher Edon80 [6] is one of the submissions to the ECRYPT Stream
Cipher Project — eSTREAM that passed to the Phase IT of this project. Although
it is not a focused Phase II submission, it is interesting from the design point of
view. The core of this cipher is based on pipelined quasigroup transformations
using the so called e-transformers [6]. The analysis of this cipher is at the very
beginning. The only paper, except the submission [6] itself, dealing with analysis
of Edon80 is [9]. Implementation of Edon80 is discussed in [10]. In this paper,
we study some algebraic properties of the suggested quasigroups for use in the
stream cipher Edon80 and prove that all the suggested quasigroups for use in
Edon80 are isotopic with the quasigroup of modular subtraction of order 4, and
also with the group (Z4,+).

The structure of this paper is as follows. Section 2 recalls some basic notions
from the theory of quasigroups. The quasigroups used in Edon80 are described in
Section 3. Main results of this paper are stated in Section 4. Finally, conclusions
are given in Section 5, where also several open questions are stated.

2 Preliminaries

Definition 1. [2] The structure (Q,*), Q = {q1,42,--.,4n}, ||Q] = n is called
a finite quasigroup of order n if, when any two elements a,b € Q are given, the
equations axx = b and y*a = b each have exactly one solution. Thus the Caley
table of a finite quasigroup of order n is a Latin square, i.e. an n X n array with
the property that each row and each column contains the permutation of symbols

from Q.

One of the ways how to deal with quasigroup operation is to store its Ca-
ley table. However there are several special quasigroups, where the quasigroup
operation can be specified using common arithmetic operations. One such an
example is the quasigroup of modular subtraction (QMS), which was also used
in [3], [4].

The operation *,sg in QMS is then given as

ax*psb=a+(n—>b)modn,

where a,b € @, and n = ||@Q||. Table 1 shows the specification of the QMS of
order 4.

Usage of such an "easy to evaluate" expression for the definition of the oper-
ation * on a quasigroup allows us to use quasigroups with a very large number of
elements. Moreover, the isotopism of quasigroups gives us the power to use a large
number of isotopic quasigroups where the evaluation of quasigroup operations
will be done almost only using the mentioned "easy to evaluate" expression.



Table 1. Quasigroup operation table in QMS, n =4

kNS 0123
0321
1032
2103
3210

Definition 2. [2] Let (G,.) and (H,x) be two quasigroups. An ordered triple
(0, 0,1) of one-to-one mappings 0, o,V of the set G onto the set H is called an
isotopism of (G,.) upon (H,x*) if 0(z) * ¢(y) = ¥(x.y) for all x,y in G. The
quasigroups (G,.) and (H,*) are then said to be isotopic.

It simply means that the Caley table of the quasigroup (G,.) can be ob-
tained from the Caley table of the quasigroup (H, *), resp. vice versa, simply by
rearranging rows, columns, and renaming elements.

Ezample 1. Let (Q,*pys), ||Q]] = 4 be the QMS with the Caley table given in Ta-
ble 1. Let 0 = (6(0),6(1),0(2),0(3)) = (1,2,3,0), v = (#(0), 0(1), 9(2), ¢(3)) =
(3,2,1,0), and v = (2(0), (1), 1(2), $(3)) = (2,0,3,1). Let (6,4, ) be the iso-
topism of (@,.) upon (Q,*ps). Then the Caley table of the quasigroup (Q,.)
looks like the one shown in Table 2.

Table 2. Quasigroup operation in (@, .)

A nice trick is that the quasigroup operation in (@, .) may also be written as

ab=y71(0(a) + (n — p(b)) mod n),  n=|Qll.

3 Quasigroups in Edon80

Edon80 employs in its core a pipelined architecture of 80 so-called e-transformers
[6]. Each e-transformer has associated one of the four quasigroups of order 4.
The quasigroups chosen for Edon80 are shown in Table 3. The association of
quasigroups to e-transformers is determined by the key of the cipher. We omit
the details of the cipher since we are dealing only with algebraic properties of
the Edon80 quasigroups.

It is known that there are 576 quasigroups of order 4. According to [6, Part1],
384 of them are suitable, and 64 are very suitable for use in Edon80. These 64
quasigroups are listed in [6, Part5].



0123 (0123
00213 01302
112130 1{0123
211302 2|12031
313021 3(3210

(0123 e3/0123
02103 03210
111230 1{1032
213021 210321
310312 32103
Table 3. Quasigroups suggested for use in Edon80

4 Results

In this Section we investigate some algebraic properties of the 64 quasigroups
suitable for use in Edon80. According to [6, Part 3], the 4 quasigroups chosen
for Edon80 (shown in Table 3) have a very small number of algebraic properties:
they are not groups, not semigroups and they are not commutative.

Firstly, we studied the isotopism of the quasigroups suggested for use in
Edon80 with the QMS. The motivation for this was that the isotopism of QMS
was used in [3] and [4].

Theorem 1. All the 64 quasigroups [6, Part5], suggested for use in Edon80,
are isotopic to the quasigroup of modular subtraction.

Proof. The proof of this Theorem was done by exhaustive search on a PC. The
concrete mappings for the four quasigroups from [6, Part 1] (see also Table 3)
are shown in Tables 4 and 5.

Moreover, we are able to prove that the number of different isotopic mappings
of QMS upon some quasigroup isotopic to QMS is exactly @(n)n?, where @ is
the Euler totient function and n is the order of QMS.

Theorem 1 allows us to implement the quasigroup operations in Edon80 using
QMS, that uses common arithmetic operations for its quasigroup operation, and
some mappings that define the isotopism of QMS upon the concrete Edon80
quasigroups.

Moreover we believe that the alternate description of quasigroup operations
in Edon80 might open a new way to attack the cipher.

The following Lemma points out one structural property of QMS.

Lemma 1. Quasigroup of modular subtraction contains a right unit, namely it
15 0.

Proof. The operation *);g in QMS is given as

ax*psb=a+ (n—>b)modn,



0o o Yo 01 ©»1 Y1
(0,1,2,3)((0,3,2,1){(0,2,1,3) (0,1,2,3)((0,1,3,2)((1,0,2,3)
(0,1,2,3)((1,0,3,2)((3,1,0,2) (0,1,2,3)[(1,2,0,3)((0,3,1,2)
(0717273) (2717073) (2,073’1) (07172,3) (2737170) (3727071)
(0,1,2,3)((3,2,1,0)((1,3,2,0) (0,1,2,3)((3,0,2,1){(2,1,3,0)
(0,3,2,1)((0,1,2,3)((0,2,3,1) (0,3,2,1)[(0,3,1,2)((3,0,2,1)
(0737271) (1727370) (3,172’0) (07372,1) (1707273) (2737170)
(0,3,2,1)((2,3,0,1){(2,0,1,3) (0,3,2,1)[(2,1,3,0)((1,2,0,3)
(0,3,2,1)((3,0,1,2)((1,3,0,2) (0,3,2,1)[(3,2,0,1){(0,1,3,2)
(1707372) (0717273) (173’0’2) (17073’2) (0737172) (0717372)
(1,0,3,2)((1,2,3,0)((0,2,3,1) (1,0,3,2)[(1,0,2,3)((3,0,2,1)
(1,0,3,2)((2,3,0,1){(3,1,2,0) (1,0,3,2)[(2,1,3,0)((2,3,1,0)
(1707372) (3’07172) (270’1)3) (17073’2) (3727071) (1’27073)
(1727370) (0’37271) (1,3’270) (172,3,0) (0717372) (2’17370)
(1,2,3,0)((1,0,3,2)((0,2,1,3) (1,2,3,0)((1,2,0,3)((1,0,2,3)
(1727370) (2’17073) (371’0)2) (1727370) (2737170) (0’37172)
(17273,0) (3727170) (2,07371) (172,3,0) (37072,1) (3727071)
(2,1,0,3)((0,1,2,3)((2,0,1,3) (2,1,0,3)((0,3,1,2)((1,2,0,3)
(2717073) (1’27370) (173’0)2) (2717073) (1707273) (0’17372)
(2717033) (2737071) (0,27371) (271,0,3) (27173?0) (3707271)
(2,1,0,3)((3,0,1,2)((3,1,2,0) (2,1,0,3)((3,2,0,1){(2,3,1,0)
(2737071) (0’37271) (270’3)1) (2737071) (0717372) (3’27071)
(2737031) (1707372) (1,372’0) (273,0,1) (1727033) (2717370)
(2,3,0,1)((2,1,0,3)((0,2,1,3) (2,3,0,1)[(2,3,1,0)((1,0,2,3)
(2737071) (3’27170) (371’0)2) (2737071) (3707271) (0’37172)
(3707172) (0737271) (3,170’2) (370,1,2) (0717372) (0737172)
(3,0,1,2)((1,0,3,2)((2,0,3,1) (3,0,1,2)((1,2,0,3)((3,2,0,1)
(3,0,1,2)((2,1,0,3)((1,3,2,0) (3,0,1,2)((2,3,1,0)((2,1,3,0)
(3707172) (3727170) (0,271’3) (37071,2) (3707271) (1707273)
(3,2,1,0)((0,1,2,3)((3,1,2,0) (3,2,1,0)((0,3,1,2)|(2,3,1,0)
(3,2,1,0)((1,2,3,0)((2,0,1,3) (3,2,1,0)((1,0,2,3)((1,2,0,3)
(3727170) (2737071) (1,370’2) (37271,0) (2717370) (0717372)
(3,2,1,0)((3,0,1,2)((0,2,3,1) (3,2,1,0)((3,2,0,1){(3,0,2,1)

Table 4. Isotopisms of the Edon80 quasigroups ({0, 1,2, 3}, e9), resp. ({0,1,2,3}, e1)
upon QMS (of order 4)

where a,b € Q, and n = ||Q]. It is easy to see that Va € @ it holds that
ax*pys0=a.

Theorem 2. Quasigroup of modular subtraction of order n is isotopic with the
group (Zn, +).

Proof. The following mappings define the isotopism of QMS upon (Z,,, +): 6 and
1 are identities, and ¢(z) = (n — ) mod n.

Using Theorem 1, Theorem 2 and a simple composition of mappings that
define the isotopism we obtain the following Corrolary.



0 V2 P2 03 ©3 3
(0,2,1,3)((0,2,1,3)((3,2,0,1) (0,2,1,3)((0,1,2,3)((1,2,3,0)
(0,2,1,3)((1,3,2,0){(2,1,3,0) (0,2,1,3)[(1,2,3,0)((0,1,2,3)
(0727173) (2707371) (13072’3) (0727133) (2737071) (3707172)
(0,2,1,3)((3,1,0,2)((0,3,1,2) (0,2,1,3)((3,0,1,2)((2,3,0,1)
(0,2,3,1)((0,2,3,1){(1,2,0,3) (0,2,3,1)[(0,3,2,1)((3,2,1,0)
(0727371) (1737072) (03173’2) (0727331) (1707372) (2717073)
(0,2,3,1)[(2,0,1,3)((3,0,2,1) (0,2,3,1)[(2,1,0,3)((1,0,3,2)
(0,2,3,1)((3,1,2,0)((2,3,1,0) (0,2,3,1)((3,2,1,0)((0,3,2,1)
(1737072) (0727371) (27371’0) (1737032) (0737271) (0737271)
(1,3,0,2)((1,3,0,2)((1,2,0,3) (1,3,0,2)((1,0,3,2)((3,2,1,0)
(1,3,0,2)((2,0,1,3)((0,1,3,2) (1,3,0,2)((2,1,0,3)((2,1,0,3)
(1737072) (3’17270) (37072J1) (1737032) (3727170) (1’07372)
(1737230) (0’27173) (033’172) (1733230) (0717233) (2737071)
(1,3,2,0)((1,3,2,0)((3,2,0,1) (1,3,2,0)((1,2,3,0)((1,2,3,0)
(1737270) (2’07371) (27173J0) (1737270) (2737071) (0’17273)
(1737230) (3717072) (130,273) (1733230) (3707132) (3707172)
(2,0,1,3)((0,2,3,1)((3,0,2,1) (2,0,1,3)((0,3,2,1){(1,0,3,2)
(2707173) (1’37072) (27371J0) (2707173) (1707372) (0’37271)
(27071?3) (2707173) (1327073) (2703133) (2717033) (3727170)
(2,0,1,3)((3,1,2,0){(0,1,3,2) (2,0,1,3)((3,2,1,0)((2,1,0,3)
(2707371) (0’27173) (17072J3) (2707371) (0717273) (3’07172)
(2707371) (1737270) (03371’2) (2703331) (1727370) (2737071)
(2,0,3,1)[(2,0,3,1)((3,2,0,1) (2,0,3,1)[(2,3,0,1){(1,2,3,0)
(2707371) (3’17072) (2717370) (2707371) (3707172) (0’17273)
(3717072) (0727173) (23173’0) (3713032) (0717273) (0717273)
(3,1,0,2)((1,3,2,0)((1,0,2,3) (3,1,0,2)((1,2,3,0)((3,0,1,2)
(3,1,0,2)((2,0,3,1){(0,3,1,2) (3,1,0,2)((2,3,0,1){(2,3,0,1)
(3717072) (3717072) (33270’1) (3717032) (3707172) (1727370)
(3,1,2,0)((0,2,3,1){(0,1,3,2) (3,1,2,0)((0,3,2,1){(2,1,0,3)
(3,1,2,0)((1,3,0,2)((3,0,2,1) (3,1,2,0)((1,0,3,2)((1,0,3,2)
(3717270) (2707173) (23371’0) (3717230) (2717073) (0737271)
(3,1,2,0)((3,1,2,0){(1,2,0,3) (3,1,2,0)((3,2,1,0)((3,2,1,0)

Table 5. Isotopisms of the Edon80 quasigroups ({0, 1,2, 3}, e2), resp. ({0, 1,2,3}, e3)
upon QMS (of order 4)

Corollary 1. All the 64 quasigroups [6, Part5], suggested for use in Edon80, are
isotopic with the group (Z,,,+). (The concrete mappings for the four quasigroups
from [6, Part 1] (see also Table 3) are shown in Tables 6 and 7.)

5 Conclusion

Stream cipher Edon80 [6] is one of the submissions to the ECRYPT Stream
Cipher Project — eSTREAM that passed to the Phase II of this project. Although



0o o Yo 01 ©»1 Y1
(0,1,2,3)((0,1,2,3){(0,2,1,3) (0,1,2,3)((0,3,1,2)((1,0,2,3)
(0,1,2,3)((1,2,3,0)((1,3,2,0) (0,1,2,3)[(1,0,2,3)[(2,1,3,0)
(0717273) (2 3 O 1) (2,073’1) (07172,3) (2717370) (3727071)
(0,1,2,3)((3,0,1,2)((3,1,0,2) (0,1,2,3)((3,2,0,1){(0,3,1,2)
(0,3,2,1)((0,3,2,1){(0,2,3,1) (0,3,2,1)[(0,1,3,2)((3,0,2,1)
(0737271) (1 0 3 2) (1,370’2) (07372,1) (1727073) (0717372)
(0,3,2,1)((2,1,0,3)((2,0,1,3) (0,3,2,1)[(2,3,1,0)((1,2,0,3)
(0,3,2,1)((3,2,1,0)((3,1,2,0) (0,3,2,1)[(3,0,2,1){(2,3,1,0)
(1707372) (0 37271) (173’0’2) (17073’2) (07173 2) (0717372)
(1,0,3,2)((1,0,3,2)((2,0,1,3) (1,0,3,2)[(1,2,0,3)((1,2,0,3)
(1,0,3,2)((2,1,0,3)((3,1,2,0) (1,0,3,2)[(2,3,1,0)((2,3,1,0)
(1707372) (3’27170) (072’3)1) (17073’2) (3707271) (3’07271)
(1727370) (0’17273) (1,3’270) (172,3,0) (0737172) (2’17370)
(1,2,3,0)((1,2,3,0)((2,0,3,1) (1,2,3,0)[(1,0,2,3)((3,2,0,1)
(1727370) (2’37071) (371’0)2) (1727370) (2717370) (0’37172)
(17273,0) (3707172) (0,27173) (172,3,0) (37270,1) (1707273)
(2,1,0,3)((0,3,2,1){(2,0,1,3) (2,1,0,3)((0,1,3,2)((1,2,0,3)
(2717073) (1’07372) (371’2)0) (2717073) (1727073) (2’37170)
(2717033) (2717073) (0,27371) (271,0,3) (27371?0) (3707271)
(2,1,0,3)((3,2,1,0)((1,3,0,2) (2,1,0,3)((3,0,2,1){(0,1,3,2)
(2737071) (0’17273) (270’3)1) (2737071) (0737172) (3’27071)
(2737031) (1727370) (3,170’2) (273,0,1) (17072?3) (0737172)
(2,3,0,1)[(2,3,0,1){(0,2,1,3) (2,3,0,1)[(2,1,3,0)((1,0,2,3)
(2737071) (3’07172) (173’2)0) (2737071) (3727071) (2’17370)
(3707172) (0717273) (3,170’2) (370,1,2) (0737172) (0737172)
(3,0,1,2)((1,2,3,0)((0,2,1,3) (3,0,1,2)((1,0,2,3)((1,0,2,3)
(3,0,1,2)((2,3,0,1){(1,3,2,0) (3,0,1,2)((2,1,3,0)((2,1,3,0)
(3707172) (3707172) (2,073’1) (37071,2) (3727071) (3727071)
(3,2,1,0)((0,3,2,1){(3,1,2,0) (3,2,1,0)((0,1,3,2)((2,3,1,0)
(3,2,1,0)((1,0,3,2)((0,2,3,1) (3,2,1,0)[(1,2,0,3)((3,0,2,1)
(3727170) (2717073) (1,370’2) (37271,0) (2737170) (0717372)
(3,2,1,0)((3,2,1,0)((2,0,1,3) (3,2,1,0)((3,0,2,1){(1,2,0,3)

Table 6. Isotopisms of the Edon80 quasigroups ({0,

upon (Za4,+)

1,2 3}’ .0)) resp. ({07 1,2 3}7 .1)

it is not a focused Phase II submission, it is interesting from the design point of
view. The use of quasigroup is a non-standard technique in cryptography.

In this paper, we studied some algebraic properties of the suggested quasi-
groups for use in the stream cipher Edon80. We proved that all the suggested
quasigroups for use in Edon80 are isotopic with the quasigroup of modular sub-
traction of order 4, and also with the group (Z4,

+).

Theorem 1 allows to implement the quasigroup operations in Edon80 using
QMS, that uses only common arithmetic operations for its quasigroup operation,



0 V2 P2 03 ©3 3
(0,2,1,3)((0,2,3,1)((3,2,0,1) (0,2,1,3)((0,3,2,1){(1,2,3,0)
(0,2,1,3)((1,3,0,2)((0,3,1,2) (0,2,1,3)[(1,0,3,2)((2,3,0,1)
(0727173) (2707173) (13072’3) (0727133) (2717073) (3707172)
(0,2,1,3)((3,1,2,0){(2,1,3,0) (0,2,1,3)((3,2,1,0)((0,1,2,3)
(0,2,3,1)((0,2,1,3)((1,2,0,3) (0,2,3,1)[(0,1,2,3)((3,2,1,0)
(0727371) (1737270) (23371’0) (0727331) (1727370) (0737271)
(0,2,3,1)[(2,0,3,1)((3,0,2,1) (0,2,3,1)[(2,3,0,1){(1,0,3,2)
(0,2,3,1)((3,1,0,2)((0,1,3,2) (0,2,3,1)((3,0,1,2)((2,1,0,3)
(1737072) (0727173) (27371’0) (17370’2) (0717273) (0737271)
(1,3,0,2)((1,3,2,0)((3,0,2,1) (1,3,0,2)[(1,2,3,0)((1,0,3,2)
(1,3,0,2)((2,0,3,1){(0,1,3,2) (1,3,0,2)[(2,3,0,1){(2,1,0,3)
(1737072) (3’17072) (17270J3) (17370’2) (3707172) (3’27170)
(1737270) (0’27371) (033’172) (1733230) (0737271) (2’37071)
(1,3,2,0)((1,3,0,2)((1,0,2,3) (1,3,2,0)((1,0,3,2)((3,0,1,2)
(1737270) (2’07173) (27173J0) (1737270) (2717073) (0’17273)
(1737230) (3717270) (3327071) (1733230) (3727130) (1727370)
(2,0,1,3)((0,2,1,3)((3,0,2,1) (2,0,1,3)((0,1,2,3)((1,0,3,2)
(2707173) (1’37270) (07173J2) (2707173) (1727370) (2’17073)
(27071?3) (2707371) (1327073) (2703133) (2737031) (3727170)
(2,0,1,3)((3,1,0,2)|(2,3,1,0) (2,0,1,3)((3,0,1,2)((0,3,2,1)
(2707371) (0’27371) (17072J3) (2707371) (0737271) (3’07172)
(27073?1) (1737072) (23173’0) (2703331) (17073?2) (0717273)
(2,0,3,1)[(2,0,1,3)((3,2,0,1) (2,0,3,1)[(2,1,0,3)((1,2,3,0)
(2707371) (3’17270) (07371J2) (2707371) (3727170) (2’37071)
(3717072) (0727371) (23173’0) (3713032) (0737271) (0717273)
(3,1,0,2)((1,3,0,2)((3,2,0,1) (3,1,0,2)((1,0,3,2)((1,2,3,0)
(3,1,0,2)((2,0,1,3)((0,3,1,2) (3,1,0,2)((2,1,0,3)|(2,3,0,1)
(3717072) (3717270) (13072’3) (3717032) (3727170) (3707172)
(3,1,2,0)((0,2,1,3)((0,1,3,2) (3,1,2,0)((0,1,2,3)|(2,1,0,3)
(3,1,2,0)((1,3,2,0)((1,2,0,3) (3,1,2,0)[(1,2,3,0)((3,2,1,0)
(3717270) (2707371) (23371’0) (3717230) (2737071) (0737271)
(3,1,2,0)((3,1,0,2)((3,0,2,1) (3,1,2,0)((3,0,1,2)((1,0,3,2)

Table 7. Isotopisms of the Edon80 quasigroups ({0, 1,2, 3}, e2), resp. ({0, 1,2,3}, e3)
upon (Za4,+)

and some mappings that define the isotopism of QMS upon the concrete Edon80
quasigroups.

Moreover we believe that the alternate description of quasigroup operations
in Edon80 might open a new way to attack the cipher.
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