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Abstract. NLS is a stream cipher which was submitted to eSTREAM project. A
linear distinguishing attack against NLS was presented by Cho and Pieprzyk, which
was called as Crossword Puzzle attack. NLSv2 is the tweak version of NLS which aims
mainly at avoiding the CP attack. In this paper, a new distinguishing attack against
NLSv2 is presented. The attack exploits high correlation amongst neighboring bits
of the cipher. The paper first shows that the modular addition preserves pairwise
correlations as demonstrated by existence of linear approximations with large biases.
Next it shows how to combine these results with the existence of high correlation
between bits 29 and 30 of the S-box to obtain a distinguisher whose bias is around
2737, Consequently, we claim that NLSv2 is distinguishable from a random stream
cipher after observing around 27* keystream words.

Keywords : Distinguishing Attacks, Crossword Puzzle Attack, Stream Ciphers, eS-
TREAM, NLS, NLSv2.

1 Introduction

NLS is one of stream ciphers submitted to the eSTREAM project [6]. The second phase of
the eSTREAM included NLS in both profiles 1 and 2. During the first phase, a distinguishing
attack against NLS was presented in [4,5]. The attack requires 23° keystream observations.

NLSV2 is a tweaked version of NLS to counter the distinguishing attack mentioned above.
Unlike in the orignal NLS, NLSv2 periodically updates the value Konst every 65537 clock.
The new value of Konst is taken from the output of the non-linear filter. In [5], the lin-
ear approximation from non-linear feedback shift register (NFSR) was derived and the sign
of bias can be either positive or negative depending on the value of Konst. Thus, a ran-
domly updated Konst is expected to “neutralize” the overall bias of approximations, which
eventually minimizes the bias of distinguisher.

In [4], the authors presented a distinguishing attack on NLS by Crossword Puzzle attack
(or shortly CP attack) method. The CP attack is a variant of the linear distinguishing
attack which was specifically designed to work for NFSR based stream ciphers. The attack
concentrates on finding approximations and combining them in such a way that the internal
states of NFSR cancel each other.

Being more specific, the authors showed that, for the attack on NLSv2, the e [edt of Konst
could be eliminated by using ’even’ number of NFSR approximations. A distinguisher was
constructed by combining eight NFSR approximations and two NLF approximations, for
which 2% observations of keystream are required. However, due to the explicit upper limit
of 289 on the number of observed keystream imposed by the designers of the cipher, this
attack does not break the cipher.
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In this paper, we have improved the linear distinguishing attack on NLSv2 presented in [4].
We still use the CP attack from [4] for our distinguisher. However, we have shown that there
are linear approximations of S-boxes whose biases are much higher than those used in the
previous attack.

Using those more e [edtive approximations, we can now construct a distinguisher whose bias
is around 2737, Therefore, we claim that NLSv2 is distinguishable from a truly random
cipher after observing around 274 keystream words which are within the limit of permitted
observations during the session with a single key.

This paper is organized as follows. Section 2 presents some properties of multiple modular
additions which are useful for our attack. Section 3 presents the structure of NLSv2. Section
4 presents the technique we use to construct linear approximations required in our attack.
Section 5 contains the main part of the paper and presents the CP attack against NLSv2.
Section 6 concludes the work.

Notation :

1. denotes the addition modulo 232,
2. x M<rdpresents the 32-bit x which is left-rotated by k-bit,
3. Xy stands for i-th bit of the 32-bit string X,

These notations will be used throughout this paper.

2 Probabilistic properties of multiple modular additions

The attack explores a correlation between two neighboring bits. This Section describes the
behavior of neighboring bits in modular additions and establishes the background for our
further considerations. Suppose that z = x Hy where x,y,z 2 0, 1g%?. According to [3],
there exist the following relations among Xy, and Zy:

ifz—31 (b
Zoy = X©) YO Zi =X@) Y Xi-nYi-1) X@Ya) gy Yao) 1 1 31
j=0 k=j+1

Definition 1. I'; denotes a linear masking vector over GF (2) which has '1" only on the
bit positions of i and i+ 1. Then, I'i X = Xy X¢+1), Where denote the standard inner
product.

Definition 2. The carry R(X,y) generated in modular addition is defined as follows.

O — —
R Y)©) = X@Y©): R Y)i = X@Ya) XYy X Yawo) 1=12,...
j=0 k=j+1

It is clear that R(X, Y)y can be determined using the following recursive relation:
R Yy = X@mYamn Ko YR, Y)i-1)

Now we are ready to present a collection of properties that are formulated in the lemmas
given below. These results are essential for setting up our attack.
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Lemma 1. Given x,y 2 10, 1g3?, then the probability distribution of the carry bits can be
expressed as follows

Pr[R(X,Y)d = 0] = % +27172 fori=0,...,30.

Proof. The proof is given by induction.

(1) Let i = 0. Then the carry occurs only if X@y = 1 and yoy = 1 so Pr[R(X,y)@) =
X =0=3=1+2"2
©Y() =3

(2) In the induction step we assume that P r[R(X,y)¢-1) = 0] = % + 27171, Then, from the
recursive relation, we have
I:PI [ =2 if R(X,y) 0
-1 = rXamya =Y =2 MR, Y)i-1 =
Pr[R(X,y)a = 0] = YO 4 :
[R&Y)@ =0l Prixayay Xay Ya)=01= %, if R(X,Y)i-1 =1

Hence, the following equation holds
3 1 i 1 1
Pr[R(X,Y)(i):O]:Z (§+2 ! l)"‘z (E
This proves our lemma. o

2—I—l - = +2—I—2.
) 2

Corollary 1. Given x,y 2 0,193, then the XOR of neighboring bits is zero with the
constant probability and

Prili—1 R(X,y)=0]=g fori=1,...,3L

Proof. By definition, we obtain

M1 RXY) =RX,Y)i-n R&Ya =XmYen o Yo DR Y)i-1
Hence, from Lemma 1, we get

Prfi- RO =01= 3 G+2H+> ¢ 277 )=
and the corollary holds. L}
Due to Corollary 1, the following approximation has the probability of %.
N xHEy)=I x vy), i=0,...,30
Lemma 2. Suppose that x,y,z 2 f0,1g%2. Then, the following linear approximation
N xEyHAz)=T; X y 2)

holds with the probability of 3 1272171 for i =0,...,30.

Proof. See Appendix B.

Lemma 3. Given 32-bit n variables of x3,Xo,...,X, and a 32-bit variable k, the following
linear approximation
M EHk) T (x2EHKk) M nEHK)=Ti (X1 X Xn)

holds with the probability of 2817121) fori 0.
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Proof. See Appendix E.
Corollary 2. Given x,y,z 2 0, 1g%?, the following linear approximation
N xBy) I xHz)=Ti (y 2)

holds with the probability of 3 + 2272172 for i = 0,...., 30.

Proof. See Appendix F.

Lemma 4. Given x,y,z,w 2 f0,1g%?, the following linear approximation
M xBy) I CEw) =T xEHz) i (YEHw)

has the probability of £ + 2272172 for i =0,..., 30.

Proof. See Appendix C.

Corollary 3. Let x,y,z,w 2 0, 1g%2, then the following linear approximation
N xBy) I xHz) i Ew) =T  w)

holds with the probability of 22 + 22721=4 for i = 0,..., 30.

Proof. See Appendix D.

For convenience, in the rest of the paper we are going to use bias of approximation rather
than probability that an approximation holds.

3 Brief description of NLSv2

NLS is a synchronous, word-oriented stream cipher controlled by a secret key of the size
up to 128 bits. The keystream generator of NLS is composed of a non-linear feedback shift
register (NFSR) and a non-linear filter (NLF) with a counter. In this section, we describe
only the part of NLS which is necessary to understand our attack. The structure of NLSv2 is
exactly the same as that of NLS except a periodically updated Konst [6]. For more details,
refer to [6] and [7].

3.1 Non-linear Feedback Shift Register (NFSR)

At time t, the state of NFSR is denoted by o = (r¢]0], ..., r¢[16]) where r¢[i] is a 32-bit
word. Konst is a key-dependent 32-bit word, which is set at the initialization stage and is
updated periodically. The transition from the state o to the state g+ is defined as follows:

(D) reafil=rfi+ 1) fori=0,...,15;
(2) re+a[16] = F((ref0] "9 (re[15] ")y Konst)  r¢[4];
3) ift 0 (modulo f16), then

(@) re+1[2] is modified by adding t (modulo 23?),

(b) Konst is set to the output of NLF,

where 16 is a constant integer 216 + 1 = 65537.
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Wy - most significant byte of w

O¢Hy : most significant byte of a

Oy : first 24 bits of a

Me+1 [16]

Fig. 1. The update function of NFSR

The f function The function f is defined as f(w) = S-box(w)) ® where Wy is the
most significant 8 bits of 32-bit word w. The main S-box is composed of two independent
smaller S-boxes: the Skipjack S-box (with 8-bit input and 8-bit output) [1] and a custom-
designed QUT S-box (with 8-bit input and 32-bit output). The output of main S-box in
NLSv2 is defined as a concatenation of outputs of the two smaller S-boxes. Note that the
input of Skipjack S-box (that is wy)) is added to the output of Skipjack S-box in advance
for fast implementation. Since the output of the main S-box is added to w again, the original
output of Skipjack S-box is restored. See Figure 1 for details.

3.2 Non-linear Filter (NLF)
Each output keystream word v of NLF is generated by the following equation.

Ve = NLF (o) = (re[0] I re[16])  (re[1] EHre[13])  (re[6] FH Konst). D

4 Building linear approximations

In this section, linear approximations of NLF and NFSR are developed for the CP attack
against NLS and NLSv2. The main e [ant is to derive new approximations of NFSR which
have a higher bias than those presented in [4]. Note that we adapt the following definition
of the bias for analysis.

Definition 3. A bias [is defined as follows.

1 .
P= 5(1 +0J! jg>o0
where P is the probability that an approximation holds.

1 s also known in the literature as the correlation or the imbalance.
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The advantage of the definition is that the bias of the combination of n independent ap-
proximations each of bias [is equal to [Mas asserted by the Piling-up lemma. [8]

4.1 Linear approximations of NFSR

We investigate the bias of the approximation of linear combination of two neighboring bits
of a = S-box(w(Hy)- As Wy is an 8-bit input, the bias [;can be calculated as follows

— #(Fi a= 0) #(Fi a= l)

G 56 i=0,...,30.
Table 1 shows the results obtained by exhaustive search.
ii+1 @ [ii+1] o [ii+1] G [i,i+1 G |
0,1 0 8,9 [—273°78[116,17 0 24,25[ —27°

1,2 27° 9,10 | —27° |[[17,18| 27 **™ [[ 25,26 | —2~*
2,3 2=% [|10,11] 273%® |[18,19| —27° || 26,27 —27°
3,4 0 11,12 0 19,20 —27° [[27,28] 27°
45 | —27% |[12,13] 27° |[20,21|—2"**>|[28,29| -2~
5,6 |—273%8[[13,14] 27° || 21,22|—-2%*%*"5][29,30[—2723
6,7 0 14,15 —27° [[22,23] 27*%*> [[30,31] ©

7,8 | —27% [[15,16|—273%"8][ 23,24 —27°

Table 1. Bias of linear approximations of two adjacent output bits of S-box

According to Table 1, the linear approximation 09 039 = 1 has the largest bias of 2723,
We notice that these two bits are involved in Skipjack S-box and this weakness has already
been observed by Biham et al. in 1998. [2]

Since f(w) = S-box(wy) W, it is clear that the following output approximation has the
bias of 2723,

Mo (0 fw)=1 %)

Having Approximation (2), we derive the best approximation of the NLF function. From
the structure of NLF, the following relation is always true.

Moo (F(@)r ref4] resa[16]) =0
By combining the above relation with Approximation (2), we obtain the approximation
Mo (we refd] reaf16]) =1 (3)

that has the bias of 2723,

4.2 Linear approximations of NLF

The best linear approximation of NLF for our attack is same as the one which was given in
[4] except that we use the bit position 29 and 30 instead of 12,13,22 and 23. Moreover, we
provide a proof of the bias of the approximation which was not given in [4].
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Lemma 5. Given two consecutive outputs of NLF which are v¢ and v¢+1, the following
approximation.

Fi (e Ver) =0 (rel0]  ref2]  re[6]  ref7]  re[13]  re[14]  re[16]  res[16])
has the bias of 3=(1+272"1)2,
Proof. From the non-linear filter function (1), we know that

Vi Verr = (re[0]FH re[16])  (re[1] FHre[13])  (r[6] B Konst)
(re+1[0] H rewa[16])  (re+1[1] EHre+q[13])  (re+1[6] FH Konst)

for two consecutive clocks (t,t + 1). Note that r¢[1] and Konst are used twice in above
expression. Hence, according to Lemma 2, the following two approximations have the bias
of £ + 12721=1 gach

373 .

i (re[6] B Konst) T (re+1[6]FHKonst) =T (re6] re+1[6])
Fi (ref]EHr13])) i (re+a[0] Hreea[16]) =T (re[13]  resq[16])

Due to Corollary 1, the approximation given below has the bias of 272.

Fi ([0 re[16]) T (resa[Ereea[13]) =T (e[0] ref16]) T (resa[l]  rea[13])
Hence, the overall bias is (3 + $27271)2 272 = L(1+27371)2 u
Therefore, the best linear approximation of NLF for our attack is

M2 (Vi Vir1) =29 (re[0] ref2] rel6] re[7]  ref13]  refl4]  re[16] re+a[16] (4)

that has the bias of (1 +272*2971)2 2752,

4.3 Linear property of NFSR

Due to the update rule of NFSR, re+i[j] = re+j[i] where i,j > 0.

5 Crossword Puzzle (CP) Attack on NLSv2

In NLSv2, the Konst is updated by taking the output of NLF at every 65537 clock. In [4],
authors showed that Konst terms could be removed from the distinguisher by combining
two consecutive approximations of NLF. In this section, the same technique is adapted for
our attack. However, we develop more e [cieht attack on NLSv2 using Approximation (3)
at clock positions n which are

n = 0,2,6,7,13,14,16, 17g

Note that Approximation (3) consists of non-linear terms and linear terms: g ¢ and
Moo (ref4] re+1[16]), respectively. The bias of X and Y are developed separately in such
a way that — —
Xe= T (rea[4]  reax+1[16]), Ye= T Weak.
k k
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5.1 Bias of X;

Due to Approximation (4) and the linear property of NFSR, we know that

1 C 1
X = Mg (re+[4] Tesw+1[16]) = Mg (rewalk]  resaz[K])
K 01 kO
=T29 (Vt+4 Vi+5 Vier17  Vi+1s) ®)

Note that the bias of (5) is 278, The calculations of the bias are given below. The definition
of v¢ from Equation (1) gives the following equation

Mo (Vt+4 Vie+s Ve+17  Vi+1s)

=T29 (re+a[0]FHre4[16]) 29 (re+a[l]EH re+a[13]) 29 (re+4[6] FH Konst)
M9 (re+s[0]EH rers[16]) 2o (reas[l]FHres[13]) a9 (re+s[6] FH Konst)
Moo (re+17[0]H res17[16])  T29 (res17[l] FHre17[13]) a9 (re+17[6] 3 Konst)
M9 (re+18[0]Hre+18[16]) T29 (re+18[l] Hres1g[13]) T29 (re+18[6] 1 Konst)

We can see that several terms are shared due to the linear property of NFSR. Hence, the
approximations are applied separately into four groups as follows.

1. According to Corollary 3, we get

M9 (re+a[l]FHre+al13]) Tao (re+17[0]H re17[16]) 2o (re+s[0] B re+s[16])
=T29 re+17[16] 29 re+s5[16]

that has the bias of 2723,
2. Due to Lemma 3, the approximation

Mo (reas[l] B re+s[13]) oo (re+18[0] H re+1g[16]) 2o (res17[1] B rea7[13])
=T20 (ress[l] re+s[13]  re+18[16]  re+17[13])

has the bias of 272,
3. Lemma 3 asserts that the approximation

Mg (re+4[6]EH Konst) Ta9 (re+s[6]H Konst) Mg (re+17[6] FH Konst)
Mo (re+18[6]FH Konst) =Tag (re+a[6] reas[6]  rew17[6]  res1s[6])

has the bias of 2723,
4. Corollary 1 says that the approximation

Mo (re+al0] B re4[16]) oo (re+18[1] FH re+18[13])
=T29 (re+al0] re+a[16]) To9 (rew1s[l]  re+18[13])

has the bias of 272,

Therefore, the bias of Approximation (5) is 2723 272 2723 272 =72786
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5.2 Bias of Y¢
Recall that

Wy = (I’t[O] D% (rt[15] I:Q% Konst

Due to Lemma 2, w¢ has the following approximation.

Moo ® =g (ref0] " r[15] "=—'Konst)
=T10 re0] T2 rel5] T2 Konst

that has a bias of 2726, Due to Lemma 5, Y; can be approximated as

1 1
Ye = Mg Wk = (Mo re+k[0] 2o re+k[15] 29 Konst)
kA1 K (1
=T (V¢ Ve+1) T20 (Ve+15  Vi+1e) (6)

Notice that Konst terms have disappeared since the binary addition of eight approximations
cancels Konst as presented in [4]. Due to the lack of a keystream word at every f16-th clock,
we can see precisely when Konst is updated. Since the updated Konst has been e [edtive
to all states of registers after the first 17 clocks, the observations generated from the first
17 clocks should not be counted for the bias. Hence, Konst is regarded as a constant in all
approximations 2. The bias of (6) appears to be 27104, The detail analysis on the bias will
be discussed in Section 5.4.

5.3 Bias of the distinguisher

The bias of distinguisher for NLSv2 is derived as follows. From (3), the following approxi-
mation has the bias of 27238,
L 1

Mo (We+k  Fe+k[4]  rev1+k[16)) = X¢ Y¢ =0
k1
By combining the approximations of (5) and (6), we obtain the approximation
Xt Ye=T29 (Vt+a Vt+5 Vir17z Ver18) T10 (b Ve+1) T20 (Viw1s  Virie)
that has the bias equal to 2786 27104 Therefore, the distinguisher is described by the
approximation
Mg (Vt+a Vi+s Ves17 Ver18) 10 (Vb Vis1) T20 (Ve+1s  Ver1s) =0
that has the bias of around 2723%8 2786 p—104 — p=37.4

5.4  The bias of Approximation (6)
According to the definition of v given by (1), we can write the following approximation

Mo (V¢ Ve+1) T20 (Ve+1s  Vi+ie)

=T10 (0] re[16]) T10 (re[l]EH re[13D10 (re[6] H Konst)

Mo (re+1[0]EFH re+a[16]) Ti0 (re+a[]EHre[13]) 1o (re+2[6] FH Konst)
Moo (re+15[0] B re+1s[16]) oo (res1s[l] B re+as[13]) 20 (re+15[6] B Konst)
M0 (re+16[0] H re+16[16]) 20 (re+16[1] FH res16[13]) 20 (re+16[6] FH Konst)
LAy, A, As

2 By this reason, the notation Konst; is not used in the approximations.
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where
A =T10 (ref0]FHr[16]) T20 (re+15[0] F res15[16])
Mo (re+1[l]EHre1[13])  T2o (revas[l] F res16[13])
Dy =T10 (ref]EH[13]) T20 (revas[1] FHre15[13])
Mo (re+1[0]FHreq[16]) 20 (re+16[0] B rer16[16])
N3 =T (ref6]FHKonst) Ty (re+15[6] B Konst)
Mo (re+1[6]EH Konst) Typ (re+16[6] F Konst)

In order to determine the bias of A, A, and Ag, the following two lemmas are required.

Lemma 6. Given X,y,a,b,c,d, k 2 0,193, the following approximation has the bias of
2731 wheni 0.
i (xEHa) ;i (yEHb) I (xHce) i (yEHAd)
=T (@EbEK) i (cEHdIFEK)
Proof. (Sketch) We assume that x = 0 and y = 0 since the variables x and y are independent
on the expressions (aEHbFH k) and (cHdHk). Then, the approximation being considered
is simplified as follows.
i (xHa) i (yEHb) i xHe) G (yH) LG (@BEbEREK) i (cHIEHK)
=Ti—1 (R(a,b) R(aEHb,k)) Ti—1 (R(c,d) R(cHd,Kk))
By using the recursive relation (8) in Appendix B and by counting appropriate probabilities,
we get
33
59
Since Pr[(R(a,b) R(afb,k))q (R(c,d) R(cHd,k))q = 0] is identical to Pr{l"j—;
(R(a,b) R(aMbk)) Tri—1 (R(c,d) R(cEHd, k))=0], the lemma holds. See Appendix
G for details. o

Pri(R(ab) R@aEbK)g (REd) RCE, k)i =0] = %(1 +2731)

Lemma 7. Given x,y,z,w,a,b,c,d, k 2 f0,1g%?, the following approximation has the bias
of 2742 wheni 0.
[ (xa) I (Yb) I (ZC) I (Wd)
=N xHyEHK) i (@BHEbHK) M zHwEK) i (cEJEHK) @)
Proof. Suppose k = 0. Then, the approximation (7) is divided into two independent approx-
imations as follows.
i xHa) I (yHb)=T; xBy) ;i (aEb)
[ (ZE]C) i (WE]d):ri (ZE]W) [ (CE]d)
By applying Lemma 4 twice, we see that above approximation has the bias of %(1 +
272722 2732 fori 0.
For k =1,2,...,2', the bias of (7) has the following properties when i 0.

— the bias decreases monotonously for k =1,2,..., 2171
— the bias increases monotonously for k =271 +1,...,2". )
— the bias is the highest at k = 2' and is the lowest (around zero) at k = 21~1,

This bias pattern is repeated for k = 2 +1,...,21*2 1. Hence, the overall bias of (7) is
around a half of the highest bias, which is 2732 271 =2742, u
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A\, : From the definition of the rotations, we know that

D =T (ref0] = r16] = g (res1s[0] “FHreas[16] =5
Moo (reet[l] "B reaa[13] "9 Moo (reeas[l] "B reaas[13] T

According to Lemma 7, the following approximation has a bias of 2742,

A =T (0] "2 rea15[0] FEH Konst) Mg (re[16] "2 rea15[16] "2 Konst)
Moo (Fest[l] "B rae[l] “FHKonst) e (rex1[13] " res16[13] ““FH Konst)

=T2 (Wt We+16 W2  Wg+14)

A, and Az : Due to Lemma 6, we can write the approximations

Do =T (re[1] " A reess[1] 2" Moo (re[13] " A ress[13] =5
Moo (re+1[0] " reeis[0] ") Mag  (rea1[16] " rea16[16] =5
=T (ref13] " reeas[13] FEHKonst) Moy (re+1[16] "2 re16[16] " Konst)

=T29 (Wt+13 W+17)

D3 =T (re6] " reeis6] B9 Mo (Konst "2/ Konst =91
Mog (re+1[6] " rer16[6] "' Mg (Konst " Konst )1
=T (ref6] " Hrerss[6] “FHKonst) a9 (re+1[6] " rev16[6] 2 FH Konst)

=T29 (Wt+6 We+7)

with the same bias of 2731, Thus, Approximation (6) has the bias of 27(4-2+3.1>2) = p—10.4,

6 Conclusion

In this paper, we present a Crossword Puzzle (CP) attack against NLSv2 that is a tweaked
version of NLS. Even though the designers of NLSv2 aimed to avoid the distinguishing attack
that was constructed for the NLS, we have shown that the CP attack can be applied for
NLSv2. The distinguisher has a bias higher than 274° and consequently, the attack requires
less than 28° observations which was given as the security benchmark by the designers.
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A Recursion Relation
Let us remind a calculus on recursion relation. Assume that we have the recursive relation
Xn =T Xp—1+C

then, we can write

X1 =T Xo+C, Xp=Tr X3 +C=r? Xg+rc+c, , Xn=r" xo+c(l+r+ +r"1)
If r &1, we get

1

1+r+r2+ +r"l=

1 r

Thus, X, can be expressed as follows.
c(l r"
Xn = (1 )+xo r"

Ifr=1, then X, =Xp+c¢C n.

B Proof of Lemma 2

From Definition 2, we obtain
i xEBEyH2)=T; x y 2) Ti—-1 (RXy) RXHy,z)).
Thus, our task is to find Pr[li—1 (R(x,y) R(xEHy,z))=0]. Let us denote
-Li=Xeo Yo o
- Qi =X@Yam YHZm ZmXa
— Ti = XY Za)

Assume further that X; and Y; are defined as follows.

Xi [RIX,Y)iy R&EHY,z)a)
=XmYd YiZam ZonXa Ko Yo o Za)(RKY)i-y REEHY,Z)i-1))
R(X,Y)i-nR(XEHY, Z)¢-1)
=Qi LiXj—1 Yi-1
Yi LRIX, Y)i)RXEHY, 2)a)
= X@YmZm (R Y)i-1y  RXEHY, 2)i-1))
Xayan Yoza  ZoXo)RKY)i-nRXEY, 2)i-1)
=TiXi-1 QiYi—1
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Since Q; L;j =Tij, the following relation between X; and Y; holds
Yi =QiXi Qi.
Let us find out the P r[X; = 0]. We start from the equation X; = Q; LijXj—1 Yj—; and
replace Yi—1 by Yi—1 = Qi—1X; Qi-1, so we find
Xi=Qi LiXi-1 Yi-1=Qi Qi-1 (Li Qi-1)Xi-1. (8)
This gives us

1 1 1 1
PriXi=0]= EP r(Xi—1 =0] + Z(l PriXi—1 =0]) = 2 + ZP riXi—1 =0]

Therefore, applying the recursion relation from Appendix A, we obtain
1 1 __,
PriX; =0]= =+ 227271, 9
X =0]= 3 +3 ©)

Note that Pr[Xo = 0] = Pr[XyYo) Y©@Z@©) Z©yX© = 0] = 3. From our definitions, we
can write that

FNi-1 (Rx,y) RXxHy,2)) =Xi-1 Xi=Qi (Li DXi—1 Yix
=Qi Qi-1 (Li Qi-1 DXj—1

Therefore,

1
Prifi- Ry)  R(xHy,2)) =01= g:{g: Sii_lf:()]O]_: S X, =1

By applying Equation (9), we get the final result
1 3
Prifi-s (R(,Y) RXEY,2)] = SPr{Xis =01+ 2(1 Pr[Xi—; =0))

1
2P X1 =0]
1

2—2i—1
3

C Proof of Lemma 4

Our task is to determine the probability that the following approximation is true:
i (xEHy) i ZEBHEw) =T x#Hz) i (yEHw).

We add both sides of the approximation and are going to find the probability that it becomes
zero. So we have
M xHy) i Hw) L xHz) G (yEBEw)
=Ti-1 (Rxy) R(z,w) R(x2z) R(y,w))
=XaYam  ZoWen  XoZon YoWeh Ko Yo DRGGY)E-
(zaey wa DR@EZW)G-1y KXo Zi DREZ)i-n Vo Wa DR, W)i-1)
A}

Then, A;j can be split into eight cases according to the values of (Xiy, Yiy. Z¢iy» Wiy) as follows:
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— (0,0,0,0),(1,1,1,1) :
— (0,0,0,1),(1,1,1,0) :
— (0,0,1,0),(1,1,0,1) :
— (0,1,0,0),(1,0,1,1) :
— (1,0,0,0),(0,1,1,1) :
— (0,0,1,1),(1,1,0,0) :
— (0,1,0,1),(1,0,1,0) :

J. Y. Cho, J. Pieprzyk

R(X, ¥)i-1)
R(X, ¥Y)i-1)
R(X, ¥Y)i-1)
R(X,2)(i-1)
R(Y, W)i-1)
R(X,¥Y)(i-1)
R(X, Z)(i-1)

R(z,W)¢i-1)
R(X, 2)(i-1)
R(Y, W) ¢i—1)
R(z, W) ¢i-1)
R(z, W)(i-1)
R(z,W)i-1)
R(Y, W)¢i-1)

R(X, Z)(i-1)

1
1

R(Y, W)¢i-1)

— (0,1,1,0),(1,0,0,1) : 0

In order to compute P r[A; = 0], the following three probabilities are required.

- i = P r[R(X,y)(i) R(Z,W)(i) 1= 0]
- Bi =Pr[R(X,¥)a R(X,2)q =0]
—VYi =Pr[Rxy)i R@ZW)d RX2)b RY,wW)ab =0

They can be used to state that
1 1 1 1
PriAi =0] = %1 + EBi_l + gVi—1 +
Now the probabilities a;j, 3; and y; are computed as follows.

(1) From Lemma 1, we get

3 1 1
cxizé"'zai—l D Gizi

(2) Using Appendix F, we write

1 1

= — 4 —
Bi 2 4

1
3

(3) By definition, we see that
R Y)i Rz, W)
=X@Ya  ZmWa) Xz

(Zay WwWi)REZ W) -1y X

R(X,z)a R, W)a)
YoWwa  (Xa
Z(iy)R(X, ) (i-1)

8
2—2i—3

Boa D B4 2

Yy )R Y) -1y

Vay Wiy RY, W)(i—1)

According to the values of (Xy, Yy, Ziy, Wiy), we consider the following cases:

- (0,0,0,0),(1,1,11): 0

- (0,0,0,1),(1,1,1,0) :
- (0,0,1,0),(1,1,0,2) :
- (0,1,0,0),(1,0,1,1) :
- (1,0,0,0),(0,1,1,1) :
- (0,0,1,1),(1,1,0,0) :
- (0,1,0,1),(1,0,1,0) :
- (0,1,1,0),(1,0,0,1) :
Hence, we establish that

L= G + }B + } . + _
Yi = i—1 2 i—1 8yl—l

T
sz + 3

i=0
1

WIN Bl M

3

R(z,W)i-1)
R(z, W) ¢i-1)
R(X, ¥)i-1)
R(X, ¥Y)i-1)

1 R(X,2)¢-1)
1 R Y)i-1)

R(X, ¥)i-1)

+ 72—2i—2

R(Y, W)¢i-1)
R(X,2)(i-1)
R(Y, W) (i-1)
R(X,2)(i-1)

R(z, W) i-1)

1
8

j=0

R(Y, W) (i-1)
R(z,wW)¢i-1)

R(X,2)(i-1)

R(Y, W) (i-1)

) . . 1 .
Bj2—3(|—1—1) +2—3|y0+ ?(1 2—3|)

(10)



Multiple Modular Additions and Crossword Puzzle Attack on NLSv2 15

Therefore, the probability given in Equation (10) becomes

1 1 1 1
PrA; :O]ZZai—l"'EBi—l"‘éVi—l"'é

11 5y, 12 1 5. 12 1 __5 .1

=Z2(z + (= + = + (= + = + =
4(2 2 ) 2(3 32 ) 8(3 32 ) 8
2 1 i

= — 4+ —
3 32

and gives the final result.

D Proof of Corollary 3

We take both sides of the approximation, add them and find the probability when it becomes
Zero so

N xBHy) i xBHz) L yBw) Lo w)

=Ti-1 (RKXY) R(x2z) R(y,w))

=XmYa XKa Yy DRY)i-1 XmZa Xay Zay DR Z)i-1)
YoWa Vi) Wiy DR, W)i-1)

Next, the expression I'; (R(X,y) R(X,z) R(y,w)) issplit into the following cases according
to (X¢iy, Yiys Zciy» Weiy)-

- (0,0,0,0) : R(X,¥)ii-1)y R(X,2)i-1y R, W)i-1

- (111,11 RXY)i-1y R 2)i-1y R, W)i-1)
- (1, 0,0, 0) . R(y,W)(i_]_), (O, 1,1, 1) 01 R(y, W)(i_]_)
- (0, 1,0, 0) . R(X, Z)(i—l)a (1, 0,1, 1) 01 R(X, Z)(i—l)

- (0,0,1,1) . R(X,y)(i_l), (1,1,0,0) 01 R(X,y)(i_]_)

- (O! 0,1, O)! (1! 1,0, 1) : R(Xv y)(i—l) R(yr W)(i—l)

- (0, 1,0, 1), (1, 0,1, 0) 01 R(X, Z)(i—l) R(y,W)(i_]_)

- (0, 0,0, 1), (1, 1,1, 0) . R(X, y)(i—l) R(X, Z)(i—l)
-(0,1,1,0),(1,0,0,1):0

Note that there are four pairs which are complement of each other. Using the notation of
Appendix C, we get

ai =Pr[1 R(x,2)i R(y,w);=0]= % 2213
2 1

Bi =Pr[R(x,y)i R(X,2)i =0]=Pr[R(x,y)i R(y,w)i =0]= 3+ §2—2i—2
Therefore, we get the final result
Prilfi-a (R(xy) R(x,z) R(y,w))=0]
_29 }2—2i—4

48 3
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E Proof of Lemma 3

We prove the lemma for two cases namely, when n is even and when n is odd. First suppose
n is even.

E.1 Pr[ch’(i) = O]

Let us denote

®n,y = R(X1,K) iy  R(X2,K)gy R(Xn, K) )
By definition, R(X, k)(.) = X(i)k(i) (X(i) k(i))R(X, k)(i—l)- Thus,
Pn iy = Kaiy(Xa,ay — X2,6) Xn,ay) (Xiay  Keay)R(X1, K) -1y
X2,y Kay) R(X2, K)i—1y Xn.y Ky R(Xn, K)i—1)

Then, @, ¢y has the following properties.

— If t=1 Xt,(i) =0, then (Xl,(i)1 X2,(i)1 . Xn,(i)a k(l)) and (1 Xl,(i)7 o1 Xn,(i)a 1 k(.))
pro he identical @y, (jy. For example, if ®, (;5j(0,...,0) = ®, yj(L,...,1) =0.

— If t=1 Xt,(i) = 1, then (Dn,(i) by (Xl,(i)rxz,(i)1 < Xn (i) k(l)) is Complement to the one
by (1 Xl,(i)a 1 X2,(i)! ey 1 Xn,(i)a 1 k(.)) For example, (Dn,(i)j(la O, ,0, 0) =
R(Xl, k)(i—l) and CDn,(i)j(O, 1,...,1, 1) =1 R(Xl, k)(i—l)-

Hence, by defining, Py gy = Pr[ ti:l R(Xt, K)¢iy = 0], we get

e I o R e I =T
Pn.gy = W[ or 2P i-1) + or +1 1= 2t o or Por,(i—1)

r=0 r=0 r=0
where Pg = 1.

Hence, fori 0,
n+2

O 2D

E.2 Pr[dJn,(i_l) Iml,(i) = 0]
By definition, we can write (X HK) ¢y = Xy Ky  R(X,K)¢—1y. Thus, we get

M caEHk) i (x2EHk) N xnEHK) i (X1 X Xn)
=Ti—1 (R(X1,K) R(Xz2,k) R(Xn, k))

=0 -1 Pn,a)

=Kkaiy(X1,y  X2,q) Xna)  Kuay Koy  DRMX1,K) -1y

X2,y Ky DR(X2,K)(i-1) Xn,y  Kay DRMXn, K) -1y

As before, we can get the following equation

1 1 nfﬂj
Pr(®n -1y ®na =0]= T or Ph—2r.Gi—1)

r=0
1
L= ) o
o n 2r n—2r,(i—1)
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Therefore, fori 0, we have

n+2
Pr[®n -1y ®ng =0] 2n+1)

E.3 The case when n is odd.
If nis odd, @y ¢y has the following properties.

= If i Xy = 0, then @y iy by (Xq,¢iy, X2,y - - -» Xn,ciy, 0) is complement to the one
by (l Xl,(i)r 1 X2,(i)1 o1 Xn,(i)v 1) For example, q)n(|)J(O, 0, ,0, 0) = 0 and
Ongiiql, ..., 1,1) = 1.

— If t=1 Xt,(i) = 1, then q)n'(i) by (Xl,(i)1 X2,(i)r - - - Xn, (i) O) is identical to the one by (1
le(i), 1 X2,(i)- A 1 Xn,(i)1 l) For example, (Dn'(i)j(l, 0, ,0, 0) = dJn'(i)j(O, 1, A 1, 1) =
R(xu, k).

Hence, we can establish the following equation
1 1
1 ey 11 ey
Pn.ay = 2”7““1[ o + or+1 2Por41 (il = 2 + ™ o+ Por+1,¢i-1)
r=0 r=0 r=0
Proceeding as before, we get

1 inﬂ 1

Pr®n -1 ®na =0= Z + Pn—2r—1,(i—1)

2n r—o 2r+1
1
1 1 nf% n
—2t o n 2r 1 Pn—2r-1,6-1)
r=0
Therefore, for i 0, we receive
n+2

Pri®n -1 @Pn =0] 2n+1)

which concludes the proof.

F Proof of Corollary 2

From Definition 2, we write
ROGY)iy R 26y =XmYa Kay Ya)RKY)d-1 XmZay Xay  Zay)ROKG 2) -1y
Then, according to (X, Y(iy, Z¢iy). the expression R(X,Y)a)y  R(X,z)y is split as follows.

~ (0,0,0),(1,1,1): 0
- (0! 1, 1)1 (1! 0, 0) . R(X! y)(i—l) R(X! Z)(i—l)

- (O, 0, 1) : R(X, Z)(i_]_), (0, 1, 0) . R(ny)(i—l)

— (1, 1, 0) 01 R(X, Z)(i—l)- (1, 0, 1) 01 R(X, y)(i—l)
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We can see that the third and fourth are pairwise complement with the probability of %
each. Hence,

1 1 1
Pr[R(x,y)a R(X,2)G =0]= i 2 gt ZP rR(X,¥)i-1y R(X,2)¢-1 =0]
1 1
=5+ ZP rlRX, y)i-1y RX,2)¢-1) = 0]

Using the recursion relation from Appendix A, we state that

2 1. i
PrIR&Y)m RX2)q =01=3+32 2i—2

Applying Definition 2, we can get

N (xHy) i xEHz) i (y 2)
=Ti-1 (RKXYy) R(x,2))
=XmYa Xay Ya DRY)i-1 XmZday Xay 2za DR, 2)i-1)

Therefore, arguing in similar way as above, we establish that

PHM (ROGY) R(,2)=01= 2 + PR Y)n RO 21y =0
2 1

= 4 Zp72i-2
3 3

G Proof of Lemma 6

From the approximation being considered, w.l.g we assume that x = 0 and y = 0 since the
variables x and y are independent on the expressions (aEFHbE k) and (¢ d FH k).

Then, the approximation is simplified as follows.

M (xMa) I (YEb) i (xFEc) [ (yEd) [ @FbPk) L (cHdEk)
=1 (R@d,b) R@MbK) i1 (R(c,d) R(cHdK))

Using the recursive relation (8) in Appendix B, we have

(R(a, b) R(a b, k))(.) (R(C, d) R(C d, k))(|)
=Qua Qui-n (Li@m Qui-n)(R(@ D) -1y R(@EDK)i-1))
Qz,iy Q2i-1 (Loy Q2¢-1)(R(c,d) -1y R(cEH K)i-1))

where Qi) = ambay bikay  kmad, Qzam = cmdm dmkam  Kmca. Lia =
agy bay ke and Lygy =cay  day K-

According to the values of ten variables (a(i), b(i), Ci)» d(i), k(i), ai—1), b(i—l)v Cii—1)» d(i—l)v k(i—l))y
the above expression is simplified as a function of (R(a,b)i-1y R(afHb,k)i—1y) and
(R(c,d)—1y R(cEHd, k)¢i-1))-

Hence, by counting appropriate probabilities, we get

Pr[(R(a,b) R(afb,k))a (R(c,d) R(cEHd Kk))u =0]

=2*j % Pri(R@a,b) R(@Eb,Kk))—-1 = 0] % PriR(.d) REEdK)i-1) =0]

+% Pri(R(a,b) R@MEbK)i_y (REd) REEK)) 1y = 0]
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From Lemma 2, we know that

Pri(R(a,b) R(aMb,k))i—1) =0]=Pr[(R(c,d) R(cFHd,K))i-1y =0]= % + %2—2”1
Therefore, by the recursive relation of Appendix A, fori 0,
Pr[(R(a,b) R(aEb,k))i (R(c,d) R(cEHd, k)i =0] % = %(1 +27%h)

Since Pr[(R(a,b) R(aEb,k))a (R(c,d) R(cEHd,K))i = 0] is identical to Pr{l"j—;
(R(a,b) R(aMHhbk)) Tri—1 (R(c,d) R(cEHd, k))=0], the lemma holds.



