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Abstract. In this paper we show that Py and Pypy are practically
insecure due to the flaw in their IV setup. With about 2'® TVs (with
special difference between the IVs), there are two identical keystreams.

1 Introduction

Py [1] and Pypy [2] are stream ciphers submitted to the ECRYPT eSTREAM
project. A distinguishing attack on Py was found by Paul, Preneel and Sekar
[4]. In that attack, the keystream can be distinguished from random with 289-2
outputs. Later, the attack was improved by Crowley [3], and the data required
in the attack is reduced to 272.

In order to resist the distinguishing attack on Py, the designers decided to
discard half of the outputs, i.e., the first output of the two outputs at each step
is discarded. The new version is called Pypy.

The IV setup of Py and Pypy are identical. In this paper, we show that there
is serious flaw in the IV setup of Py and Pypy. For IVs with special difference,
two keystreams can be identical for every 216 IVs.

This paper is organized as follows. In Sect. 2, we illustrate the IV setup of
Py and Pypy. Section 3 gives the attack on the IV setup. Section 4 concludes
this paper.

2 The IV Setup of Py and Pypy

The initializations of Py and Pypy are identical. The initialization consists of
two stages: key setup and IV setup. In key setup, the key is expanded into the
internal state of the cipher. In the IV setup, the IV is introduced into the state. In
the following, we will ignore the description of the key setup and only introduce
the IV setup. (The key setup is described in [1].)

The following description of the IV setup is from [1]. P is an array with 256
8-bit elements. Y is an array with 260 32-bit elements, s is 32-bit . YMININD
= -3, YMAXIND = 256. EIV is a byte array with the same size as the IV. The
table ‘internal_permutation’ is a constant permutation table with 256 elements.
‘ivsizeb’ is the size of the IV in bytes. After the key setup, the array Y is affected
by the key value. Then the following IV setup is carried out.



/* Create an initial permutation */
u8 v= iv[0] =~ ((Y(0)>>16)&0xFF);
u8 d=(iv[1 mod ivsizeb] =~ ((Y(1)>>16)&0xFF))|1;
for(i=0; i<256; i++)
{
P(i)=internal_permutation[v];
v+=d;
}
/* Now P is a permutation */
/* Initial s */
s = ((u32)v<<24) "~ ((u32)d<<16) " ((u32)P(254)<<8) "~ ((u32)P(255));
s “= Y(YMININD)+Y(YMAXIND);
for(i=0; i<ivsizeb; i++)

{
s = s + iv[i] + Y(YMININD+i);
u8 s0 = P(s&0xFF);
EIV(i) = s0;
s = ROTL32(s, 8) ~ (u32)s0;
}

/* Again, but with the last words of Y, and update EIV */
for(i=0; i<ivsizeb; i++)

{
s = s + iv[i] + Y(YMAXINDi);
u8 s0 = P(s&O0xFF);
EIV(i) += s0;
s = ROTL32(s, 8) ~ (u32)s0;
}

/*updating the rolling array and s*/
for(i=0; i<260; i++)

{
u32 x0 = EIV(0) = EIV(0)" (s&0xFF);
rotate (EIV);
swap(P(0) ,P(x0));
rotate(P);
Y (YMININD)=s=(s"Y(YMININD))+Y(x0);
rotate(Y);

}

s=s+Y(26)+Y(153)+Y(208) ;

if (s==0)

s=(keysizeb*8)+((ivsizeb*8)<<16)+0x87654321;



3 Attack the IV Setup

At the beginning of the IV setup, only 15 bits of the IV (IV[0] and IV[1]) are
applied to initialize the array P and s (the least significant bit of IV[1] is not
used). For an IV pair, if those 15 bits are identical, then the resulting P are the
same. Then we notice that the IV is applied to update the values of s and FIV
as follows.

for(i=0; i<ivsizeb; i++)

{
s = s + iv[i] + Y(YMININD+i);
u8 s0 = P(s&O0xFF);
EIV(i) = s0;
s = ROTL32(s, 8) ~ (u32)s0;
}
for(i=0; i<ivsizeb; i++)
{
s = s + iv[i] + Y(YMAXINDi);
u8 s0 = P(s&0xFF);
EIV(i) += s0;
s = ROTL32(s, 8) ~ (u32)s0;
}

In the following, we give two types of IV pairs that result in identical keystreams.

3.1 IVs different at two bytes

We illustrate the attack with an example. Suppose that two IVs, iv; and ivg,
are different at only two bytes iv; [i] ® ivs[i] = 1, the least significant bit of iv[i]
is 1, and vy [i + 1] # iva[i + 1]. And suppose that ¢ > 1. Let us trace how the
difference in IV affects the s and EIV.

s = s + iv[i] + Y(YMININD+i);
u8 s0 = P(s&0xFF);

EIV(i) = s0;

s = ROTL32(s, 8) ~ (u32)s0;

At the end of this step, EIV;[i] # EIV[i]. Let 51 = EIVi[i], and By = EIV5[i].
At the end of this step, s; — so = 02100 + 01, where §; = (81 ® x) — (B2 ® )
where z is a 32-bit number (the ROTL32(s,8) ). Then we look at the next step.

s = s + iv[i+1] + Y(YMININD+i+1);
u8 s0 = P(s&0xFF);

EIV(i) = s0;

s = ROTL32(s, 8) ~ (u32)s0;



Because iv1[i + 1] # dvg[i + 1], if dve[i + 1] — dv1[i + 1] = d1, then s; and so
become identical with high chance. Let s; = so with probability p;. Running
the simulation, p; = 27106 If 5; = sy, then EIV;[i+1] = EIV,[i+1], and in the
following steps i+2,9+3,--+,7 4+ ivsize — 1, the s; and ss remain the same, and
EIVi[i+2] = EIVa[i+2], EIVi[i+ 3] = EIVa[i+ 3], - -+, EIVi[i +ivsize — 1] =
EIVh[i + dvsize — 1].

Then IV[i] and IV[i+1] are used again to update s and EIV.

s = s + iv[i] + Y(YMAXIND-i);
u8 s0 = P(s&0xFF);

EIV(i) += s0;

s = ROTL32(s, 8) ~ (u32)s0;

At the end of this step, EIV1[i] = EIV,[i] with probability % Let v1 = s0q,
and vo = s05. For EIVy[i] = EIV4]i], we require that v — v = 81 — (2. At the
end of this step, s — so = 02100 + d2, where ds = (71 D y) — (y2 ® y) where y
is a 32-bit number (the ROTL32(s,8) ). Note that d; and ds are correlated since
Y2 —v1 = 1 — (2. Then we look at the next step.

s = s + iv[i+1] + Y(YMAXIND-i-1);
u8 s0 = P(s&0xFF);

EIV(i) += s0;

s = ROTL32(s, 8) ~ (u32)s0;

At the end of this step, if ivg[i + 1] — tv1[i + 1] = b2, then s; and sy become
identical with high chance. Note that ive[i+ 1] —iv[i+1] = 1, and 1 and d5 are
correlated, so ivg[i + 1] — iv[i + 1] = § with with probability larger than 278.
Let s; = so with probability pj. Running the simulation, pj = 275¢. Once the
two s are identical, EIVy[i+ 1] = ETV3[i+1], and in the following steps i+ 2,7+
3,---,i+ivsize — 1, s1 and sy remain the same, and EIVi[i+ 2] = EIV,[i + 2],
EIVi[i+ 3] = EIVa[i+ 3], - -+, EIVi[i +ivsize — 1] = EIVa[i + tvsize — 1].

Thus after introducing the IV to update s and EIV, s; = s9 and FIV[l] =
EIV[2] with probability p; x 5= x pj &~ 27242,

Experiment 1. We use 2'4 random 128-bit keys in the attack. For each key, we
randomly generate 216 pairs of 128-bit IV with the difference at only two bytes:
iv1[6] @ iv2[6] = 1, iv1[7] # iv2[7]. Then we found that 111 pairs of those 239
keystream pairs are identical. For example, for the key (08 da 2 35 a3 d5 94 e2
85 cc 68 ba 7e 10 8a b4), and the IV pair (6e e7 09 bl 35 85 2f 07 1a fe 3f 50
a8 84 30 11) and (6e €7 09 bl 35 85 2e 80 la fe 3f 50 a8 84 30 11), those two
keystreams are identical, and the first 16 keystream bytes of Pypy are (6f eb ca
18 54 3f 59 96 b6 17 8a 54 Ge bd 45 1f).

From the experiment, we found that for an IV pair with the required difference,

the two keystreams are identical with probability about % = 27232 about

twice of the theoretical value.



The IV difference at two bytes. In the above analysis, the difference is chosen
as i1 [i] @ ivali] = 1, dv1[i + 1] # dvafi + 1] (¢ > 1). For this type of IV difference,
we can generalize it so that ivq[i] and ivs[i] can choose other differences instead
of 1. As long as (iv[i] — iv2[i]) mod 256 = 1 or 255, v1[i + 1] # iva[i + 1]
(i > 2), then there is chance that the two keystreams can be identical.

For example, if iv1[i] @ iv2[i] = 3, the two least significant bits of iv,[i] are
01 or 10, and ivq[i + 1] # dva]i +1] (¢ > 2), then two identical keystreams appear
with probability 27232, In average, if iv1 [i] —ivo[i] = 1, and iv; [i + 1] # dva[i +1]
(i > 2), then two identical keystreams appear with probability 27264,

3.2 1IVs different at 3 bytes

In the above attack, we deal with the IV[i] and IV[i+1], and use the difference at
IV[i+1] to eliminate the difference introduced by IV]i] in s. In the following, we
introduce another type of difference to deal with the situation that the difference
at IV[i+1] cannot eliminate the difference introduced by IV[i] in s. The solution
is to introduce the difference at IV[i + 4].

We illustrate the attack with an example. Suppose that two IVs, iv; and ivs,
are different at only three bytes ivy[i] @ iv2[i] = 0280, the most significant bit of
iv1[i] is 1, dvg # dvg[i + 1], tva[i + 4] @ iv1[i + 4] = 0280, and the most significant
bit of iv1[¢ + 4] is 0. And suppose that ¢ > 2. Let us trace how the difference
affects the s and EIV.

s = s + iv[i] + Y(YMININD+i);
u8 s0 = P(s&0xFF);

EIV(i) = s0;

s = ROTL32(s, 8) ~ (u32)s0;

At the end of this step, EIV4[i] # EIV4[i], and s1 — so = 028000 + &7, where §;
is the difference of two different 8-bit numbers. Then we look at the next step.

s = s + iv[i+1] + Y(YMININD+i+1);
u8 s0 = P(s&O0xFF);

EIV(i) = s0;

s = ROTL32(s, 8) ~ (u32)s0;

Because ivi[i + 1] # ivgfi + 1], 81 — 85 = 028000 with chance p, = 278, If
s1 — s2 = 028000, then EIVi[i + 1] ® EIV,[i+ 1] = 0.
Since v[i + 2] = wvq[i 4+ 2], at the end of the step of introducing IV[i+2],
EIVifi+ 2] = EIVs[i + 2], and s1 — s2 = 02800000 with probability about 1.
Since vy[i + 3] = wvq[i + 3], at the end of the step of introducing IV[i+3],
EIVi[i + 3] = EIV;[i + 3], and s; — s3 = 0280000000 with probability about 1.
Now consider the next step.

s = s + iv[i+4] + Y(YMININD+i+4);
u8 s0 = P(s&0xFF);

EIV(i) = s0;

s = ROTL32(s, 8) ~ (u32)s0;



At the end of this step, the probability that EIVi[i + 4] = EIV3[i + 4], and
s1 = s is 1. So for the above 5 steps, s; = so with probability ps. Once the two
s are identical, in the following steps i + 5,7 + 6,---,i + tvsize — 1, the s; and
s9 remain the same, and EIVi[i 4+ 5] = EIVa[i + 5], EIVi[i + 6] = EIV:[i + 6],
ooy EIV1[i + ivsize — 1] = EIVa[i + ivsize — 1].

Then IV[i] and IV[i+1] are used again to update s and EIV. With similar
analysis, we can show that at the end of the updating, EIV), = EIV,, s1 = s9
with probability about (p2)? x 5tz ~ 2724 (As shown in the next subsection,

255
this probability is about 27229.)

The IV difference at three bytes. In the above analysis, the difference is
chosen at only three bytes, iv; [i] ®iva[i] = 0280, the most significant bit of v [i]
is 1, ivg # fva[i + 1], iva[i + 4] D vy [i + 4] = 0280, and the most significant bit of
iv1[i + 4] is 0 (¢ > 2). For this type of IV difference, we can generalize it so that
iv1[f] and v i] can choose other differences instead of 0x80. In fact, once we set
the difference as iv; [i] —iva[i] = iva[i+4] —iv1[i+4], dv1[i+1] # ive[i+1] (i >
2), then the two keystreams can be identical with probability close to
that given above. For two IVs different only at three bytes, if ivq[1]@iva[1] = 1,
iv1[2] # iv2[2], and v [1] —dv2[1] = dva[5] — dv1[5], then this IV pair is also weak.
We will give the detailed analysis of the generalized differences later.

3.3 Improve the attack

We are able to reduce the amount of IVs required to generate identical keystreams.
The idea is to generate more IV pairs from a group of IV. For the IV pair with
two-byte difference iv [i] @ ivsi] = 1, iv1[i + 1] # dwvg[i + 1], if [2] choose all
the 256 values, then we can obtain 255 x 255 = 21599 IV pairs with the required
differences from 512 IVs. Thus with 512 chosen IVs, the probability that there
is one pair of identical keystreams becomes 2199 x 27232 ~ 2772 With about
272 x 512 = 2162 Vs, identical keystreams can be obtained.

Experiment 2. We use 2'® random 128-bit keys in the improved attack. For
each key, we generate 512 128-bit IVs with the values of the least significant bit
of iv[4] and the eight bits of iv[5] choosing all the 512 possible values, while all
the other 119 IV bits remain unchanged for each key (but those 119 IV bits are
random from key to key). Then we obtain 255 x 255 = 21599 IV pairs with the
required difference. Among these 216 x 21999 ~ 232 TV pairs, 447 IV pairs result
in identical keystreams.

The above experiment shows that with 216 x 512 = 225 selected IVs, 447 IVs
result in identical keystreams. It shows that two identical keystreams appear for
every % = 2162 [Vs,

For the IV pair with three-byte difference, the similar improvement as above can
be applied.



Experiment 3. We use 2!% random 128-bit keys in the improved attack. For
each key, we generate 512 128-bit IVs with the values of the most significant
bit of iv[4] and the eight bits of iv[5] choosing all the 512 possible values, and
the most significant bit of v[8] is different from the most significant bit of iv[4],
while all the other 118 IV bits remain unchanged for each key (but those 118 IV
bits are random from key to key). Then we obtain 255 x 255 = 215:99 TV pairs
with the required difference. Among these 216 x 21599 ~ 232 TV pairs, 570 IV
pairs result in identical keystreams.

The above experiment shows that with 216 x 512 = 225 selected IVs, 570 IVs
result in identical keystreams. It shows that two identical keystreams appear for
every 310 = 2159 Vs

4 Conclusion

The attacks show that the Py and Pypy are practically insecure. In the appli-
cation, if the IVs are generated from counter, or if the IV is short (such as 3 or
4 bytes), then the special IVs (with the differences as illustrated in this paper)
appear with high chance, and identical keystreams can be obtained with large
probability.
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