Cryptanalysis of Hermes8F
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Abstract Hermes8 [3,4] is one of the stream ciphers submitted to eSTREAM, the
ECRYPT Stream Cipher Project [2]. In this paper we present an attack requiring
very few known keystream bytes that recovers the cipher secret key in less than a
second on a normal PC.
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1 Introduction

Hermes8 is one of the 34 stream ciphers submitted to eSTREAM, the ECRYPT
Stream Cipher Project [2]. Two versions of the cipher have been defined. Originally,
the cipher Hermes8 [3| was submitted. Although no weaknesses of Hermes8 were
found during the first phase of evaluation, the cipher seemed to present a particularly
poor performance in both software and hardware. As a result, a slightly modified
version of the cipher, named Hermes8F [4], was submitted for consideration during
the second phase of eSTREAM. In this paper, we focus on this second, updated
version of the cipher.

2 Description of Hermes8F

According to [4], Hermes8F is a stream cipher based on the Substitution-Permutation
network principle. Hermes8F is defined for two different key lengths: Hermes8F-80
uses 80-bit keys, while Hermes8F-128 uses 128-bit keys. The cipher uses two byte-
oriented registers: a 17-byte state register and a 10-byte key register (16 bytes for
Hermes8F-128). Additionally there is a single byte register Accu, which seems to have
the use of a memory register. The diffusion is provided by moving pointers through
both registers, while non-linearity is provided by the AES S-Box S [1].



The main operation of the cipher consists essentially of the following steps:

1. XOR the value stored at Accu with a byte from the state register and a byte
from the key register;

2. Use the previous result as input for the AES S-Box;
3. Replace the state register value used in step 1. by the output of the S-Box;
4. Store the output of the S-Box also in Accu;

5. Increment both the state and key register pointers (denoted by pl and p2, re-
spectively).

The steps above are performed at each clocking. A round of the cipher consists of
17 clockings. At every 7 clockings, two bytes of the key register are updated. The
updating function is also based on the AES S-Box. In the cipher’s initialization, the
encryption key is loaded into the key register, and the IV is loaded into the state
register. The register Accu starts with the zero byte 0x00 as content. The initializa-
tion process consists of 5 rounds (i.e. 85 clockings), and so all the state registers are
updated five times before the cipher enters the normal mode of operation. The first
bytes of the keystream are produced after two further rounds (34 clockings). The
output consists of 8 bytes from the state register, taken from alternating positions
of the register. Further bytes of the output are produced at every two rounds. More
details of the algorithm can be found in [4].

2.1 Alternative Description of Hermes8F

We note that it follows from the description above that during the cipher operation,
the contents of the registers Accu and state[pl — 1] are always the same!. Thus a
more natural description of Hermes8F is given in Figure 1. It consists of the state
register R, which is represented as a feedback shift register of length 17, defined as

st = state[pl +14] , 0<i <16,

where state[pl] is the byte addressed by pointer pl at time ¢. This FSR is updated
according to the following relations:

1t -
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sis. = S(sp @ sig D K),

where the byte k! is the output of the key register K at time ¢ (that is, k[p2]), and
S represents the AES S-Box.

! except on the very first clocking of the initialization, where Accu starts with 0x00, and state[pl —1]
may have another value, depending on the IV.
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Figurel. Hermes8F as a feedback shift register.

In our attack, we need to consider the reverse cipher (clocking the generator
backwards, and so generating the keystream blocks in reverse order). The relation of
the feedback register of the reverse cipher is given by

sh=S71(sHN) @ sl @ Kkt
Sk o s ek

The inverse cipher is depicted in Figure 2.
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Figure2. The inverse of Hermes8F.

3 Description of the Attack

The attack we describe exploits two features of Hermes8F:

1. In contrast to the forward cipher, the reverse cipher has slow diffusion. (In the
forward cipher, the new byte sig contributes to the feedback in the very next
clock. But in the reverse cipher, the new byte so has no influence on the feedback
until it has shifted all the way along to the s15 position.)



2. The IV does not affect the key register.

Let us consider the keystream produced by Hermes8F under a secret key and a
random IV, and let B; be the ™ set of 8 bytes output by the cipher. Thus, if we
define T' = 34 - j 4+ 85, we have

Bj = [ng ng 52{7 56Tv 58Tv 5{07 5{27 5?4]'
Consider the first two sets of By and Bs, for which T is equal to 7 x 17 = 119 and
9 x 17 = 153 respectively. Suppose that in addition to the last two bytes of By (that

is, 5153 and s13%), we also know the values of 133, k1°° and k4%, Then we have

ST @ sl e K = 576l sl & K < S
Likewise, we have that
ST @ sl e K = 57610 @l 8 1 < S}
Now, assuming that we also know k'3, we have
S71(s3%0) @ 5849 @ 133 = 51 (s134) @ 5134 @ 133 = 5133 = 110,

We note however that si;? is the last byte of Bj.
Thus consider an attack where we guess on the values of £'33, k149 and k' and
verify against the known byte si1%. The equation we have is

ST ) es e e ST i) e s ek e kT =51 (1)

where the key bytes and s}3® are unknown. By setting ¢; = S™1(s13%) @ k1% and
co =513 @ st 0k o k‘l‘“ the equation can be more simply written as

S~ (3%23@01) oS- ( 153) = cy.

That is, a particular guess of the three key bytes is possible if and only if an
input difference of ¢; to S~! can lead to an output difference of co. We know that
S~!is affine equivalent to the inverse mapping in GF(2%), and thus it is rather close
to being APN. This means that just under one half of all (¢1, c2)-values are possible,
or equivalently that one half of the guesses of the three key bytes remain as possible
after checking them against (1).

Note that since co depends on the sum k'*?@k'33 we can never learn the individual
values of k'4° and k'33 this way, only the sum of them. Hence we are not guessing
on 3-byte values but only on 2-byte values, and the complexity of guessing once is
216 and not 22, By repeating the guessing for several IVs we can remove all wrong
guesses, and find two bytes of information - the values of k% and k4 @ k133,

The process above can be repeated using the output bytes s153% and s133 to obtain
k'8 and k7 @ k3! and so on, until we have 14 (or 30 in the case of HermesSF-128)
bytes of information about the key register at times 121 < ¢ < 150. It is then not



too hard to find the content of the key register at a specific time ¢, and we can run
the key register back to obtain the original encryption key.

The attack requires no more than 16 bytes of output under a few (about 16)
distinct IVs. In general, the complexity of the attack is of the order of 7x16x 216 < 223
very simple operations for HermesSF-80 (and 15 x 16 x 216 < 224 for HermesS8F-128).
The attack (for Hermes8F-80) has been implemented on a normal workstation, and
succeeds in recovering the key in less than a second.

4 Conclusion

We showed in this paper how to mount an attack to recover the secret key of
Hermes8F-80 with complexity of around the order of 223 operations, requiring a
very small number of known keystream bytes.

We note that the attack described above only works against the latest version of
the cipher, which in our opinion is the one of most interest. However, our impression
is that the attack can probably be modified to apply against the original version
Hermes8. Certainly the features that we have exploited - the simpler representation
of the generator as a shift register, slow diffusion of the reverse clocking cipher, and
the fact that the key register is not IV-dependent - apply also to Hermes8.
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