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Abstract. NLS is a stream cipher consisting of a non-linear feedback
shift register (NFSR) and a non-linear filter (NLF). This paper presents
a linear distinguishing attack on NLS using an improved version of the
Crossword Puzzle (CP) attack [2] by exploiting the internal dependen-
cies between the NFSR and NLF. We derive significantly higher bias
linear approximations of the NFSR and NLF using linear combinations
of adjacent bits.

1 Introduction

The eSTREAM project [6] is designed to identify new stream ciphers that may be
suitable for widespread adoption as secure and efficient cryptographic primitives.
NLS is one of the ciphers submitted to the project and has successfully passed
phase 1 of the review process. The security supplied by NLS is provided by the
combination of a non-linear feedback shift register (NFSR) coupled with a non-
linear filter (NLF). In [2], Cho and Pieprzyk present a new form of attack, coined
the“Crossword Puzzle” (CP) attack, which is a linear distinguishing attack. They
apply their attack to NLS to produce a distinguisher with average bias around
O(2739).

We give a brief definition of the NLS cipher, followed by a description of the CP
attack and how it is applied to NLS. We highlight the specific components of NLS
that are exploited by the CP attack and how they interact within the cipher.
Using linear approximations based on adjacent bits, we build a distinguisher
for the case Konst = 0 (key-dependent constant word) with overall bias 2719-7.
This is an improvement on the distinguisher found in [2], which has bias 27263,
Note that there is a new version of NLS (Version 2), the only modification being
that Konst is changed after every 65537 clocks. This modification is designed to
resist this attack.

2 Brief Description of NLS

We give a brief description of the NLS cipher which is sufficient for the following
analysis. For a thorough description, see [4]. The stream generator of NLS is
constructed from a non-linear feedback shift register (NFSR) and a non-linear



filter (NLF). These two functions operate on an internal state, a vector of 32-bit
words o = (r¢[0], ..., 7:[16]), where ¢ is the clock time and og is the initial state.
The NFSR, which transforms state o; into state o441, operates as follows:

rep1[i] = refi + 1], for i = 0,...,15;

ri41[16] = f((r¢[0] < 19) + (r[15] <« 9) + Konst) @ r.[4];

r+[0] is abandoned;

if t = 0(modulo £16), r;11[2] is modified by adding ¢(modulo 23%),

Ll

where Konst is a 32-bit key dependent constant. The output stream is generated
32-bits at a time by the NLF using the following combination of registers of the
internal state:

ve = (r¢[0] + r4[16]) ® (r¢[1] 4 r¢[13]) @ (r:[6] + Konst).

2.1 f function

The nonlinear function f combines XOR with a SBox, graphically it has the
following representation:

Konst

r_t[0] —H«— r_t[15]

r_{t+1}[16]

The SBox is an 8-bit to 32-bit mapping, which is a combination of the Skipjack
SBox and the ISRC SBox designed by the Queensland University of Technology.
Let z; be the input of the f function, that is z; = (r:[0] <& 19) + (r[15] < 9).
The input to the SBox is the 8 most significant bits of z;, which we denote z.

Observe that the output to the f function, denoted y;, can be defined by 2 cases:

B SBO:L‘(Z‘{I)(Z-) D x4, if 0 <1< 24,
Y@ = $Bow(xM) ), if 24 < i < 32,



where the i-th bit of variable x is denoted by z(;). Thus, we can write

Te[4]() @ Ye,(i) © e (i), 0 <0 <24,

16] ) =
Tt+1[ ]( ) {Tt[ﬁl](l) D Y, () if 24 <i < 32.

3 Crossword Puzzle (CP) Attack

The CP attack is a linear distinguishing attack which is an extension of the linear
masking method introduced by Coppersmith, Halevi and Jutla [3]. The linear
masking method was originally designed to examine traditional linear feedback
shift register (LFSR) stream ciphers, whereas the CP attack can be applied to
stream ciphers that consist of a non-linear feedback shift register (NFSR) and a
non-linear filter (NLF). The foundation of the attack comprises of deriving linear
approximations of the NFSR and NLF at different clock times, then combining
these approximations in such a way that the internal state bits of the NFSR are
cancelled out. We are then left with an approximation involving NLF output
bits only, which can be used to launch a distinguishing attack provided the bias
of the approximation is significantly high.

In [2], the authors derive approximations for the NFSR and NLF separately
and then apply the CP attack to produce the distinguisher. They treat the
approximations to the NFSR and NLF as independent relations and calculate
the total bias using the Piling Up lemma [5]. In this article we modify the way
the CP attack is applied to NLS to exploit some of the dependancies that exists
between the internal state registers used in the NFSR and NLF. To initiate the
motivation for the following study we introduce some of the relationships that are
used in the CP attack. Observe the following two NFSR equations (Konst = 0),
at clock times ¢t and (¢ + 16) respectively:

0= f((re]0] < 19) + (r[15] <€ 9)) @® 7¢[4] D re41[16],
0= f((’rt+16[0] K ].9) + (rt+16[]-5] < 9)) D Tt+16[4] (&3] 7"t+17[16].

Using the fact that 744,[0] = r[p], we can rewrite the above equations as:

0= f((’l“t [0] <Y 19) + (’I“t+15[0} < 9)) D rita [0] (5) Tt+17[0],
0= f((r¢[16] < 19) + (r4415[16] << 9)) @ 1r444[16] ® 1441 [16].
We see that the inputs to the SBox function are:
(r¢]0] <€ 19) + (r4115[0] <€ 9) and (r4[16] <& 19) + (r¢115[16] <K 9).

Now observe the relationship between the input and output of the NLF at clock
times ¢ and (¢ 4 15):

0 = (r¢[0] + 7¢[16]) & (r¢[1] + r4[13]) & 7:[6] & v,
0= (Tt+15[0] + T’t+15[16]) D (Tt+15[1] + T’t+15[13]) D 7"t+15[6] D Vt+15-

Part of the CP attack involves finding a high bias approximation for f and
joining the above two sets of equations to cancel out the state registers, leaving



v;’s only. However, note that the two sets of approximations contain the same
state registers (r¢[0],r¢[16],7:4+15[0], 7++15[16]), and hence are not independent.
This implies that the Piling Up lemma used in [2] does not give an accurate
result in calculating the bias. In this paper we modify the application of the
CP attack to exploit this interaction by developing the required equations as
much as possible before assigning linear approximations. This is in contrast to
the method used in [2], where the authors approximate first and then derive the
equations.

4 Modular Addition and Adjacent Bits

The observation made in section §3 suggests there is a method of approximating
the specific NLS additions mentioned that result in a higher bias. Upon closer
examination, the additions that are exploited by the attack involve the addition
of 4 state registers in the following manner:

(r'la] + r"B) @ (r'le] + r"[d]) @ (rla] + rlc]) ® (r[b] + r[d]) = 0,

where 7'[i] = (r[i] < 19) and r”[i] = (r[i] <€ 9) (this notation will be used
throughout the paper). For example, in our analysis of the cipher, we examine
the approximation:

(r[0]+ 77, 15[00) © (ri[16]+ 17y 15 [16]) ® (re[0] 4 7¢[16]) © (r415 (0] + 74415 16]) = 0.

Similarly to [2], we investigate approximations that involve linear combinations
of adjacent bits of variables. By using adjacent bit combinations we can reduce
the affect that carry bits have on the overall approximation, as this leads to
higher bias approximations. Throughout the following analysis we focus on linear
approximations based on adjacent bits of input and output variables. To simplify
our notation in the following analysis, we denote the i-th bit of variable x by
7(;). Also, we use the following notation to denote the XOR of adjacent bits of
x:

T(i+k,i) = T(i+k) D o © T(i41) D T(y)-

5 Linear Analysis

In this section we examine the different components of NLS and state linear
approximations describing each part. Firstly, we analyse the SBox and produce
linear approximations that have significantly high bias. Throughout the following
analysis we examine the case where Konst = 0, this restriction can be dropped
as is done in [2].

5.1 SBox

We observe different adjacent bit linear approximations involving the input and
output of the f function and list ones that have significantly high bias in Table



1. Note that the linear properties of the Skipjack SBox (called ”F-Table” in
the original definition) have been previously studied by Biham et al. [1]. Their
analysis accounts for linear approximations involving the 8 most significant bits
of output only, as this is precisely the Skipjack SBox.

Max Adjacent Linear Approximation of SBox Bias
Bit Length
2 T¢,(30,29) D Yt,(30,29) 5~ 2.29956
2 Tt,(25,24) D Y, (1,0) 5207807
2 Tt,(25,24) D Yt,(16,15) 5~ 267807
2 Tt,(30,29) D Tt (26,25) D Yt,(19,18) D Yt,(16,15) D Yt,(7,6) D Yt,(3,2) 5= 175207
4 T¢,(31,30) D Tt (27,26) D Yr,(18,15) P Y, (12,9) @ Ye,(6,5) P Ye,(3,2) 5—T.60768
6 Tt,(30,29) D Yt (22,17) D Yt,(14,9) D Yt,(4,3) 5=T.67807

Table 1. Linear Approximations of SBox

5.2 NFSR

From the definition of the f function, we can build the following description of
the NFSR which holds with probability 1 for all 4:

Yo = Tt [4](1) &b Tt+1[16](i) D Tt (3)s ifo<i< 24,
PO T m4l ) @ repa[16]), if 24 < i < 32.
Following from this, we obtain with probability 1:

Yt,(30,29) D 7¢[4](30,20) © 7141[16](30,20) = 0. (1)

Using (1) and row 1 from Table 1 as a linear approximation to the SBox,

T¢,(30,29) D Yt,(30,29)

we can build a linear approximation for the complete NFSR:

T4 (30,29) @ 7¢[4](30,20) © T41[16](30,20) = 0, (2)

where z; = (r¢[0] << 19) + (¢[15] << 9). This equation holds with bias 2230 def
bias;. We have chosen this particular linear approximation to the SBox as it

yields the highest overall bias for the distinguisher.

Note that if we used a linear approximation that involves outputs from the
24 least significant bits, for example row 2 from Table 1, we would obtain the
following approximation for the NFSR:

Ty (25,24) D Te,(1,0) © T¢[4](1,0) © 7e41[16](1,0) = 0.

This approximation holds true with bias 272:67,



5.3 Modular Addition

Modular addition is used throughout the structure of NLS, providing non-linearity
in both the NFSR and the NLF. We analyse the modular addition of variables
and derive relationships that allow us to build high bias linear approximations
between particular state bits.

Firstly, we approximate the modular addition of two state registers r[a] and r[b]
by a corresponding XOR only equation, drawing a comparison between the XOR
of adjacent bits:

(rlal +7[0) (i+x,i) ® rlal i riy [0l (ivr,iy = O (3)

It can be shown, that for even k, this equation has bias 2(=%/2) for 0 < i < n—k,
see [2].

Consider the special addition of four variables r[a], 7[b], 7[c] and r[d] introduced
in section §4:

(r'la] + 7" [b]) i) © (r'[e] + 77[d]) iy ® (4)
(rla] + 7(c]) (i4k—19,i—19) © (r[b] + 7[d]) (i4-k—9,i—9) = O,

where all bit positions are taken modulo 32.

First, we examine the case for 2 adjacent bits (k = 1), followed by the case for
4 adjacent bits (k = 3). Tables 2 and 3 state the bias for these approximations
for different starting bit <. We have also included the corresponding graphs of
our analysis to highlight that the bias for 2 adjacent bits approaches 1/3 = 21-58
and the bias for 4 adjacent bits approaches 1/8 = 273. There are three points
of inconsistency (i = 0,9,19) on both graphs which occur when the analysis of
(4) involves the the two least significant bits of a term. The method for finding
these biases is discussed in the appendix.

i 0 1 2 3 4 5 6 7 8
bias|2—15-02[9—2.19|9—1.73|9~1.62|9 1.5 |9 —1.50 |9 —1.59| 9 —1.59| 9—1.58

1 9 10 11 12 13 14 15 16 |17-18
bias| 27226 [9=1.75|9=1.63|9—1.60|9—1.59 |9 —1.59|9—1.59 | —1.59 |9 —1.58

i 19 20 21 22 23 24 25 26 |27-30
bias| 97226 [9—1.75|9—1.63|9—~1.60|9 1.5 |9 —1.50 |9—1.59|9—1.59| 9—1.58

Table 2. Bias for 2 adjacent bits of approximation (4)

For example, in our analysis we use the following approximation, which has bias
2—1.58:

(7£[0] + 77 [15]) (30,29) D (71416[0] + 74 16[15]) (30,20)
(74

0]
© (7¢[0] + 7¢416[0]) (11,10) @ (7¢[15] 4 7¢416[15])(21,20) = O.
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5.4 NLF

We examine the output function at particular clock times and rewrite the rela-
tionships in such a way that helps simplify our analysis later on. The following
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relationships all hold with probability 1. We first observe the output functions
at time (¢ +4) and (¢t + 17):

Vpra = (T444[0] + 7444[16]) © (re4a[1] + 7e44[13]) © r444[6],

V417 = (Te417[0] + 74417[16]) & (req17[1] + 74417[13]) © re417[6].

Consider the XOR of k adjacent bits from ¢ to ¢ + k of these equations:

Vit d, (i+k,i) D Vt417,(i+k,i)
= (r444[0] + 7144[16]) iy k,6) D (rera[l] + 7e4a[13]) (i1 k.5) B Te4a[6] (i1 8.5) @
(re417[0] + 76417 [16]) (k0 © (re17[1] + 7e417[13]) (i1 k,i) D o417 (6] (64 ki) -

Using the fact that r;,1,[0] = r[p] for all p, we get

V44, (i+k,i) D Vt417,(i+k,4)
= (re[4] + 7e416[4)) i ki) © (re1[4] + Te413[4]) (i1 k6) © Tot6[4] (i1r,0) B (5)
(r4+1[16] + 74417[16]) (1185 D (re+2[16] + 74114[16]) (i1 i) D T247[16] (i1 1,0) -

The output function at clock times ¢ and ¢ + 15 can be expressed similarly:

Ut (i+k,i) D Vet15,(i+k,0)
= (r¢[0] + re416[0]) (i4-k,1) © (re+1[0] + 7e413[0]) (i4k,i) © Te46[0] iy @ (6)
(7¢[15] + 7416 [15]) (ki) © (41 [15] + 74113[15]) (4 1,6) D Te46[15] (i1 i) -

6 Distinguishing Attack on NLS

We use the same method as [2] to build our distinguisher for NLS. By observing
clock times t,t + 1,¢t + 6,t + 13 and ¢ 4+ 16 we can use our approximation of the
NFSR (2) to form the following system of equations, each having bias 27230,

T4, (30,20) D 7¢[4](30,29) D T141[16](30,29) = 0,

T411,(30,29) D Te11[4](30,20) © Te42[16](30,29) = O,

T416,(30,29) D Te+6[4](30,20) ® Te47[16](30,29) = 0, (7)
T4113,(30,20) D Tt 413(4](30,20) D T1414[16](30,29) = O,

Ty116,(30,20) D Tt 416[4](30,29) @ T1417[16](30,29) = 0.

As in [2] the distinguisher is formed by adding these 5 equations together. We
consider this as two separate problems, the first involves the XOR of the first
term from each equation in (7), the second involves the XOR of the second and
third terms from equation (7).



6.1 Combining 1st Terms

Observe from the definition of the f function:

1,(30,29) D Te416,(30,20) D (1£[0] + 77 [15]) (30,20) @ (71416[0] + 7¢116(15]) (30,20) = O
(8

Taking into account rotations, we can use (4) to approximate (8),

T4 (30,29) D Te416,(30,29) D (7¢[0] + re416[0]) (11,10) D (7¢[15] + 7116[15]) (21,20) = 0,
9)

which has bias 271%% (as shown in Table 2). Similarly, the approximation:

Ty41,(30,29) DT 413,(30,20) D (Te41[0]+7¢413[0]) (11,10) @ (T2 41 [15] +7¢413[15]) (21,20) = O,
(10)

has bias 27158,

Also, observe that with probability 1:
1 46,(30,29) @ (T146[0] + 774 6[15]) (30,20) = 0. (11)
Using (3), we can approximate (11) to get,
Tt46,(30,29) D 1460 (30,29) © T4 6[15](30,20) = 0,
which has bias 271. Removing the rotations, we achieve:
T416,(30,29) © Te+6[0](11,10) ® Tt 46[15](21,20) = 0. (12)
Combining approximations (6), (9), (10) and (12) we have the following approx-
imation:
T¢,(30,29) D T141,(30,29) D T146,(30,29) D T1413,(30,29) P Tt+16,(30,29) D
Vy,(11,10) D Viy15,(21,20) = 0, (13)

which has total bias (271-38)2 . 21 = 2-4.16 €' pioe. This approximation ac-
counts for the addition of the first term of each approximation in equation (7).

6.2 Combining 2nd and 3rd Terms

The addition of the last two terms can be approximated similarly. Using approx-
imation (3) twice, we get the approximation to the XOR of the 2nd terms of
equation (7):
7¢[4](30,20) D Te41[4](30,29) D Te16[4](30,29) D Te413[4](30,20) © Te116[4](30,20) D
(r¢[4] + 7e416[4]) (30,20) © (re11[4] + re113[4]) (30,20) D Te16[4](30,29) = 0,

which has bias (271)2. Similarly, we get the approximation to the XOR. of the
3rd terms of equation (7):

T41[16](30,20) @ T14-2[16](30,20) © T147[16](30,29) D T414[16](30,20) D T1417[16](30,20)
(1441 [16] + re417[16]) (30,20) © (re42[16] + 7¢414[16]) (30,20) D T147[16](30,29) = O,



which has bias (271)2. Using (5) and the above two approximations we get an
approximation for the XOR of the 2nd and 3rd terms in (7):

7¢[4](30,20) D Te41[4](30,29) D Te16[4](30,29) D Te413[4](30,20) © Te416[4](30,20) D
7t+1[16](30,20) © Te+2[16](30,20) © T1+7(16](30,20) D T1+14[16](30,20) D Te+17[16](30,20) D
Vy44,(30,29) D Viy17,(30,29) = 0, (14)

which has bias (271)% M hiass.
Combining all terms.
Substituting (13) and (14) into (7) gives the final distinguisher:

Vg,(11,10) D Vi415,(21,20) D Vt44,(30,29) P Vi417,(30,29) = 0.

The total bias for the distinguisher is (bias1)® - biass - biasz = (272:309)% . 27416
(271)* = 27197, This is the highest bias found in our analysis. Table 4 lists biases
of other distinguishers that were found to be significant, and the contribution
given by the sbox and modular additions:

x mask| y mask SBox |2-bit adjacent|4-bit adjacent|Total Bias
0x60 [0x60000000[(2~>%)°[ 2752 - 9197
0x03 [0x00018000 [(2~>%%)°[ 27277 - 92573
0x03 [0x00003000 [(2~>%%)°[ 27 7¢ - 3575
0xC0 [0x00006000 [(2~>%%)°[ 27 123° _ 5~ 26:50
0x0C [0x00000018[(2~>%)°[ 2712 - 5=2657
0x0F |0x0000000C|(2~*°%)°| 27577 2500 PRl
0x78 |0x00000006 (2 2%%)%[ 27737 =500 53076

Table 4. Different Distinguisher Biases

7 Conclusion

We have modified the application of the Crossword Puzzle attack on the NLS
stream cipher to further exploit the interaction between the NFSR and NLF.
Our analysis found that linear approximations of the components had signifi-
cantly higher bias when the linear combinations involved adjacent bits. Using
this we are able to build a linear distinguisher for NLS (Konst = 0) with overall
bias 27197, Therefore it is possible to distinguish the NLS stream from a random
stream after approximately 249 keystream words. This is an improvement on the
results claimed in [2]. Note that this can not be applied to NLSv2 because Konst
changes.

10



We have also observed that additional dependancies exist between observations
of the keystream at different time intervals. These dependancies occur because
the same state registers will be contained within the distinguisher at different
observation times. This observation is currently being studied and results will
be produced shortly.
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A Bias of equation (4)

Recall approximation (4):

(r'[a] 4+ 7" [B]) (igk,y @ (r'[c] 4 7" [d]) (i i) ©
(rla] + rle]) (irk—19,i-19) ® (r[b] + 7[d]) (i1r—9,i—0) = 0.

There are 4 additions involved in approximation (4), namely (r"[a] + 7'[b]),
(r"[e] +7'[d)), (rla]+r[c]) and (r[b]+r[d]). Each of these 4 additions may or may
not contribute a carry bit to the particular bits XORed in the approximation.
We denote carryin; = (cs, ca, c1,¢p) to be the carry vector at bit position 7 that
symbolises the carry bits contributed in to the approximation by each of the 4
additions. There are 16 different carryin; vectors that can affect this approxi-
mation, {(0,0,0,0),(0,0,0,1),...,(1,1,1,1)}, and each case must be studied.

To calculate the total bias of approximation (4), we need to calculate the bias
of approximation (4) given each carryin; vector, and also the probability of
each carryin vector occurring. Note that carryin,11 (vector of carry bits com-
ing out of the 4 additions) given from approximation (4) is only dependent
on the 4 variables (r[a],r[b],r[c],r[d]) and carryin;. It is not dependent on
carrying_i...carrying. Assuming that the values at bit position ¢ of variables
rla], r[b],7[c] and r[d] are either 0 or 1 with equal probability, we can state
that carryin;y, is dependent on the carryin; only, and hence the sequence of

11



carryin; vectors forms a markov process. To calculate the probability of each
carryin; occurring, we examine approximation (4) over all possible carryin; and
note carryin;11 given by each case, this determines the transition matrix for
this markov process. This transition matrix gives the probability of carryin;;i,
given carryin;, where the rows and columns represent carryin;y1 and carryin;
respectively.

(7331322132211111]
1513010101010000
1153001100110000
0002000000000000
1000511010003110
1200261201000201
1020216200100021
A1 10113011500010001
carryini = 46 11000100051103110
1200010026120201
1020001021620021
0113000101150001
0000000000002000
0000110011003511
0000101010103151
(1111122312231337]

Using this matrix we can calculate the probability that each carryout vector
occurs, given the probability of each carryin vector occurring. To calculate the
carryin vector distribution for bit position 7 (carryin)) of approximation (4)
we can simply multiply the transition matrix by the carryin vector from the
previous bit position i — 1 (carrying_1)), since carryin; = carryout_y. To
find these distributions we need to calculate the carryin vector at bit position 0
(carryiny). That is, we need the carry vector in to

(r"lal +r'[b]) ) © (r"[c] + 7’'[d]) () ® (rla] + rlc]) 13y ® (r[b] + r[d])(23) = 0.

There cannot be any carry bit coming in to the additions involving the least
significant bits, however there can be carry bits coming into the additions that
involve bit positions 13 and 23. There are 4 possible carryin vectors: (0,0,0,0),
(0,0,0,1), (0,0,1,0) and (0,0, 1,1). To calculate the probability of each of these
carryin vectors, first observe the following equation that gives the probability of
a carryin bit equal to zero for bit position i.

Plearryli] =0) = 3 - (1 4 21>

Therefore the probability of each of these carry vectors occurring can be calcu-
lated and is shown in the following table:
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Carry vector|P(cs = 0)|P(cz = 0)| P(c1 =0) | P(co =0) P(carryvector)
0000 1 1 TA+279)f(+27®) 11 +27 P 4277 +27%)
0001 1 1 114271 —27*)|1(1+271% —27% —27%)
0010 1 1 11-27") (1427 ;(1 -2 + 272 —27%)
0011 1 1 11-2"") 21 —27);(1 -2 —27* 4 27%)

Table 5. Probability distribution for carry vectors in the LSB case.

Using the probabilities for the carry bits going into the least significant bit and
the transition matrix, we can calculate the probabilities of the carry bits going
into the next significant bit (ie. ¢ = 1). We can continue the same process to
calculate the carryin probability distribution for all bit positions i. Note there
are two inconsistencies produced at ¢ = 9 and i = 19, these occur since we are
examining approximations:

(r"[a) +7'[b]) (10,0) @ (r"[c] +7"[d]) (10,0) © (r[a] + 7[c]) (238,22) © (r[b] +7[d]) 1,0y = O

(r"[a]47"[b]) (20,10) @ (r" [e] +7"[d]) (20,10) ® (r[a] +7[e]) (1,0)  (r[b] +7[d]) (10,9) = O.

and we have a similar problem as before where we are considering least significant
bits.

We now need to calculate the bias of the XOR of adjacent bits of approximation
(4). We give results for the cases involving 2 and 4 adjacent bits as these are the
most important results needed for our study.

A.1 Two Adjacent Bits

We observe all cases for 2 adjacent bits of approximation (4) and calculate the
bias of the approximation given each carryin vector. The results are given in
the following table, where we use the hexidecimal value of the carryin vector
as notation We can then multiply these bias’ by the corresponding probability

carryinf 0 [ 1 |2 | 3 |4|5|6|7|8|9|A|B|C|D|E|F
bias [0.5(0.0/0.0|-0.5/0.0(0.5/0.5|0.0]0.0/0.5|0.5|0.0{-0.5|0.0|0.0{0.5

Table 6. Bias for 2 adjacent bits of approximation (4) given carryin

of each carryin vector occurring to give us the total bias for 2 adjacent bits of
approximation (4) at bitposition i. For example, the bias at bit position 0 is
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determined by

15
P(A=0)= Z P(carryin; = 0) - Bias(A = 0|carryin;)
i=0
1 . - ag 1 ] . .
— g(l 4 2713 + 2723 4 273()) + é(l o 2713 . 2723 4 2736)
—0.00003

We can repeat this method to achieve the bias for all bit positions, the results
are given in table (2).

A.2 Four Adjacent Bits

Using a simlar process, we can calculate the bias for 4 adjacent bits of approx-
imation (4). The bias distribution, given the carryin vectors is stated in the
following table:

carryin| 0 1 2 3 4 516 7 8 | 9/ A|B|C|D|E|F
bias |0.22|-0.06|-0.06{-0.14|-0.06|0.22|0.22|-0.06|-0.06|0.22|0.22|-0.06|-0.14|-0.06|-0.06|0.22

Table 7. Bias for 4 adjacent bits of approximation (4) given carryin

Using the probabilities of carryin vectors, we can calculate the overall bias for 4
adjacent bits of approximation (4) for all bit positions. The results are given in
table (3).
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