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Abstract. Hongjun Wu and Bart Preneel in [1] proposed a method to distinguish output sequence of a stream 
cipher Yamb and a true random sequence. The method is based upon the hypothesis, which was verified only for a 
reduced model, but not for Yamb itself.  
We show in this paper that even the wide generalization of the hypothesis from [1] for the real algorithm Yamb still 
has to be proven. We also show some statistical results for the real algorithm Yamb, which form a base for more 
realistic evaluation of a distinguishing attack on Yamb.  
Relying on these results we build a method to compute Yamb output sequence from its initial part without a key. 
Then we show that complexity of this method is higher than complexity of brute force attack.  
 

 
1. Stream Cipher Yamb  
A stream cipher Yamb was described in details in [2], for a glance presentation of the algorithm 
see picture 1 below. 
This algorithm consists of three basic parts:  

• Linear Feedback Shift Register L of length 15 over GF (232)  
• A nonlinear function FM with 32-bit input and 32-bit output and with 256-byte 

dynamically updated interior memory array M 
• Output shift register R of length 16 over . 322

Z
 

 
Picture 1 
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2. The Main Hypothesis in [1] 

 
In [1] the authors mentioned the following property of the function FM: «If an input of FM equals 
to 0 (Y = 0), and М (0) = 0, then Y⊕FM (Y) = 0. This will happen with the probability 2-32 * 2-8, 
where 2-32 is the probability that Y = 0, and 2-8 is the probability that М (0) = 0. » 
From this property of the function FM, it is easy to see that we have the following inequality: 

 
P (FM (0) = 0) ≥ 2-8     (1) 

 
The function FM is a composite nonlinear transformation. Thus, in [1] the authors assumed that: 
«For each Y ≠ 0 an output value FM(Y) is a randomly distributed value». This means that 

 
    ∀ X∈ , P (F322

Z M(Y) = X / Y ≠ 0) = 2-32,    (2) 
 
Based on these assumptions, they evaluated the probability of the zero output of the function 
Y⊕FM(Y) by the following inequality 
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The inverse to the right part of this inequality, which equals to 2-32 + 2-40 , is used in [1] to 
evaluate the lower bound for the length of an output sequence of Yamb, which is sufficient to 
distinguish Yamb output sequence from a true random sequence. 
Both assumptions (1) and (2) look natural and reasonable. 
 
From these assumptions we can easily get as a consequence that the probability of zero output of 
the function FM could be evaluated as follows 
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On the other hand, the function F is a mapping: (Y, M) → (X, M*), which is a bijection over the 
Cartesian product .  256

22 832 ZZ ×
The last statement is clear because all the elementary transformations on each round of the 
function F are invertible. Thus, any output value of X should arise the same number of times, i.e. 
the probability P (FM(Y) = 0) = 2-32. 
This contradiction with the formula (4) means that the assumptions above are not true. 

 
 
3. The Experimental Results 

 
Any statistically reliable experimental verification of the formula (2) requires too long sequence 
of experiments (about 264).  
Thus, the authors in [1] made an attempt to analyze a reduced version of the function FM. To 
decrease the number of experiments needed to get a reliable result, they reduced input/output of 
the function FM down to 20 bits, and then reduced memory M volume from 256 to 32 cells only. 
This memory size reduction increases dramatically the probability to use the same memory cell 
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in computation of the different values of FM. The possible consequences of these changes in 
probabilities we discuss below in paragraphs 4 and 6. 

 
Let F<n>

M be a reduced version of the function FM, which has the input/output strings of 4n-bit 
each, and which has the interior memory array M of 2n cells of n bits each. 
 
In [1] the authors evaluated the final probability ∑ =><

Y
M YYFP ))(( 5  by experiments.  

The results of these experiments do not contradict with the formulas (1) and (2).  
It was used as a reason to apply the formula (3) to non reduced algorithm Yamb directly.  
We could not confirm or reject the results of those experiments, because the exact conditions, in 
which they were implemented, are not described in [1]. 
 

In formula (3) we do not use all of the probabilities ⎟
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Thus, in [1] the authors could use the formula (2) in a weak form as follows 
 
∀ Y∈ ,   P (F322

Z M(Y) = Y / Y ≠ 0) = 2-32    (5) 
 

 
Now, we evaluate the probabilities P (F<4>

M(Y) = Y) for Y≠0 by an experiment.  
We try to make the conditions of this experiment as near to the real algorithm Yamb 
implementation as possible. 
We take the initial state of the interior memory array M and the initial state of the LFSR L at 
random. We take the output values of LFSR L (by pairs of bytes) as the input values for the 
function F<4>

M. 
 
We use the state of the memory array М, which is changed in the process of calculation of the 
value of F<4>

M, as the next argument of function F. 
We calculated 241 values of F<4>

M. And found all coincidences of F<4>
M(Y) with Y.  

In accordance with the formula (5) for the reduced function F<4>
M(Y) we should have all these 

values around 2-16.  
Thus, for any value of Y we should have in average 2-16 * 2-16 * 241 = 29 = 512 of such 
coincidences of F<4>

M(Y) and Y. 
In the experiment we have got 19213 (about 30%) of all possible values of Y, for which 
F<4>

M(Y) equals to Y in less than 512 cases. 
We also have found a value Y0 such that for this value the number of coincidences of Y0 with 
F<4>

M(Y0) equals 235.  
The difference between 512 and 235 is too big; it is more than 10σ for a true random uniformly 
distributed sequence, what means that the probability of such event on 241 experiments is less 
then 10-25. 

 
Thus, the experimental results we described above show an explicit and clear contradiction 
not only with the main hypothesis (2) of [1], but even with weak version of this hypothesis 
(5). 
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4. Real Distinguishing Algorithm of Yamb Output and Random Sequence 
 
It is easy to see that if M(0) = 0 and Y = 0 then value of the memory array M is the same before 
and after calculation of FM . 
We can see that if after calculation of F<n>

M(Y) value of the memory array МY is the same as the 
initial value of М before this calculation, then value of F<n>

M(Y) frequently equals to Y.  
For n = 1, 2, 3 we used all possible values of М from and all possible values of Y from 

and calculated the probabilities 

n
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For n = 4, 5 we took randomly 220 of all possible values of М from the set . For each value of 
M we used all possible values of Y from the set and calculated empirical values of the 

probabilities 

n

nZ 2
2

nZ 42

59.0~,46.0~
54 == PP . 

 
The probability that memory M is the same before and after calculation of F<n>

M(Y) is dependent 
on the probability that the same memory cell is used in calculation of F<n>

M(Y). 
In fact, if we modify a memory cell during calculation of F<n>

M(Y) by a non zero constant, then 
to recover this cell we have to go to this address at least one time more. During calculation of 
F<n>

M(Y) we address to memory M at least 12 times.  
Thus, for integer n, such that 2n < 122 we get very high probability to come to the same memory 
cell two or more times (it is clear from the “birthday paradox”). That is true for the reduced 
version of Yamb analysed in [1]. 
The situation changes dramatically with the growth of n. For the real algorithm Yamb this 
enequality is not true, and we can suggest some important changes in its behaviour. But this 
effect was not taken in account in [1] when the authors went from F<5>

M(Y) to the real Yamb. 
 
We have found that for nonzero values of F<n>

M(Y)⊕Y, and for MY = M, we get frequently such 
output vectors, in which bits with indexes 0, n, 2n and 3n equal zero.  
 
Thus, we assume that among values of FM(Y)⊕Y we meet more frequently such ones, that have 
0 as a least bit of each byte.  
This property we use to build a distinguishing method for Yamb. 
We calculated these frequencies experimentally for the real algorithm Yamb (not reduced !!).  
The least bit in each byte of FM(Y)⊕Y was equal zero for 12 500 550 477 values in 2*1011 
experiments.  
In binomial scheme with coefficient 0.99 we can build an interval for the probability P0 of the 
form (with normal approximation of the binomial probability distribution)  
 

P0 = 2-4+δ, where δ∈(2-19.355, 2-17.927). 
 
 
Distinguishing process is the following. Try 25 least bits (225 variants) of input r0 of the register 
R (see Picture 1).  
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From the output sequence γi i = 0,1,… with step of 16 we find the least 25 bits of the values gi of 
the function FM(Y)⊕Y from the equations 
 

γ16i ≡ g16i + r16i-16 mod 225,  r16i ≡ g16i mod 225    (6) 
 
 
From the values g16i mod 225 for i = 0,1, … take the bits with indexes 0, 8, 16 and 24. Calculate 
the number of zero 4-tuples of such bits. 
Distinguish two simple hypotheses for the binomial schemes: 355.194

0 22: −− +=PH  and 
4

0 2~:~ −=PH .  

If for all 225 trials of the least 25 bits we accept hypothesis H~ , then we take the sequence as 
random, otherwise we take it as an output sequence of Yamb. 
 
If this distinguishing process of the hypotheses H  and H~  has false positive rate and false 
negative rate as α0 and β0, then for the distinguishing process described above we get  

 

0
252

00 2)1(1,
25

βββαα ≈−−== . 
 
Thus, for α = β = 0.16 we need 240.12 values of 4-tuples of bits or 246.12 output bytes (take in 
account step 16).  
Complexity of this distinguishing procedure equals to 225*240.12 = 265.12 operations. 
 
To reduce this complexity we can do the same trick as in [1]. From the formula (6) we have 
 

g16i ≡ γ16i - γ16i-16 +γ16i-32 - …±r0 mod 225   (7) 
 

Try all of the 221 possible values of g16i mod 225 that have 0 in bits with indexes 0, 8, 16 and 24, 
and mark the corresponding values r0.  
As a result, the final complexity of calculation of the all 225 statistics equals to 221*240.12 = 261.12 
operations. 

 
 

5. Consequences of Yamb Output Distinguishing Algorithm 
 

The property that distinguishes Yamb output sequence from a true random sequence, that we 
described above in the previous section, means only that in 1MByte of this output sequence zero 
bit will come out just one time more (in average), than it will come out in a true random 
uniformly distributed sequence. This corresponds to error probability of 1.2*10-7. 
 
On the other hand, one can definitely distinguish output sequence of any 64-bit block cipher (in a 
counter mode or in OFB mode) having output of only 232 blocks by the well known “birthday 
paradox” method. Complexity of this distinguishing process is only 232.  
 
For block algorithms with 128-bit block one needs only 264 output blocks to distinguish such 
cipher output and a true random sequence. Complexity of this distinguishing equals to 264.  
 
In spite of all this such well known block algorithms as DES, 3DES, BLOWFISH, CAST-5, 
GOST, AES, TWOFISH are widely used in these modes without any restrictions. 
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Furthermore, in most of the contemporary telecommunication standards and protocols data 
encryption algorithm is not a secret and is usually assumed as known.  
 
Thus, just a simple distinguishing of output sequence of an encryption algorithm from a true 
random sequence is not of a practical importance if security of this algorithm is still high. 

 
Now we going to analyse how the distinguishing process of Yamb output, that described above, 
could influence its security.  
Let us remind that the base for this distinguishing algorithm is deviation of FM(Y)⊕Y from a true 
random sequence.  
Potentially it could give a method to find input and output of the function FM. And function F is 
the only nonlinear transformation of Yamb. Thus, potentially it could crash Yamb. 
 
Let us assume that in a potential attack we can find contents of registers L and R, then to find 
Yamb output sequence without a key we have to find contents of the interior memory array M 
from the known inputs and outputs of FM. 
 
Now let us try to find contents of the interior memory array M by the try-and-verify method with 
known inputs and outputs of FM. Complexity of this method could not be less than number of all 
possible values of M, satisfying equations that are generated by the given input/output of FM. 
 
Let us find average number S of memory cells that we try and average number K of memory 
cells that will satisfy the equations. We regard these values S and K as functions of number N of 
all known input/output pairs of FM. 
In Table 1 below we give some numerical results on this method. 
 
In these computations we use the following model.  
 
For the initial 8 iterations of the function FM and a pair (K, S) with S known cells and with K 
possible solutions we assume that: 
 

• we go to one of the known memory cells and the system comes to the previous 
state with the probability S/256 

 
• we go to one of unknown memory cells and the system comes to the state 

(256*K, S+1) with the probability 1 - S/256 
 
 

For the final four iterations of the function FM and a pair (K, S) we assume that: 
 

• we use previus memory cell and reject 255 of all 256 possible solutions and the 
system comes to the state (K/256, S) with the probability S/256 

 
• we use a new memory cell and the system comes to the state (K, S+1) with the 

probability 1 – S/256 
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N K S N K S N K S N K S 
1 1.42e+019 11.75 21 >1.8e+308 160.52 41 6.08e+199 218.68 61 1.39e+25 241.41
2 1.12e+038 22.95 22 >1.8e+308 164.90 42 2.64e+191 220.39 62 4.73e+22 242.08
3 4.79e+056 33.64 23 >1.8e+308 169.08 43 9.38e+182 222.03 63 2.30e+20 242.72
4 1.07e+075 43.85 24 >1.8e+308 173.07 44 2.77e+174 223.58 64 1.58e+18 243.33
5 1.20e+093 53.58 25 3.59e+307 176.88 45 6.92e+165 225.07 65 1.51e+16 243.91
6 6.47e+110 62.87 26 6.14e+303 180.51 46 1.48e+157 226.49 66 2.00e+14 244.47
7 1.61e+128 71.73 27 1.79e+299 183.97 47 2.74e+148 227.84 67 3.61e+12 244.99
8 1.75e+145 80.18 28 1.27e+294 187.28 48 4.45e+139 229.14 68 8.82e+10 245.50
9 7.85e+161 88.25 29 2.81e+288 190.43 49 6.41e+130 230.37 69 2.89e+09 245.98

10 1.34e+178 95.95 30 2.37e+282 193.44 50 8.24e+121 231.54 70 1.26e+08 246.44
11 8.13e+193 103.29 31 8.82e+275 196.31 51 9.55e+112 232.67 71 7.25e+06 246.88
12 1.57e+209 110.30 32 1.63e+269 199.05 52 1.00e+104 233.74 72 5.46e+05 247.30
13 8.64e+223 116.98 33 1.63e+262 201.66 53 9.66e+094 234.76 73 5.36e+04 247.70
14 1.17e+238 123.36 34 9.65e+254 204.15 54 8.55e+085 235.73 74 6.81e+03 248.08
15 3.27e+251 129.45 35 3.57e+247 206.53 55 7.00e+076 236.66 75 1.11e+03 248.44
16 1.49e+264 135.25 36 8.74e+239 208.80 56 5.32e+067 237.55 76 2.32e+02 248.79
17 8.21e+275 140.79 37 1.48e+232 210.97 57 3.79e+058 238.40 77 6.15e+01 249.12
18 3.58e+286 146.08 38 1.80e+224 213.03 58 2.53e+049 239.20 78 2.06e+01 249.43
19 6.85e+295 151.12 39 1.62e+216 215.00 59 1.59e+040 239.98 79 8.58e+00 249.74
20 2.43e+303 155.93 40 1.12e+208 216.89 60 9.47e+030 240.71 80 4.40e+00 250.02

Table 1. 
 

From the numbers in Table 1 it is clear that the average number of possible solutions begins to 
go down only after finding all the contents of the memory cells for at least 24-25 pairs of 
input/output of FM.  
It is also clear that the average number of possible solutions is less than the complexity of brute 
force attack for at least 55 of such pairs of input/output of FM.  
 
From Table 1 one can also see that complexity of any method based on trials and verification of 
a part of the interior memory array M cells could not be more efficient then 2*10264.  
 
The last number is the complexity of the straight-forward method based upon suggestion of the 
consequent 16 values of FM. 
 
The same complexity evaluation method shows that any try-and-verify algorithm in which we 
suggest all possible contents of memory M cells could be more efficient than the brute force 
attack on a key only if we know in advance contents of at least 156 memory cells. 
 
Thus, distinguishing effect of Yamb output sequence does not give us any method to break this 
cipher that is more efficient than the brute force attack on a key. 

 
 

6. How to Make Yamb Output Statistically Better 
 

To generate as many changes in the interior memory array M cells as possible on each single 
round we try to use as many memory cells as possible in calculation of each value of FM.  
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The addresses of the interior memory array M cells used in calculations are defined by the 
registers a, b, c, d.  
Definitely to change a memory cell address in process of FM(Y) calculation we add to the used 
registers some nonzero constants ei.  
 
Now, we can represent the function FM in a form 

 
b := b ⊕ M(a),     M(a) := M(a) + d mod 256  
c := c ⊕ M(d),      M(d) := M(d) + b mod 256  
a := (a ⊕ M(b)) + e0 mod 256,   M(b) := M(b) + c mod 256  
d := (d ⊕ M(c)) + e1 mod 256,   M(c) := M(c) + a mod 256  
c := (c ⊕ M(a)) + e2 mod 256,   M(a) := M(a) + d mod 256  
b := (b ⊕ M(d)) + e3 mod 256,   M(d) := M(d) + c mod 256   (8) 
a := (a ⊕ M(c)) + e4 mod 256,   M(c) := M(c) + b mod 256  
d := (d ⊕ M(b)) + e5 mod 256,   M(b) := M(b) + a mod 256  
b := (b ⊕ M(a)) + e6 mod 256,   M(a) := M(a) + d mod 256  
c := (c ⊕ M(d)) + e7 mod 256,   M(d) := M(d) + b mod 256  
a := a ⊕ M(b),     M(b) := M(b) + c mod 256  
d := d ⊕ M(c),     M(c) := M(c) + a mod 256  

 
where the constants ei are different from zero. 
 
The constants ei deterministically and definitely change addresses of the memory cells used. This 
gives us more different memory cells used in process of calculation of any value of FM than it 
was before. 
 
During the initial two iterations of the calculations (8) we do not need to change the registers b 
and с by the constants ei because they are not used as addresses.  
During the final two iterations of the calculations (8) we do not need to change the registers a 
and d by the constants ei because they will not be used more as addresses  
 
We offer the following values of the constants ei (hexidecimal): 
e0 = 0x49, e1 = 0x73, e2 = 0xCB, e3 = 0xC1, e4 = 0x3C, e5 = 0x20, e6 = 0xF8, e7 = 0x2E. 
 
And for this set of the constants ei any calculation of FM actually uses at least four different 
memory cells. 
The last statement could be verified in the following way. Any calculation of FM could be 
described by a sequence of 12 addresses and the corresponding contents of the interior memory 
array cells.  
For the calculations that use only 3 memory cells this sequence consisits of 3 different elements. 
The addresses in calculation are defined by the registers a, b, c, d. And by these registers a, b, c, 
d we define also the memory cells used.  
 
For the set of constants defined above we tried all sequences of length 12 of 3 elements and all 
values of 3 corresponding addresses. 
We found that in any case we get a contradiction. Thus, for the constants ei we offered, any 
calculation of FM uses at least 4 different memory cells. 
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From the calculation formulas (8) one can see easily that any transformed register is not used in 
the same iteration as an address.  
Thus, the addition of the constants ei that we offered, could be done in a read/write clock cycle 
without the efficiency loss of Yamb software implementation. 
 
Adding these constants we made the function FM asymmetric. Thus, we do not need now to XOR 
input and output of FM. And this reduces the number of operations to implement Yamb.  
 
Thus, using this set of non zero constant ei does not slow down Yamb implementation, but 
makes statistical properties of its output better. 
 
We applied the distinguishing method of the section 4 above to this modified version of Yamb 
and made statistical experiment with 238 outputs of function FM. We marked all 4-tuples of bits 
with indexes 0, 8, 16 and 24 if these output sequences. 
 
These experimental results show that the maximal deviation equals to 284289.  
Thus, with success rate of 0.99 the zero 4-tuple of the form mentioned above lies in the interval 
(2-4 - 2-22,62; 2-4 + 2-18,78) for any input Y.  
The average value is 2-4 and it lies in the interval too. Thus, the distinguishing algorithm of the 
section 4 above is not efficient for this modified version of Yamb. 

 
 

7. Conclusion 
 

The theoretical and the empirical results described in this paper show that the main assumption 
of [1] is not consistent. 
We propose a new distinguishing method for Yamb based upon some real measurements of the 
algorithm parameters that requires less of memory than the algorithm proposed in [1]. 
The consequences of both of the distinguishing methods proposed for Yamb do not have a big 
influence on its security. 
Light and natural modification of the algorithm Yamb (adding the constants and excluding XOR 
of function FM input and output) makes Yamb statistically better without any loss of its 
efficiency. 
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Appendix 1 

Yamb Modified 
 

In the text of official Yamb presentation for SKEW we change description of the function FM. 
 
New formal description of the function FM is the following: 

 
b := b ⊕ M(a),     M(a) := M(a) + d mod 256  
c := c ⊕ M(d),      M(d) := M(d) + b mod 256  
 
a := (a ⊕ M(b)) + e0 mod 256,   M(b) := M(b) + c mod 256  
d := (d ⊕ M(c)) + e1 mod 256,   M(c) := M(c) + a mod 256  
c := (c ⊕ M(a)) + e2 mod 256,   M(a) := M(a) + d mod 256  
b := (b ⊕ M(d)) + e3 mod 256,   M(d) := M(d) + c mod 256  
a := (a ⊕ M(c)) + e4 mod 256,   M(c) := M(c) + b mod 256  
d := (d ⊕ M(b)) + e5 mod 256,   M(b) := M(b) + a mod 256  
b := (b ⊕ M(a)) + e6 mod 256,   M(a) := M(a) + d mod 256  
c := (c ⊕ M(d)) + e7 mod 256,   M(d) := M(d) + b mod 256  
 
a := a ⊕ M(b),     M(b) := M(b) + c mod 256  
d := d ⊕ M(c),     M(c) := M(c) + a mod 256  
 

Here hexadecimal presentation of the constants is the following: 
e0 = 0x49, e1 = 0x73, e2 = 0xCB, e3 = 0xC1, e4 = 0x3C, e5 = 0x20, e6 = 0xF8, e7 = 0x2E 
 
We exclude XOR of input and output vectors of the function FM. 
 
Thus, the modified Yamb scheme looks as it is shown below. 

 


