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Abstract. Modularity of the design of Edon80 stream cipher allows us
to define a family of stream ciphers Edon-(2m, 2k) where the value 2m
is the number of internal quasigroup transformations and 2k is the bit
size of the key. That allows us further to derive the distribution of the
periods of the keystreams produced by every stream cipher in that family.
We show that the obtained distribution is LogNormal when m → ∞.
Having a formula for that distribution, we can compute the parameter
m for every combination of key and IV sizes such that Edon-(2m, 2k)
will meet any predetermined security criteria. 3
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1 Introduction

In this paper we derive a formula for the distribution of the periods of the
proposed stream cipher Edon80 as well as for a family of Edon-(2m, 2k) stream
ciphers to which Edon80 belongs. We have initially announced this result in
our response [1] to the remarks of Hong given in [2]. Here we give a precise
analysis and a precise formula for computing the distribution of the periods of
the keystreams for the Edon-(2m, 2k) family.

Although all stream ciphers proposed for the eSTREAM project have given
the expected periods of their keystreams, very few of them have precise analysis
and strong mathematical claims for the produced keystream periods. Beside the
security scalability that does not influence the speed performance of the Edon80

3 This work was carried out during the tenure of an ERCIM fellowship of D. Gligoroski
visiting Q2S - Centre for Quantifiable Quality of Service in Communication Systems
at Norwegian University of Science and Technology - Trondheim, Norway.



(when realized in hardware), we think that having such a precise mathemati-
cal description of the periods of its keystreams is one of the strongest points
compared to the other eSTREAM submissions.

The paper is organized as follows: In Section 2 we derive a precise mathe-
matical model and precise mathematical expressions for the probabilities of the
keystream periods, in Section 3 we discuss two security criteria and how Edon80
or Edon-(2m, 2k) can meet them, and in Section 4 we give the conclusions.

2 Probabilistic model for the periods produced by
Edon-(2m, 2k) stream ciphers

Here we will give a brief description of Edon80. For a detailed description see [3].
Edon80 uses 4 quasigroups of order 4 (shown in Table 1) that process the initial
string consisting of letters “0 1 2 3 0 1 2 3 0 ...” in 80 steps and output every
second letter that forms the keystream of the stream cipher (see Table 2). The
processing in every step is done by a quasigroup ∗i and a leader ai, i = 0, . . . , 79
chosen in the IVSetup process that have the property to map the initial 80-bit
key (40 2-bit letters) and initial 64-bit IV (32 2-bit letters) equiprobable in the
space {0, 1, 2, 3}80.

•0 0 1 2 3
0 0 2 1 3
1 2 1 3 0
2 1 3 0 2
3 3 0 2 1

•1 0 1 2 3
0 1 3 0 2
1 0 1 2 3
2 2 0 3 1
3 3 2 1 0

•2 0 1 2 3
0 2 1 0 3
1 1 2 3 0
2 3 0 2 1
3 0 3 1 2

•3 0 1 2 3
0 3 2 1 0
1 1 0 3 2
2 0 3 2 1
3 2 1 0 3

Table 1. Quaigroups used for the design of Edon80

∗i 0 1 2 3 0 1 2 3 0 . .
∗0 a0 a0,0 a0,1 a0,2 a0,3 a0,4 a0,5 a0,6 a0,7 a0,8 . .
∗1 a1 a1,0 a1,1 a1,2 a1,3 a1,4 a1,5 a1,6 a1,7 a1,8 . .
. . . . . . . . . . . . .
∗79 a79 a79,0 a79,1 a79,2 a79,3 a79,4 a79,5 a79,6 a79,7 a79,8 . .

µ´
¶³

µ´
¶³

µ´
¶³

µ´
¶³

Table 2. Representation of quasigroup string e-transformations of Edon80 during the
Keystream mode

In what follows we will describe the mathematical probabilistic model that
explains the distribution of the periods obtained by quasigroup string transfor-
mations like those used in Edon80.

For that purpose we need the following definitions:



Definition 1. (Quasigroup) A quasigroup is a groupoid (Q, ∗) satisfying the
laws

(∀u, v ∈ Q)(∃x, y ∈ Q)(u ∗ x = v, y ∗ u = v),

x ∗ y = x ∗ z =⇒ y = z, y ∗ x = z ∗ x =⇒ y = z.

Definition 2. (Quasigroup String Transformations) For a finite set Q let us
denote by Q+ the set of all nonempty words (i.e. finite strings) formed by the
elements of Q. Let the elements of Q+ be denoted by α = a1a2 . . . an where
ai ∈ Q. Let ∗ be a quasigroup operation on the set Q. For each l ∈ Q the
function el,∗ : Q+ → Q+, called the e-transformation based on the operation ∗
with leader l, is defined as follows:

el,∗(α) = b1 . . . bn ⇐⇒ bi+1 = bi ∗ ai+1 (1)

for each i = 0, 1, . . . , n− 1, where b0 = l.

Definition 3. (Period of a string) The string α = a1a2 . . . an ∈ Q+, where ai ∈
Q, has a period p if p is the smallest positive integer such that ai+1ai+2 . . . ai+p =
ai+p+1ai+p+2 . . . . . . ai+2p for each i ≥ 0.

Definition 4. (Edon-(2m, 2k)) Let Key be a 2k bit string represented as a string
of k 2-bit letters, i.e. Key = K0K1 · · ·Kk−1. For every m ∈ N, m ≥ k, let
q = 2m − k be the length of the string Const, i.e. Const = c0c1 · · · cq−1. Let
S0 = s0s1 . . . s2m−1 be a concatenation of the strings Key and Const i.e. S0 =
Key||Const.

Let us assign 2m working quasigroups by the following formula:

(Q, ∗i) ← (Q, •Ki mod k
), 0 ≤ i ≤ 2m− 1,

and assign 2m leaders by the following formula:

ti = s2m−1−i, 0 ≤ i ≤ 2m− 1.

Let us perform 2m e-transformations on the string S0 with quasigroups ∗i

and leaders ti, 0 ≤ i < 2m, i.e.

Si+1 = e∗i,ti(Si), 0 ≤ i ≤ 2m− 1,

and let S2m = a0a1 . . . a2m−1.
Let us denote by Γ0 = “0 1 2 3 0 1 2 3 0 . . . ” the infinite sting consisting of

infinite concatenations of the substrings “0 1 2 3”.
Let us perform 2m e-transformations on the string Γ0 with quasigroups ∗i

and leaders ai, 0 ≤ i < 2m, i.e.

Γi+1 = e∗i,ai(Γi), 0 ≤ i ≤ 2m− 1,

and let Keystream = Γ2m|2i where operator |2i means that Keystream consists
of every second letter of Γ2m.



The particular definition of Edon80 will be equivalent to our definition of
Edon-(80, 80) if we put m = 40, k = 40 and thus q = 40, and in the string
Const = c0c1 · · · c39, we put IV = c0c1 . . . c31 and we fix c32c33 . . . c39 ≡ 3 2 1 0 0
1 2 3.

Definition 5. (Keystream periods of Edon-(2m, 2k) stream ciphers seen as
stochastic process) Let Ξ be a stochastic process {Xi} defined as a family of
random variables indexed by a parameter i. Further, let every Xi have its own
distribution over the sample space Ω where the values of Ω denote how many
times the period pΓi

of the string Γi is larger then the period pΓi−1 of the string
Γi−1.

Theorem 1. (Ever non-decreasing periodicity of quasigroup string transforma-
tions) Let (Q, ∗) be a quasigroup of order r, let Γ ∈ Q∗ be an infinite string with
period p and let Γ ′ = e∗,l(Γ ) have a period p′. Then p′/p ∈ {1, 2, . . . , r}.

The proof of the Theorem 1 is given in the appendix of FSE 2005 paper [4].
Simple exhaustive investigation of all choices for all of the four quasigroups

and for each case an investigation of all four possibilities for choosing the leader
gives the following distribution of X1.

Lemma 1. The distribution of X1 is
(

1 2 3 4
1
8

1
2

3
8 0

)
. ¤

Further, we will assume stationarity of the defined stochastic process by the
following assumption:

Assumption 1 The stochastic process Ξ ≡ {Xi}, i = 1, 2, 3, . . . of discrete ran-

dom variables Xi converge to a stationary distribution X =
(

1 2 3 4
1
4

1
4

11
32

5
32

)
.

It is easy to verify that µ = E(X) = 77
32 , σ2 = V ar(X) = 1079

1024 .

Theorem 2. If Y2m is a random variable describing the period of Edon-(2m, 2k)
then, when m →∞, its cumulative density function can be approximated by the
continuous function:

FY2m(y) =
1
2

(
1 + erf

(
1.00777 (ln(2y)− 1.535086 m)√

m

))
, 0 < y < ∞,

with expectation

E(Y2m) =
1
2
e1.78125 m

and variance

V ar(Y2m) =
1
4
e3.5625 m(e0.492324 m − 1).



Proof. As a consequence from Theorem 1 it follows that every application of
an e-transformation in a cipher like Edon-(2m, 2k) can be seen as a random
variable receiving values from the set {1, 2, 3, 4}. Since Edon-(2m, 2k) has 2m
e-transformations, we have 2m random variables X1, X2, . . . , X2m (that can be
treated as statistically independent under the assumption that one-way IVSetup
procedure is well defined and maps the initial 2k bits of the Key and 2q bits of
the string Const without bias into 4m bits, i.e. into 2m 2-bit letters).

Let us first compute the distribution of the periods of the string Γ2m. If we
denote by Z2m the random variable that describes the periods of the string Γ2m,
then Z2m can be seen as a product of 2m independent random variables Xi, i.e.
Z2m = X1X2 · · ·X2m. The most important task is to find the distribution of
the variables Xi, i = 1, . . . , 2m. If we take into account the Assumption 1 then
we can assume that (although there is a transition period for the distribution
of the first several Xi, 1 ≤ i ≤ 16), if the number of applied transformations
2m is large (for example 2m > 40) then we can compute the distribution of the
multiplication of 2m i.i.d. r.v. and that distribution will be close to the actual
distribution of Z2m.

After numerous numerical experiments of performing e-transformations on
the strings obtained in Edon-(2m, 2k) stream ciphers, we have found the nu-
merical values for the distributions of the random variables Xi, i = 1, 2, . . . , 16,
which are clearly supporting Assumption 1 and they are shown in Table 3.

i Xi i Xi

1

(
1 2 3 4
1
8

1
2

3
8

0

)
9

(
1 2 3 4

0.2505 0.2510 0.3416 0.1569

)

2

(
1 2 3 4

0.1485 0.1875 0.3522 0.3118

)
10

(
1 2 3 4

0.2503 0.2536 0.3397 0.1564

)

3

(
1 2 3 4

0.2369 0.3355 0.2539 0.1738

)
11

(
1 2 3 4

0.2502 0.2510 0.3407 0.1581

)

4

(
1 2 3 4

0.2536 0.2661 0.3115 0.1688

)
12

(
1 2 3 4

0.2516 0.2461 0.3445 0.1577

)

5

(
1 2 3 4

0.2457 0.2512 0.3448 0.1584

)
13

(
1 2 3 4

0.2479 0.2524 0.3429 0.1568

)

6

(
1 2 3 4

0.2498 0.2484 0.3457 0.1561

)
14

(
1 2 3 4

0.2500 0.2502 0.3421 0.1577

)

7

(
1 2 3 4

0.2474 0.2518 0.3432 0.1576

)
15

(
1 2 3 4

0.2538 0.2515 0.3378 0.1569

)

8

(
1 2 3 4

0.2488 0.2493 0.3451 0.1568

)
16

(
1 2 3 4
1
4

1
4

11
32

5
32

)

Table 3. The distribution of the random variables Xi for the first 16 values of i.

Since

Z2m = X1X2 · · ·X2m



we can apply ln on both sides and obtain:

ln(Z2m) = ln(X1) + ln(X2) + · · · ln(X2m).

If we assume that all Xi has the same distribution as the discrete random variable
X (Assumption 1), then they have the same mean µX = 77

32 and the same
variance σ2

X = 1079
1024 . Then, the random variable W = ln(X) has a mean µW =

E(W ) ≈ 0.767543 and a variance σ2
W = V ar(W ) ≈ 0.246162. Thus, the sum

of 2m random variables S2m =
∑2m

i=1 ln(Xi) =
∑2m

i=1 Wi, as a consequence of
the Central Limit Theorem, will have a normal distribution with mean µS2m

≈
2mµW ≈ 1.535086 m and σ2

S2m
≈ 2mσ2

W ≈ 0.492324 m. Now, having Z2m =
eS2m and S2m being the normal distribution N (1.535086 m, 0.492324 m) we can
compute the pdf of Z2m (the so called LogNormal Distribution) by the following
formula (found in many introductory probability textbook - see for example [5]):

fZ2m
(z) =

1
z
√

0.492324 m
√

2π
exp

(
− (ln(z)− 1.535086 m)2

2× 0.492324 m

)
, 0 < z < ∞,

that by a little simplification will take the form:

fZ2m(z) =
1

0.701658 z
√

2πm
exp

(
− (ln(z)− 1.535086 m)2

0.984648 m

)
, 0 < z < ∞.

The formulas for computing the mean E(Z2m) and the variance V ar(Z2m)
can be found also in [5]:

E(Z2m) = e1.78125 m, V ar(Z2m) = e3.5625 m(e0.492324 m − 1).

If we bear in mind that Y2m = 1
2Z2m (because the keystream of Edon-

(2m, 2k) consists of every second letter from the string Γ2m) we have that pdf,
mean and variance for Y2m can be computed as fY2m(y) = 2fZ2m(2y), E(Y2m) =
1
2E(Z2m) and V ar(Y2m) = 1

4V ar(Z2m), i.e.

fY2m(y) =
1

1.40332 y
√

2πm
exp

(
− (ln(2y)− 1.535086 m)2

0.984648 m

)
, 0 < y < ∞,

(2)

E(Y2m) =
1
2
e1.78125 m, V ar(Y2m) =

1
4
e3.5625 m(e0.492324 m − 1).

From the obtained pdf for Y2m we can easily compute the cumulative density
function as:

FY2m(y) =
1
2

(
1 + erf

(
1.00777 (ln(2y)− 1.535086 m)√

m

))
, 0 < y < ∞. (3)

¤



We have derived equation (3) as a useful tool when designing Edon-(2m, 2k)
stream ciphers that will satisfy different security requirements as we will see in
the next section. However, we have to note that, since we have approximated a
discrete random variable Y2m by a continuous function in (3), it makes no sense
to use a continuous pdf equation (2) for computing probabilities for obtaining a
specific period. For example, Edon-(2m, 2k) does not produce periods of length
216 + 1 and so the actual probability for obtaining such a period in the discrete
case is 0, but the pdf equation (2) gives some positive probability. On the other
hand, the approximations made by (3) are satisfactory and in fact are guaranteed
by the Central Limit Theorem. In Figure 1 we show the results of our simulation
for Edon-(16, 16). The red line is obtained by equation (3) and the green one is
obtained by making exhaustive search changing all 216 values for the Key.

1 100 10000 1. ´ 106 1. ´ 108 1. ´ 1010
0

0.2

0.4

0.6

0.8

1

Fig. 1. Comparison between our mathematical model and concrete experimental re-
sults for the periods of Edon-(16,16). The red line represents values from the model
and green line represents obtained results after exhaustive search for all 216 keys for
Edon-(16, 16).

It is a relatively simple iterative procedure to numerically obtain the cdf
and pdf for a concrete discrete random variable Y2m (without approximation by
continuous functions) and in Figure 2 and Figure 3 we show our experimentally
obtained cdf’s compared with cdf’s that are obtained by equation (3) for Edon-
(80, 80) and Edon-(160, 80).
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Fig. 2. Comparison between our mathematical model and concrete experimental re-
sults for the cumulative distribution of the periods of Edon-(80,80). The red line repre-
sents values from the model and green line represents experimentally obtained discrete
distribution.

3 How Edon-(2m, 2k) meets different security criteria

In this section we would like to give an answer to the questions: “Is there a weak
key attack on Edon80?” and “Is the design of Edon-(2m, 2k) adaptable to more
demanding security criteria?”. For that purpose let us recall briefly the security
criteria that were posted for the eSTREAM - ECRYPT Stream Cipher Project.
During the initial phase of the project the security criteria for hardware and
software stream ciphers were set and announced formally as follows:

– Any key-recovery attack (including time-memory-data tradeoff at-
tacks) should be at least as difficult as exhaustive search.

– Also, distinguishing attacks are likely to be of interest to the cryp-
tographic community. However the relative importance of high com-
plexity distinguishing attacks may become an issue for wider discus-
sion.

– Clarity of design is likely to be an important consideration.

Special attention to the time-memory-data tradeoff attacks has been payed
since the publication of Hong-Sarkar paper [6], which resulted in an update of
the initial requirements for the size of the key and IV in eSTREAM call for
participation (the rationale can be found in Cannière, Lano and Preneel’s com-
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Fig. 3. Comparison between our mathematical model and concrete experimental re-
sults for the cumulative distribution of the periods of Edon-(160,80). The red line
represents values from the model and green line represents experimentally obtained
discrete distribution.

ments to TMD attacks in [7]). However, from many comments on the eSTREAM
forum (as well as from the comments of Hong in [2]) it can be concluded that
sometimes the workloads that are equivalent to the amount of work of a simple
exhaustive key search are not satisfactory as a security criterion (at least as in-
tuitive perception). In particular, that can be said about the distribution of the
lengths of the keystream periods.

Since the length of the keystream in Edon-(2m, 2k) stream ciphers depends
on the choice of the (Key, IV ) pair, we can say that an attack on the cipher
when the key stream has short period can be treated as weak key attack. Weak
key attacks were successful cryptanalytic tools against IDEA and Lucifer (see
for example [8–10]). The basic idea is that if the key consists of 2k bits and so
the exhaustive search needs 22k operations, if there is a set of weak keys with
volume of V = 2f and the membership testing procedure whether a key is weak
needs 2w operations, then the complexity of the weak key attack is 22k−f+w. So
if w − f < 0 i.e. if w < f then a weak key attack can break the cipher with
complexity less then the exhaustive key search.

In the situation for IDEA and Lucifer, the testing procedure was based on
differential cryptanalysis and it needed 24 and 236 operations respectably. For
Edon-(2m, 2k) the membership test whether the length of the keystream is 2w

needs 2w computations. For Edon-(2m, 2k) we have a “controllable” part in the
design that will prevent weak key attack from being effective. This is the value
of m in the formula (3). More precisely, we can state the following:



Lemma 2. For any predetermined and fixed key size 2k, the minimum number
of necessary 2m e-transformations in Edon-(2m, 2k) to make weak key attack
ineffective can be computed by the following expression:

min
m

(
y

FY2m
(y)

≥ 22m, ∀y > 0
)

.

Proof. The probability that a keystream has a period less than y = 2w can be
expressed as power of 2, i.e. let us denote FY2m

(y) = 2−f . Since that probability
can be interpreted as a ratio between the number of weak (Key, IV ) pairs and
the total number of (Key, IV ) pairs of size 22m i.e. FY2m

(y) = 2−f = V/22m the
volume of the weak (Key, IV ) pairs can be computed as V = 22m−f . Since the
membership test needs y = 2w operations, the cipher is resistant against a weak
key attack if 22k−(2m−f)+w ≥ 22k i.e. if 2w+f ≥ 22m which is equivalent with
the expression

y

FY2m(y)
≥ 22m. ¤

We have tested whether Edon-(80,80) is vulnerable to a weak key attack
and the findings are presented in Figure 4. Edon-(80,80) is not totally resistant
against a weak key attack since the minimum of the function y

FY80 (y) is obtained
for y ≈ 260.55 and the value is 276.89 i.e. 60.55 + 76.89 = 137.44 which is less
than 144. Here we want to stress the fact that the search space has the size of
2144 and not 2160 since in the design of Edon80 we have 16 fixed bits.

A simple tweak with 2m = 84 e-transformations will result in full resistance
against a weak key attack since the minimum of the function y

FY84 (y) is obtained
for y ≈ 263.5676 and the value is 280.6428 i.e. 63.5676 + 80.6428 = 144.21.

As we mentioned in the beginning of this section, an intuitive requirement
for security of a certain stream cipher primitive is as follows:

The stream cipher has to have the property that finding a (Key, IV )
pair that gives period less then 22k has probability less then 2−2k. More
specifically, the security criterion in this case is:

∀p < 2k, P [Keystream period < 2p] < 2−2k. (4)

For the latest criterion we have the following Lemma:

Lemma 3. For any predetermined and fixed key size 2k, the minimum num-
ber of necessary 2m e-transformations to meet the requirements of the criterion
expressed in formula (4) can be computed by the following expression:

FY2m(y) ≤ 2−2k, ∀y ≤ 22k. ¤

From the results of the analysis of Edon-(80,80), it is clear that it does not
comply with the requirements of security criterion (4).

Although the practical value of the criterion (4) is disputable, since the total
workload for practical attacks that will use the noncompliance with it is much
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Fig. 4. The log–log plot of the function y
FY80 (y)

. The minimum is obtained for the

periods y ≈ 260.55 and the value is 276.89.

bigger then exhaustive search, Edon-(2m, 2k) stream ciphers can comply with
that criterion. For example, for the key size of 80 bits, Edon-(160,80) meets the
requirements of criterion (4) and the probability of obtaining a keystream with
period less then 280 is 2−86.1351.

4 Conclusions

We have built a mathematical probabilistic model by which the periods pro-
duced by the family of stream ciphers Edon-(2m, 2k) (where Edon80 belongs)
can be modelled. The Edon-(2m, 2k) stream ciphers are based on a solid math-
ematical background and by increasing the number of rounds we can increase
some security aspects of the primitive in a controllable manner. Further, by us-
ing the mathematical model we have developed and described in this paper we
can build distinct types of stream ciphers with any size of the key and IV , that
will comply with different types of security requirements, without any loss of
operating speed of the cipher.
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May, 2005.

4. S. Markovski, D. Gligoroski, and L. Kocarev: Unbiased Random Sequences from
Quasigroup String Transformations, in Fast Software Encryption 2005, H. Gilbert
and H. Handschuh (Eds.), LNCS 3557, pp. 163-180, 2005.

5. D. C. Montgomery and G. C. Runger, Applied Statistics and Probability for Engi-
neers, John Wiley & Sons, Inc., ISBN 0-471-20454-4, 2003.

6. J. Hong and P. Sarkar: Rediscovery of Time Memory Tradeoffs, Cryptology ePrint
Archive, Report 2005/090.

7. C. De Cannière, J. Lano, and B. Preneel: Comments on the rediscovery of time mem-
ory data tradeoffs, eSTREAM, ECRYPT Stream Cipher Project, Report 2005/040,
2005.

8. P. Hawkes: Differential-linear weak key classes of IDEA, in Proceedings of Euro-
crypt98 (K. Nyberg, ed.), no. 1403 in Lecture Notes in Computer Science, pp. 112
126, Springer-Verlag, 1998.

9. I. Ben-Aroya and E. Biham: Differential cryptanalysis of Lucifer, in Advances in
Cryptology CRYPTO93 (D. R. Stinson, ed.), vol. 773 of Lecture Notes in Computer
Science, pp. 187199, Springer-Verlag, 1993. see also Journal of Cryptology, Vol. 9,
No. 1, pp. 2134, 1996.

10. A. Biryukov, web page: http://homes.esat.kuleuven.be/~abiryuko/Enc/c.pdf


