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Abstract. Pomaranch is a synchronous, hardware-oriented stream ci-
pher submitted to eSTREAM, the ECRYPT Stream Cipher Project.
The cipher is designed as a cascade clock-controlled key-stream gener-
ator built on jump registers. This paper presents a discussion over the
attacks on Pomaranch discovered so far. Particular focus is made on a
new inherent property of jump registers that allows to construct their
linear equivalences. For the concrete configuration of the registers in Po-
maranch this allows to build an efficient key-recovery attack. Finally, a
few tweaks that secure the cipher against the known attacks are sug-
gested.
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1 Introduction

Pomaranch (also known as a Cascade Jump Controlled Sequence Generator or
CJCSG) [3] is a synchronous bit-oriented stream cipher, one of the ECRYPT
Stream Cipher Project [4] candidates. It uses 128-bit keys and in its original
design accommodates an Initial Value (IV) of 64 up to 112 bits long.

The algorithm uses a one clock pulse cascade construction of so called jump
registers [5] being essentially linear finite state machines with a special transition
matrix. Moreover, the characteristic polynomial of the transition matrix was
made to be primitive and satisfying additional constraints that arise from the
need to use the register in a cascade jump control setup. The principal advantage
of jump registers over the classical clock-controlled arrangements is their ability
to move a Linear Feedback Shift Register (LFSR) to a state that is more than
one step ahead but without having to step through all the intermediate states.
The transition matrix of the jump registers in Pomaranch has been chosen so to
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secure the design against side-channel attacks while preserving all the advantages
of irregular clocking.

Pomaranch was analyzed quite intensively in the recent period of time since
it was submitted. A few efficient key-recovery attacks were found. The first one
in [6] exploits the weakness of the IV setup procedure. This attack allows finding
the key with the computational complexity O(252) if the attacker can obtain a
few key-stream sections generated using specially chosen IV’s. Another attack
described in [7] is a key-recovery correlation attack that works with the com-
plexity O(295.4) requiring about 271.8 bits of the key-stream. This computational
complexity can be decreased to O(273.5) if the chosen IV scenario is assumed (see
[8]). In this paper we analyze linear equivalences in the key-stream generated by
Pomaranch. This provides an interesting insight in the design rationale of the
cipher and allows to secure it against known correlation attacks. We also sug-
gest a new IV setup procedure that provides better diffusion of IV bits giving
protection against chosen IV attacks.

In Section 2 we outline some details of Pomaranch key-stream generator that
are important for understanding the analysis that follows. Also here we present
a new IV setup procedure that provides better security against the chosen IV
attacks. Section 3 contains main theoretical results about finding linear equiv-
alences for jump registers and calculating corresponding biases. We apply the
theory to the concrete configuration of Pomaranch registers in Section 4 that
leaded to the efficient key-recovery attack in [7]. Slight modification of the Po-
maranch jump register configuration allows to protect against this type of attacks
increasing the complexity to O(2133.4) (higher than the exhaustive key search)
and this is discussed in Section 5. In Section 6 we show the ways for an efficient
hardware implementation of the cipher. We conclude with Section 7 presenting
the list of tweaks to the original version of Pomaranch that secure the cipher
against all the so far known attacks.

2 Outline of Pomaranch

Pomaranch follows a classical design of a synchronous, additive, bit-oriented
stream cipher and consists of a key-stream generator producing a secure sequence
of bits that is further bitwise XORed with the plain text previously converted
into bits. After the initialization that comprises key setup, IV setup and the
runup, the key-stream generator of Pomaranch is run in the generation mode
showed in Fig. 1.

The generator consists of nine irregularly clocked registers R1 to R9 (also
called Jump Registers (JR)) that are combined in a cascade construction. Each
register implements an autonomous Linear Finite State Machine (LFSM) and is
built on 14 memory cells each of them acting either as a simple delay shift cell
(S-cell) or feedback cell (F-cell), depending on the value of the Jump Control
(JC) bit. At any moment, half of the cells in each register are S-cells, while the
others are F-cells which is seen as an important feature against power and side-
channel attacks. A LFSM implemented by the JR has the following transition



Fig. 1. Key-Stream Generation Mode of Pomaranch
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over GF(2), where t1, . . . , tL−1 are defined by the positions of feedback taps and
nonzero d1, . . . , dL correspond to the positions of F-cells in the register. In the
particular case of Pomaranch L = 14, only t6 = 1 and d1 = d3 = d7 = d8 = d9 =
d11 = d13 = 1. Transition matrix A is applied if the JC value is zero, otherwise,
all cells are switched to the opposite mode which is equivalent to changing the
transition matrix to A + I with I being the identity matrix. Let Rt

i denote the
state of the register Ri at a time t ≥ 0. Then

Rt+1
i = (A + JCt

i · I)Rt
i (i = 1, . . . , 9) ,

where JCt
i denotes the jump control bit for Ri at time t.

The 128-bit key K is divided into eight 16-bit subkeys k1 to k8. The current
states of the registers Rt

1 to Rt
8 are nonlinearly filtered using a function that

involves the corresponding subkey ki (i = 1, . . . , 8). These functions provide an
output of eight bits ct

1 to ct
8 which are used to produce the bits JCt

2 to JCt
9

controlling the registers R2 to R9 at time t as follows

JCt
i = ct

1 ⊕ . . .⊕ ct
i−1 (i = 2, . . . , 9) .



The jump control bit JC1 of register R1 is permanently set to zero. The key-
stream bit generated at time t (denoted rt) is the XOR of nine bits zt

1 to zt
9

tapped from the second cell of the register states Rt
1 to Rt

9 so rt = zt
1⊕ . . .⊕ zt

9.
Shift Mode. This mode is used during the initialization and IV setup of the

key-stream generator. In this mode the output bit ct
i from section i = 1, . . . , 8

is XORed with the feedback of the register Ri+1. The tap from cell 1 in R9 is
XORed with the feedback of R1 and this closes “the big loop”. Configuration of
the jump registers does not change in the Shift Mode, they all operate as if the
JC bit was constantly zero.

The Shift Mode is used to make the register contents depend on all initial
content bits and all key bits. This mode defines a key dependent one-to-one
mapping of the set of all 126-bit states onto itself. Indeed, let Rt

i = (rt
i,14, . . . , r

t
i,1)

(1 ≤ i ≤ 9) and ct
i = fi(Rt

i) be the output bit of the Key Map of section i
(1 ≤ i ≤ 8) at a time t. If A denotes the transition matrix (1) which is fixed for
all the registers as if the JC bit was constantly zero, then the following equations
define the Shift Mode:

Rt+1
1 = Rt

1A⊕ (0, . . . , 0, rt
9,1)

Rt+1
i = Rt

iA⊕ (0, . . . , 0, fi−1(Rt
i−1)) (i = 2, . . . , 9) .

From the concrete form of matrix A applied in the Shift Mode it is clear that
rt+1
i,2 = rt

i,1 (1 ≤ i ≤ 9). So the inverse of the above equations can be written as

Rt
1 =

(
Rt+1

1 ⊕ (0, . . . , 0, rt+1
9,2 )

)
A−1

Rt
i =

(
Rt+1

i ⊕ (0, . . . , 0, fi−1(Rt
i−1))

)
A−1 (i = 2, . . . , 9) .

This shows that the Shift Mode defines an invertible onto mapping which needs
to be a bijection. Also note that in the Shift Mode the worst case diffusion of all
IV bits is achieved after 27 steps and the IV-plus-key bits diffusion is achieved
after 36 steps.

IV Setup. The original IV setup turned out to be extremely weak against
chosen IV attacks (see [6, 8]) since it provided no diffusion of IV bits into the
whole internal state of the key-stream generator. Therefore, the setup procedure
had to be changed considerably. We skip here the description of the original IV
setup and present the following new procedure:

1. The IV can have an arbitrary length in the range from 64 to 126 bits. If
the IV length is less than 126 then extend the IV to 126 bits by cyclically
repeating its bits.

2. XOR the 126-bit (extended) IV with the Initialization Vector saved after the
key setup (see [3]) and load the result into the 9 jump registers.

3. Run the generator in the Shift Mode for 96 steps.
4. If any of the 9 registers has the all-zero state then set its least significant bit

to 1.
5. Perform a runup of 64 steps in the Key-Stream Generation Mode discarding

the output bits.



3 Linear Equivalences of Jump Registers

Configuration of the jump registers in Pomaranch is chosen in such a way that
the characteristic polynomial C(x) of the binary transition matrix A in (1) is
primitive and is neither self-reciprocal nor self-dual nor dual-reciprocal, i.e., A
belongs to a primitive S6 set, that is a set of six primitive polynomials which
are each others reciprocals and duals (for the details see [5]). Obviously, the
characteristic polynomial of A+I is the dual C⊥(x) = C(x+1) and is primitive.
Clocking of the jump registers is implemented by multiplying the state by the
transition matrix A or A + I.

Let Z = {zt}∞t=0 denote the output sequence of a jump register being any
component in the sequence of register states. Starting from some state Rt, the
first output bit zt is not affected by the jump control bits in (JCt, . . . , JCt+L−1),
the second output bit zt+1 is defined by JCt, the third zt+2 is defined by
(JCt, JCt+1) and so on.

Every output bit can be presented as a linear combination of L bits from
the initial state R0 and thus any L + 1 bits of the output sequence are linearly
dependent. The linear relation is defined by the relevant jump control bits and
does not depend on the initial state of the register. Take such a relation that
holds on L+1 consecutive bits of Z at the shift position t. Also assume that this
relation holds for every component sequence of the register (i.e., irrespective of
position the output sequence is tapped from). This means that for some set of
binary coefficients (`0, `1, . . . , `L) and any initial state we have `0z

t + `1z
t+1 +

. . . + `Lzt+L = 0 or equivalently that the following identity holds

`0I +
L∑

i=1

`i

i−1∏

k=0

(A + JCt+kI) = 0 .

Since C(x), the characteristic polynomial of A, is in particular, irreducible, it
coincides with the minimal polynomial of A. Thus, the latter identity holds if
and only if

`0 +
L∑

i=1

`i

i−1∏

k=0

(x + JCt+k) =
L∑

i=0

`ix
i−ki(x + 1)ki = C(x) , (2)

where 0 ≤ ki ≤ i are defined by the control bits JCt, . . . , JCt+L−1, namely,
k0 = 0 and ki is equal to the binary weight of vector (JCt, . . . , JCt+i−1). Thus,
if assuming the jump control sequence is purely random, then the values of ki

are binomially distributed. Since the degree of C(x) is L and C(0) = 1 then
the coefficients at the highest-order and the constant term of the polynomial
standing on the left hand side of (2) should be nonzero, i.e., `0 = `L = 1 for
any linear relation in the jump register output. Given an arbitrary jump control
sequence (that provides the values of ki) the solution of (2) for the unknowns
`i can be found applying a simplified version of Gaussian elimination. Such a
solution always exists and, in particular, this can be easily seen from the matrix
of the system which is triangular and contains ones on the main diagonal.



The complexity of solving the system is linear in L (if counting word op-
erations). Indeed, let the binary coefficients of the binomial expansion of an
additive term xi−ki(x + 1)ki be packed into words. Then, starting with i = 0
and x0−k0(x + 1)k0 = 1, every next term, depending on the value of JCt+i, is
equal to the previous one multiplied by x (shift the coefficient vector by one bit)
or multiplied by x + 1 (shift and add). Thus, expansions of all L + 1 terms can
be computed with O(L) word operations. Further set `L = 1 and add the coeffi-
cient vector of xL−kL(x+1)kL to C(x). If the degree of the obtained polynomial
is equal L − 1 then set `L−1 = 1, otherwise set `L−1 = 0. Proceed further in
a similar way till all the unknowns `i are found. The total complexity remains
linear in L.

Take a linear relation defined by the set of binary coefficients `0, . . . , `L with
`0 = `L = 1 and take a set of weights {ki | i = 0, . . . , L; `i = 1} with k0 = 0,
ki ≤ kj if i < j and kj − ki ≤ j − i such that

∑

i=0,...,L; `i=1

xi−ki(x + 1)ki = C(x) . (3)

Now take two neighboring additive terms from the left hand side of the last
identity being xi−ki(x+1)ki and xj−kj (x+1)kj with i < j. Then the number of
possible (j−i)-long sections of the jump control sequence leading from xi−ki(x+
1)ki to xj−kj (x+1)kj is equal to

(
j−i

kj−ki

)
(these are exactly the sequences with the

binary weight of (JCt+i, . . . , JCt+j−1) equal to kj − ki). In a similar manner,
starting from the constant term x0(x + 1)0 at `0 = 1 and proceeding till the
highest-order term at `L = 1 is reached we can find the total number of L-
long jump control sequences that correspond to the given linear relation and the
set of weights. This number is obtained as a product of the relevant binomial
coefficients for all `i 6= 0 and i > 0.

As can be seen from (2), the set of all possible linear relations that correspond
to different control sequences and the number of their occurrences only depend
on the characteristic polynomial C(x) of the jump register. As the linear relation
occurring most often plays an essential role in the key-recovery attack, we will
call its occurrence number the Linear Equivalence Bias (LEB) of the polynomial.
All occurrence numbers together form a Linear Equivalence Spectrum (LES) of
the polynomial. It can be easily seen by interchanging the roles of x and x + 1
that C(x) and C⊥(x) have the same LES. The LES value for any linear relation
can be calculated as a sum consisting of terms being the product of binomial
coefficients. Every set of weights ki satisfying (3) provides one additive term to
the sum.

Again take a linear relation and a set of weights satisfying (3). Applying the
following Doubling Rule

xa(x + 1)b =

{
xa−1(x + 1)b + xa−1(x + 1)b+1,

xa(x + 1)b−1 + xa+1(x + 1)b−1

to different additive terms xi−ki(x + 1)ki in the left hand side of (3) we can
find other relations that have a nonzero LES value. If the original relation has



`i−1 = 0 and `i = 1 then the new one has `i−1 = `i = 1 that can be seen
as doubling of the coefficient `i. It is not difficult to see that having the LES
value of a linear relation that is expressed as a sum of products and applying
the doubling rule to any `i = 1 (assuming `i−1 = 0) gives us another relation
with `i = `i−1 = 1 and a sum with a doubled number of additive terms that is
equal to the LES value of a new relation.

The most obvious example is to apply the doubling rule to the highest-order
term at the coefficient `L = 1 when `L−1 = 0 which leaves `L unchanged and
gives rise to `L−1 = 1. Due to the binomial identity

(
n
k

)
+

(
n

k−1

)
=

(
n+1

k

)
the LES

value computed for the new linear relation will be the same as for the old one.
This, in particular, implies that all the values in an LES appear even number of
times. Applying the doubling rule to other terms results in new relations having
higher or lower LES values. This feature will be illustrated in Section 4. Applying
the doubling rule in the opposite direction results in the merge of two terms.

Note that using the presented technique we can evaluate LES values for some
linear relations of length L+1 in the output sequence of a jump control register.
In some cases this value is equal to the LEB of a polynomial meaning that we
have found a relation that belongs to the ones occurring most often. However,
we can not currently provide the algorithm for evaluating the LEB with the
complexity lower than O(L 2L) (checking through all JC sequences of length L
and each time implementing a simple version of Gaussian elimination of length
L). Finding a less complex algorithm remains an interesting open problem.

4 Key-Recovery Attack using Linear Equivalences

In this section we calculate the LEB for the concrete configuration of jump
registers in Pomaranch as well as for some minor modifications of the cipher.
We also give some intuitive technique for finding the LEB in general. The key-
recovery correlation attack suggested in [7] uses exactly those linear relations in
the key-stream with the LES value equal to the LEB.

The characteristic polynomial of the transition matrix (1) can be found di-
rectly as follows

C(x) = 1 +
L−1∑

i=0

ti

L∏

j=i+1

(dj + x) ,

where t0 = 1 is introduced for simplicity of the formula. Now assume L is even,
a jump register of length L has two feedback taps (i.e., only t0 = tn = 1 for some
0 < n < L), there are k F-cells among the first n cells (i.e., only k values from
d1, . . . , dn are nonzero) and the total number of F-cells is L/2. Then

C(x) = 1 + x
L
2 +k−n(x + 1)

L
2 −k + x

L
2 (x + 1)

L
2 . (4)

Placing this in (2) one immediately spots the evident linear relation zt+zt+L−n+
zt+L = 0 that we call basic. The corresponding equation coming from (2)

1+xL−n−kL−n(x+1)kL−n +xL−kL(x+1)kL = 1+x
L
2 +k−n(x+1)

L
2 −k+x

L
2 (x+1)

L
2



can be shown to be satisfied only by kL = L/2 and kL−n = L/2− k. Thus, this
trinomial linear relation has the LES value given by

(
L− n
L
2 − k

)(
n

k

)
. (5)

Assuming n > 1 and applying the doubling rule to the senior term in (4) we get
another relation zt + zt+L−n + zt+L−1 + zt+L = 0 having the same LES value.

Restricting our options further to the registers of length L = 14 that have
a characteristic polynomial belonging to a primitive S6 set, we are left with
the following five alternative (n, k)-pairs of parameters (6, 2), (7, 2), (7, 3), (8, 3)
and (11, 5). Note that two polynomials corresponding to parameters (n, k) and
(n, n− k) form a dual pair. By (5), the corresponding LES values for the basic
trinomial relations are 840, 441, 1225, 840 and 1386 respectively. For all the
configurations except (7, 2) these turned out to be the LEB values of the charac-
teristic polynomials (4). For the remaining case (n, k) = (7, 2) the basic relation
is zt + zt+7 + zt+14 = 0. Applying the doubling rule to the middle term here we
obtain a new linear relation zt + zt+6 + zt+7 + zt+14 = 0 and a new LES value(
6
1

) · (7
1

)
+

(
6
2

) · (7
3

)
= 567 equal to the LEB in this case. On the other hand, for

(n, k) = (6, 2), applying the doubling rule to the middle term in the basic relation
zt +zt+8 +zt+14 = 0 we obtain a new linear relation zt +zt+7 +zt+8 +zt+14 = 0
having the LES value

(
7
5

) · (
6
1

)
+

(
7
4

) · (
6
3

)
= 826, the second largest for this

polynomial. We believe that in general, starting from the basic relation and con-
secutively applying the doubling rule, splitting and merging various terms, one
can find all linear relations that hold at least for one control sequence. Tracking
the LES values computed after each split or merge one can also find the LEB of
the characteristic polynomial.

The concrete parameters initially chosen for Pomaranch are (6, 2) giving
the basic trinomial relation zt + zt+8 + zt+14 = 0. The resulting LEB of

(
8
5

) ·(
6
2

)
= 840 is high enough to mount the key-recovery correlation attack (see

[7]). Another linear relation zt + zt+8 + zt+13 + zt+14 = 0 with the same LES
value 840 is obtained applying the doubling rule to the senior term of the basic
relation. The use of both relations makes the attack more efficient. The LES
of the corresponding characteristic polynomial contains just 334 linear relations
having nonzero occurrence numbers out of 213 = 8192 possible.

Suppose the LEB value of the characteristic polynomial of a jump register on
L memory cells is F > 0 that corresponds to the linear relation on the output
bits Z defined by ` = (`0, `1, . . . , `L). Assume that the jump control sequence
{JCt}∞t=0 is a sequence of independent and identically uniformly distributed
random variables. In our case it is convenient to define the distribution bias
of a binary random variable x as ε = 1 − 2Pr{x = 1}. Then the following
random binary sequence et =

∑L
i=0 `iz

t+i (t = 0, 1, 2, . . .) has a nonuniform
distribution with the bias ε = F/2L. Indeed, let H denote the event that a
random subsection (JCt, . . . , JCt+L−1) is one of those F that correspond to `.
The complementary event of H is denoted by H. It is clear that Pr{H} = F/2L

and Pr{et = 1 | H} = 0. The probability Pr{et = 1 | H} can be considered equal



to 1/2 because in this case et has a uniform distribution. Therefore, by the rule
of total probability

Pr{et = 1} = Pr{et = 1 | H}Pr{H}+ Pr{et = 1 | H}Pr{H}
= 1/2(1− F/2L) .

For the characteristic polynomial in Pomaranch the LEB is equal to 840 and
ε = 840/214 ≈ 2−4.3. This number was first discovered by Khazaei in [7] using
exhaustive computations.

It can be concluded that output bits of every jump register section, except
for the first one that is clocked regularly, satisfy the following linear relations

zt + zt+8 + zt+14 = 1 and zt + zt+8 + zt+13 + zt+14 = 1

with the bias ε ≈ 2−4.3. This was used in [7] to mount a key-recovery correlation
attack on the cipher. If using both of the above relations the required minimum
amount of key-stream bits is one half of the number given by the formula

N0 = 14/C(0.5(1− ε8)) (6)

where C(p) = 1 + p log2(p) + (1− p) log2(1− p) is the Channel Capacity of the
corresponding Binary Memoryless Symmetric Channel. In total, the secret key
of Pomaranch can be found using 271.8 bits of the output sequence with the
computational complexity O(295.4). Needed amount of the key-stream can be
reduced if all 334 linear relations found in the LES are used.

5 Modified Jump Registers for Pomaranch

It is clear that the ideal configuration of a jump register should provide a lowest
possible LEB value. Note that parameter pair (7, 2) with LEB of 567 would have
been a better choice, but even with this configuration our attack recovers the key
with the complexity lower than the exhaustive key search. We conclude that all
the characteristic polynomials having two feedback taps are not secure enough
to counter the attack. Thus, in order to find a characteristic polynomial with a
sufficiently low LEB, the Pomaranch jump register has to be changed to have
three or more feedback taps.

Consider the registers having exactly three taps. Assume there is one tap,
the rightmost, at position n1 with k1 feedback cells among cells 1 to n1. The
other tap is at position n2 > n1, with k2 feedback cells among cells n1 +1 to n2.
The modified characteristic polynomial now becomes

C(x) = 1 + x
L
2 +k1+k2−n2(x + 1)

L
2 −k1−k2 + x

L
2 +k1−n1(x + 1)

L
2 −k1 + x

L
2 (x + 1)

L
2

for L = 14. The LES of this polynomial contains the basic relation zt+zt+L−n2 +
zt+L−n1 + zt+L = 0.

Searching through all relevant (n1, n2, k1, k2) quadruplets results in a set of
16 primitive S6-set polynomials, amongst which are the five polynomials already



obtained for two taps. The polynomial with the least LEB in this set x14 +x13 +
x12 + x11 + x9 + x7 + x5 + x4 + x2 + x + 1 is obtained for n1 = 4, n2 = 8,
k1 = k2 = 1 and has an LEB equal to 124 and an LES containing 1088 nonzero
values. The linear relation zt + zt+6 + zt+10 + zt+14 = 0 occurs

(
6
1

) · (4
3

) · (4
3

)
= 96

times. Performing a doubling operation on the 6th order term yields a relation
which occurs 124 times that is equal to the LEB value.

Plugging in the bias of 124/214 ≈ 2−7.05 of the jump register in (6) results
in the attack complexity of O(2133.4) with 2116.9 bits of the key-stream required
(the latter can be reduced if all 1088 relations are used). This complexity exceeds
the one of the exhaustive search over the key space containing 2128 elements.

Note that an alternative way to secure Pomaranch against the described key-
recovery attack is to make the sections have different characteristic polynomials.
Hereupon each section would have a different most probable linear equivalence.
Thus, adding the outputs from all the sections will compensate for the bias.
However, keeping all the sections the same definitively looks like a more “elegant”
solution.

6 Efficient Hardware Implementation

In this section we consider the tweaked hardware version of Pomaranch that
consists of 6 sections and accommodates the key of 80 bits. The list of all tweaks
is presented in Section 7.

The CJCSG is ideally suited for hardware implementation since it requires
standard components and has no complex circuits causing timing bottlenecks.
The hardware version of the CJCSG consists of 6 sections with 5 of them contain-
ing the Key Map. The linear shift register part (jump register) uses 14 memory
cells, each with an XOR and a switch. Typically, this takes about 175 gates
(two-input equivalent). The 9-to-7 S-box in the Key Map is the most expensive
real-estate, followed by the 7-to-1 Boolean function and 16 XOR’s. Implementa-
tion of these components by direct synthesis of the Boolean circuitry is estimated
at 1000 gates. No attempts have been made to optimize the footprint of these
circuits by means of a silicon compiler. For the complete design a total estimate
is obtained of 5 ·1000+6 ·175 ≈ 6000 gates. Reduction of the gate-complexity of
the S-box can lower this number substantially as can be seen from the following.

First note that the 9-to-7 S-box presented in Appendix A is defined by the
inversion operation in the multiplicative group of GF(29) when the finite field
is defined by the irreducible polynomial f(x) = x9 + x + 1. Further the most
and the least significant bits (msb and lsb) of the result are deleted to obtain
a 7-bit value. We can define a more efficient (having lower gate-complexity)
implementation of the inverse in GF(29) using inverses in the subfield GF(8),
i.e., inverses are calculated in GF(83) instead. The elements of GF(83) are repre-
sented by polynomials of degree at most 2 over GF(8) and operations in the field
are carried out modulo an irreducible polynomial Q(x) = x3 + a2x

2 + a1x + a0

over GF(8). Operations in GF(8) can be implemented with low complexity by
table lookups using one of the following moduli x3 + x + 1 or x3 + x2 + 1. Sum-



ming up all the above said, the following steps could lead to a lower complexity
implementation of the S-box:

1. Find a primitive element of GF(29) modulo x9 + x + 1 and calculate the
polynomial Q(x) (see [9]).

2. Let b2x
2+b1x+b0 be the inverse modulo Q(x) of a polynomial c2x

2+c1x+c0

over GF(8). Find analytical expressions for the coefficients b2, b1, b0 as a
function of c2, c1, c0 and a2, a1, a0. These are found as a solution of a system
of three linear equations in three unknowns that can be solved applying
Cramer’s rule. The operations required to calculate the bi from the given ci

and ai (i = 0, 1, 2) are multiplications, additions and inverse in GF(8).
3. The number of subfield operations for finding the solutions amounts to 18

multiplications, 6 constant multiplications, 8 XOR’s and 1 inverse.
4. The gate-complexity of multiplication and inverse in GF(8) is determined

by finding the ANF’s for the two irreducible polynomials and two bases
each (Galois counter and LFSR basis). This results in: inverse between (6
gates and 1 inverter) and (10 gates and 3 inverters), where inverter means
binary inverter, so say 10 gates; multiplication 17 or 18 gates; constant
multiplication costs only 1 or 2 gates (XOR’s). The total cost is therefore
18 · 17 + 6 · 2 + 8 + 10 = 336 gates.

5. A linear transform and its inverse are needed to map 9-bit vectors to vectors
over GF(83) and back, where the inverse transform is combined with the
7-to-1 Boolean function. The cost of these 9-by-9 matrices is estimated at
40 XOR’s. Hence, the total cost is estimated at 400 gates (two-input AND,
OR, XOR, etc).

We conclude that for a hardware implementation of 6 sections with 5·16 = 80 key
bits the total gate-count would amount to 5 ·400+6 ·175 ≈ 3000 gates. Note two
things here: in practice a good silicon compiler may even do better by reusing in-
termediate results at several places; the estimate for the gate-complexity needed
to implement the full inverse while deleting the msb and lsb can further reduce
the gate-count.

7 Conclusion and Tweaks to Pomaranch

We considered a jump register arrangement that proved to be a powerful and
efficient building block for stream ciphers that use irregular clocking of shift
registers. We have identified a new inherent property of such arrangements which
should always be observed in the relevant types of cipher design. Jump registers
with badly chosen parameters allow building linear equivalences providing a close
approximation of the output sequences.

Using the discovered property a 128-bit key of Pomaranch can be recovered
with the complexity O(295.4) requiring less than 271.8 bits of the key-stream.
Therefore, we have to introduce a minor change in the configuration of the jump
register section in Pomaranch that gives protection against this attack bringing
its complexity up to O(2133.4) with at most 2116.9 bits of the key-stream required



that exceeds the complexity of the exhaustive key search. Moreover, this new
potential weakness can be exploited to attack other stream ciphers that use
irregular clocking. The suggested technique has a general character and can be
dangerous to other clock-controlled arrangements. This issue will become a focus
for our future research.

Following is the list of tweaks we apply to Pomaranch as specified in its
original version [3]. The second and the third items are the response to the
attack in [7] (these changes where discussed in all the details in Section 5) and
the last change prevents the chosen IV attacks from [6, 8].

1. Hardware-oriented 80-bit key version of the CJCSG is added. The only dif-
ference between the full 128-bit version and the 80-bit version is the total
number of jump register sections that is equal respectively to 9 and 6 and
the number of Shift Mode steps during the IV setup that is equal to 96 and
80 respectively.

2. Feedback taps of jump registers are taken now from cells number 4, 8 and 14.
The positions of the F- and S-cells in the registers are FFSFFFSSFSSFSS.

3. Input to the Key Map is taken from the cells of the jump registers number
1, 2, 3, 5, 6, 7, 9, 10, 11.

4. The new IV setup procedure is defined as described in Section 2 under the
subtitle “IV Setup”.
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