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Abstract. CryptMT (Cryptographic Mersenne Twister) is an 8-bit pseudo-
random integer generator for a stream cipher. It combines an F2-linear gen-
erator of period 219937 − 1 and a multiplicative filter with 32-bit memory.
We analyze its security against some standard cryptanalytic attacks for filter
generators. It is proved that CryptMT has strong resistance against them:
CryptMT has a period of 219937 − 1, the correlations among the consecutive
624-bytes of outputs are of order 2−19937, the algebraic degree of the output
bits with respect to the bits in Key and IV is expected to near to the size of
Key and IV. The Key size and IV size are variable, up to 2048-bit for each.
We claim that CryptMT has the same security level with the minimum of the
key size and the IV size. CryptMT is 1.5–2.0 times faster than the optimized
AES CTR mode with 256-bit security level.

1. Introduction

In the previous article[16], we proposed an 8-bit-integer pseudorandom number
generator Cryptographic Mersenne Twister (CryptMT) for a stream cipher, and
FUBUKI block/stream cipher. In this article, we explain the design rationale of
CryptMT and analyze its resistance against some standard attacks.

2. Design rationale of CryptMT

CryptMT is a variant of classical filter generators. Conventional method is to use
LFSR as a mother generator1 and to transform its outputs by a nonlinear Boolean
function (i.e. without memory) called a filter.

CryptMT adopted Mersenne Twister(MT) as the mother generator and a multi-
plicative filter with memory, as explained below. Properties of MT stated here are
proved in [14].

MT generates a pseudorandom 32-bit integer sequence by the F2-linear recursion

x624+i = x397+i ⊕ ((xi&0x80000000)|(x1+i&0x7fffffff))A (i = 0, 1, 2, . . .).
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1It seems there is no standard terminology for the source generator in a filtered generator: in
many articles it is referred merely as the LFSR. We shall refer the source generator as the “mother
generator” in this article.
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Here xi (i = 0, 1, 2, . . .) are 32-bit integers, each of which is considered as a 32-
dimensional row vector over the two element field F2. The binary operator ⊕
denotes the bitwise exclusive-or, i.e., addition as a vector. The C-like hexadecimal
notation 0x80000000 denotes the vector whose components are all zero except for
the left most 1, and & denotes the bitwise AND operator. Thus,

((wi&0x80000000)|(w1+i&0x7fffffff))

is the row vector obtained by concatenating the MSB of wi and all bits but the
MSB of w1+i. To this vector a constant 32 × 32 matrix A is multiplied from the
right, which is defined and computed by

xA =
{

shiftright(x) (if the LSB of x is 0)
shiftright(x)⊕ a (if the LSB of x is 1),

where a is a constant vector a = (a31, a30, . . . , a0) = 0x9908B0DF. Let us fix a j,
1 ≤ j ≤ 32. If we look at the j-th bit of xi for i = 0, 1, 2, . . ., they constitute
a linear recurring sequence over F2 with order 19937 with 135 terms. Its period
is P := 219937 − 1, and 623-dimensional tuples (xi, xi+1, . . . , xi+622) assume every
possible (there are 2623·32) bit pattern twice, except for the all 0 pattern which
occurs once, in a whole period 0 ≤ i ≤ P − 1.

We then consider xi as 32-bit integers modulo 232, i.e. as elements of Z/232, and
pass them to the following simple filter with memory. We set y1 to an odd integer
(chosen to be 1 in CryptMT), and generate a sequence of 32-bit integers yi by

yi+1 := (xi|1)× yi mod 232,

where (xi|1) denotes xi with its LSB set to 1. We use the most significant 8 bits
of yi as the output. In the implementation, we prepare a variable accum of 32-bit
integer, and substitute it iteratively by

accum = (output of MT() | 1)× accum mod 232.

We call such type of filter with memory, based on the multiplication and the use of
MSBs, a multiplicative filter.

The resynchronization (initialization) scheme will not be discussed in this article;
it is described in [16] (and we plan to introduce a new faster version).

To explain the design rationale, we compare CryptMT with SNOW2.0 (or its
original version SNOW1.0) [7][8], which is also a linear generator with a filter with
memory. The mother generator of SNOW is a LFSR of order 16 over F232 , and
its filter has two memories of 32-bit word size. The transition function of the
filter is a combination of an integer addition and an exclusive-or, with nonlinearity
introduced by 4 copies of an 8-bit S-box (based on the 7th-power operation in F28

in SNOW1.0, and on the inverse operation in F28 in SNOW2.0).
Design of CryptMT comes from the two observations: (1) we may use a huge

state in a software, (2) we may use integer multiplication instead of S-box. We
shall discuss on these two.

2.1. Use a linear generator with huge (19937-bit) internal state space.
Many attacks depend on the size of the internal state, and become infeasible when
the size is large. Typical filter generators have 128–512 bits of internal state. How-
ever, we may use more memory in a software implementation. In addition, in many
platforms, the generation speed is even faster, when the internal state is larger (if
the number of operations to generate one word is independent of the size, such as
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in the case of MT), due to the cache memory and pipeline-processing. Thus, we
propose to use a large-state generator such as MT.

There is a trade-off between the memory size and security. Our claim is that,
there should be some needs for a cipher with astronomical resistance, at the cost of
625 words (2.5KB) of memory. We may also argue that a fast software implemen-
tation of AES consumes roughly four times memory than MT [1], due to a large
look-up table. The memory size of CryptMT seems not a big issue in a software.

2.2. Use of filter with memory, based on multiplication. A most conven-
tional design is a linear generator with memoryless filter. However, the (fast) al-
gebraic attacks are always threats to such generators, see for example an attack[6]
to Sfinks[2] (this attack seems not practical, but shows some potential weakness).
According to a claim in [6], such attacks show the necessity of big margins for the
security in such stream ciphers.

In a recent study [5], N. Courtois shows that some fast algebraic attack is also
applicable for filter with memory, but if the memory size is large (say, more than 4
bits) then it becomes infeasible. Thanks to the filter with 64-bit memory, SNOW2.0
seems safe at present.

A difference on the filter between CryptMT and SNOW2.0 is that CryptMT
utilizes multiplication in Z/232 to introduce non-linearity, whereas SNOW utilizes
four copies of one same S-box of 8-bit size, based on arithmetic operations in F28 .
In a fast implementation, SNOW uses a large size of look-up table (depending on
the implementations: 28 words to 216 words). However, recent studies [18][3] warn
about the possibility of cache-timing attacks for ciphers using a large look-up table.
CryptMT is safe with respect to this attack.

Moreover, recent trend shows that modern CPUs tend to have a faster multipli-
cation instruction, so the cost of the multiplication would probably become even
smaller in near future.

One may feel that the integer multiplication is simpler and hence vulnerable,
compared to S-boxes based on operations in the finite field. We feel converse: since
the mother generator is based on the finite fields, operations not from finite fields
would be preferable in the filter. A toy model of CryptMT shows high algebraic de-
grees and nonlinearity for the multiplicative filter, which supports its effectiveness.
See §4.7 and §4.8.

3. Advantages of CryptMT

An advantage of CryptMT over other ciphers is that the key size and IV size are
variable and can be specified by the users, both up to 2048 bits (up to 64 words of
32-bit integers), thanks to the 19937+32 bits of internal state.

Because of the progress of attacks (such as the new kind[12] of time-memory-
tradeoff attacks, which claims that every stream cipher has security level less than
its key length), it may perhaps become necessary to consider a larger key than 256
bits, in future. Even if that occurs, CryptMT can be used with no change.

Another advantage is that its period is 219937−1 (see Theorem A.1 for ≥ 219937−
1, and the appendix of [16] for the equality). This is in contrast to most generators
with non-linear recursion, which have the danger of short period cycles.
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4. Resistance to standard attacks

We shall use the letter ` to denote the size of the internal state of the mother
generator (` = 19937 for MT case), and w to denote the size of the memory in the
filter (w = 32 for CryptMT).

4.1. Time-Memory-Tradeoff attacks. A naive time-memory-tradeoff attack con-
sumes the computation time of roughly the square root of the size of the state space,
which is O(

√
2`+w) = O(29984.5) for CryptMT.

The new class of time-memory-tradeoff attacks introduced in [12] is independent
of the state size, and depending only the key size. It is applicable to any stream
ciphers. We will not discuss on the resistance of CryptMT against this attack here.
Still, we note that in CryptMT both the key size and the IV size are up to 2048
bits, which will allow the users to choose a security level against such attacks.

4.2. An abstract description of CryptMT. CryptMT can be considered as
an automaton with no inputs, with the state space F2

` × Z/2w. In the following
analysis, it is convenient to fix a model for generators using a filter with memory.

Definition 4.1. (Mother generator + filter with memory.) Let S be the state space
of the mother generator, h : S → S its state transition function, and o : S → X
its output function (X: output symbols). Let Y be the state space of the filtering
automaton, and

f : X × Y → Y

be the state transition function, where X is now considered as the set of input
symbols. The output function of the filtering automaton is g : Y → B, where B is
the output symbols of the filtering automaton.

The composed generator C is an automaton, with the state space S × Y , the
transition function

(s, y) 7→ (h(s), f(o(s), y)),

and the output function
(s, y) 7→ g(y) ∈ B.

4.3. A cheating argument on a modified generator. Before going into an
analysis on correlation attacks, we would like to prepare a cheating argument.

Fix an initial state s0 of the mother generator from now on. Consider an initial
state (s0, y0) of the composed generator. We assume that the transition function h
of the mother generator is bijective. Let P be its period (for the initial state s0).
After P times transitions, the state of the composed generator will be (s0, y

′
0) for

a unique y′0 ∈ Y determined by y0, which gives a mapping (for fixed s0)

φ : Y → Y, y0 7→ y′0.

We assume that the transition function of the filter f(x, y) is a bijection for any
fixed x, that is, for any x ∈ X,

f(x,−) : Y → Y, y 7→ f(x, y)

is bijective. These assumptions assure that the transition function of the composed
generator is bijective. Hence, φ : y0 → y′0 is bijective and Y is partitioned into
some orbits of φ. Suppose that there are k orbits. We choose representatives
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y0, y1, . . . , yk−1 from each orbit, and construct a new automaton C ′. The state
space and the output function are the same with C, and the state transition is

(s, y) 7→
{

(h(s), f(o(s), y)) if (h(s), f(o(s), y)) 6= (s0, yj) for any j
(s0, y(j+1 mod k)) if h(s) = s0 and f(o(s), y) = yj .

This transition is chosen to have a maximally long orbit, as follows. The outputs
of C and C ′ are identical before C returns to the initial state. Immediately before
C returns to the initial state, C ′ changes its state to the next orbit specified by
the representative y1, and works in the same way with C, until the state returns to
(s0, y1). Just one step before to reach to (s0, y1), C ′ changes the state to (s0, y2).
This assures the following.

Proposition 4.2. For any s ∈ S in the orbit of the mother generator started from
s0, and for any y ∈ Y , the state (s, y) occurs exactly once in the orbit of C ′ starting
from (s0, y0). The period of the state transition is P ×#(Y ).

Proof. By the construction of C ′ by patching the orbits, the period is P ×#(Y ).
Since this coincides with the number of possible (s, y), each of these must appear
in the orbit exactly once. ¤

Our cheating argument is

Assumption 4.3. If the period of the mother generator P is large enough, then
in practice our consumptions of the outputs of C can not reach to P . Hence, we
do not need to distinguish C and C ′. We assume that the statistical analysis on C ′

for full period will give a good approximation to that on C.

This last assumption may seem to be cheating, but this level of “dishonesty”
is hidden in many arguments, such as the statistical analysis on LFSRs [9], where
the distribution property and the correlation are computed under the assumption
that the full-period is used, but in reality a small fraction of the period is used.
In this regard, the identification of C and C ′ seems just as sinful as such standard
arguments. We use C ′ in the following statistical analysis, instead of C. Another
way to justify such an assumption is to choose y0 randomly at each synchronization.

4.4. n-dimensional distribution. A sequence of X with period P is said to be
n-dimensionally equidistributed with defect d and multiplicity M , if its outputs
x0, x1, . . . satisfy the following. Let

On := {(xi, xi+1, . . . , xi+n−1) | 0 ≤ i ≤ P − 1}
be the multi-set of the n-tuples for one period, counted with multiplicity. Then,

#((MXn) \On) = d

holds, where MXn denotes the multiset which contains every element of Xn with
multiplicity M , \ denotes the difference, and the cardinality is computed with
counting the multiplicity.

MT as a 32-bit integer generator has this property with n = 623, M = 2, and
d = 1, see [14]. The difference comes from the zero state.

Proposition 4.4. We keep the set-up of Definition 4.1. Assume that h is bijective,
that f is bijective at both variables, namely, f(−, y) : X → Y, x 7→ f(x, y) is
bijective for any fixed y, and so is f(x,−) : X → Y, y 7→ f(x, y) for any fixed x.
Assume that the output function g : Y → B is uniformly N to 1 (i.e. #(g−1(b)) =
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N for any b ∈ B). Take an initial state (s0, y0). Suppose that the mother generator
is n-dimensionally equidistributed with multiplicity M with defect 1. Then, the
modified generator C ′ is (n + 1)-dimensionally equidistributed with defect #(Y ).

Proof. We may replace S with the orbit starting from s0, whose size is P . Consider
the n-tuple output function of the mother generator on : S → Xn, which maps a
state s to the consecutive n outputs from the state s. Then, the equidistribution
property is equivalent to

on(S) = MXn \ {x0},
where x0 ∈ Xn is the defect. The (n+1)-tuple output function OC′ of the modified
generator C ′ is the composite

OC′ : S × Y
on×idY→ Xn × Y

µ→ Y n+1 gn+1

→ Bn+1,

where the second map µ is given by

µ : ((xn, xn−1, . . . , x1), y1) 7→ (yn+1, yn, . . . , y1)

where yi’s are inductively defined by yi+1 := f(xi, yi) (i = 1, 2, . . . , n). The
assumption on f implies the bijectivity of µ. The third map is uniformly Nn+1 to
1. By taking the image of S, we have

OC′(S × Y ) = Nn+1MBn+1 \ gn+1 ◦ µ({x0} × Y ),

which shows (n + 1)-dimensional equidistribution of the output of C ′ with defect
#(gn+1 ◦ µ({x0} × Y )) = #(Y ). ¤

Corollary 4.5. The modified CryptMT in the sense of §4.3 is 624-dimensionally
equidistributed with defect 231.

Proof. MT is 623-dimensionally equidistributed with defect 1 [14]. This is true even
when the LSB of the output is set to 1. Now X is the set of 32-bit odd integers, and
Y = X. Then the multiplication X×Y → Y is bijective at the both variables. Thus
the assumptions in Proposition 4.4 are satisfied. The output function g : Y → F2

8

taking 8 MSBs is uniform. ¤

4.5. Correlation attacks and distinguish attacks.

Proposition 4.6. Let F be any real-valued function whose inputs are (less than or
equal to) (n+1) elements of B. Let EC′(F ) be the average value of F applied to the
consecutive (n + 1) outputs of the modified generator C ′ stated in Proposition 4.4
for a full period, where all conditions of the proposition are assumed. Then the
error term is bounded by

|EC′(F )− E(F )| ≤ 2||F ||/(P + 1),

where E(F ) is the expectation of F when the (n + 1) variables are independently
and uniformly randomly chosen from B, and ||F || is the maximum of the absolute
value of F .

Proof. By Proposition 4.4, C ′ is (n + 1)-dimensionally equidistributed with some
multiplicity N ′ and defect #(Y ), that is

O′ := OC′(S × Y ) = (N ′Bn+1) \ T
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for #(T ) = #(Y ), and hence #(N ′Bn+1) = #(S × Y ) + #(T ) = (P + 1)#(Y ). By
definition

EC′(F ) =
∑

b∈O′
F (b)/#(O′), E(F ) =

∑

b∈N ′Bn+1

F (b)/#(N ′Bn+1).

Then we have

|EC′(F )− E(F )|

=
|#(N ′Bn+1)

∑
b∈O′ F (b)−#(O′)

∑
b∈N ′Bn+1 F (b)|

#(O′)#(N ′Bn+1)

≤ |#(T )
∑

b∈O′ F (b)−#(O′)
∑

b∈T F (b)|
#(O′)#(N ′Bn+1)

≤ #(T )
#(N ′Bn+1)

( |∑b∈O′ F (b)|
#(O′)

+
|∑b∈T F (b)|

#(T )

)
≤ 2||F ||/(P + 1).

¤

Corollary 4.7. We mean by a simple distinguishing attack of order N to choose
a function F (with up to N variables) and to detect the deviation of the values
of F applied to the consecutive N -outputs. Then, its deviation is bounded by
2||F ||/(P + 1), and hence we need O(P 2) samples to detect it statistically.

Corollary 4.8. The security level of CryptMT to such attacks for N ≤ 624 is
219937×2.

By the same reason, it is very difficult to apply a correlation attack to CryptMT.
One needs to observe the correlation of outputs with the lag more than 624. Because
of the high nonlinearity of the multiplicative filter discussed below, we guess this is
infeasible.

One might think that MT would be weak since its recurrence is sparse and we
can easily find many three-term relations between bits among the consecutive 624
words of MT. However, the digits of the dependent bits differ [14]. Suppose that
the output word-sequence (xj) satisfy a linear relation of type

xN+j =
N−1∑

i=0

aixi+j , (ai ∈ F2)

where each word is considered as a vector in F2
32. If the number of nonzero co-

efficients (including that of xN+j) is t, then we call the above relation as an N -th
order t-term linear word-relation. The smallest order linear word-relation is of order
19937 with 135 terms for MT (see [14]).

This invalidates improved correlation attacks such as the attack [17] to LILI-
128 or the attack to SNOW1.0 [11][8], both of which depend on a few-term linear
word-relation of the mother generator. In the former case, the attackers found a
four-term linear word-relation xi +xi+j1 +xi+j2 +xi+j3 = 0. In LILI-128, a filtering
Boolean function f without memory is used. An analysis in [17] showed that

Prob(F (xi) + F (xi+j1) + F (xi+j2) + F (xi+j3) = 0) ≥ 1
2

+
1

2(2w − 1)
,
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where w is the number of tapping positions from the mother generator to the filter
function. They gave a more exact value using the Walsh spectrum of F , and since
it is significantly greater than 1/2 a distinguishing attack is possible.

This attack is not feasible to CryptMT, at least as is, since the filter of CryptMT
has memory. Even if we consider a memoryless filter + MT, this attack is infeasible,
because even the fast algorithm [19] to find a four-term relation requires the runtime
complexity O(N log N) and memory complexity O(N), where N = 2`/3 = 26645.7

for MT.

4.6. Advantage of a Mersenne exponent extension, over LFSRs with co-
efficients in F232 . One weakness of SNOW1.0 utilized in the guess and determine
attack [11][8] is that its mother generator is a LFSR on F232 , with the recursion
polynomial being for an α ∈ F232

p(x) = x16 + x13 + x7 + α−1 ∈ F232 [x].

Since the 232-th power operation is the identity on F232 , we have a multiple of p(x)

p(x)2
32

= x16·232
+ x13·232

+ x7·232
+ α−1 ∈ F232 [x],

and by eliminating α−1 from these two equations, we obtain a linear relation be-
tween 6 words, with coefficients equal to 1.

In SNOW2.0, several improvements are introduced. One of them is to replace
p(x) with

π(x) = αx16 + x14 + α′x5 + 1
for an element α′ ∈ F232 (actually it is α−1). This would be practically enough,
but we can eliminate α, α′ from three equations

π(x) = 0, π(x)2
32

= 0, π(x)2
64

= 0.

The result is

det




x16 x5 x14 + 1
x16N x5N x14N + 1
x16N2

x5N2
x14N2

+ 1


 = 0,

having 24 terms (here N = 232). This would be useless to design an attack, but
still gives a slight negative flavor to the recursion.

Perhaps, to choose a linear recursion over a non-prime field (such as F232) may
be not a best idea. In the case of Mersenne Twister, the characteristic polynomial
of the state transition has degree 19937, which is a prime. Hence, no intermediate
field exists, and it seems impossible to apply the above trick.

Moreover, since 219937 − 1 is a prime number, it seems difficult to obtain any
information from decimation techniques.

4.7. A proposition on the algebraic degree of integer products. To dis-
cuss about algebraic attacks, we prepare a lemma on the algebraic degree. Let
f(c1, c2, . . . , cn) be a boolean function, i.e., ci’s are variables each of which assumes
0 or 1, and the value of f is 0 or 1. Then, f can be represented by an n-variable
polynomial function with coefficients in F2, namely as a function

f =
∑

T⊂{1,2,...,n}
aT cT

holds, where aT ∈ F2 and cT =
∏

t∈T ct. This representation is unique, and called
the algebraic normal form. Its degree is called the algebraic degree of f .
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The following lemma is well-known.

Lemma 4.9. It holds that aT =
∑

U⊂T f(U), where f(U) := f(c1, . . . , cn) with
ci = 0, 1 according to i /∈ U , ∈ U , respectively.

Definition 4.10. Let us define a boolean function ms,N of (s− 1)N variables, as
follows. Consider N of s-bit integer variables x1, . . . , xN . Let

cs−1,ics−2,i · · · c0,i

be the 2-adic representation of xi, hence cj,i = 0, 1. We fix c0,i = 1 for all i =
1, . . . , N , i.e. assuming xi odd. The boolean function ms,N has variables cj,i (j =
1, 2, . . . , s− 1, i = 1, 2, . . . , N), and whose value is the s-th digit (from the LSB) of
the 2-adic expansion of the product x1x2 · · ·xN as an integer.

Proposition 4.11. Assume that N, s ≥ 2. The algebraic degree of ms,N is bounded
from below by

min{2s−2, 2blog2 Nc}.
Proof. For s = 2, the claim is easy to check. We assume s ≥ 3.

Case 1. s − 2 ≤ log2 N . In this case, it suffices to prove that the algebraic
degree is at least 2s−2. Take a subset T of size 2s−2 from {1, 2, . . . , N}, say
T = {1, 2, . . . , 2s−2}. Then, we choose c1,1, c1,2, . . . , c1,2s−2 as the #T variables
“activated” in Lemma 4.9, and consequently, the coefficient of c1,1c1,2 · · · c1,2s−2 in
the algebraic normal form of ms,N is given by the sum in F2:

aT :=
∑

U⊂T

(s-th bit of x1 · · ·xn, where cj,i = 1 if and only if j = 1 and i ∈ U).

Note that c0,i = 1. It suffices to prove aT = 1. Now, each term in the right
summation is the s-th bit of the integer 3#U , so the right hand side equals to

2s−2∑
m=0

[(
2s−2

m

)
× the s-th bit of 3m

]
.

However, the well-known formula

(x + y)2
s−2 ≡ x2s−2

+ y2s−2
mod 2

implies that the binary coefficients are even except for the both end, so the sum-
mation is equal to the s-th bit of 32s−2

.
A well-known lemma says that if x ≡ 1 mod 2i and x 6≡ 1 mod 2i+1 for i ≥ 2,

then x2 ≡ 1 mod 2i+1 and x2 6≡ 1 mod 2i+2. By applying this lemma inductively,
we know that

32s−2
= (1 + 8)2

s−3 ≡ 1 mod 2s, 6≡ 1 mod 2s+1.

This means that s-th bit of 32s−2
is 1, and the proposition is proved.

Case 2. s − 2 > blog2(N)c. In this case, we put t := blog2(N)c + 2, and hence
s > t and 2t−2 ≤ N . We apply the above arguments for T = {1, 2, . . . , 2t−2}, but
this time instead of c1,i, we activate

cs−t+2,i i ∈ T.
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The same argument reduces the non-vanishing of the coefficient of cs−t+2,1 · · · cs−t+2,2t−2

to the non-vanishing of

2t−2∑
m=0

[(
2t−2

m

)
× the s-th bit of (1 + 2s−t+2)m

]
.

Again, only the both ends m = 0 and m = 2t−2 can survive, and the above
summation is the s-th bit of (1 + 2s−t+2)t−2. Since s − t + 2 ≥ 2, the lemma
mentioned above implies that

(1 + 2s−t+2)2
t−2 ≡ 1 mod 2s, 6≡ 1 mod 2s+1,

which implies that its s-th bit is 1. ¤

4.8. Simulation by toy models. Since the filter has a memory, it is not clear how
to define the algebraic degree or non-linearity of the filter. Instead, if we consider
all bits in the initial state as variables, then each bit of the outputs is a boolean
function of these variables, and algebraic degree and non-linearity are defined.

However, it seems difficult to compute them explicitly for CryptMT, because of
the size. So we made a toy model and obtained experimental results. Its mother
generator is a linear generator with 16-bit internal state, and generates a 16-bit
integer sequence defined by

xj+1 := (xj >> 1)⊕ ((xj&1) · a),

where >> 1 denotes the one-bit shift-right, (xj&1) denotes the LSB of xj , a =
1010001001111000 is a constant 16-bit integer, and (xj&1) · a denotes the product
of the scaler (xj&1) ∈ F2 and the vector a.

Then it is filtered by

yj+1 = (xj |1)× yj mod 216,

where (xj |1) denotes xj with LSB set to 1, as defined previously. We put y0 = 1,
and compute the algebraic degree of the each of 16 bits in the outputs y1 → y16,
each regarded as a polynomial function with 16 variables being the bits in x0.
The result is listed in Table 4.8. The lower six bits of the table clearly shows the
pattern 0, 1, 1, 2, 4, 8, which suggests that the lower bound 2s−2 for s ≥ 2 given in
Proposition 4.11 would be tight, when the iterations are many enough. On the
other hand, eighth bit and higher are “saturated” to the upper bound 16, after 12
generations.

We expect that the same will occur for the CryptMT case. So, if we consider
each bit of the internal state of MT as a variable, then the algebraic degree of the
8 MSBs of yi will be near to ` = 19937, after some steps of generations.

Also, we computed the non-linearity of the MSB of each yi (i = 1, 2, . . . , 8) of
this toy model. The result is listed in Table 4.8, and each value is near to 216−1.
This suggests that there would be no good linear approximation of CryptMT.

4.9. Algebraic attacks. Assume that the filter by multiplication is used for free
variable inputs. Then, as proved in Proposition 4.11, the algebraic degree of the
s-th bit increases at least up to 2s−2 in the long run. In the case of CryptMT, the
32nd to 24th bits are used, and their degrees would be 230 to 222, respectively. This
is huge when compared to the ordinary memoryless filters with limited number of
input-bits, say, 16.



CRYPTANALYSIS OF CRYPTMT 11

Table 1. Table of the algebraic degrees of output bits of a toy model.

y1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0
y2 14 13 12 11 10 9 8 7 6 5 4 3 2 1 1 0
y3 15 15 14 13 12 11 10 9 8 6 4 3 2 1 1 0
y4 15 16 15 14 13 12 11 10 9 7 5 4 2 1 1 0
y5 16 16 15 15 14 13 12 11 10 7 5 4 2 1 1 0
y6 16 16 15 15 15 14 13 11 10 9 7 4 2 1 1 0
y7 16 15 16 16 15 15 14 13 12 9 7 4 2 1 1 0
y8 15 15 15 16 16 15 15 14 13 10 8 4 2 1 1 0
y9 16 15 16 15 15 16 15 15 13 10 8 4 2 1 1 0
y10 15 16 16 16 16 16 15 15 14 12 8 4 2 1 1 0
y11 15 16 16 15 15 15 16 15 15 12 8 4 2 1 1 0
y12 15 16 16 16 16 15 16 16 15 13 8 4 2 1 1 0
y13 16 15 15 15 15 15 16 15 16 13 8 4 2 1 1 0
y14 15 15 16 15 15 16 16 15 16 15 8 4 2 1 1 0
y15 15 16 16 16 15 16 16 16 15 14 8 4 2 1 1 0
y16 16 15 16 15 15 15 15 15 16 14 8 4 2 1 1 0

Table 2. The non-linearity of the MSB of each output of a toy model.

output y1 y2 y3 y4 y5 y6 y7 y8 y9

nonlinearity 0 32112 32204 32238 32201 32211 32208 32170 32235

By these arguments and from the above experiments with the toy-model, we
expect that the algebraic degree of the outputs of CryptMT with respect to the
bits of the initial state would be close to the upper bound ` = 19937 after sufficiently
many steps.

This is contrast to a filter without memory, since the output bits of a linear
mother generator has always algebraic degree one, so the algebraic degree of the
filter function bounds the algebraic degree of each output bit. For example, Sfinks
stream cipher [2] has a memoryless filter of algebraic degree 15, but [6] utilized a
degree-reduction technique which reduces the algebraic degree to 7. Such reduction
seems very difficult for a filter with 32-bit memory.

4.10. Berlekamp-Massey attacks. The linear complexity (LC) of an F2-linear
generator with `-bits of the internal state with memoryless filter with algebraic
degree d is expected to be approximately

(
`
d

)
, and the Berlekamp-Massey attack

requires 2 · LC data and (LC)2 computational complexity. CryptMT has a filter
with memory, so such estimation can not be applied. A heuristic guess is that
d would be rather high if it is appropriately extended to the case of filter with
memory. The size ` = 19937 seems to make these attacks infeasible, too.

5. Conclusion

CryptMT has a huge period of 219937 − 1. Because of the size 19937+32 of the
internal state and the multiplicative filter with 32-bit memory and 8-bit output,
CryptMT puts two large margins for the security on both the mother generator
and the filter.
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By a tricky argument, we showed that the generated key stream can be regarded
to have negligible (in the order of 2−19937) correlation between the consecutive 624
outputs, so standard correlation attacks are very hard to apply.

We proved a proposition giving a lower bound of the algebraic degree of the mul-
tiplicative filter. The result, together with the experiments through a toy model,
shows the tendency that the algebraic degree of the outputs with respect to the
initial state of the mother generator increases after each step, until they become
saturated near the upper bound 19937. The toy-model also suggests that the non-
linearity with respect to the key and the initial value would be close to the upper
bound.

CryptMT admits variable key-size and IV-size, upto 2048 bits for each. We claim
that its security level is at least the minimum of the key size and the IV size.

Differently from the fast implementations of AES, CryptMT uses no look-up
tables, so it has resistance against cache-timing attacks. It is 1.5–2.0 times faster
than AES CTR mode with 256-bit security level (depending on the platform, if the
CPU is slow at multiplication, then it is slower than AES).

6. Tweaks

6.1. Resynchronization scheme. The present resynchronization scheme in [16]
is redundant and slow, since it was designed for a large scale Monte Carlo simulation
where the initialization speed is not so important. We plan to propose a much faster
resynchronization scheme.

6.2. MT replaced with other generators. We reported a new faster version of
MT [10]. We plan to replace MT with this.

6.3. Change of the filter. The simple choice f(x, y) = x × y mod 232 and out-
putting the most significant 8 bits would have enough resistance against attacks,
but still the adversary can get some information. For example, if the 8 MSBs of yi

and yi+1 do not coincide, then we know that xi 6= 1. Similarly, we can know that
xi 6= 3, 5, . . . 255 nor their multiplicative inverses in Z/232, for some pairs of the 8
MSBs. Since the multiplication is associative, we can get similar information on
xixi+1 · · ·xi+j−1 from the 8 MSBs of yi and those of yi+j .

We plan to change f to address the above point. Theorem A.1 assure that the
period is no less than 219937 − 1, as far as f is bijective at the both variables.

We are considering to output 16 bits from yi, for speed-up. The security margin
at the filter is decreased, but still it seems enough.

Appendix A. A theorem on the period

Theorem A.1. Consider a combined generator C as in Definition 4.1. Assume
that the mother generator has a prime period P for an initial state s0, S is an orbit
(by replacing S if necessary), and on : S → Xn mapping the state to the next n
outputs of the mother generator is surjective. Suppose that f is bijective at both
variables as in Proposition 4.4. Let y0, y1, . . . ∈ Y be the state transition of the
filter of C. Let r be the ratio of the maximum inverse image of g : Y → B in Y ,
namely

r = max
b∈B

{#(g−1(b))}/#(Y ).
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If r−(n+1)/2 > #(Y ), then the period of the output sequence g(y0), g(y1), . . . of C
is a nonzero multiple of P .

Proof. In this proof, we do not consider multi-sets. Consider the mappings

OC : S × Y
on×idY→ Xn × Y

µ→ Y n+1 gn+1

→ Bn+1

defined in the proof of Proposition 4.4. (The difference between C and C ′ does not
matter in this proof.) Since on is surjective and µ is bijective, the image I ⊂ Y n+1

of S × {y0} by µ ◦ (on × idY ) has the cardinality #(X)n. Let p be the period of
g(yi) (i = 0, 1, 2, . . .). Then, gn+1(I) ⊂ Bn+1 can have at most p elements. Thus,
by the assumption on g and the definition of r,

#(I) ≤ p(r#(Y ))n+1.

Since #(X)n = #(I) and #(X) = #(Y ), we have an inequality

r−(n+1) ≤ p#(Y ).

The period P ′ of the state transition of C is a multiple of P . Since the state size of
C is P ×#(Y ), P ′ = Pm holds for some m ≤ #(Y ). Consequently, p is a divisor
of Pm. If p is not a multiple of P , then p divides m and p ≤ #(Y ). Thus we have

r−(n+1) ≤ #(Y )2,

contradicting to the assumption. ¤

Corollary A.2. Each bit of the output of CryptMT has period at least 219937− 1.
This is true even if we replace f with any function which is bijective at both
variables.

Proof. Let S be the set of the nonzero states. Let g : Y → B = F2 be the observed
bit of the state y of the filter. Then r = 1/2, and

2(623+1)/2 > #(Y ) = 231.

¤
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