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Abstract. In this paper we will provide two linear approximating
for the stream cipher Salsa20, the both are probable to form

distinguishing attack with about 2% blocks of keystream.



1 Introduction

The candidate algorithms for ECRYPT’s Stream Cipher Project may be roughly divided as two
classes, one class are LFSR-based and another are Addition-Rotation-based. The stream cipher
Salsa20 is one of the candidates which belongs to the second class. The detail description of the
Salsa20 is referred to see the author’s paper [1], the following is a simple describe for the Salsa.

As usually, the symbol @ stands for the operation XOR and R(z,t) represents rotate the
integer Z by t bits.

In the cipher Salsa20, there is defined a function z=quarterround(y) , where

Y=Y, Y1, Y5, Ys) and z=(z,,2,,2,,2;) are two arrays of four 32-bits integers.

2,=Y, OR(Y, +Y;,7),
z,=Y,®R(z,+Y,,9),
Z,=Y,®R(z, +7,13),
Z, =Y, ®R(z, +2,,18).

(1.1)

Suppose that ¢ is a array of 16 integers, which can be viewed a 4 x4 matrix, in the Salsa20 the
function rowround({) and the function columnround(<) represent the function
quarterround (y) take on the each row and each column respectively, and the function
doubleround (¢) = rowround (columnround (¢)) , and the keystream function called
salsa(x) is defined as following.

salsa(x) = x +doubleround ™ (x) . (1.2)
Where X is a array of 64-byte, or 16 32-bits integers, X =(o,,k,0,,n,0,K,,0;) ,

0,,0<i<4,are four constants of integers, k; and Kk, are two 16-byte secret keys, and

N consists of a 8-byte nonce and a 8-byte index.

From the simple describe, we found that in the cipher Salsa20 the basic operations are addition,

XOR and rotations. Because the sizes of input and the output of the cipher salsa(x) are large of

64 bytes, so that it is impossible to know the behavior of salsa(x) in linear approximations by

tests. In this paper, we will give a statistic discussion, in the section 2, we will at first give some
results about linear approximating for the integer addition, as a application, in the section 3, we
will provide two linear approximating for the cipher Salsa20.



2 The linear approximating for the addition of integers
In this section, we will give a discussion about the linear approximating for the integer addition,

especially, about the difference between the operation addition and the operation XOR in statistic
aspect, the results presented here formerly appeared in our paper [2].

For a binary segment z , denoted by Zz[i] the i-th bit, and let Sl(z):Zz[i],

So(z)=h-s,(z), d(z)=s,(z)—s,(z), that is, s,(z) and s,(z) are the numbers of bit ‘1’
and bit ‘0 of the integer z respectively, and d(Zz) is the bias of them. Suppose that X, Y are two

integers of length h bits, denote by L(X,Yy) =(X+Yy)® (X® Yy), we define
D, = (2" -2)_ L(x, y)[i])/ 2*",
X,y

(2.1)
D =>"d(L(x,y))/(h-2?"),

Namely, D and D, are the bias of the occurrence frequencies of bit ‘0’ and “1” in the integers

L(X, y) and in the position i-th bit of L(X,y) respectively as X and Y take over all integers of

length h . We have following results

Proposition 1

D, =1/2', 0<i<h, (2.2)
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Proof. It is easy directly to check out D, =1, so we assume that i>0. For an integer Z,
denoted by z; the integer formed by the segment of z from the bit O to the bit i. Let
w=L(X,y), denoted by N, the number of L(X,y) with W[i]=1. It is easy to know that

w[i]=0 ifandonlyif X ,+VY,, < 2" then

Ni — ( z k) « 22(h—i) — (22h _ 22h—i)/2 ) (24)

1<k<2'

Hence

D, =(2""-2-N,)/2*"" =1/2".



Moreover, it is easy to know that

D=(> Ali/h. 25)

0<i<h
So,

he2. (1oL
D=(Zl/2)/h_h(l 2“)'

0<i<h

From the Proposition 1 we have seen that, in statistic, X+ Y is still some like X® Y, especially,
in the first bits, though there are undecided carry operations in the additions. In other words, the

probability (X+Y)[i]=(Xx® y)[i] has notable advantage when i is small, e.g.

i=0,12,---etc.

Suppose Z is an integer variable over the domain €2, denoted by 6(z) = @ z[i], we define

A, =(9]-2)"5(2))/|9). (2.6)

2eQ)
Namely, A, is the bias between the frequencies of the values of variable z with even number of

bit ‘1" and with odd number of bit ‘1°.

Proposition 2

A =1/2". (2.7)

L(x,y)

Proof. Dividing a 32-bit integer as two 16-bit integers, then the equation (2.6) can be directly

verified through the computer. O

Suppose that {Wi }i are a set of Boolean variables in the domain €, and let w=@Ww;,. If

{w,}, are independent of each other, we know that
A, =T]A, - (2.8)

Although there are no similar results for the generous case that the variables {Wi }i are not
independent, we give some consideration in statistic.

Let us consider a special case that each W, is a Boolean function on the domain €, that is,



Wo=W(t), te QL IF {(w(t), W, (), W, (1)) |t € Q} are taken as a point set randomly from
the domain Q°, then for the variable w® = Pw, (t), the bias Awu, will be about equal to the
i
expectation of A ., i.e.
A = (A ). (2.9)
Similarly, if each W, is a Boolean function on the domain Q" that is, w, =w (1), t e QX,

then the bias of the variable W™ = @ w; (t) will be about
i

A o = (A,)". (2.10)

3 Two linear approximating for the cipher Salsa20
Linear approximating 1
Let Y=(Yy Y1, Yo, Ys) and z2=(zy,2,,2,,2;) asdefined in (1.1), it has that

=Y ® R(yo ® y3’7) ® R(L(yo’ y3)v7):
z,=Y,®R(z, ®Y,,9) ®R(L(z,,Y,),9),

31
Z,=Y,®R(z,®2,13) ®R(L(z,, z),13), 3
z,=Y,®R(z,©2,,18) ® R(L(z,,2,),18).
Denote by
&=0(L(Yo, ¥5)) ®5(L(7,Y,)) ® 5(L(2,,2,)) ® 6(L(25,2,)) .- 3.2)
Then XOR the four equations in (3.1), it follows that
0(2,02,82))=0(y,@Y,DY,)De. (3.3)
Denoted by gr(i), géi) and géi) the ¢'s which are in correspondence to the functions

rowround(¢), columnround(¢) and doubleround (<) inthe round i respectively. Let

z=salsa20(x) and z'=2z,®z, @ z,, by the equation (3.3) we have
5(2)= @e, (3.4)
0<i<10

where £ correspond to the last round of operation doubleround®(x) +x.

We can also write the equation (3.3) as the following

o(z)=Pao(Lu,v)), (3.5)



where U,V take over some intermediate variables involved the additions.
Let

A=TTALuy, A=AV (3.6)
u,v

The variables u,v and L(u,Vv) can be viewed as the functions of the nonce and index when

the secret key is fixed. From Proposition 2 and the discussion in the section 2 we have the
estimation

A, =N =1/2%, (3.7)

Hence, the linear approximating described above will be form a distinguishing attack in even one

nonce of 2% blocks keystream under the assumption that all or most of the intermediate variables
u,v are nearly uniform distributed.

Linear approximating 2

For an integer 1,0<1i< 32, from (3.1) we have that

2,[7+i] = yi[7+1]® (Y, @ y3)[11® L(Yo, y3)[il,
2,[9+1]= Y,[9+1]® (2, ® y,)[i]1® L(z,, Y,)[i],

Z,[13+1] = y,[13+i]® (z, @ )[1] @ L(z,, ,)[i], (38)
z,[18+i]=y,[18+i]® (z, ® z,)[i]® L(z,, ,)[i].
where the index in brackets will be taken modulo 32.
Summarizing the four equations in (3.8), it follows
Z[7T+1]1® 2,[9+1]1® z,[13+i]D z,[18+i] D z,[i] (3.9)

=y,[7+1]DY,[9+1]D y,[13+i] D y,[18+1] @ y,[i]D o,
where

o =L(Y,, Ya)[11® L(z,, yp)li1® L(z,,2))[11® L(z,, 2,)[i].

For a binary segment « , denoted by a[i,i,,-++,i;]= @ [i,]. Let y = doubleround™ (x)

1<k<s

and write variable X and y as 4x4 matrices X :(x”.)4 oY :(yi,j)4 , - Suppose that

¢ =(Gij)umaisa 4x4 matrix with entries of integers and let

Cool29+1] S8+l o [20+i]  &yali+11,24+i]
G1o[18+1] Gual7+1] 612[9+1] G113 +1]

20[20+1] ¢2[9+1] Coal1+1] a1 +2,15+1]
Caoll+114,24+1] &G [1,13+1] &, [1+2,15+1] &,,[25+1,19+i]

é,(i) _ . (3.10)

Then from (3.9) we have
S(yV)=5(x") @ (@L(u,V)[i,i+2,i+6,i+1Li+25]). (3.11)



where U,V take over some intermediate variables involved the additions. Hence
5(z2V) = (L(x,2) @ PL(u,V))[i,i +2,i+6,i+11,i+25]. (3.12)
u,v

Especially, take 1 =0, similar to the discussion in linear approximating 1 and by Proposition 1
we have

AZ(O) ~ 1) 226254 _q 7022 (3.13)
Hence this linear approximating will be able to form a distinguishing attack for Salsa20 with a

nonce of 2% keystream enough if the intermediate variables U,V are nearly uniform distributed.

If the secret key is viewed as variable, in other words, if the space checked is assumed in a larger

range, then the estimations about A, and A , will become

A, ~A®~1/2%, A o =1/ 2%, (3.14)

z

and so the correspond distinguishing attacks will require about 2'** and 2'** blocks of
keystream respectively.

Clearly, the distinguishing attacks from the later estimations will have higher reliability than the
previous ones.

We have made some tests for the two linear approximating, the following is the test data with

2% blocks of keystream index from0to 2% —1 and nonce =0.

The Bias in the Linear Approximating 1, 2

- ~log,(4,) ~log,(,)
1 15.13 21.39

2 15.67 15.01

3 15.77 15.85

4 15.67 15.7

5 14.6 14.45

6 155 14.47

7 15 15.19

8 15.66 17.88

Table 1

4 Conclusion

The analyses above are statistic, so the accuracy of the estimations rely on that all or most of the




intermediate variables U,V involved in the additions as the functions of the nonce and index

and/or are nearly uniform distributed. Though the real cases will not be fully as the treatment
above, however this condition should be almost tenable for a good cipher.
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