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Abstract

DEcIM is a hardware oriented stream cipher submitted to the ECRYPT stream cipher
project. The design of DECIM is based on both a non linearly filtered LFSR and an
irregular decimation mechanism called the ABSG. While the initial call for contributions
required hardware-oriented stream ciphers to manage 80-bit secret keys and 64-bit public
initialization, designers have been invited to demonstrate flexibility of their cipher design
by proposing variants that take 128-bit keys as well. In this note, we propose a 128-bit
security version of DECIM, called DECIM—128, and we detail the steps required to adapt
DECIM to different security levels.

1 Introduction

DecmM [2] is a hardware oriented stream cipher submitted to the ECRYPT Stream Cipher
Project [1]. As required in the call for contributions initiated by the project, DECIM handles
80-bit secret keys and 64-bit public initialization vectors. Two flaws were pointed out in the
original version of Decim [2] by Wu and Preneel in [5]. They were corrected in a revised
version [3], called DECIMY2, by using a more classical initialization procedure, and choosing a
filtering Boolean function that is 1-resilient. We now refer to this revised version as DECIM.

In this note, we first describe a 128-bit version of DECIM, which is dedicated to 128-bit
secret keys and initialization vectors.

In a nutshell, the modifications from DECIM are:
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1. Choice of longer components:

(a) the LFSR is now 288-bit long instead of 192-bit long in DECIM,
(b) the buffer is now 64-bit long instead of 32-bit long in DECIM.

2. Subsequent modifications due to new components and parameters sizes

(a) Modification of the key and IV injection (which are now the same size).

(b) Change of LFSR feedback polynomial (its weight remains the same as in DECIM).

(c) Change of taps of the filtering Boolean function (which is the same as in DECIM).
The outline of the paper is as follows. In Section 2, we fully describe DECIM—128. Then,

in Section 3, we explain the general design modifications that are necessary to adapt the
original DECIM to various key and IV sizes. Finally, we conclude in Section 4.

2 Description of Decim—128

DEciM—128 takes as an input a 128-bit length secret key and a 128-bit length public initial-
ization vector.

2.1 Keystream generation

The LFSR in DECIM—128 is 288-bit long (instead of 192 for DECIM). The keystream gen-
eration mechanism is described in Figure 1. The bits of the internal state of the LFSR. are
numbered from 0 to 287, and they are denoted by (zo,...,x287). The sequence of the lin-
ear feedback values of the LFSR is denoted by s = (s¢)¢>0. The feedback polynomial of
DECIM—128 has the same weight as that of DECIM.
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Figure 1: DECIM—128 keystream generation



2.2 The filtered LFSR
This section describes the filtered LFSR that generates the sequence y (the sequence y is the
input of the ABSG mechanism).

The LFSR. The underlying LFSR is a maximum-length LFSR, of length 288 over Fo. It is
defined by the following primitive feedback polynomial:

P(X) — X288 +X285 +X284 —|—X247 —|—X204 +X185 +X154 —|—X125 —|—X124 —|—X123 +X82
+X35+X18+X5+1.

Thus, the linear feedback bit at stage t is:

St4+288 = St+283 D 514270 D 514253 D St4+206 D St+165 D St+164 D St+163 D St+1314 D St4+103 D St484
DSt441 D St4+4 D St4+3 D St

The filter. The filter function is the same as in DECIM. This 14-variable Boolean function
is defined by:
F:Fé4_)F2; alv"'7a14’_)f(a17"'7a13)®a14

where f is the symmetric quadratic Boolean function defined by:

fla,...;ai3) = @ ae; P a

1<i<j<13 1<i<13

As a reminder, the function f is a 13-variable quadratic symmetric function which is
balanced. The only difference between DECIM and DECIM—128 regarding the filter is a
different choice of tap positions:

287,276,263, 244,227,203, 187,159,120, 73,51, 39, 21, 1.
The input of the ABSG at stage t is thus:

Yt = [ (514287, 564276, 514263, St1+244, 514227, 514203, St4+187> St4159 St+120, St473> St+515 5t439, St421)DSt41.
The sequence y produced by the filter is of maximal nonlinear complexity, namely equal

to 2885289 — 41616.

2.3 Decimation

Like in DECIM, the keystream sequence z is obtained from the sequence y by applying the
ABSG algorithm, described in Figure 2.

Remark 1 Whenever the buffer is empty, the decimation step is not performed. However,
with the current parameters, this should not happen, as described in Section 2.4.



Input: (yo,y1,-.-)
Set: i« 0; j « 0;
Repeat the following steps:
L ey, zj < Yit1;
1—1+1;
while (y; =€) i i+ 1;
T — 1+ 1;
output z;
je—j+1
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Figure 2: ABSG Algorithm

2.4 Buffer mechanism

The rate of the ABSG mechanism is irregular, therefore we use a buffer in order to guarantee
a constant throughput. For DECIM—128, we choose a buffer of 64 bits, instead of 32 in
DeciM. Like in DECIM, the buffer outputs one bit exactly for every 4 bits that are input into
the ABSG. With these parameters, the probability that the buffer is empty while it has to
output one bit is less than 27178 at each step.

If the ABSG outputs one bit when the buffer is full, then the newly computed bit is
not added into the queue, i.e. it is dropped. The initial filling of the buffer is part of the
initialization process 2.5.3.

2.5 Key/IV Setup

This subsection describes the computation of the initial inner state for starting the keystream
generation.

2.5.1 Initial filling of the LFSR.

The secret key K is a 128-bit key denoted by K = Ky, ..., K197 and the initialization vector
1V is a 128-bit IV denoted by I'Vp, ..., IVio7.
The initial filling of the LFSR is done as follows.

K; 0<7<127
xTr; =
K; 128 ® IV;_198 128 <14 < 255
We complete the register with zosg . ..2x087 = 0255555555. The number of possible initial
values of the LFSR state is 22°6.

This step slightly differs from the injection in DECIM. Namely, it is simpler, partly due
to the fact that the key and IV have the same size.

2.5.2 Update of the LFSR state.

This step consists in updating the LFSR at each clock using the same nonlinear feedback as
in DECIM, described in Figure 3.
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Figure 3: Key/IV setup mechanism

Namely, if we denote by y; the output of f at time ¢, and by lv; the linear feedback value
at time t > 0, the feedback bit s;y9gg is given by:

Styo88 = vy DYy .

Notice that no bit of the LFSR state is output during this step.
The number of clocks performed that way is 4 times the length of the LFSR, as in DECIM.
Thus, in DECiM—128, the LFSR is clocked 4 x 288 = 1152 times in this step.

2.5.3 Initial filling of the buffer.

After the previous step, the buffer has to be filled before starting keystream generation.
In order to fill the buffer, we repeat the keystream generation process until the buffer is full.
During this step, the buffer is not shifted. In particular, the buffer does not output any
bit until it is completely filled. Then, the buffer is filled on average after 192 steps, and it
is filled after 432 steps with probability more than 1 — 27128, Thus, if a constant duration
initialization process is required, one can choose to execute 432 steps and throw away the
ABSG output bits when the buffer is full.

3 Adapting Decim to different security levels

The design of DECIM can be easily adapted to different key and IV sizes. Changes in the size
of key and IV impact the following design choices in DECIM:

1. linear feedback shift register and buffer lengths,
2. subsequent choices of the feedback polynomial and of the filtering function taps,

3. key and IV injection in the initialization phase.

The other design choices, and the rationale behind them, are detailed in [3].

3.1 Length of the LFSR

We denote by ¢ the security parameter. Notice first that, in order to obtain the desired
security with a secret key of length ¢ exactly, then the initialization vector should be at least
£-bit long in order to thwart time-memory trade-off attacks [4]. In this case, the length of the
LFSR is chosen at least as being twice the security parameter. Nevertheless, as a part of the
initialization is nonlinear, it is necessary to choose a register that is slightly more than twice

as long as the secret key. We propose a register length of L = (2 + %)E.



3.2 Length of the buffer

The length of the buffer must be such that the probability that it becomes empty when it

has to output one bit is less than 2—1z In order to ensure that, we check that the sum

2i—1 . 2i .
, 4i—j—1 (A —7—1
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E: oli

i>1

1

is less than 57

3.3 Feedback polynomial and filter

Both the LFSR feedback polynomial and the filtering function should remain of the same
complexity as in DECIM. We advise that the filtering function remains exactly the same,
except for the positions of the taps, for which criteria appear in [3]. One should also check that
the sequence produced by the filter is of maximal nonlinear complexity (using the Berlekamp-

Massey algorithm), that is, equal to %, where L is the length of the LFSR.

3.4 Initialization process

For the initialization process, the key and IV injection remains the same as for DECIM—128,
with completion by alternating zeros and ones if the register is more than twice as long as
the key/IV. Then, we perform 4/ nonlinear LFSR updates as in DECIM.

The buffer has to be filled before keystream generation starts. There are several possi-
bilities, depending on the implementation. The usual keystream generation round (without
buffer shifting) can be performed until the buffer is full, with an upper bound on the number
of rounds. Another possibility is to perform exactly a fixed number of rounds. Both the upper
bound and the fixed number are to be chosen such that the buffer is full with probability at
least 1 — 2% at the end of the process. This is ensured by choosing a number N of rounds

such that we have
1—Lp—1
Yo\ i-2Lp 1
L
D RS
i=2Lp
where Lp is the length of the buffer.

4 Conclusion

We have described DECIM, a 128-bit security version of DECIM. We have also provided
guidelines to adapt the original design to different key and IV sizes. At last, it should be noted
that the hardware complexity of the cipher increases linearly with the security parameter/key
size.
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