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Abstract.  In this article, we presert a synchronous stream-cipher named
TSC-4, together with security analysis and implementation results. TSC-
4 is designedto be well suited for constrained hardware with an intended
security level of 80 bits. With 4£ 4 s-boxes at its core, the design leaves
open the possibility for implementations of very low power consumption.
As an improvemert of TSC-3, TSC-4 shows better resiliency against dis-
tinguishing attacks.
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linear “Tter

1 Intro duction

Fewyearsago,Klimov and Shamir started developingthe theory of T-functions[1{
3]. A T-function is a function acting on a collection of memory words, with a
weak one-waynessproperty. It started out asa tool for block ciphers, but is now
more of a building block for a stream cipher.

An important classof T-functions consistsof thosewith single cycle property.
Any T-function with single cycle property is equivalent to a LFSR of maximum
length, and has potential to construct a very fast stream cipher. Unfortunately,
only a small family of single cycle T-functions are known for now.

In 2004, we presenied a new classof single cycle T-function[4, 5]. Although
previous T-functions targeted software implementations, our T-function was de-
signedto be light and was well suited for constrained hardware. Also, we pro-
posedthe stream cipher basedon this T-function, TSC-1, TSC-2[5] and TSC-
3[6]. We used the T-function to resist against the powerful attacks which are
applied to the stream ciphers basedon LFSR, sud as algebraic attacks [10{12]
and correlation attacks[8,9] and to be possibleto work out the period. Howewer,
Kdnzli et al. and Muller et al. described distinguishing and key recovery attacks
against TSC family[13, 14]. This attack was used that our T-function did not
o®era suzcient level of di®usion.In order to prevent distinguishing attacks, we
modi ed the cipher by carefully choosing an s-box and a nonlinear function in
it.

In this article, we present a syndironous stream-cipher named TSC-4 (T-
function basedStream-Cipher ver 4), together with security analysisand imple-
mentation results. The main environment of the cipher is targeted to constrained



hardware with an intended security level of 80 bits. With 4 £ 4 s-boxes at its
core, the designleavesopen the possibility for implementations of very low power
consumption.

2 Cipher speci cation

In this section, we describe speci cations of TSC-4, including the internal state,
the cipher body and state initialization. As seenin Fig. 1, TSC-4is a Tter
generator based on T-functions, whose internal state consists of two 128-bit
states of T-functions. After eat update, an 8-bit output keystreamis produced
from the statesthrough a nonlinear “lter.

2.1 Internal state of T-function
We denote a 128-bit state by

_ 3 .
X = (Xk)k=0"

denotethe i-th bit of an n-bit word x. Then the word(vector) x will interchange-
ably represen an integer, if necessaryby the following equation:

1
x=  [x]i2: 1)
i=0

With the above notations, we can represen ead internal state in a matrix
form asfollows:

0 1 0 1.
X3 A wvss
Xo _ 3
. § - B—- i
| X1 | | L A
| Xo | | e A s
MSB LsB [X]i [xJo

Here [x]; denotesthe i-th column of state x.

2.2 Main body

TSC-4 takes an 80-bit length secretkey K and an 80-bit length public initial-
ization vector | V. The structure of TSC-4is illustrated in Fig. 1.
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Fig. 1. The structure of TSC-4

Parameters: Two parameters p;(x) and po(y) are de ned with a number of
temporary variables as follows:
YAX) = Xo ™ X1 M X2 ™ Xs;
01(X) = ¥x) © (¥4x) + 0x51291089;
e(X) = (Xo+ X1+ X2 + X3); 1;
p1(X) = 01(x) © e(x);
(2)
YY) = Yo" Y1 y2" Vs
02(Y) = Yy) © (Yy) + 0x12910895;
e(y) = (Yot y1+ Y2+ Y3), 1
p2(y) = 02(y) © e(y);

where”, © and ¢ denote bitwise AND bitwise XORoperation, and left shift of
32-bit words, respectively. The additions are done modulo 232 using the equation
(1). Note that ¢;;i = 1;2 are odd parameters and e is an even parameter [5].

S-box application: We x a 4£ 4 s-box S, de ned in C-language style as
follows:

S[16] = f9,2,11,15,3,0,14,4,10,13,12,5,6,8,7,1 g, 3)
Now T-functions T;;i = 1;2 oninput statesx, y are de ned as follows:

S (Ixl)  if [pa(x)]i = 1,

M0 = oy if ao0))s = O,

(4)




(
s @l i eyl = 1,
2= oy1)  if paty)l = 0, ®)

wherethe columns|[x]i, [T 1(x)]i, [y]i and [T 2(y)]i areregardedas4-bit integers
by the equation (1).

Nonlinear “Tter: The TTter producesthe actual output keystream from the
current internal states. We compute six 8-bit temporary variables (ap; ¢¢¢; as)
as follows:

a = ((Xz)a2a ™ OXff )+ ((y1)as "~ Oxff);
a1 = ((Xo)a 24 N Oxff ) + ((y2)as " Oxff );
az = ((x2)a1e ™ Oxff )+ ((ya)a 16 * Oxff); (6)
az = ((x1)a1s ™ Oxff )+ ((Yo)a 16 * Oxff);
as= ((xz)as ™ Oxff )+ ((y2)a 24 * Oxff);
as = ((Xo)as ™ Oxff )+ ((yi)a 224 ~ Oxff );

where the additions are done modulo 28. Now the 8-bit keystream z is de ned
to be

z=ay © (a1)o 5 © (A2)o 2 © (@3)o 5 © (a4)o 6 © (&5)0 2; )]

whereo denote rotation to the right.

2.3 State initialization

We now describe how the state is initialized from a given key and an IV. The
internal state consistsof 8 words as seenin Fig. 2.

0
| X3
X = %l X2
| X1
|

Xo

o _D(_x )_H

0
| Y3
_ Bl Y2
v=§
| Y1
| Yo

o _D(_I )_H

Fig. 2. Internal state of TSC-4



Key/lV Loading: Let K = (k7g;k7g; ¢¢¢; ky; ko) and IV = (ivsg;ivzg; ¢¢C;ivy;
ivp) be an 80-bit key and an 80-bit IV, respectively. Then the internal state is
initialized as follows:

. Xo = (ka1; kao; ¢€¢; K1; Ko)

X1 = (Kea; Kez2; €€C; kaz; Ka2)

X2 = (iVa1;ivae; €6¢;ivy;ivo)

X3 = (iVes; iVez; ¢C; iV33;ivay)
Yo = (iVis; €€C;ivo;ivyg; CCC; iVes)
Y1 = (iVa7;1Vae; ¢6¢;iV17;iV16)
Y2 = (Kis; ¢¢¢; Ko; K7g; ¢¢¢; Kea)

. Y3 = (Ka7; Kag; ¢€¢; K17; K1g)

©ONoOOR~WNE

Warm-up: Oncethe internal state is initialized, the K and IV are mixed by
the following process.

1. Run cipher body onceto produce a single 8-bit output.
2. Rotate x; and yp to the left by 8 bits.
3. XORhe output to the least signi cant 8 bits of x; and yp.

The key and IV setup is completed by repeating the above three stepsby eight
times.

3 Security

TSC-4is intended for 80-bit security. For the momernt, the best attack on TSC-4
we know of is the brute force attack of complexity 280,

3.1 Statistical tests

We have done tests similar to the onespresered in [7] and have veri ed that
this proposal givesgood statistical results.

3.2 Period

The period of TSC-4is 21?8, To seethis, we already know that the period of eat
T-function is 21?8, as guararnteed by the single cycle property [5]. So, Tst note
that the period of TSC-4hasto be a divisor of 2122, Now, initialize two register
contents with the all zero state and considerwhat ead content of the registers
would be after 2124 jterated applications of the T-function. Sincethe period of
ead T-function restricted to the lower 31 columns is 2'24, all columns except
the most signi cant column should be zero. Now we can shaw that there exists
a nonzerobit in the output 8-bit keystream, sincethe most signi cant columns
determine the i-th output bit for i=1, 2,5, 7. Furthermore, when obsened every
2124 jterations apart, due to description (4) and (5) and the de nition of an odd



parameter, the change of the most signi cant columns follow some xed odd
power of the S-box, which is of cycle length 16. Explicit calculation of the 16
keystream output words for eac odd power of the s-box con rms that, in all
odd power casespnehasto gothrough all 16 points beforereaching the starting
point. Hencethe period of the cipher is 16 ¢2124 = 2128,

3.3 Correlation attac k

Di+cult y of correlation attacks can also be obtained from the rotations in the
“Tter. In the last step of a correlation attack, one needsto guessa part of the
state and compare calculated outputs with the actual keystream, cheding for
the occurrenceof expected correlation.

In our situation, any correlation found to exist with a single output bit will
involve multiple input bits. Hence correlation attacks do not seemto be appli-
cable.

3.4 Algebraic attac k

In many cases,algebraic attacks are possibleon stream ciphersbuilt on LFSRs.
Once a single equation connecting the internal state to the output keystreamis
worked out, the cipher logic can be run forward to produce more suc equations.
During this process,the linear property of LFSRs keepthe degreeof new equa-
tions equal to the “rst equation. And this is the main reasonfor the successof
algebraic attacks on streamciphers.

In the caseof TSC-4 the sourceof randomnessj.e., the T-function, is already
nonlinear. During the action of T-functions T ; and T, on internal statesx and
y, the degreeof new equation increasein the degreeof a previous equation.
Hencealgebraic attacks do not seemto be applicable.

3.5 Guess-then-determine  attac k

One property of T-functions, that could be bad from the viewpoint of security,
is that it can be restricted to any number of its lower columns. In other words a
part of internal state of T-function can be guessedand run forward inde nitely,
opening up the possibility of a guess-then-determineattack.

The rotations usedin the “lter eliminates this weakness.They have been
chosenso that any single output bit receives direct e®ectof more twelve bits
that are spreadwidely apart within two states. Soit is not possibleto calculate
any output bit with the information of any small number of internal states.

Evenif all modular additions in the Tter werereplacedwith XOR,in order to
calculate any one of the 8 output bits contin uously, one would needto guess96
bits (8£ 12 bits), sono meaningful attack can be achieved through this approach.



3.6 Distinguishing attac k

Bit-°ip  probabilit y: We have chosenthe s-box (3) to satisfy the following
conditions.

1. At the application of S, ead of the four bits hasbit-°ip probability of %
2. The sameis true for S°.

More precisely the “rst condition states that
#f0- t< 16jthe k-th bit of t © S(t) is 1g = 8;

for eadh k = 0; 1; 2; 3. Due to this property, regardlessof the behavior of the odd
parametersp;(x) and p2(y), every bit in the state is guararteed to have bit-°ip
probability 1 at the action of T.

Bit-°ip  bias of multiple applications of T-function: There are strong dis-
tinguishing attacks[13,14] applicableto previousversions[56] of this cipher. The
main obsenation usedin the attack is that even though the bit-°ip probability
of T-function is closeto % this is not true for its multiple applications. This
property is still presert in the current design.However, TSC-4is designedto be

resistart to the distinguishing attacks by taking the following casesnto accourt:

Case 1 The strongest bit-°ip bias between the samebit position for multiple
applications. The algorithms TSC-1 and TSC-2[5] are analyzed using this
property[13,14]. In this case,we deal with the bias of [z]! © [z]* *, where +
is the number of iterations of T-function.

Case 2 The strongestbit-°ip bias betweenthe distinct bit position in the same
column for multiple applications. The algorithm TSC-3[6] is analyzed using
this property[14]. In this case,we deal with the bias of [z]! © [z]j“i;i 6j.

Case 3 The strongestbit-°ip bias betweenthe linear relations of the samebits
for multiple applications. This property is consideredin this paper. In this

: : t++ trE oo
case,we deal with the bias of [z]{ © [z]l © [z]]"* © [z];"*;i 6 .

Table 1. Bit-°ip bias of [xk]l = [x«]!"* (1- +- 15)
+ 1 2 3 ] 5 6 7 8
jTog"j | 1 1 5 6 7 6 1 8.42
+ 9 10 11 12 13 | 14 15 ¢0¢
jlTog"] | 942 | 742 | 13 | 991 | 6.25 | 7.94 | 10.71 | ¢¢¢

First of all, we could obtain the property that a bit-°ip bias between the
samebit positions for + (1 - +- 1000)iterations of T-function is lessthan 2i °
through the experiments (Fig. 3). The pattern of the plot in Fig. 3 suggestshat
the property holdsfor £ > 1000iterations. Table 1 shows the exact bit-°ip bias
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Fig. 3. Bit-°ip bias of [xk]} = [x«]|"* (1- - 1000)

\""1 betweenthe samebit positions after + (1 - +- 15) times iteration, where
Xt * denote T *(x'). By usingthe nonlinear Tter, we canobtain a linear relation
of the output Tter like this (i = 0; ¢¢¢; 7):
[Z]|t © [Z]it+ = ([a()]|t © [aO]|t+ i) © ([al]it+5( mod 8) © [al]itisi( mod 8))

© ([aZ]it+2( mod 8) © [az]itizi( mod 8)) © ([3.3];[+5( mod 8) © [a3]}:5i( mod 8))

t+ £

© ([2ali+g( mod &) © [a]i1¢( moa g)) © ([Bs]ir2( moa 8 © (@5l ia( moa s)):

In this relation, ead [a]f © [a]i** (k = 0; ¢¢¢;5) is approximated as a linear
relation like this:

[20]i © [aoli ™ * = [Xalis24 © [X3]ii33 © [y1live © [yaliis © Ro(i);

[al]it+5( mod 8) © [al]}::si( mod 8) = [Xolti2a © [Xoli1sa © [Yal'ss ©[y2liisg © Ra(i);
[22]l 2 mod &) © [B2]i 15 moa gy = Xalivie © [X2)iiss © [yaliie © Iyalivis © Ra(i);
23] 5 mod &) © [Baliie( moa g = Xalivie © [Xaliis6 © [Yoliiie © [yolitis © Ra(i);
[a4]i +6( mod &) © [34]}:61( mod 8) = [Xslig © [Xslilg © [Yalisoa © [y2liiza © Ra(i);

t+ +

[a5]it+2( mod 8) © [a5]i+2( mod 8) [XO]}+8 © [XO]}Isi© [yl]}+24 © [yl]%:zizt © Rs(i);

where Ry (i) (k = 0; ¢¢¢; 5) represerts the carry bit. By using the above linear
approximation, we have a plausible argumert that show the bit-°ip bias of Tter
output to be much lessthan 21 4°(= 2i L £ (21 #)12). The bit-°ip bias is approx-
imated using the Piling-up Lemma in caseof £ = 3. In order to detect this bias,
data size of more than 2% is needed.

L)f " = 0 then werepresert jlog"] as\1l "



Table 2. Bit-°ip bias of [xk]'

Xioli " * (j log"j)

o casex= 1
P
P output o o o -
input ~ P pp Xoli™ | Ixali ™ | [x2fi™ | [Xs]]
[Xolf 1 4 4 1
Xi]' 3 1 1 4
[ 1 3 1 4
[Xs]f 4 1 3 1
o casex = 2
P
P output 2 42 T .
input PP Pp [Xoli™™ | Ix2li ™ | [x2fi™ | [Xs]]
[Xolf 1 1 1 1
[X1]i 1 1 1 1
[X2]i 1 1 1 1
[Xs]f 1 1 1 1
D casetx= 3
Pp
P output 3 43 s -
input Pp Pp [Xol [Xal; [x2]; [x3];
[Xol} 5 1 5 5
Xali 1 5 6 5
[X2]i 5 6 5 1
[xs]i 5 5 1 5
- casex= 4
P
P ooutput| _ s - " ™
input ~ P pp [Xol [X1]; [x2]; [xal!
[xoll 6 5 4 1
[X1]i 6 6 1 4
£ 1 5 6 5
[xs]i 4 1 6 6
o casex= 5
P
P ,output 5 e - "
input P Pp [Xol; [X1]; [x2]; [X3];
[Xolf 7 4.6 5.4 3
[x1]; 5.6 7 68 | 54
D2 8 6.5 7 16
[XS]'i[ 54 8 6 7




The second,we obsene a certain pair of distinct bit positions in the same
column yields a bit-°ip bias worsethan any bias betweenthe samebit positions,
as seenin Table 2. These pairs with this property are like this:

The pair (xo;x1): The bit-°ip bias of [xo]f = [x1]** is 2 # and the bit-°ip
bias of [x,]! = [xo]i** is 2 3.

The pair (x2;x3): The bit-°ip bias of [x,]t
bias of [x3]! = [x2]'™* is 2 3.

The other pair: At least one caseof the bit-°ip biasis \0". For example,the
bit-?ip bias of [xo] = [xs]i*! is\0", the bit-Yip bias of [xs]l = [xo]l*! is
2i 4,

[xs]*! is 21 4 and the bit-°ip

By using the property, we remove the nonlinear Tter from relation of the pair
(X0;X1), (X2;%3). The nonlinear “Tter of TSC-4is carefully chosensud that its
linear approximation contains the minimum number of pairs whosebit-°ip bias
is lessthan 21 5.

Finally, we ched the bit-°ip bias between the linear relations of the same
bits for multiple applications. Those linear relations are as follows:

L [xoll © xall = [xoli " * © [xa]i"*, 2]l © [xa]} = [X2];" ¥ © [xa];" *.
2. Xl © [X2]' = [Xoli " * © [x2]i**, [Xall © [Xa]' = [Xa]i"* © [x3]i* ™.
3. Xoll © [X3]f = [Xoli" * © [Xa]i ", [Xalf © X2l = [Xa]i"* © [x2]i" *.
Sincethe rst relation is removed in the nonlinear Tter, we considerother two

relations. Table 3 shaws the bit-°ip biasesfor eat case.

Table 3. Bit-°ip bias of [x¢]! © [xcol! = [Xk]'**© [xkoll* * (j log"])

[ = [ (kk)=1(0;2) | (k)= (13) [ (kKk)=(0;3) [ (k;k)=(1;2) |

1 2.4150 2.4150 2.4150 1

2 1 1 1 3.0000
3 1 1 1 3.4150
4 1 1 1 2.6781
5 3.7521 3.7521 3.7521 5.6781
6 3.4150 3.4150 3.4150 2.1926
7 4.9556 4.9556 4.9556 2.6163
8 4.3561 4.3561 4.3561 4.3561
9 8.5406 8.5406 8.5406 2.9860
10 9.4150 9.4150 9.4150 3.0170
11 48707 4.8707 4.8707 3.8401
12 7.2996 7.2996 7.2996 3.1703
13 3.7527 3.7527 3.7527 2.3618
14 5.3276 5.3276 5.3276 4.9125
15 5.7574 5.7574 5.7574 3.3714
16 8.3927 8.3927 8.3927 3.0438




Combining the two relation (k;k9 = (0;2) and (k;k% = (1;3) in £+ = 1, we
get the maximum bit-°ip bias of this relation as 21 38(= 2i 1 £ (2i 1:415)2),
Similarly, In caseof (k;k% = (0;3) and (k;k% = (1;2), the maximum bit-°ip
bias is 2i 46076(= 2i 1 £ 2i 2:415 g 2i 1:1926) in + = 6, So, we usethe relation of
the pair (xo;X3); (X1;X2) in the nonlinear Tter.

Therefore, we can assumethat the distinguishing attack is not applicable to
the algorithm TSC-4

3.7 Time-memory trade-o®

We analyze the security of TSC-4 against time-memory-data(TMD) tradeo®s
preseried in [18,19]. Then, it guararteesthe security against two well-known
TMD tradeo®s[15{17].

Simple case[18]: Since TSC-4 takes 80-bit key with 80-bit IV, Seart space
of an attacker is the ertropy spaceof sizeN = 2X(k = 160). The cost of TMD

attacks is O(247?). So, TMD attacks are expectedto have complexity not lower
than O(2%0).

Sampling case[19]: Since TSC-4 takes 256-bit internal state and we can nd
the set of all 256-bit keystream segmeits which starts with 8 zeros,seard space
of an attacker is the entropy spaceof sizeN = 2X(k = 248). The cost of TMD
attacks is O(2¢=2). So, TMD attacks are expectedto have complexity not lower
than O(2%%%).

3.8 State initialization

We considersecurity issuesrelated to key setupin this section.Our state retains
160-bit entropy after state initialization.

Entrop y loss: Let us consider the question of whether our state initializa-
tion processallows every possible 160-bit state to occur with equal possibility.
This question is closely related to whether eat step of the rekeying processis
invertible. Cheding all the steps of Key/IV Loading and warm-up preserned
in Section 2.3, we can seethat all step is invertible. So, the states produced
through our state initialization processhas exactly 160-bit entropy. Therefore
no equivalernt keys are presert.

Statistical prop erty: For a good state initialization process,we would expect
one bit di®erencein key or IV to result in about half the state bits changing.
We did somebasic experimerts to verify this on our warm-up process.



4 Implemen tation

4.1 Hardw are Implemen tation

TSC-4consistsof two T-functions and a nonlinear Tter. In hardware implemen-
tation, critical path is an even parameter of a T-function, and 4 £ 4 s-boxes
are componerts which requires large area. In updating internal states, s-box is
applied to all 64 columns.

In normal hardware design,oneimplemert 64 s-boxesto maximize the through-
put. On the other hand, we can reducethe area by implemerting one s-box for
ead T-function, or by implementing one T-function instead of two.

Let TypeA, TypeB, TypeC denotenormal implemertation, implementation
with ones-box for eadh T-function, implementation with one T-function and one
s-box respectively.

In Table 4 we summarize hardware gures when the implemertation was
simulated on ASIC using Samsung0.13' m library.

Table 4. Hardware related gures for TSC-4

Type State Gate Count Max. Clock Throughput/P ower drain

Initialization /Throughput (100KHz clock)

A X 10510 100MHz/800Mbps 800kbps/11.86t W

A 0] 11878 100MHz/800Mbps 800kbps/12.78 W

B X 3100 250MHz/62.5Mbps 25kbps/4.651 W

B 0] 4027 198MHz/49.5Mbps 25kbps/5.52t W

C X 3026 230MHz/28.75Mbps 12.5kbps/4.51t W

Cc o 3958 198MHz/24.75Mbps 12.5kbps/5.50 W

4.2 Software Implemen tation

Our C-languageimplemertation (not optimized) of TSC-4 shows the following

performance.
machine Pertium-IV 2.4GHz, 1GB RAM
0s Windows XP (SP1)
compiler Microsoft Visual C++ 6.0
encryption 150 cycles/byte

5 Conclusion

A syndhronous streamcipher TSC-4 of 80-bit intended security level was pre-
serted with some security analysis and hardware related "gures. As a result,




we failed to "nd an attack which is better than exhaust key seard. The cipher
is suitable for constrained hardware ervironments, allowing for a wide range of
implemertation choices.
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