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In this note we, as the designers of Edon80 hardware stream cipher [1],
address its status for the second phase of eSTREAM - the ECRYPT Stream
Cipher Project.

In the period from June 2005 to June 2006 one issue have been raised
about Edon80: The probability of obtaining short keystreams. This was initi-
ated by the remarks of Jin Hong given in [2] and afterwards in [3]. As a result
of that, we made our response in two papers submitted to eSTREAM [4, 5].

The attack presented in [2] is based on analyzing (key, state) pairs (con-
crete assignment of working quasigroups ∗i and initial values for ai) that give
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small periods. Hong experimentally counted all possible (key, state) pairs for
periods 4, 8 and 16, with the number d of rows from 5 to 18 and summarized
the results in Table 1 of [2]. These numbers were then extrapolated for the
value d = 40 in Table 2 of [2]. Then, by repeating the sequence of obtained
working quasigroups ∗i from the first 40 e-transformations to the last 40
e-transformations (as it is done in Edon80) and by giving a freedom of 80
bits for choosing the leaders for those transformations ai, i = 39, 40, . . . , 79
he computed that the probabilities of obtaining periods with the lengths in
the range 253 − 255 are in the range from 2−88 − 2−71. By reducing the ini-
tial extrapolation not to the 40-th row, but to the 34-th row, he computed
the probabilities of obtaining periods in the range 261 − 263 with even much
higher values in the range 2−75 − 2−60. He even mentioned the possibility
of the existence of a (key, state) pair that will give a very short period of
only 220 but does not give the projection of the probability for obtaining that
period. The summary of his findings are given in Table 1.

Stream length
less then

Probability

220 ?
253 2−88

254 2−78

255 2−71

261 2−75

262 2−66

263 2−60

Table 1: Summary table from [2] with the projections of the probabilities for
obtaining streams with the lengths shorter then indicated in the first column.

In [5] we treated the situation of finding (key, state) pairs that will
produce short keystreams as a weak key attack on Edon80. Further on,
we derived a precise formula for the distribution of the lengths of Edon80
keystreams as well as for the whole family Edon-(2m, 2k) of stream ciphers
with different key lengths of 2k bits and internal pipelines of length 2m.

The distribution is given by the following expression:

FY2m
(y) =

1

2

(

1 + erf

(

1.00777 (ln(2y) − 1.535086 m)√
m

))

, 0 < y < ∞,

and from there for the Edon80 stream cipher (which renamed would be Edon-
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Figure 1: Log-Log plot of the weak key curve for Edon80. The intersection
with the security limit of 280 is for the keystreams with length slightly larger
than 247 2-bit letters i.e. of length 248 bits.

(80,80)) the concrete distribution is:

FY80
(y) =

1

2

(

1 + erf

(

1.00777 (ln(2y) − 61.4034)√
40

))

, 0 < y < ∞.

In the same paper [5] (in Lemma 2) a criterion for the weak keys attack
have been given and can be expressed by the following expression:

min
m

(

y

FY2m
(y)

≥ 22m, ∀y > 0

)

.

If we put T (y) = y

FY2m
(y)

then one possible way for achieving T (y) ≥ 22m

is by increasing the length of internal pipeline 2m. That possible tweak
for Edon80 was mentioned in [5]. Namely, simple increasing of the internal
pipeline from 80 to 84 elements eliminates the weak key attack and meets
the criterion of Lemma 2. However, there is another possible tweak that
would need not intervention in the original submission of Edon80. That is
the tweak in which the mode of operation of Edon80 is such that it needs
reinitialization with new IV after every 248 produced bits of the keystream.
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According to the analyzes that we performed in [4, 5] and the remarks
given here we give the following official statement about Edon80 for the
Second Phase of eSTREAM:

1. The original design, source code and test vectors for Edon80 remains
unchanged.

2. Edon80 should be reinitialized after maximum 248 produced keystream
bits.

Danilo Gligoroski
Smile Markovski
Ljupco Kocarev
Marjan Gušev
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