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Executive Summary This report is the official deliverable D.SYM.5 of the ECRYPT2
Network of Excellence (NoE) and provides a summary of the workgroup WG2 on Lightweight
Cryptographic Algorithms, funded within the Information Societies Technology (IST) Pro-
gramme of the European Commission’s Seventh Framework Programme (FP7).

This deliverable reflects the contents of the Ecrypt Lightweight Cryptography Lounge at
http://www.ecrypt.eu.org/lightweight/index.php/MainPage

In this report, we survey the latest developments, including work-in-progress, on lightweight
cryptographic algorithms, such as block ciphers and cryptographic protocols aimed at resource-
constrained devices such as RFID tags and sensor networks. This is a multidisciplinary topic
with contributions from researchers in Computer Science, Mathematics, Engineering and Mi-
croelectronics.

Our overview includes a brief description of some designs, a history of their cryptanalysis,
an extensive bibliographic survey and comparative hardware performance figures of some of
the most prominent lightweight cryptographic algorithms known to date.

Lightweight cryptography represents a very active area of cryptographic research. Its
importance is related to the current trend of pervasive/ubiquitous computing, which means
an ever increasing demand for computing capabilities in diverse, wireless and low-resource
scenarios, in both civilian and military applications, including mobile phones, smart cards,
toll collection, animal and cargo tracking and electronic passports, to name a few.

Due to the target environments, lightweight algorithms are typically hardware-oriented,
and designed to be particularly compact and efficient.

The qualification lightweight shall not be associated with weak cryptographic designs,
although, such algorithms are not intended to replace traditional cryptographic primitives
such as AES or RSA. The idea is to strike an adequate balance between security, high per-
formance (in hardware), and low overall cost (throughput, power consumption, area, price)
in low-resource environments. This balance represents a major challenge in lightweight cryp-
tography.
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Chapter 1

Security and Privacy

In this section we give an outline of the security and privacy needs encountered in systems
involving low cost pervasive devices with limited computation and communication resources,
typically RFID tags, and of the way these needs can be addressed using a lightweight cryp-
tographic protocol. We consider systems comprising two main components:

• low cost devices with limited computation and communication capabilities comprising
at least an integrated circuit, for instance RFID tags or low cost smart cards.

• an infrastructure, i.e. a device management system capable to communicate with the
light weight devices. In the case of an RFID system, the infrastructure consists of a
back end system connected to radio readers.

w/o security w/ security

w/o privacy identification authentication

w/ privacy privacy preserving privacy preserving
identification authentication

Table 1.1: rough classification of lightweight protocols

The applications of such systems are quite numerous: automated management of the sup-
ply chain, ticketing, telephone cards, micro-payments, access control, automatic tolls, public
transportations, prevention of counterfeiting, pets tracking, airline luggage tracking, library
management to name a few. Devices used for addressing such various needs differ by their
memory and power supply characteristics, their communication and computation capabili-
ties, and consequently their cost. A significant standardization activity is taking place in this
area [36, 40]. A common feature of such systems is that the communication protocols between
the devices and the infrastructure must allow the infrastructure to identify the devices. In
the sequel we focus on the security and privacy issues associated with this protocol. Thus
we do not consider the security and privacy issues associated with the information storage,
exchange and processing within the infrastructure. Unsurprisingly with such a broad range
of applications and physical characteristics, the security and privacy needs for these systems
are quite diverse.

(1) While security and privacy were not felt to be important issues in some initial supply
chain management applications of RFID tags were tags are used as a mere replacement

3
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of bar codes and not delivered to the end consumers or can be disabled using a “kill”
command before being delivered to the end consumer, the emergence of more and more
applications where low cost devices with radio communication capabilities enter the life
of end users (e.g. library management, automatic tolls) has resulted in an ever increasing
level of concern regarding the potential compromise of their privacy. The fear is that
through low cost devices attached to the objects she is carrying, a person might leave
electronic tracks of her moves and actions and become traceable by a malicious party
equipped with a radio apparatus.

(2) Applications such as ticketing or access control where owning a low cost device mate-
rializes some rights needs to prevent the counterfeiting or impersonation of legitimate
devices, which can for instance result from the cloning of a legitimate device or the
replay of data previously transmitted by a legitimate tag. In order to address these
security needs, an authentication mechanism that allows the system to corroborate the
identity of the tag is required.

Though difficult to reconcile, the latter need for security and the former need for privacy
are sometimes combined, for instance in the case of ticketing, public transportation, and so on.
Depending whether they incorporate no security and privacy features, security features only,
privacy features only, or both, lightweight protocols allowing the infrastructure to identify
a low cost device can be roughly split up into four classes, as illustrated in Table 1.1. The
terminology used in this table will be explained more in detail in the sequel. Security and
privacy in systems involving pervasive devices have now become a very active research topic
in cryptography, and the design of suitable primitives and protocols is a major challenge in
the area of lightweight cryptography.

1.1 Security

Authentication, that addresses the security threat mentioned above (namely preventing the
cloning or impersonation of legitimate devices), probably represents the most exploited topic
in lightweight cryptography.

The following distinction can be made between identification and authentication: while a
protocol allowing a system to identify a device, but not to corroborate this identity and thus
resist cloning or impersonation attacks will be named an identification protocol, a protocol
allowing the system to both identify a device and corroborate this identity will be named
an authentication protocol or equivalently an authentication scheme. If an authentication
protocol additionally results in the corroboration by the device that the device counterpart
in the protocol is legitimate, we will call it a mutual authentication protocol. Efficient au-
thentication solutions are gradually emerging, even for the most constrained systems. A
first possible approach is to use a block cipher in a traditional challenge-response protocol.
In order to take into account the strong limitation of computing resources in some devices
(3000 GE, or even less, is often considered as an upper complexity limit for typical low-cost
devices), dedicated lightweight block ciphers have been developed, e.g. DESXL, PRESENT,
and KATAN [81, 18, 25]. Such dedicated block ciphers represent an alternative to lightweight
implementations of a standard cipher such as AES [136]. Some stream ciphers with a very low
hardware footprint, e.g. Grain v1 or Trivium [53, 26] are also known to have the potential to
lead to extremely efficient authentication solutions. On the other hand, few explicit stream
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cipher based authentication schemes have been proposed so far. Lightweight authentication
protocols not based on a symmetric primitive, e.g. SQUASH [119] and the HB family of
RFID schemes [63, 46], represent another promising avenue of research, even though it re-
mains a complicated task to identify practical instances from those families resisting all the
partial cryptanalysis results obtained so far [77, 44, 43, 105]. Finally, CryptoGPS [48], an
asymmetric authentication schemes requiring exceptionally low computing resources provided
pre-computation outputs named coupons are stored in the device turns out to be paradoxically
more suitable than most symmetric schemes for cheap devices.

While authentication and mutual authentication represent in practice the main security
features required for the systems considered here, extra security features, e.g. message in-
tegrity (using a message authentication code or a signature scheme) or data encryption (using
an encryption algorithm) may be required for some applications.

1.2 Privacy

Privacy preserving lightweight identification or authentication protocols have also been much
researched in the recent years. It is however fair to say that these still represent a less mature
area than mere authentication protocols and designing realistic lightweight protocols that take
into account the constraints at both the device and the system side remains a very challenging
problem. Following the seminal work of [60, 62, 6, 33, 131] definitions and formalizations of
various notions of privacy have been proposed and their mutual links have been explored.
Without going into the detailed definition of the various privacy notions introduced so far
(a rather comprehensive typology is proposed in [131]), it is worth mentioning that a basic
requirement on any private identification or authentication protocol is to prevent a passive or
active adversary capable of accessing the communication interface from tracing a device —i.e.
to ensure both the anonymity and the unlinkability of the exchanges of a legitimate device.
This property, named weak privacy by some authors [131], is easy to provide in a symmetric
setting, for example by using a lightweight block cipher in a challenge-response protocol and
trying the keys of all the registered devices at the system side in order to avoid transmitting
the identity of the device before the authentication exchange. A significantly more demanding
privacy property is forward privacy, that is motivated by the fact that for many lightweight
devices the cost of any physical tamper resistance means would be prohibitive. In addition
to the former weak privacy requirements, a forward private protocol must ensure that an
adversary capable of tampering with a device remains unable to link the data accessed in the
device to any former exchange she might have recorded. It is easy to see that the former simple
example of block cipher based protocol is not forward private at all. A paradigmatic example
of an identification protocol providing some forward privacy is the OSK scheme [102, 103].
This protocol relies on the use by the tag of two one way hash functions.

One hash function updates the current state of the tag at each identification while the
other derives an identification value from the current internal state. The identification value
received by the reader is then searched in the back-end in hash chains associated to each tag
in the system.

Variants of the OSK scheme turning it into a forward private authentication protocol have
been proposed in [7], thus making it resistant to replay attacks. A time-memory trade-off
allowing for the original scheme and some variants to speed up the handling at the reader’s
end at the expense of some pre-computations was also proposed [8]. It was however noticed
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that the OSK protocol and its authentication variants are vulnerable to Denial of Service
attacks (DoS) that desynchronize a device from the system. Furthermore, such DoS attacks
compromise the forward privacy if the adversary can learn whether the identification or au-
thentication exchanges involving a legitimate system she has access to are successful or not.
Some alternatives to the OSK family of authentication schemes based on less expansive cryp-
tographic ingredients than the one way hash functions involved in OSK and offering forward
security features were recently proposed, e.g. PFP [9] – that is using a pseudo-random num-
ber generator and a universal family of hash functions, O-FRAP [130] – that is using an input
expanding pseudo-random function, and PEPS [13] – that is using a IV dependent stream
cipher.



Chapter 2

Block Ciphers

Hardware performance figures for DES, DESXL, HIGHT and SEA were obtained at or calcu-
lated for a frequency of 100KHz, unless stated otherwise. Please be aware that power figures
can not be compared adequately between different technologies.

2.1 AES

The block cipher Rijndael was designed by Daemen and Rijmen and standardized by NIST
in 2000 as the Advanced Encryption Standard (AES) [99]. In the meanwhile many low-cost
implementations of the smallest variant, AES-128 have been published which range down to
a size of only 3100 gate equivalents. These implementations show that AES-128 can also be
used as a secure and lightweight block cipher in many constraint environments.

Description of AES-128 The AES follows the wide-trail design strategy [32, 114] and
consists of a key schedule and state update transformation. In the following, we give a brief
description of only the smallest variant, AES-128. For a more detailed description of the AES
we refer to [99].

State Update The block size of AES is 128 bits which are organized in a 4× 4 state of 16
bytes. This AES state is updated using the following 4 round transformations with 10 rounds
in the case of AES-128:

• the non-linear layer SubBytes (SB) applies the 8-bit AES S-Box to each byte of the state
independently

• the cyclical permutation ShiftRows (SR) rotates the bytes of row j to the left by j
positions

• the linear diffusion layer MixColumns (MC) multiplies each column of the state by a
constant MDS matrix

• in round i, AddRoundKey (AK) adds the 128-bit round key Ki to the AES state

A round key K0 is added prior to the first round and the MixColumns transformation is
omitted in the last round of AES.

7
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Key Schedule The key schedule of AES-128 recursively generates a new 128-bit round
key Ki from the previous round key. The first round key K0 is the 128-bit key of AES-128.
Each round of the recursion consists of a linear part using XOR operations, and a nonlinear
function Fi using a one-byte constant addition, 4 AES S-box look-ups and a rotation of 4
bytes.

Decryption For the AES decryption, inverse round transformations in reverse order are
used. AddRoundKey is inverse to itself and the round keys have to be computed in reverse
order. InvShiftRows rotates right instead of left and since the AES S-box is based on the
inversion in GF (28), only the affine transformation needs to be changed to its inverse for
decryption in InvSubBytes. Also the coefficients of the InvMixColumns transformation change.

Lightweight Hardware Implementations In [38] a low-power, low-cost AES-128 im-
plementation with only 3400 gate equivalents (GE) has been published. So far, this is the
smallest AES implementation including encryption, decryption and key setup. This imple-
mentation encrypts a plaintext within 1,032 clock cycles. The used technology is a 0.35 µm
CMOS standard-cell process from Philips Semiconductors. Using this technology, the maxi-
mum clock frequency is 80 MHz which gives a data throughput of 9.9 Mbps. The circuit is
also optimized for low-power operation and draws a current of 3.0 mA at 100 kHz and 1.5 V.
The implementation uses an 8-bit data path with one S-box which is used for SubBytes,
InvSubBytes and in the key schedule. The S-box is implemented in combinational logic using
the S-box of Canright [27], which is based on the inversion in GF (28) using normal basis.

More recently, different low-cost AES implementations have been published which contain
only the encryption operation. In [74] an AES-128 encryption implementation has been
improved to 870 clock cycles with 3900 GE using a standard-cell circuit on a 0.25 µm CMOS
process technology from Hynix Corp. The power consumption is less than 20 µW at 2.5 V
and 100 KHz. An even faster implementation has been published in [66] with 534 clock
cycles using 4070 GE. They have used a 0.13 µm CMOS standard-cell process technology
from TSMC and get a power consumption of 23.83 µW at 1.2 V and 500 KHz. The smallest
AES implementation so far has been published in [51] with 3100 GE using only 160 cycles
for encryption on a 0.13 µm standard-cell CMOS technology. In this 8-bit implementation,
the different AES round transformations are performed in parallel for different 8-bit pieces of
data/key. Due to the highly pipelined approach the power consumption is rather high with
37 µW/MHz at 1.2 V. The maximum clock frequency is given with 152 MHz. Note that the
power consumption of different process technologies are difficult to compare.

Cryptanalysis For the last ten years, the attacks on AES-128 did not improve and the
best attacks are still on 7/10 rounds. The best attack on AES-128 is a 7-round square attack
published in 2000 [39] (9/14 rounds for AES-256). Another attack on 7 rounds of AES has
been published in [42]. One year later, an impossible differential cryptanalysis for 6-rounds
has been given in [29]. More recently, slightly improved analysis of AES has been published
by considering the open-, known- or chosen-key setting on 7 rounds in [75, 95]. These attacks
try to exhibit non-random properties of AES but are not able to recover a randomly chosen
and secret key. Note that also the most recent attacks on AES-192 and AES-256 in the
related-key or hash function setting [72, 15, 14] do not apply to AES-128, since these attacks
require more freedom in the key schedule.
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Table 2.1: Hardware implementation results of CLEFIA.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

128 128 N/A Enc+Dec 36 355.6 0.09 4,950 71.83 N/A [120]
128 128 N/A Enc+Dec 18 711.11 0.09 5,979 118.93 N/A [120]

192 128 N/A Enc+Dec 22 581.8 0.09 8,536 68.16 N/A [120]

256 128 N/A Enc+Dec 26 492.3 0.09 8,482 58.04 N/A [120]

2.2 CLEFIA

CLEFIA was developed jointly by Sony and the University of Nagoya and first published at
[120]. Similar to the AES it has a block length of 128 Bits and offers three different key
lengths: 128, 192 and 256 bits. CLEFIA uses a 4-branch and an 8-branch Type-2 generalized
Feistel network and depending on the key length it takes 18 (128 bits), 22 (192 bits), or 26
(256 bits) rounds to encrypt one block of data.

Best implementation results The designer of CLEFIA provides hardware implemen-
tation figures for all key lengths in their paper [120]. Other implementations of CLEFIA
reported in [126] are optimized for high throughput. Though they achieve at their maximum
frequency a higher throughput per area rate, their area is always larger than the implemen-
tations reported in [120]. Thus, at a fixed frequency of 100 KHz their efficiency is worse and
we did not include them in Table 2.1.

Best cryptanalytical attacks The designers of CLEFIA show resistance against differen-
tial, linear, impossible differential, saturation, algebraic and related-key attacks [128]. Their
best attack (impossible differential) can attack 10 of CLEFIA with a 128-bit key, 11 rounds
for 192-bit keys and 12 rounds for 256-bit keys. All attacks require more than 2100 chosen
plaintexts, making them practically infeasible at the moment. Time complexity for 192-bit
and 256-bit keys comes close to brute force, while the memory requirements are 2121 and
2153 blocks, respectively. For the attack on 128-bit keys, however, only 232 blocks need to
be stored and 2102 evaluations of the reduced round CLEFIA are required. Improvements
of these findings have been published in [128, 127, 139], but none of them is practical due
to high complexity. Also the attacks do no break the full-round CLEFIA and thus do not
pose a threat. Table 2.2 summarizes these attacks on CLEFIA. As the authors of [139] point
out there have been some arguments about the proper choice of m in their attacks. It seems
that there is no agreement so far, thus the complexity of their attacks cannot be determined
properly. More information about the currently best known attacks can be found in the
CRYPTREC submission package [121].

Other aspects CLEFIA is currently discussed for inclusion in the upcoming ISO/IEC
29192-2 Standard on Lightweight Cryptography - Part 2: Block ciphers.
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Table 2.2: Summary of cryptanalytical attacks on CLEFIA (CP-Chosen Plaintext, MA-
Memory Access, E-Reduced Round CLEFIA evaluation).

Key Attack Complexity
Rounds1 size type Data Time Memory Ref.

10 128, 192, 256 Imp. Diff. 2101.7 CP 2102 E 232 blocks [120]

11 192, 256 Imp. Diff. 2103.5 CP 2188 E 2121 blocks [120]

12∗ 256 Imp. Diff. 2103.8 CP 2252 E 2153 blocks [120]

12 128, 192, 256 Imp. Diff. 2118.9 CP 2119 E 273 blocks [128]

12 128, 192, 256 Imp. Diff. 2111 CP 2111 E 281 blocks [127]

13 192, 256 Imp. Diff. 2119.8 CP 2146 E 2120 blocks [128]

13 192, 256 Imp. Diff. 2111.8 CP 2155 E 2112 blocks [127]

14 256 Imp. Diff. 2120.3 CP 2212 E 2121 blocks [128]

14 256 Imp. Diff. 2112.3 CP 2220 E 2113 blocks [127]

14∗ 128, 192, 256 Imp. Diff. 2m CP 236+m E not specified [139]

Table 2.3: Hardware implementation results of DES. ∗ does not use standard-cells.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

56 64 4 Enc 144 44.44 0.18 2,309 19.25 1.19 [109]

56 64 N/A Enc+Dec 28 228.57 3∗ 3,000 76.2 N/A [132]

2.3 DES

DES was developed by IBM in the early 1970s and was announced by NIST (then National
Bureau of Standards) the first Data Encryption Standard (DES) in 1976 [100]. It is a Feistel
network with a block size of 64 bits, an effective key size of 56 bits and 16 rounds.

Best implementation results Verbauwhede et al. describe a DES implementation back
in 1988 that is not based on a modern semi-custom standard cell design flow. Instead it uses
customized floor-planning and routing for which the whole implementation was optimized. It
consists of 12, 000 transistors, which roughly translates to 3, 000 GE, and requires 28 clock
cycles for one encryption [132]. Poschmann et al. describe a serialized DES implementa-
tion [109]. The area requirements are 2,309 GE and it takes 144 clock cycles to encrypt one
data block. Liu et al. describe a low-power asynchronous DES co-processor implementation
in [90]. However, there are no area requirements specified, thus we did not include their
results in Table 2.3.

Best cryptanalytical attacks DES is considered to be cryptographically broken since
Biham and Shamir first published differential cryptanalysis in [12]. Their attack requires
247.2 chosen plaintexts, 237.2 DES evaluations and a negligible amount of memory. Matsui’s
linear cryptanalysis can also break DES faster than brute force [94]. His attack with a
success probability of 85% requires 243 known plaintexts, 243 DES evaluations and also only
a negligible amount of memory.
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Table 2.4: Summary of cryptanalytical attacks on DES (CP-Chosen Plaintext, KP-Known
Plaintexts, MA-Memory Access, DE-DES evaluation).

Key Attack Complexity
Rounds size type Data Time Memory Ref.

16 56 Diff. 247.2 CP 237.2 DE not specified [12]

16 56 Linear 243 KP 243 DE not specified [94]

Table 2.5: Hardware implementation results of DESXL.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

184 64 4 Enc 144 44.44 0.18 2,168 20.5 N/A [109]

Other aspects DES used to be the encryption standard recommended by NIST from 1977
until it was replaced by the Advanced Encryption Standard in 2001.

2.4 DESXL

DESXL was proposed by Leander et al. in [82] and is based on DESL, a modified variant of
DES. DESL is similar to DES except for the substitution layer, where the eight S-boxes are
replaced with a single S-box that is repeated eight times. Furthermore the Initial Permutation
and its inverse (IP, IP−1) are omitted in DESL. Additionally DESXL uses key-whitening
techniques to increase the key length.

Best implementation results Poschmann et al. describe a lightweight hardware imple-
mentation of DESXL in [109]. Their architecture uses a serialized data path and requires
144 clock cycles to encrypt one data block. On a 180 nm technology their implementation
requires 2168 GE. Table 2.5 summarizes their results.

Best cryptanalytical attacks The authors of DESXL show resistance against linear and
differential cryptanalysis and the Davies-Murphy attack in [82]. Furthermore, based on the
number of degree two and degree three equations of the DESL/DESXL S-box they argue that
algebraic attacks do not pose a greater threat to DESXL than to DES.

Other aspects DESXL is included in the free e-learning application CrypTool [37].

2.5 HIGHT

HIGHT was proposed by Hong et al. in 2006 [55]. It is a generalized Feistel network with a
block size of 64 bits, a 128 bit key and 32 rounds.

Best implementation results The designers of HIGHT report an encryption-only ASIC
implementation that requires 3,048 GE [55]. It uses a round-based architecture and thus
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Table 2.6: Hardware implementation results of HIGHT.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

128 64 64 Enc 34 188.2 0.25 3,048 61.75 N/A [55]

128 64 64 Enc+Dec 34 188.2 0.35 2,608 72.18 4.3 [89]

requires 34 clock cycles to perform a single encryption. Lim et al. describe a more compact
ASIC implementation of HIGHT that is also capable to perform decryption in [89]. It requires
34 clock cycles and, by optimizing the key schedule and control logic, the area is reduced to
2,608 GE. Table 2.6 summarizes the implementation results of HIGHT.

Best cryptanalytical attacks The designers of HIGHT show resistance against differen-
tial, linear, truncated differential, impossible differential, saturation, boomerang, rectangle,
interpolation and higher order differential, algebraic attacks and their related-key variants [55].
Their best attack (impossible differential) can attack 18 rounds, while requiring 246.8 chosen
plaintexts and 2109.2 evaluations of the reduced HIGHT. The memory requirements of the
attack are not provided.

Lu could mount an impossible differential attack on 25 rounds of HIGHT using 260 chosen
plaintexts and 2126.78 evaluations [91]. In the same paper a related-key rectangle and a related-
key impossible differential attack have been mounted on 26 and 28 rounds of HIGHT. The
former attack uses 251.2 chosen plaintexts and 2120.41 evaluations, while the latter uses 260

chosen plaintexts and 2125.54 evaluations. No memory requirements for any of these attacks
have been specified.

Recently, Özen et al. have presented an improved impossible differential attack on 26
rounds of HIGHT, which requires 261 chosen plaintexts,2119.53 evaluations and 2109 bytes of
memory [106]. They also present a related-key impossible differential attack on 31 rounds,
using the complete code book and 2117 bytes of memory. The complexity of this attack
(2127.28) is only slightly better than a brute force attack.

Zhang et al. mount a saturation attack on HIGHT reduced to 22 rounds, exploiting a new
17-round saturation distinguisher in [138]. The attack requires 262.04 chosen plaintexts and
2118.71 22-round evaluations of HIGHT. The memory complexity is not provided. Table 2.7
summarizes these attacks on HIGHT.

Other aspects HIGHT is used as a standard encryption algorithm (TTAS.KO-12.0040) in
South Korea [122] and is currently discussed for inclusion in the ISO/IEC 18033-3 Standard
on Encryption Algorithms - Part 3: Block ciphers.

2.6 KASUMI

KASUMI is a block cipher with a 64-bit block size and a 128-bit key size. It is a close variant
of Matsui’s block cipher MISTY1, up to some strengthening of the data encryption part and
some lightening of the key schedule part. KASUMI has an embedded structure. While the
top level of its recursive construction is an 8-round Feistel scheme involving a 32-bit to 32-bit
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Table 2.7: Summary of cryptanalytical attacks on HIGHT (CP-Chosen Plaintext, MA-
Memory Access, HE-Reduced Round HIGHT evaluation).

Key Attack Complexity
Rounds size type Data Time Memory Ref.

18 128 Imp. Difd. 246.8 CP 2109.2 HE not specified [55]

22 128 Satur. 262.04 CP 2118.71 HE not specified [138]

25 128 Imp. Didf. 260 CP 2126.78 HE not specified [91]

26 128 Imp. Difd. 261 CP 2119.53 HE 2109 bytes [106]

26 128 Rel.-Key Rec. 251.2 CP 2120.41 HE not specified [91]

28 128 Rel.-Key Imp. 260 CP 2125.54 HE not specified [91]

31 128 Rel.-Key Imp. 264 CP 2127.28 HE 2117 bytes [106]

function, the two lower levels are using the variant of the Feistel scheme known as the Misty
scheme to build a 32-bit to 32-bit function FO and a 16-bit to 16-bit function FI.

KASUMI and two modes of operation allowing to derive a stream cipher and a MAC
— known as UEA1 (UMTS Encryption Algorithm 1) and UIA1 (UMTS Integrity Algorithm
1) — were standardised by 3GPP for use in the third generation mobile system UMTS. A
stream cipher also derived from KASUMI and almost identical to UEA1 was also adopted,
under the name A5/3, as the third standard encryption algorithm of the second generation
mobile system GSM.

An initial security analysis of KASUMI that accompanied the publication of its design
can be found in [117]. The two best chosen plaintext attacks on round-reduced versions of
KASUMI mentioned in this document are using impossible differential properties of the cipher.
They allow to break the 6-round variant of KASUMI with 255 (resp. 253.3) chosen plaintexts
with 2119 small operations (resp. with a complexity equivalent to about 2100 encryptions).
Together with Kühn’s impossible differential attack on the 6-round variant of KASUMI [79]
(that requires 255 chosen plaintexts and have a complexity of about 2100 encryption) these still
represent the best chosen plaintext attacks discovered so far against round-reduced versions
of KASUMI.

Table 2.8: Related key attacks on KASUMI

attack rounds keys data timea Ref.

related key attack 6 2 218.6 2113.6 [17]

related key boomerang attack 8 4 245.2 278.1 [11]

related key rectangle attack 8 4 254.6 276.1 [11]

related key rectangle attack 8 4 254.6 273.6 [73]

related key rectangle attack 8 4 238.6 2104 [73]

sandwich attack 8 4 226 232 [35]

aexpressed in equivalent number of encryptions

More dramatic progress was made on the cryptanalysis of KASUMI in the so-called related
key attack model. In this model, the cryptanalyst is assumed not only to have access to the
encrypted or decrypted values of chosen plaintexts (resp. ciphertexts) under an unknown key
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Table 2.9: Hardware implementation results of mCrypton.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

64 64 64 Enc 13 492.3 0.13 2,420 203.4 N/A [87]
64 64 64 Enc+Dec 13 492.3 0.13 3,473 141.8 N/A [87]

96 64 64 Enc 13 492.3 0.13 2,681 183.6 N/A [87]
96 64 64 Enc+Dec 13 492.3 0.13 3,789 129.9 N/A [87]

128 64 64 Enc 13 492.3 0.13 2,949 166.9 N/A [87]
128 64 64 Enc+Dec 13 492.3 0.13 4,108 119.84 N/A [87]

K, but also under one or several extra unknown key(s) derived from K using a transformation
controlled by the adversary — e.g. an exclusive or with a well chosen constant. While the
attack of [17] allowed to break 6 of the 8 rounds of KASUMI using two related keys, more
recent related key attacks allow to break the full (8-round) version faster than exhaustive key
search using four related keys. Due to its low complexity, the most recent of these attacks
[35], the so-called sandwich attack of Dunkelman et al., could be simulated in two hours on
a PC. All these attacks take advantage of the linearity of the key schedule. Though their
existence shows that KASUMI does not behave as an ideal cipher, such related key attacks
attacks have no practical implication on the security of the 3GPP and GSM systems, where
the kind of controlled key modifications they require cannot be performed by an adversary.

2.7 mCrypton

mCrypton was designed in 2005 by Lim and Korkishko [87] and is based on Crypton [88]. It
has a block size of 64-bit and offers three different key sizes: 64 bits, 96 bits and 128 bits.
Each of the 12 rounds consists of a substitution layer, a column-wise permutation layer, a
column-to-row transposition layer and a key addition layer.

Best implementation results The designers provide implementation figures for a round-
based architecture of mCrypton [87]. Their architecture requires 13 clock cycles and the area
requirements vary from 2,420 GE to 2,949 GE for different key length and an encryption-only
core. If decryption functionality is added, the area increases by more than 40% for all key
lengths.

Best cryptanalytical attacks The authors show that mCrypton is resistant against linear
and differential cryptanalysis [87]. They argue that other attacks such as algebraic attacks
and related key attacks are similar unlikely as for Crypton. However, Crypton has been
published in 1999 already and cryptanalysis techniques have advanced considerably since. In
2009 Park published a security analysis of mCrypton [107]. He found a 7-round related-key
rectangle distinguisher, which he uses to attack mCrypton reduced to 8 rounds. The attack
has a data complexity of 246 chosen plaintexts, a time complexity of 246 8-round evaluations
of mCrypton, and requires memory storage if 5 · 248 Bytes.
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Table 2.10: Summary of cryptanalytical attacks on mCrypton (CP-Chosen Plaintext, mE-
Reduced Round mCrypton evaluation).

Key Attack Complexity
Rounds size type Data Time Memory Ref.

8 128 Rel.-Key. Rect. 246 CP 246 mE 5 · 248 Bytes [107]

Table 2.11: Hardware implementation results of PRESENT. Please be aware that power
figures can not be compared adequately between different technologies.

key block data path Enc. / cycles / T’put Tech. Area Eff. Cur.
size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

80 64 4 Enc 547 11.7 0.18 1,075 10.89 1.4 [115]
80 64 64 Enc 32 200 0.18 1,570 127.4 2.78 [18]
80 64 64 Enc 32 200 0.18 1,623 127.4 1.83 [18]

128 64 4 Enc 559 11.45 0.18 1,391 8.23 N/A [110]
128 64 64 Enc 32 200 0.18 1,884 106.2 3.67 [110]

2.8 PRESENT

PRESENT is a Substitution Permutation Network (SPN) block cipher aimed at constrained
environments, such as RFID tags and sensor networks. It was designed to be particularly
compact and competitive in hardware. PRESENT operates on 64-bit text blocks, iterates
31 rounds and uses keys of either 80 or 128 bits. This cipher was designed by Bogdanov et
al. and announced at CHES 2007 [18]. Each full round of PRESENT contains three layers
in the following order: a bitwise exclusive-or layer with the round subkey; an S-box layer, in
which a fixed 4 4-bit S-box is applied sixteen times in parallel to the intermediate cipher
state; a linear transformation, called pLayer, consisting of a fixed bit permutation. Only the
xor layer with round subkeys is an involution. Thus, the decryption operation requires the
inverse of the S-box and of the pLayer. After the 31st round there is an output transformation
consisting of an exclusive-or with the last round subkey.

Best implementation results The designers of PRESENT report encryption-only ASIC
implementations in [18]. An area-optimized round-based PRESENT-80 implementation re-
quires 1,570 GE and 32 clock cycles to perform a single encryption. A low-power implementa-
tion with a similar architecture that trades area for power is requires 1,623 GE. PRESENT-80
needs 32 clock cycles and 1886 GE.

Rolfes et al. report several hardware implementations of PRESENT in [115]. Using a
serialized architecture PRESENT-80 requires only 1,075 GE and 547 clock cycles. Details
for round-based and serialized hardware implementations of PRESENT-128 and a summary
for a wide variety of different PRESENT implementations can be found in [110]. Table 2.11
summarizes the implementation results of PRESENT.

Best cryptanalytical attacks Table 2.12 summarizes the attacks on present and is ordered
for the key length and for an increasing number of rounds.
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Table 2.12: Summary of cryptanalytical results on PRESENT.
Key Attack type Complexity
size Rounds Data Time Memory Ref.

80

16 Algebraic-Differential 262 CP 246 CLK 230 Bytes [1]
16 Differential 264 KP 265 MA 231.6 Bytes [133]
16 Statistical Saturation c · 236 CP 228 MA 216 Counters [30]
16 Statistical Saturation c · 233 CP 257 MA 232 Counters [30]
24 Linear with weak keys 263.5 KP not specified not specified [104]
25 Multidimensional Linear 262.4 KP 265 PE 234 Bytes [64]
26 Multidimensional Linear 264 KP 272 PE 234 Bytes [64]

128

7 Bit-Pattern Integral 224.3 CP 2100 MA 277 Bytes [137]
17 Related Key Rectangle 263 CP 2104 MA 253 Bytes [106]
17 Algebraic-Differential 262 CP 298 CLK 230 Bytes [1]
18 Algebraic-Differential 262 CP 2103 CLK 230 Bytes [1]
19 Algebraic-Differential 262 CP 2113 CLK 230 Bytes [1]
25 Linear Hull 264 KP 298.6 PE 240 blocks [59]

CP-Chosen Plaintext, KP-Known Plaintext, CLK-Clock Cycles,
MA-Memory Access, PE-Reduced Round PRESENT evaluations.

PRESENT has 32 rounds for 80 and 128 bit keys.

The designers of PRESENT show resistance against differential and linear cryptanaly-
sis and argue why truncated differential, differential-linear, integral, bottleneck, algebraic,
related-key and slide attacks are not promising for the cryptanalysis of PRESENT [19].

Shortly after the publication of PRESENT, Wang published her findings about the dif-
ferential properties of present in [133]. Wang showed that a 16-round version of present
is susceptible to differential cryptanalysis. In particular 264 chosen plaintexts are required
and the time complexity is about 265 memory accesses to obtain 32-bits and brute-forcing
the remaining 48-bits of the key with a probability of 0.999999939. Furthermore 232 6-bit
counters and 224 hash cells are the memory requirements. One drawback of the attack is
that it requires a complete codebook, i.e. all available 264 plaintexts and their corresponding
ciphertexts are required. If all plaintexts and their corresponding ciphertexts are known to
the attacker, the key is not required anymore, because he can simply look up the plaintext to
a given ciphertext. Furthermore, the attack can only attack 16 out of 31 rounds, hence there
is still a large security margin.

In [137] a bit-pattern based integral attack is proposed and the authors analyze reduced
round variants of present with 5, 6 and 7 rounds. The authors highlight that a 5 round
attack only requires 80 chosen plaintexts, but the 7 round attack already requires 224.3 chosen
plaintexts and has a time complexity of 2100.1 and a data complexity of 277 bytes. Furthermore
the authors state that integral attacks “can not be extended beyond a certain point” due to
increasing time complexity with increasing number of rounds. Hence, integral attacks do not
seem to be a threat for PRESENT.

A new class of statistical saturation attacks has been proposed by Collard and Stan-
daerd [30] and PRESENT has been chosen to demonstrate the attack. It exploits properties
of the permutation layer, in particular the fact that only 8 out of 16 bits of the output of
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S-Boxes 5, 6, 9 and 10 are directed to other S-Boxes. Two attacks have been proposed that
each can break up to 16 rounds of PRESENT. One requires a multiple of 236 chosen plain-
texts, 228 memory accesses and needs to store 216 counters, while the other requires less
chosen plaintexts (at least 233) at significantly higher timing and storing costs (257 memory
accesses and 232 counters). Notice that the authors include the constant c in their complexity
estimations, since it remains unclear whether the optimistic assumptions hold. The authors
also speculate about an extension of this attack that can break up to 24 rounds of PRESENT,
but no experimental results are given. In a follow-up paper this attack has been extended
to multi-trail statistical saturation attacks that combine multiple trails [31]. However, again
these results are speculative and are not backed by experimental results, thus they are not
included in Table 2.12.

In [1] three attacks are proposed that combine algebraic and differential techniques. The
authors performed experimental results for two of three proposed attacks on reduced round
variants of PRESENT-80 with 16 rounds and on PRESENT-128 with 17, 18 and 19 rounds.
All attacks require 263 chosen plaintext pairs and 1 Gigabyte of RAM. Their attack on
PRESENT-80-16 requires 246 CPU clock cycles while the attacks on the reduced round vari-
ants of PRESENT-128 require 298 to 2113 CPU clock cycles.

Ohkuma investigated the combination of weak keys and linear cryptanalysis of reduced-
round variants of PRESENT in [104]. He claims that 32% of the possible keys of PRESENT
are weak keys due to the multiple path effect and by using these weak keys it is possible
to extend a linear characteristic by 4 more rounds. His attack on PRESENT reduced to 24
rounds can recover 40 bits with a success probability of 0.95. It requires nearly a complete
code book and at least 240 evaluations of PRESENT reduced to 24 rounds for brute-forcing
the remaining 40 bits of the master key. No figures for the time and memory complexities are
provided.

Recently, Choo built on this findings and proposed a multidimensional linear attack on
PRESENT reduced to 25 and 26 rounds with a success probability of 0.95 in [64]. These
estimations have to be seen as lower bounds, since only the correlations of single linear trails
have been considered. Both attacks require either the whole code book or slightly less (262.4)
pairs of known plaintexts and 16 Gigabytes of RAM. The time complexities are 265 and 272

evaluations of PRESENT reduced to 25 or 26 rounds, respectively.
Nakahara et al. introduce linear hull attacks on PRESENT reduced to 26 rounds in [59].

They exploit the fact that the deviation of the computed bias from the estimated bias growth
with an increasing number of rounds. This enables to mount a linear attack on 26 rounds
using the whole code book, 240 memory and 298.6 evaluations of PRESENT-128 reduced to
26 rounds.

So far a wide variety of attacks has been mounted on reduced round variants of PRESENT.
As Table 2.12 suggests, none of the results poses a threat to full-round PRESENT, though
some of the attacks have been invented after the publication of PRESENT.

Other aspects PRESENT is currently discussed for inclusion in the upcoming ISO/IEC
29192-2 Standard on Lightweight Cryptography - Part 2: Block ciphers.
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2.9 SEA

The Scalable Encryption Algorithm (SEA) was proposed by Standaert et al. in [123]. SEA
is based on a Feistel structure and allows a wide range of parameter choices:

• n: plaintext size, key size,

• b: processor (or word) size,

• nb = n
2b : number of words per Feistel Branch,

• nr: number of rounds.

The only constraint is that then plaintext size is a multiple 6b of the word size, i.e.
n = x · 6b. SEAn,b denotes a variant with n bits word size for a processor with b bits word
size. The authors do not specify the amount of rounds for SEA. Based on their security
analysis (see below) they find that at least 3n

4 + 2 · (nb + b b2c) rounds are required. However,
to have a large security margin they recommend to double the amount of rounds.

Best implementation results Mace et al. have implemented a large variety of different
SEA variants in [93]. Two different architectures have been considered: a round-based with
a data path size of n bits and a serialized with a data path size of b bits. Furthermore, a co-
processor architecture for SEA has been proposed, that requires an external RAM (256 bits)
for storage of the plaintext/ciphertext, key/round keys and some working registers. However,
since the storage requirements are typically the most expensive part of a typical lightweight
hardware implementation, it would be unfair to compare these figures -which count only the
logic required for the data path- with area figures for a complete crypto core. Thus, for
the sake of a fair comparison, Table 2.13 only lists the figures from their round-based and
serialized implementations. FPGA implementation results of SEA are described in [124], but
have not been included here, since they are not in the scope of this document.

Best cryptanalytical attacks The designers of SEA provide security evaluation against
linear and differential attack and their extensions (bi-linear, differential-linear, multiple linear,
boomerang and rectangle attacks). Also Square, truncated differential, impossible differential,
Slide, related-key and Algebraic attacks are discussed. The authors conclude that none of the
attacks, except for algebraic attacks, poses a threat to their design. Based on their findings,
the authors derive a formula for the minimal number of rounds (see above).

2.10 XTEA

The block cipher XTEA, designed by Needham and Wheeler, was published as a technical
report in 1997. The cipher was a result of fixing some weaknesses in the cipher TEA (also
designed by Wheeler and Needham), which was used in Microsoft’s Xbox gaming console.
XTEA is a 64-round Feistel cipher with a block size of 64 bits and a key size of 128 bits. Both
TEA and XTEA are implemented in the Linux kernel.

Timeline: the TEA family of block ciphers
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Table 2.13: Hardware implementation results of SEA96,8.

key block data path Enc. / cycles / Throughput Tech. Area Eff. Cur.
SEAn, b size size width Dec. block [Kbps] [µm] [GE] [bps/GE] [µA] Ref.

SEA96,8 96 96 96 Enc+Dec 93 103.2 0.13 3,758 27.47 N/A [93]
SEA96,8 96 96 8 Enc+Dec 1428 6.7 0.13 3,925 1.71 16 [93]

SEA108,6 108 108 108 Enc+Dec 111 97.2 0.13 4,003 24.28 N/A [93]
SEA108,9 108 108 9 Enc+Dec 1518 7.1 0.13 4,281 1.66 17.1 [93]

SEA120,10 120 120 10 Enc+Dec 1600 7.5 0.13 4,673 1.6 18.3 [93]

SEA126,7 126 126 126 Enc+Dec 117 107.6 0.13 4,770 22.56 N/A [93]

SEA132,11 132 132 132 Enc+Dec 121 109.2 0.13 5,071 21.54 N/A [93]
SEA132,11 132 132 11 Enc+Dec 1712 7.7 0.13 5,035 1.63 19.3 [93]

SEA144,4 144 144 144 Enc+Dec 149 96.8 0.13 5,764 16.79 N/A [93]
SEA144,6 144 144 144 Enc+Dec 139 103.6 0.13 5,525 18.75 N/A [93]
SEA144,8 144 144 144 Enc+Dec 135 106.8 0.13 5,427 19.68 N/A [93]
SEA144,12 144 144 144 Enc+Dec 133 108.4 0.13 5,550 19.53 N/A [93]
SEA144,12 144 144 12 Enc+Dec 1880 7.7 0.13 5,406 1.42 20.6 [93]

• 1994. The cipher TEA (Tiny Encryption Algorithm) is a 64-round Feistel cipher that
operates on 64-bit blocks and uses a 128-bit key. Designed by Wheeler and Needham,
it was presented at [134]. Noted for its simple design, the cipher was subsequently well
studied and came under a number of attacks.

• 1996. Kelsey et al. established that the effective key size of TEA was 126 bits [70].
This result led to an attack on Microsoft’s Xbox gaming console where TEA was used
as a hash function [125].

• 1997. Kelsey, Schneier and Wagner constructed a related-key attack on TEA with 223

chosen plaintexts and 232 time [71]. Following these results, TEA was redesigned by
Needham and Wheeler to yield Block TEA and XTEA (eXtended TEA) [135]. While
XTEA has the same block size, key size and number of rounds as TEA, Block TEA caters
to variable block sizes for it applies the XTEA round function for several iterations. Both
TEA and XTEA are implemented in the Linux kernel.

• 1998. To correct weaknesses in Block TEA, Needham and Wheeler designed Corrected
Block TEA or XXTEA, and published it in a technical report [135]. This cipher uses
an unbalanced Feistel network and operates on variable-length messages. The number
of rounds is determined by the block size, but it is at least six. An attack on the full
Block TEA is presented in [116], where some weaknesses in XXTEA are also detailed.

• 2002–2010. A number of cryptanalysis results on the TEA family were reported in this
period. Table 2.14 lists the attacks on XTEA and their complexities. In [65], it was
shown that an ultra-low power implementation of XTEA might be better suited for low
resource environments than AES. Note that XTEA’s smaller block size also makes it
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Table 2.14: Key recovery attacks on XTEA where the time complexities are averages, if
explicitly stated in the original paper, average success probabilities are given as well (KP:
known plaintext, CP: chosen plaintext, RK: in a related-key setting)

Attack Ref. # Rounds Time Data Pr[Success]

• Attacks in a non-related-key setting

Impossible differ-
ential

[97] 14 285 262.5 CP Not given

Differential [56] 15 2120 259 CP Not given

Truncated differen-
tial

[56] 23 2120.65 220.55 CP 0.969

• Attacks in a related-key setting

Related-key trun-
cated differential

[76] 27 2115.15 220.5 RK-CP 0.969

Related-key rect-
angle (for 2108.21

weak keys)

[83] 34 231.94 262 RK-CP Not given

Related-key rect-
angle

[92] 36 2126.44 264.98 RK-CP 0.63

Related-key rect-
angle (for 2110.67

weak keys)

[92] 36 2104.33 263.83 RK-CP 0.80

Related-key [21] 37 2125 263 RK-CP Not given

Related-key (for
2107.5 weak keys)

[21] 51 2123 263 RK-CP Not given

advantageous if an application requires fewer than 128 bits of data to be encrypted at
a time.

Key-Recovery Attacks on XTEA An overview of key recovery attacks on XTEA is
given in Table 2.14.

Description of XTEA The block cipher XTEA has block size of 64 bits and key size of
128 bits. It uses a 64-round Feistel network (see Fig. 2.1). The F -function of the Feistel
network (see Fig. 2.2) takes a 32-bit input x and produces a 32-bit output as:

F (x) = ((x� 4)⊕ (x� 5) + x) . (2.1)

The 128-bit key K of XTEA is divided into four 32-bit subkeys K0, . . . ,K3. At every round,
one of the 4 subkeys is selected according to a key schedule. A constant δ = b(

√
5− 1) · 231c

is defined, derived from the golden ratio. Two bits from a different multiple of δ are used
at every round as the index of the subkey. The 32-bit subkey αt used in round t, where
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1 ≤ t ≤ 64, is chosen from the set {K0,K1,K2,K3} according to the following rule:

αt ←

{
Kδt[1...0] if t is odd ,

Kδt[12...11] if t is even ,
(2.2)

where

δt =

⌊
t

2

⌋
δ, 1 ≤ t ≤ 64 . (2.3)

The 64-bit input to round t of XTEA consists of two 32-bit parts Lt−1 and Rt−1 (see Fig. 2.1).
For round 1, the plaintext p is used as input: (L0 ‖ R0) ← p. The input for round t + 1 is
computed recursively from the input to round t as given by:

Lt ← Rt−1 , (2.4)

Rt ← Lt−1 � ((δt � αt)⊕ F (Rt−1)) , (2.5)

where αt is selected according to (2.2). For reference, we also list the subkeys used in every
round in Table 2.15.

The ciphertext c of XTEA is produced by concatenating the two parts obtained after the
64th round: c← L64 ‖ R64.

Finally, we note that in the description above by round we mean a Feistel round. This is
not to be confused with the term cycle used in the original proposal of XTEA [135]. A cycle
is equivalent to two Feistel rounds. Therefore XTEA has 64 rounds or 32 cycles.

Table 2.15: Subkeys used in XTEA.

Rounds Subkey used

1, 8, 9, 10, 17, 18, 20, 25, 30, 33, 40, 41, 49, 50, 57, 60 K0

3, 6, 11, 16, 19, 26, 27, 28, 35, 36, 38, 43, 46, 48, 51, 58, 59 K1

4, 5, 13, 14, 21, 24, 29, 34, 37, 44, 45, 53, 54, 56, 61, 64 K2

2, 7, 12, 15, 22, 23, 31, 32, 39, 42, 47, 52, 55, 62, 63 K3

Hardware Implementations Recent hardware implementations of XTEA were given in [65].
Details of the implementations are listed in Table 2.16.
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Figure 2.1: The Feistel structure of XTEA showing two rounds.
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Figure 2.2: The function F used in the round function of XTEA.

Table 2.16: Hardware implementations of XTEA, as given in [65]
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SpeedXTEA-1 2.87 1 64 128 307,190 22,300,000 72.6

SpeedXTEA-2 2.87 1 64 128 420,562 22,300,000 53.0

SpeedXTEA-3 1.75 1 64 128 529,987 36,571,000 69.0

TinyXTEA-1 11.28 240 64 128 3500 26.7 0.008

TinyXTEA-3 11.66 112 64 128 3490 57.1 0.016



Chapter 3

Lightweight Protocols

3.1 HB and Its Variations

Radio frequency identification (RFID) is a technology that enables RFID readers to perform
fully automatic wireless identification of objects that are labeled with RFID tags. Initially,
this technology was mainly used for electronic labeling of pallets, cartons, or products to
enable seamless supervision of supply chains. Today, RFID technology is widely deployed to
many other applications as well, including animal identification [4], library management [96],
access control [4, 3, 101, 49], electronic tickets [101, 3, 49], electronic passports [58], and even
human implantation [61].

A typical RFID system consists of many tags and at least one reader that is used to
communicate with tags. A tag is an integrated circuit connected to an antenna, both of
which are usually integrated into some plastic card or sticker that is attached to the object
to be identified. RFID devices are powered by readers and thus cannot initiate communica-
tion, have limited memory, are not tamper-resistant and are limited to basic cryptographic
computations. Very cheap tags can include a few thousands of gates only and thus the en-
coded circuit does not allow for sophisticated computations. More expensive tags can also
run symmetric-key computations, and very expensive tags can run public-key computations.
Often, the purpose of the readers is to distinguish legitimate tags from unknown tags. In
practice, RFID readers typically have secure (i.e., confidential and authenticated) access to
some back-end database that contains information on all legitimate tags. Today, RFID is
mainly used for identification or authentication purposes including access control [61] or anti-
counterfeiting systems [129]. Users of an RFID system own one or more tags that can be
interrogated without optical or physical contact. This greatly enhances convenience in access
control systems since users do not need to insert their security token into a reader but can
leave it in their wallets or pockets.

Classical threats to authentication and identification systems must be considered for RFID
too. Indeed, potential threats to RFID systems are attacks, where an adversary tries to im-
personate or clone a legitimate tag. By legitimate we mean a tag created by an accredited
tag issuer. Thus appropriate countermeasures must be provided. However, wireless interac-
tion is imperceptible and thus may allow unauthorized entities to obtain user-related data
including personal information and locations. As a consequence, in addition to the threats
to conventional authentication systems, RFID must consider privacy and security problems
that are related to the RF interface. The most obvious attack against RFID systems is moti-
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vated by unauthorized entities. The adversary must obtain or simulate a tag that is accepted
by an honest reader. To achieve this, the adversary may perform various attacks including
man-in-the-middle or replay attacks against the underlying authentication protocols or he
may attempt to create forged tags or to copy tags of honest users.

The literature presents several protocols for RFID with various contributions, from concep-
tual and theoretical feasibility and impossibility results, to practical results based on special
hardware and computational assumptions. We will focus on an RFID for extremely cheap
tags, with very limited capabilities in terms of computations and storage. Working in this
setting, researchers concentrated their efforts studying the HB protocol (originally proposed
by Hopper and Blum in [57] for human identification) and several variations. This chapter
presents the state-of-the-art of this research direction.

3.2 The Hopper-Blum Protocol

A very popular protocol for lightweight RFID authentication is the so called HB protocol,
given by Hopper and Blum in [57]. Actually the goal of the protocol is to use very basic
operations as matrix multiplication and xor in order to perform secure human identification
(i.e., the required computations must be feasible even for humans), still satisfying a reasonable
security notion. The fact that the required computations are extremely simple and cheap to
be implemented in hardware, motivated the use of the HB protocol for RFID authentication.

Description of the HB protocol. As usual, the two players Alice and Bob share a k-bit
secret x where k is the security parameter. First of all, Alice sends to Bob a k-bit random
string a. Bob computes the binary inner-product c = x · a and sends c to Alice, who checks
Bob’s identity by verifying the parity bit. The above 2-round protocol is repeated r times to
reduce the cheating probability that a dishonest player is successful in convincing Alice, by
just guessing the value c.

The above first attempt is actually subject to a trivial attack, indeed O(k) valid challenge-
response pairs allow one to compute x by simply using Gaussian elimination. This motivated
the idea of disturbing the responses, by sending wrong values with some constant probability
η ∈ (0, 12), and by requiring that Alice accepts the authentication when the wrong responses
are at most ηr.

The protocol requires only AND and XOR operations and random bit generation opera-
tions, that can be computed by Bob on-the-fly, round by round without storing a.

Security of the HB protocol. The security of the HB protocol is related to the Learning
Parity in the Presence of Noise (LPN, for short) problem.

Definition 3.2.1 (LPN Problem) Let A be a random q×k binary matrix, let x be a random
k-bit vector, let η ∈ (0, 12) be a constant noise parameter, and let ν be a random q-bit vector
such that |ν| ≤ ηq. Given A, η, and z = (A·x)⊕ν, find a k-bit vector x′ such that |(A·x′)⊕z| ≤
ηq.

The LPN problem is NP-hard[10], but as usual it is unknown whether the problem is
hard also for random instances. Current best solutions to solve the LPN problem on random
instances require time 2O(k/ log k) [16].
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The HB protocol is proved to be secure under the assumption that the LPN problem
on random instances is hard, and restricting the adversary to passive eavesdropping attacks.
This means that the adversary is not allowed to inject messages when Alice and Bob are
playing the protocol, but it is only allowed to study the transcript of the conversation among
the two honest players. Only in a second stage, the adversary can run the authentication
protocol with Alice, hoping to pass her check.

3.3 The HB+ Protocol

In [63], Juels and Weis presented a variation of the HB protocol named HB+ which offers also
security against active attacks mounted by the adversary. More precisely, HB+ also tolerates
that the adversary Eve interacts with Bob trying to calculate part of his secret x so that Eve
can be later successful when playing with Alice. The protocol is slightly more complicated
and inappropriate for humans, but still very efficient for lightweight devices such as RFID
tags.

Description of the HB+ protocol. Alice and Bob share two k-bit strings x and y. The
protocol is started by Bob which sends to Alice a k-bit random string b who answers with a
k-bit random string a. Bob finally computes z = (a · x)⊕ (b · y)⊕ ν where ν is a random bit
equal to 1 with probability η ∈ (0, 12), and Alice accepts the round if z = (a · x)⊕ (b · y). The
above block of 3 rounds is repeated r times and Alice’s final output is accept if the number
of rejected rounds is less than ηr.

Security of the HB+ protocol. The security of the HB+ is also based on the hardness
of the LPN problem on random instances. As mentioned above, the concrete improvement
over the HB protocol consists in allowing the adversary Eve an active attack where she can
interact with Bob. Still Eve is not allowed to interact with Alice before trying to impersonate
Bob. In other words, an adversary Eve is not allowed to exploit a communication with the
reader without being detected. This form of active attack has been referred to as “detection
model”, and has applications in anti-counterfeiting. Another stronger active attack that
would allow the adversary to access Alice before trying to impersonate Bob, is referred to as
“prevention” model. In [47], Gilbert, Robshaw and Sibert show that HB+ is not secure under
active attacks in the “prevention” model. More specifically, they show a man-in-the-middle
attack where the adversary Eve manipulates challenges sent by Alice to Bob and then checks
if the manipulation produces an authentication failure.

Parameter’s analysis. Juels and Weis [63] also presented lower bounds on the key sizes,
basing their analysis on the LPN learning algorithm of Blum, Kalai and Wasserman [16].
According to their analysis, when k = 224 and η = 1/4, an adversary running the LPN
learning algorithm to break the authentication property of the protocol will require at least
time 280. In a subsequent result, Fossorier, Mihaljevic, Imai, Cui and Matsuura, showed an
improved LPN solving algorithm that reduces to 261 the time needed to break HB+ with
k = 224 and η = 1/4. Levieil and Fouque in [85] reduced the complexity of the above attack
to 252.

Other passive attacks on HB and HB+ have been considered by Carrijo, Tonicelli, Imai
and Nascimento in [28] and by Goebiewski, Majcher, Zagorski and Zawada [50] where by
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using a smaller number of transcripts, practical attacks can be showed on some parameters
of k and η which however are far from the ones suggested by [63].

Parallel and Concurrent Security of HB and HB+. A main limitation of the HB and
HB+ protocols is that the round complexity depends on the desired security. This is due to
a sequential iteration of a basic protocol, and the problematic issues that one has to face for
proving the security of the above two protocols when iterations are performed in parallel.

An important result for the practical use of HB and HB+ has been given by Katz and
Shin [67] where they show that the basic 2-round and 3-round blocks of HB and HB+ are
actually secure under both concurrent and parallel composition, still assuming that the LPN
problem on random instances is hard. This means that one can safely implement in parallel
the r sequential execution of the basic blocks thus obtaining respectively 2 and 3 round
protocols enjoying a satisfying security. This improved analysis was based on a result given
by Regev [113] where it is shown that the hardness of the LPN problem implies the pseudo-
randomness of a certain distribution. This has been exploited for obtaining also a more
concise and understandable proof. A limitation of the work of Katz and Shin [67] is that
their analysis requires η < 1/4. A follow up paper by Katz and Smith [69] showed a tighter
analysis that allows one to use any η < 1/2. For further details, see also [68].

3.4 Various Attempts to Improve HB+

The insecurity of HB+ against man-in-the-middle attacks (i.e., in the “prevention” model)
opened the challenge of obtaining a more secure variation that could be successfully used also
in applications where such attacks are applicable.

PUF-HB. Hammouri and Sunar proposed in [52] to combine physically unclonable func-
tions and HB to obtain a protocol as secure at least as HB+. Moreover, the resulting protocol
also prevents some man-in-the middle attacks that instead are successful against HB+, but
no proof is provided with respect to general man-in-the-middle attacks. Moreover, the use of
PUFs increases the hardware requirements (and thus the manufacturing cost) for the tags,
and this limits the possible applications.

Trusted-HB+. Bringer and Chabanne in [23] suggested the use of ε-balanced hash func-
tions [78] to add to HB+ a final authentication message to prove the integrity of the com-
munication. The resulting protocol is named Trusted-HB+ and is claimed to be secure in
practice using parameters similar to the ones used in the analyses of [63]. However, Frumkin
and Shamir showed in [41] several weaknesses of Trusted-HB+ and combining different at-
tacks, presented an active adversary that can break Trusted-HB+ in time O(233) and a passive
adversary that can break Trusted-HB+ in time O(254).

HB++, HB∗ and HB-MP. Bringer, Chabanne and Dottax proposed HB++, a variation of
HB+ which requires universal hash functions, bit-wise rotations and small-block permutations,
thus going in the direction of using a more advanced hardware assumption which goes far
from the goal of HB+. Same limitations apply to the follow up protocol of Piramuthu [108]
which proposed a variation of HB++. More variants of HB+ have been proposed by Duc and
Kim in [34] where HB∗ has been proposed and by Munilla and Peinado where HB-MP has
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been proposed. However both variants have been showed to be insecure by Gilbert, Robshaw
and Seurin in [45]. A variant of HB-MP referred to as HB-MP+ that enjoys a better security
against man-in-the-middle attacks has been given in [84] by Leng, Mayes and Markantonakis.

3.5 RANDOM-HB# and Variations

After the above sequence of papers that tried to improve HB+, Gilbert, Robshaw and Seurin
proposed in [46] a new protocol referred to as RANDOM-HB#, that represents a clear im-
provement over HB+. First of all, security is proved in the detection-based model, which is
the same security proved for HB+. However, RANDOM-HB# enjoys several other security
features that indeed make it resistant to the man-in-the-middle attack of [47].

RANDOM-HB# consists of m parallel iterations of HB+, thus the secret (x, y) can be
thought as a pair of binary random matrices. The verification step consists in comparing the
m-bit vectors a · x⊕ b · y and z and in accepting if the number of wrong positions is less than
t, where t = um is a threshold and u ∈]η, 12 [.

Besides its security in the detection-based model, the main feature of RANDOM-HB# that
makes it a direct improvement of HB+ is its security in a man-in-the-middle model referred
to as the GRS-MIM-model. In this model, the adversary can observe all the communication
between tag and reader and can also modify messages from reader to tag. After this first
phase, the adversary tries to impersonate the tag playing the protocol with the reader. Since
HB+ is insecure in this model, RANDOM-HB# is clearly a step forward a protocol with full
security against active attacks. Interestingly, the analysis of RANDOM-HB# does not show
direct reductions to the LPN problem. For proving the security in the detection-based model,
the security of the scheme is reduced to an MHB puzzle, which is essentially a tuple of HB
puzzles as considered in [63] where the puzzle is related to the LPN problem. Then, a result
of Canetti, Halevi and Steiner [24] about independent puzzles is used to relate the security of
MHB to the HB puzzles and thus to the LPN problem. The security of RANDOM-HB# in
the GRS-model is proved by reducing it to the detection-based model.

Besides all the above nice features, RANDOM-HB# suffers of one drawback: the use of
matrices increases the storage requirement for the tag that is then significantly worse than
what is required by HB+. In order to address this limitation, Gilbert, Robshaw and Seurin
proposed in [46] also another protocol referred to as HB#. This protocol uses two random
binary (k ×m) Toeplitz matrices [78], and since such matrices can be stored by only using
k + m − 1 bits instead of km bits, there is a clear improvement in the storage requirement.
However such an improvement also introduces a drawback. Indeed, to prove security in the
detection and GRS-mim models, the LPN problem is not sufficient anymore. Therefore, a new
ad hoc assumption has been proposed and the conjecture is that the MHB puzzle discussed
above is hard also when one uses Toeplitz matrices.

The possible security of RANDOM-HB# and HB+ against more general man-in-the-
middle attacks is mentioned in [46] but in [105] Ouafi, Overbeck and Vaudenay showed a
general and practical man-in-the-middle attack that breaks the security of RANDOM-HB#,
HB+ and all anterior HB-like protocols. The main idea of this attack consists in mixing active
and passive attacks. Indeed, the proposed attack modifies messages of a session according to
values obtained by eavesdropping message in another session.

Finally, in [86] Li, Gong and Qin presented a new HB-like protocol named HB-CM−,
which is claimed to be an improvement in terms of storage and security over HB+. The proof
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however relies on a new conjecture. Moreover, they present a new noise mode that seems to
prevent the attack of [105], the resulting protocol is named HB-CM and is based on another
ad hoc conjecture.

Conclusions Secure lightweight authentication is a very challenging task and has been
recently a central research topic in Cryptography. Several contributions have been produced
both in the direction of proposing new provably-secure protocols and in the direction of
breaking proposed protocols based on wrong conjectures. The state-of-the art discussed in
this chapter shows a sequence of advances that allows today the use of extremely cheap tags
for RFID in several practical contexts. Still the difficulties for obtaining an efficient scheme
that is also secure against general active attacks remains an interesting open question.

3.6 Protocols based on Rabin’s Function

In [118], Shamir presented SQUASH, short for SQUare hASH, a function aimed at challenge-
response MAC applications in highly constrained devices, such as RFID tags. SQUASH uses
the Rabin public-key encryption function [112], in which a message m is encrypted under
key n (where the publicly known modulus n is the product of at least two unknown prime
factors) by computing the c = m2 mod n. In contrast, existing protocols are based on the
LPN problem such as the HB family of schemes, proposed by Hopper and Blum in [57],
variants of which include HB+ [63], HB++ [22], and HB-MP [98].

In [77], Ouafi and Vaudenay mounted an attack against SQUASH-0, a version suggested
in [118], which uses a mixing function expanding the xor of the key and the challenge using
a linear feedback shift register. The attack on SQUASH-0 used 21277− 1 as modulus and ran
a key-recovery attack using 1024 chosen challenges. The conclusion was that the suggested
SQUASH-0 was broken, and the security claims for SQUASH were incorrect if factoring is
hard.



Chapter 4

Very Recent Security Results

In this chapter, we provide some comments on the cryptanalysis of KATAN and KTAN-
TAN [25], PRESENT [18] and XTEA [135], resulting from two research sessions during the
SYMLAB Research Meeting on Lightweight Algorithms, in Jan. 26-27, 2010, in Leuven.
These results concern work in progress, and a number of papers are in preparation or are
under review. Participants to this meeting in Leuven were Andrey Bogdanov, Kota Ideguchi,
Sebastiaan Indesteege, Özgül Küçük, Christian Rechberger, Vincent Rijmen, Kyoji Shibutani.

4.1 KATAN and KTANTAN

Differential Cryptanalysis. The work [25] contains a thorough analysis of the differential
properties for KATAN or KTANTAN by means of automated search. Still, it might be
interesting to search for differential trails with iterative structure (starting and ending with
the same difference). At the beginning, it can be investigated if there exist short iterative
trails. More advanced approaches can include a search for more probable trails based on the
strong dependencies between the data in adjacent rounds, thus, potentially increasing the
trail probability. In [2], the best differential characteristic [25] for 42 rounds of KTANTAN32
has been extended to 71 rounds by means of algebraic analysis, since the cipher allows for a
simple algebraic representations over small numbers of rounds.

Differential Related-Key Approach. The linear code described by the KATAN key
schedule is claimed to have a minimum distance between 72 and 84, a property we verified.
We note however, that reduced versions (e.g. for half the cipher) have a much lower minimum
weight, which may be exploitable in combined attacks. The work [25] claims that if the weight
of the expanded subkey difference is more than 80, then it is assured that the probability of
any related-key differential of KATAN32 is at most 2−32. Thus, finding a code word with a
lower weight would require a reconsideration of this statement.

We have also found that local collisions with probability up to 0.5 are possible. Future work
will be do try methods from e.g. [111] to see if related-key differentials can be constructed,
potentially composed of a number of local collisions. Note however that for the overwhelming
majority of potential application for KATAN/KTANTAN, as well as any other lightweight
cipher, in practice related-key attacks are unlikely to be a major concern.

29
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Linear Cryptanalysis- Dependencies in Adjacent Clocks. In KATAN48, each round
consists of two applications of the feedback functions fa and fb. Both applications of a
function use the same key bit. Thus, if one could make the other inputs to fa and fb in those
two clocks to be equal as well, so would be the outputs, regardless of the key. In KATAN64,
the same key bit is even used three times per round. However, it turns out to be impossible
to maintain such complete equality over a non-trivial number of rounds.

This approach can be seen as a special case of linear cryptanalysis. When considering
linear approximations, two linear combinations including the same key bit can be combined
together, eliminating the key dependency. As the non-linear functions used in KATAN are
all AND functions, which are biased, it is not unimaginable that one can successfully push
a linear approximation through many rounds. The designers state some bounds for the
resistance of KATAN against linear cryptanalysis. However, it is not clear how these bounds
were obtained. It may thus be worthwhile to try and refute the bounds.

Search for Linear Approximations. The search for good linear approximations is best
done using automated techniques. Several approaches may be helpful, including techniques
based on the duality between linear and differential cryptanalysis, combined with techniques
from coding theory. Another approach is to split the cipher in chunks consisting of a small
number of rounds, for which a full algebraic description can be written down, facilitating
the construction of good linear approximations for such chunks. Then, such approximations
are chained together in the middle via a low-weight linear selection pattern to cover a larger
number of rounds, as even the 32-bit version of the cipher does not allow for an exhaustive
search.

Algebraic Properties The security analysis in the KATAN/KTANTAN design paper [25]
states that the degree of each internal state bit can reach maximal degree in the plaintext
bits after 160 rounds for KATAN32. This however still leaves questions on the distribution
of the monomials. Even if maximal degree is reached, the monomial distribution may still be
non-random. Aumasson observed [5] that KATAN32 reaches degree 20 only after 55 rounds,
the maximal degree is probably only reached after 87 rounds.

As explained in Section 4.1, the fact that the same key bit is used two resp. three times
in a row for KATAN48 resp. KATAN64, may allow for cancellations to occur, which would
result in “missing” monomials in the ANF expressions. Such structural insights may help to
develop cube attacks against reduced version of KATAN.

Structural Properties We discovered a trivial structural property of KATAN/KTANTAN:
KATAN0(0) = KTANTAN0(0) = 0. That is, a zero key maps a zero plaintext to a zero ci-
phertext. This is prohibitive enough so as not to recommend the application of the specified
versions of the cipher as well as its direct extensions for building block-cipher based hash func-
tions. Moreover, it might be interesting to explore how fast low-weight keys diffuse low-weight
plaintexts, also in combination with other attacks.

Pr{ka = kb} = 1/4. The key schedule divides the 80-bit key in 16 slices of 5 bits each.
In every round, ka and kb come from the same slice. Both round key bits are produced by
choosing one of the bits of the slice. Like the MD5 message expansion, but not all key bits
are copied equally often. It follows that the key schedule is linear. In 25% of the rounds, ka
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and kb are a copy of the same bit in the slice. Among other things, this fact can favour key
guessing for extending various attacks as it appears that not all 80 bits of the user-supplied
key are among the first 80 bits of the expanded key.

Short block lengths. One of the properties of KATAN/KTANTAN facilitating cryptanal-
ysis is that there are fully specified versions having very small blocks, for instance, 32 or 48
bit only. This enables one to do computational experiments to analyze the structure of the
permutation for fixed keys. For instance, one could start with applying various statistical
tests to reveal deviating behaviour of the permutations.

More sophisticated techniques could include investigation of the inner structures of the
permutation. KATAN/KTANTAN has two registers of different size feeding each other non-
linearly. It is assumed that this construction behaves as complex as another setting where
two registers are replaced with one big register, updated nonlinearly. One can also investigate
the structural relations between the registers L1, L2.

Related-Key Cryptanalysis of Reduced-Round Versions of KATAN This section
is due to Kota Ideguchi and Kyoji Shibutani.

Some notation:
KeyUpdate() : A function to update an internal state of LFSR by two clocks.

KS(K)[r] : The r-th bit of the key schedule of a key K.
R : The reduced number of rounds
x : The number of clocks to update an internal message value each round.

x = 1, 2, 3 for KATAN-32, 48, 64 respectively.

Result of Cryptanalysis. We investigate security of KATAN under a related-key setting
in this report. Our result is shown on Table 4.1.

Table 4.1: Result of related-key cryptanalysis of KATAN

Algorithm type round data time mem.

KATAN-32 related-key distinguisher 58 229 229 Θ(1)
related-key key-recovery 97 232 279 Θ(1)

KATAN-48 related-key distinguisher 46 238 239 Θ(1)
related-key key-recovery 66 248 278 Θ(1)

KATAN-64 related-key distinguisher 46 253 254 Θ(1)
related-key key-recovery 55 264 279 Θ(1)

KATAN’-32 related-key distinguisher 74 229 229 Θ(1)
related-key key-recovery 105 232 279 Θ(1)

KATAN’-48 related-key distinguisher 60 244 244 Θ(1)
related-key key-recovery 80 248 278 Θ(1)

KATAN’-64 related-key distinguisher 56 259 259 Θ(1)
related-key key-recovery 67 264 279 Θ(1)

In Table 4.1, KATAN’-ns are variants of KATAN which use other counters than the
original one. These are explained in Section 4.1.
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Observation The key schedule of KATAN is an output sequence of LFSR which is initial-
ized by a key of 80-bit length. Given a key K, we can prepare a key K ′ whose key schedule
is slided from that of K by a p rounds: KS(K)[r+ 2p] = KS(K ′)[r]. Specifically, the key K ′

can be prepared by
K ′ = KeyUpdatep(K), (4.1)

where KeyUpdate(·) : {0, 1}80 → {0, 1}80 is a function to update an internal state of LFSR
by two clocks. (The key schedule of KATAN clocks twice each round.)

A Related-Key Cryptanalysis Our analysis is done in a related-key setting. An ad-
versary can access two encryption oracles, one with a key K and the other with a key
K ′ = KeyUpdatep(K). He aims to make a pair of messages (P, P ′) such that P is pro-
cessed by the cipher with K, P ′ is processed by the cipher with K ′ and an internal message
value of P before (r+p)-th round is equal to that of P ′ before r-th round for r = 1, . . . , R−p.
We denote the internal message value of P (P ′) before r-th round as Sr (S′r). If a difference
between Sr+p and S′r is zero, a difference at the next round comes only from differences of
constant values.

Distinguishing and Key-Recovering Algorithms Here, we show distinguishing and
key-recovering algorithms for reduced-round versions of KATAN. An overview of the algorithm
is depicted on Fig 4.1.

Step 1 The adversary is given 2α plaintext-ciphertext pairs {(Pi, Ci)} from the encryption
oracle with the key K.

Step 2 For each pair (Pi, Ci) and sub-keys k of the first p rounds with respect to the encryp-
tion with the key K, the adversary computes an internal message value after the p-th
round, which is denoted by P ′i (k), and queries P ′i (k) to the encryption oracle with the
key K ′. He obtain a ciphertext C ′i(k) which corresponds to P ′i (k).

Step 3 For each C ′i(k) and sub-keys k′ of the last p rounds with respect to the encryption
with the key K ′, the adversary computes an internal state message value after (R−p)-th
round, which is denoted by C̃i(k, k

′). If he finds an internal state message value such
that C̃i(k, k

′) = Ci, he considers the sub-keys (k, k′) as a correct one.

Step 4 The adversary exhaustively searches the remaining key, which has (80 − 4 × p)-bit
length.

A success probability of the above algorithm comes from a probability for the internal message
values to be equal between the encryption processes with K and K ′ when sub-keys are correct.
The latter probability depends on the hamming distance between constant values of the
encryption with K and those of the encryption with K ′, where the latter is slid by p rounds.

Assuming that internal message values are random, each 1-bit difference of the constant
values is cancelled with probability 1

2x . Therefore, when the hamming distance between the
constant values is d, the path above is followed with probability 1

2xd
. In the algorithm, the

adversary obtains 2α C̃s for the correct sub-key. Since the equation C̃ = C stands with the
probability 1

2xd
, if α is greater than or equal to xd there exists such a C̃ with high probability.

On the other hand, the adversary obtains 2α ·(24p−1) C̃s for incorrect sub-keys. For incorrect
sub-keys, C̃ = C is expected to stand with probability 1

2b
. So, if xd < b − 4p, it is expected

for the distinguisher to work. In what follows, we set α = xd.
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Figure 4.1: An overview of the related-key distinguisher

Complexity For Step 1, data complexity is 2xd plaintext-ciphertext pairs and time com-
plexity is 2xd computations of encryption. For Step 2, data complexity is at most min(2xd+2p, 2b)
and time complexity also becomes at most min(2xd+2p, 2b). For Step 3, time complexity is at
most about min(2xd+2p, 2b) · 22p · pR . For Step 4, time complexity is 280−4p. Therefore, the
data complexity of the algorithm is about min(2xd+2p, 2b) and the time complexity is about
max(min(2xd+2p, 2b),min(2xd+2p, 2b) · 22p · pR , 2

80−4p).
For only the distinguisher, Step 4 does not need to be done. So, the data complexity is

about min(2xd+2p, 2b) and time complexity is about

max(min(2xd+2p, 2b),min(2xd+2p, 2b) · 22p · p
R

).

For KATAN-32, the longest number of rounds for which this algorithm can be mounted is
R = 57 where the parameters p and d are p = 1 and d = 27. Therefore, the data complexity
is 229 and the time complexity is 229. Also for KATAN-48 and KATAN-64, we search the
parameters of the algorithm and list the best parameters on Table 4.1.

Enhancement of key-recovery For key-recovery, the above algorithm can be refined. In
this revision, Step 3 and 4 are changed.

Step 3’ For each C ′i(k) and sub-keys k′ of the last p rounds with respect to the encryption
with the key K ′, the adversary computes an internal state message value after (R−p)-th
round, which is denoted by C̃i(k, k

′). If he finds an internal state message value such
that C̃i(k, k

′) = Ci, he add a flag to represent a correct candidate with the subkey
(k, k′).

Step 4’ For each subkey in the correct candidates, the adversary exhaustively searches the
remaining key, which has (80− 4× p)-bit length.
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If this revision is applied, the constraint on the hamming distance in order for the algorithm to
succeed with high probability becomes xd < b. The reason is as follows. If xd < b, the correct
subkey is selected as a one of correct candidates at Step 3’ with higher probability than other
incorrect subkeys. This means that the correct subkey is picked up as a candidate at Step 3’
and some of incorrect subkeys are not. Therefore, the exhaustive search of the remaining bits
of key are done for a part of subkeys including the correct one and the algorithm becomes
more efficient than the brute force search of the whole key.

For Step 3’, time complexity is min(2xd+2p, 2b) · 22p · pR . For Step 4’, time complexity is

280−4p · 24p−(b−xd) = 280−(b−xd). Therefore, the data complexity of the algorithm is about
min(2xd+2p, 2b) and the time complexity is about max(min(2xd+2p, 2b),min(2xd+2p, 2b) · 22p ·
p
R , 2

80−(b−xd)).
By searching the hamming distance between constant values, the best result for KATAN-

32 is done for d = 31, p = 22 and R = 97. The data complexity is 232 and time complexity
is 279. Also for KATAN-48 and KATAN-64, we search the parameters of the algorithm and
list the best parameters on Table 4.1.

Chosen-Plaintext or Known-Plaintext? In Step 1, there is no required preference for
plaintexts and therefore these do not have to be chosen. On the other hand, in Step 2,
plaintexts are required to be those which are transformed from plaintexts of Step 1 through
round functions, so these have to be chosen. In this sense, the algorithm needs chosen-
plaintext setting. However, if the number of required plaintexts at Step 2 is 2b, there is
no distinction between chosen-plaintext and known-plaintext and it might be said that the
algorithm works in known-plaintext setting.

Distinguishing and Key-Recovering Algorithm: Reduced Data Complexity Ver-
sion The algorithm of the previous section can be slightly refined for data complexity as
follows.

Step 1 The adversary obtains 2α plaintext-ciphertext pairs {(Pi, Ci)} from the encryption
oracle with key K, where the set of plaintexts {Pi}, denoted by P, is a set such that
for any subkey of the first p rounds, P is mapped bijectively to P ′, which is a set used
at Step 2.

Step 2 The adversary queries P ′j ∈ P ′ to the encryption oracle with key K ′ and obtains a
corresponding ciphertext C ′j . Because a plaintext Pi of Step 1 is mapped to a element
in P ′ there is a j such that P ′j = Round1-p(k, Pi). He denotes this correspondence by
j(k, i) = j.

Step 3 For each i and sub-keys k′ of the last p rounds with respect to the encryption with
the key K ′, the adversary computes an internal state message value after R−p-th round
by decrypting partly Cj(k,i), which is denoted by C̃i(k, k

′). If he find an internal state

message value such that C̃i(k, k
′) = Ci, he add a flag to represent a correct candidate

with the subkey (k, k′).

Step 4 For each subkey in the correct candidates, the adversary exhaustively searches the
remaining key, which has (80− 4× p)-bit length.
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What is refined is as follows. At Step 2, it is required to obtain only 2α plaintext-ciphertext
pairs.

If d < b, the correct subkey is selected as a one of correct candidates at Step 3 with higher
probability than other incorrect subkeys. This means that the correct subkey is picked up
as a candidate at Step 3 and some of incorrect subkeys are not. Therefore, the exhaustive
search of the remaining bits of key are done for a part of subkeys including the correct one
and the algorithm becomes more efficient than the brute force search of the whole key.

Analysis of Variants of KATAN In this section, we apply the argument of the previous
sections to some variants of KATAN. These variants use other M-sequences (8-bit LFSRs) for
the constant value. This changes hamming distance between constant values of two related-
key encryptions so the our analysis is also affected. The result is shown in Table 4.1, where
variants with the least security against our analysis are listed. One paper is under construction
[20].

4.2 PRESENT

This section provides an overview of possible lines of attack (or improvements to existing
attacks) on PRESENT that were discussed. Since many questions that were raised involve
gathering experimental data, a list of experiments to work on was the major outcome of
this meeting. Participants to the meetings were: Céline Blondeau, Baudoin Collard, Benôıt
Gérard, Gregor Leander, Willi Meier, Maŕıa Naya-Plasencia, Svetla Nikova, François-Xavier
Standaert, Elmar Tischhauser, Deniz Toz and Kerem Varici.

Linear cryptanalysis and weak keys. We discussed the SAC 2009 paper [104] on a
statistical approach to identify a fraction of the key space for which multiple linear trails
contribute to a linear hull effect. While deemed an innovative idea, this approach is not
constructive, so it would be nice to have experimental evidence for a smaller number of
rounds (12 to 14 rounds look manageable for practical verification).

More generally, the question is whether there is something useful to exploit in the key
scheduling of PRESENT to obtain an explicit characterization of those (or other) weak keys.

Statistical saturation attacks. Most time was spent on discussing this attack [30] and
devising ideas for experiments leading to a theoretical justification. In order to have a smaller
variant to work with in case of exhaustive search, a small-scale version of PRESENT based on
the 80-bit key version was defined. These ciphers still take an 80-bit key with a variable block
size of 4n bits. The cipher obtained by choosing n = 16 is identical to the full PRESENT.
For the key scheduling, two additional variants (all round keys identical, and all round keys
uniform at random and independent) were defined to get insight on the impact of the key
scheduling.

Link to multidimensional linear cryptanalysis. A major question raised during the
discussion of this attack was how to relate the setting of a statistical saturation attack to the
multidimensional linear cryptanalysis as introduced by Hermelin, Cho and Nyberg at [54].
Gregor proposed to adopt the following view [80].
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In multidimensional linear cryptanalysis, given an encryption function ek : Fn2 → Fn2 , one
attempts to exploit the distribution of the function

gk : Fn2 → Fn2
x 7→ U • x+W • ek(x).

Here, U and W are the m× n-matrices defining the linear approximations.
By contrast, in a statistical saturation attack, one considers the distribution of the re-

striction of ek on inputs and outputs. Assuming that the first r bits are fixed (this simplifies
notation), ek is in fact viewed as a function mapping Fr2 × Fs2 to Fn2 , where r + s = n. The
distribution of the function

gk,y : Fs2 → Fm2
x 7→W • ek(y, x)

is then used to mount the attack. In the current setting of the attack, the m× n matrix W
is a column permutation of the form

(0‖I),

where 0 designates the m×(n−m) matrix filled with zeroes and I the m×m identity matrix.
The measure used in multidimensional linear cryptanalysis is the capacity of gk:

C(gk) =
∑
y∈Fm

2

((2−n ·#{x ∈ Fn2 | gk(x) = y})− 2−m)
2

2−m
,

which coincides with the squared Euclidean distance used in the statistical saturation attack
to measure the difference between the distributions [30].

Consequently, statistical saturation can be viewed as multidimensional linear cryptanalysis
on a restriction of the encryption function, allowing us to take U = 0 which is not a sensible
choice in the linear cryptanalysis setting since ek is a permutation. A possible framework
for both approaches thus is: Given ek : Fn2 → Fn2 , denote its restriction to a k-dimensional
affine subspace H by ek,H and choose two matrices U,W of dimensions m × k and m × n,
respectively. Then consider the distribution of

gk,H : H → Fm2
x 7→ U • x+W • ek,H(x).

In this setting, choosing H = Fn2 gives multidimensional linear cryptanalysis and U = 0
corresponds to the statistical saturation attack.

A desirable experiment for studying this would be the following: The squared Euclidean
distance of a function f : Fn2 → Fm2 is equal to the sum of squares of all correlations of the
2m − 1 Boolean functions

fa : Fn2 → F2

x 7→ aT • g(x)

with nonzero a ∈ Fm2 . Thus, it suffices to study the biases of those Boolean functions instead.
Doing this experimentally for the functions used in the statistical saturation attacks would
possibly give insight towards a theoretical explanation.
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Justifying and extending the attack. The main questions formulated during the dis-
cussion and the principal topics to work on (often involving gathering experimental data as
a first step toward theoretical insight) were as follows.

• Can a sound theory be built to explain the relation between the gain in a statistical
saturation attack and its data complexity (analogous to the pilling-up lemma)? Can we
confirm this theory with a small scale example?

• In a (yet unpublished) follow-up paper, Collard and Standaert evaluate the effect of
“statistical hulls” (using multiple trails in a statistical saturation attack). Experimen-
tally, this improves the efficiency of the attack, allowing to extend it by some rounds.
However, the assumption that different trails give independent information does not
hold in general, since the combined output distribution is not necessarily a simple com-
bination of the output distributions of each trail. Experiments also showed that for more
rounds, random choices can be practically as effective for key recovery as a carefully
selected trail.

Further investigation is thus needed to explain this statistical hull effect and how to
exploit it constructively. Also, it is worth looking into different methods to combining
trails.

• A related issue: Can we evaluate the extent to which extension 2 (use of multiple
fixed values) and extension 4 (use of multiple trails) improve the attack? This is very
important in practice but probably requires to have a good theory first.

• How to deal with key dependencies? In [30], the key dependencies are mostly neglected.
However, these key dependencies probably appear after a few rounds (because the bits
that are not part of the trail are not uniform as we assume – so this question probably
relates to the question of statistical hulls).

Maŕıa proposed not to neglect the key dependencies but try to exploit them in the
attack. It still is an open question what would be the best way to do that and over how
many rounds this can be exploited.

• In [30], the statistical distributions of the trail are evaluated. But in fact, the distribu-
tions of any subset of the output bits could be considered as well. Some preliminary
experiments by Baudoin and François-Xavier did not suggest a clear answer. According
to Maŕıa’s experiments, the choice of the S-boxes for which we evaluate the distribution
may have a strong impact.

• Impact of the key guess. When trying to do a 2-round partial decryption, it is possible
to reduce the time complexity by doing the partial decryptions on different sets of S-
boxes separately (although this introduces additional assumptions on independence).
When do we lose information doing this? And how much?

• What is the relevant property of the S-box regarding the statistical saturation attack?
In the first round, it seems to relate the the notion of resilience used in stream cipher
theory. For the next rounds, this is more unclear. Is there a “best” S-box and how to
define it? Does this definition hold for any input distribution?
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• One more general question: can we reuse the full codebook of a cipher with multiple
linear approximations/trails? How much does it allow to trade data complexity for time
complexity?

Differential cryptanalysis. Concerning the use of multiple trails in saturation attacks,
the group raised concerns about the use of multiple linear trails if, after a certain number of
rounds, no bias larger than 2−n/2 (n = 64 for PRESENT) can be expected, even if one trail
is to dominate the hull. Theory suggests that even a large number of such trails cannot be
combined to the attacker’s advantage. On the other hand, experiments on multiple differential
trails with individual probability less than 2−n done by Celine and Benoit suggest that using
many such trails might get the attacker a few rounds further.

The current best differential attack resulting from this breaks 18 rounds of PRESENT
with data complexity 261.66 and time complexity 277 for a total key recovery with a success
rate of 90%. It is estimated to be difficult to extend this to more than about 20 rounds.

It should be noted that this does not necessarily imply the existence of similar behaviour
with regard to linear trails. This is subject to further experimentation.

Miscellaneous. Since a lightweight MAC based on PRESENT has recently been proposed,
the question whether related keys can be used to mount a concrete attack against PRESENT
in Davies-Meyer hash mode should be investigated.

4.3 XTEA

This chapter presents a short write-up of the results that were obtained at the research
meeting. The productive atmosphere of this team and the like-mindedness and perseverance
of its participants caused a seemingly never-ending flow of new ideas. Here, we present an
anthology of the most important achievements of this meeting, as there were far too many to
list all of them in detail. An attempt is made to give credit where it is due, but the harmony
of the group makes it difficult to track the source of individual notes.

Participants to the meeting were: Tor E. Bjørstad, Gaëtan Leurent, Nicky Mouha, Matt
Robshaw, Gautham Sekar, Vesselin Velichkov and Aleksander Wittlin.

First day Gaëtan and Matt made an effort to extend the related-key attack on XTEA of
FSE 2010. Gautham presented a simple observation that a meet-in-the-middle attack could be
constructed: in a block cipher with rounds 6-12 of XTEA, a certain 32-bit subkey is not used
in any of these rounds. The middle can be anywhere within these 7 rounds. This attack has
a time complexity of 296 (precisely, 296+232) and requires only 2 known plaintexts-ciphertext
pairs (KPs) to nearly guarantee success. Towards the end of the session, Gautham presented
an idea that more rounds could be attacked by exploiting the fact that the missing subkey in
rounds 6-12 is used consecutively in rounds 13 and 14.

Second day Gaëtan and Nicky confirmed the above idea and extended the attack to 15
consecutive rounds starting from round 6. This attack has nearly the same time complexity
as the attack on 7 rounds and requires a few KPs (presently computed to be 3 KPs). Vesselin,
Gaëtan and Matt helped identify a few other sets of 15 rounds (e.g., rounds 38-52) that could
be attacked using the same technique. They also proofread the results and confirmed that 15
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rounds was the maximum that could be achieved with the above technique. We are presently
trying to extend the technique and our target is 23 rounds (this is the maximum number of
rounds attacked under a non related-key setting). An advantage of our meet-in-the-middle
approach is that it requires only a few KPs.
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