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Abstract

This report contains the official delivery D.MAYA.2 of the ECRYPT2 Network of Excellence
(NoE), funded within the Information Societies Technology (IST) Programme of the European
Commission’s Seventh Framework Programme (FP7).

The report provides a summary of the work carried out in the areas of research covered
by the MAYA WG1 activity. This encompasses area of primitive and protocol design, as well
as techniques for proving that the created primitives and protocols are secure.



Chapter 1

Introduction

In this report we outline the research which has been undertaken in MAYA working group
one. This is the part of ECRYPT-2 which focuses on analysis and design of new cryptographic
protocols and schemes.

We have divided this report into a number of chapters, which broadly divide the work
done into related area. However, the division is not tight and some work could have been
placed in multiple chapters.

We start in Chapter 2 by examing foundational and definitional issues, before proceeding
onto specific application areas. The first application area we focus on are Digital Signature
schemes and related constructions in Chapter 3. Here we discuss standard digital signatures
and their extensions such as blind and group signatures. In Chapter 4 we focus on the
continuing work on identity-based encryption and its derivations.

In Chapter 5 we make special note of the work conducted on schemes which are either
widely deployed in the “real world”, or which are either standardized or in the process of
being standardized. This chapter is therefore of the most direct relevance to industry.

In Chapter 6 and Chapter 7 we focus on two areas which have shown a considerable
advance over the period of ECRYPT-2. The first is devoted to the area of multi-party
computation which is rapidly moving from a theoretical construction to a deployed technology.
The second of these chapters looks at the rapidly growing field of security related to RFID
technology.

Finally in Chapter 8 we describe the work which does not easily fit into the above classi-
fication.
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Chapter 2

Foundational Aspects

There has been numerous work on foundational aspects of the area of provable security
conducted in eCrypt-2. In particular we have looked at basic building blocks of how schemes,
protocols and proofs are constructed. We now summarize these foundational results.

In [28] the authors discuss, in essentially non-mathematical terms various aspects of in-
stantiation of pairing based protocols. The paper aims to make the various choices for a
cryptographic designer clearer, since many of the choices produce subtle impacts not only on
the imlementation aspects of the scheme, but also upon the the provable security properties
which the scheme achieves. This paper introduced the now-standard classification of pairings
into Type-1, Type-2 and Type-3 and as such is highly cited.

The security of asymmetric cryptographic systems relies on assumptions that certain com-
putational problems, mostly from number theory and algebra, are intractable. Since proving
useful lower complexity bounds in a general model of computation seems to be impossible
with currently available techniques, these assumptions have been analyzed in various restricted
models. A natural and very general class of algorithms is considered in the generic ring model.
This model captures all algorithms solving problems defined over an algebraic ring without
exploiting specific properties of a given representation of ring elements. Such algorithms work
in a similar way for arbitrary representations of ring elements, thus are generic. In [36] the
authors prove a general theorem which states that solving certain subset membership prob-
lems in the ring Zn is equivalent to factoring n. This main theorem allows us to provide
an example for a computational problem with high cryptographic relevance which is easy to
solve in general, but equivalent to factoring in the generic model. Concretely, the authors
show that computing the Jacobi symbol is equivalent to factoring in the generic ring model.

In [32] the authors consider a scenario in which parties use a public key encryption scheme
and a signature scheme with a single public key/private key pair—so the private key is used
for both signing and decrypting. Such a simultaneous use of a key is in general considered
poor cryptographic practice, but from an efficiency point of view looks attractive. The paper
offers security notions to analyze such violations of key separation. For both the identity-
and the non-identity-based setting it is shown that — although being insecure in general —
for schemes of interest the resulting combined (identity-based) public key scheme can offer
strong security guarantees.

In [33] the authors propose and investigate two new variants of obfuscation definitions.
Loosely speaking, an obfuscation of a function should satisfy two requirements: firstly, using
the obfuscation, it should be possible to evaluate the original function; secondly, the obfusca-
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tion should not reveal anything about the original function that cannot be learnt from oracle
access to the function alone. Contrary to most prior definitions, the definitions in this paper
are simulation-based and demand only security on average. Despite the existence of generic
impossibility results, the new definitions are both useful and achievable. In particular, it is
shown that, while it is hard to avoid generic impossibilities, useful and reasonable obfuscation
definitions are possible when considering specific tasks.

The paper [1] introduces the notion of distributed password-based public-key cryptog-
raphy, where a virtual high-entropy private key is implicitly defined as a concatenation of
low-entropy passwords held in separate locations. The users can jointly perform private-key
operations by exchanging messages over an arbitrary channel, based on their respective pass-
words, without ever sharing their passwords or reconstituting the key. Focusing on the case of
ElGamal encryption as an example, this paper starts by formally defining ideal functionalities
for distributed public-key generation and virtual private-key computation in the UC model
[78]. It then constructs efficient protocols that securely realize these functionalities in either
the RO model (for efficiency) or the CRS model (for elegance). Finally, this paper concludes
by showing that their distributed protocols generalize to a broad class of “discrete-log”-based
public-key cryptosystems, which notably includes identity-based encryption. This opens the
door to a powerful extension of IBE with a virtual PKG made of a group of people, each one
memorizing a small portion of the master key.

In [49] the authors consider commitment schemes that are secure against concurrent
man-in-the-middle (cMiM) attacks. Under such attacks, two possible notions of security for
commitment schemes have been proposed in the literature: concurrent non-malleability with
respect to commitment and concurrent non-malleability with respect to decommitment (i.e.,
opening). After the original notion of non-malleability, introduced by Dolev, Dwork and
Naor, that is based on the independence of the committed messages, a new and stronger
simulation-based notion of non-malleability has been proposed with respect to openings or
with respect to commitment by requiring that for any man-in-the-middle adversary there is a
stand-alone adversary that succeeds with the same probability. When commitment schemes
are used as sub-protocols (which is often the case) the simulation-based notion is much more
powerful and simplifies the task of proving the security of the larger protocols. The main
result is a commitment scheme that is simulation-based concurrent non-malleable with re-
spect to both commitment and decommitment. This property protects against cMiM attacks
mounted during both commitments and decommitments which is a crucial security require-
ment in several applications, as in some digital auctions, in which players have to perform
both commitments and decommitments. The scheme uses a constant number of rounds of
interaction in the plain model and is the first scheme that enjoys all these properties under
the simulation-based definitions.

In [26] the authors define a general model for consecutive delegations of signing rights
with the property that the delegatee actually signing and all intermediate delegators remain
anonymous. Similarly to group signatures, in case of misuse, a special authority can open
signatures to reveal the chain of delegations and the signer’s identity. In this paper, the
authors also propose a scheme which satisfies a strong notion of non-frameability generalizing
the one for dynamic group signatures. They also give formal definitions of security and
show them to be satisfiable by constructing an instantiation proven secure under general
assumptions in the standard model. Their primitive is a proper generalization of both group
signatures [83] and proxy signatures [101] and can be regarded as non-frameable dynamic
hierarchical group signatures.
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Different security notions and settings for identification protocols have been proposed
so far, considering different powerful adversaries that can play “man-in-the-middle” attacks.
In [12] the authors consider one of the strongest forms of these attacks, namely resettably
non-transferable identification introduced in [69]. This notion immunizes a scheme from
powerful adversaries that have physical access to the proving device and can thus reset it
to a previous state. Then the authors discuss some limitations of existing notions as well
as different impossibility results for strong notions of non-transferability. They introduce a
strong and achievable notion for resettably non-transferable identification that reflects real
scenarios more adequately and show a general protocol that satisfies it. They show how to
efficiently instantiate their construction and discuss the viability of their protocol for the next
generation of electronic passports (e-passports).

In [65] the authors present two variations of the notion of co-soundness previously defined
and used by [93] in the common reference string model. The first variation holds in the Bare
Public-Key (BPK, for short) model and closely follows the one of [93]. The second variation
(which they call weak co-soundness) is a weaker notion since it has a stronger requirement, and
it holds in the Registered Public-Key model (RPK, for short). They then show techniques to
construct co-sound argument systems that can be proved secure under standard assumptions,
more specifically:

• In the main result they show a constant-round resettable zero-knowledge argument
system in the BPK model using black-box techniques only (previously it was achieved
in [80, 87] with complexity leveraging)

• Additionally, they show an efficient statistical non-interactive zero- knowledge argument
system in the RPK model (previously it was achieved in [85] with complexity leveraging).

In [18] the authors present security definitions for client puzzles. Client puzzles have been
proposed for use to prevent denial-of-service attacks, however up until this paper they have
had no formal definitional treatment. The authors present two security notions, one related
to unforgability of the puzzle and one related to how difficult the puzzle is to solve. They
then demonstrate that puzzles that do not meet their definition do not necessarily provide a
defence against denial-of-service attacks. Finally, present constructions of puzzles which meet
their security definitions and the authors also show that some previous constructions do not
meet their definitions.

Efficient-knowledge proofs knowledge (ZK-PoK) are basic building blocks of many prac-
tical cryptographic applications such as identification schemes, group signatures, and se-
cure multi-party computation (MPC). Currently, first applications that essentially rely on
ZK-PoKs are being deployed in the real world. The most prominent example is the Di-
rect Anonymous Attestation (DAA) protocol, which was adopted by the Trusted Computing
Group (TCG) and implemented as one of the functionalities of the cryptographic chip Trusted
Platform Module (TPM). Implementing systems using ZK-PoK turns out to be challenging,
since ZK-PoK are significantly more complex than standard crypto primitives (e.g., encryp-
tion and signature schemes). As a result, the design-implementation cycles of ZK-PoK are
time-consuming and error-prone. To overcome this, the authors of [8] present a compiler
with corresponding languages for the automatic generation of sound and efficient ZK-PoK
based on Σ-protocols. The protocol designer using the compiler formulates the goal of a ZK-
PoK proof in a high-level protocol specification language, which abstracts away unnecessary
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technicalities from the designer. The compiler then automatically generates the protocol im-
plementation in Java code; alternatively, the compiler can output a description of the protocol
in LATEX which can be used for documentation or verification.

In [30] the authors provide an implementation of the recent Groth–Sahai [94] NIZK proofs
based on pairings. They compare their efficiency to schemes based on Σ-protocols in the
Random Oracle Model. In [31] the authors discuss Groth–Sahai proofs in more detail, showing
how they can be extended to work with Type-2 pairings; as well as correcting some errors in
the original full version of the Groth–Sahai paper.

There are essentially two approaches towards relating security of protocols proved in
symbolic models with security in the stronger computational models. One approach, the
“trace mapping approach” relies on carefully mapping computational executions to symbolic
executions. The other approach, “the reactive simulatability approach” relies on linking sym-
bolic and computational executions in a much stronger way, akin to the way real executions
and ideal executions are realized in the universal composability setting. In [44] the authors
demonstrate that in important situations, namely when the adversary can adaptively corrupt
encryption keys, the reactive simulatability approach cannot be applied whereas the trace
mapping still works. This result complements the obvious observation that when a reactive
simulatability result can be established, a related trace mapping result also holds.



Chapter 3

New Signature Constructions

Considerable work has been conducted into various aspects of digital signatures, both con-
structions of schemes with new properties and analysis of the properties of various prior
definitions.

In [25], the authors explore the security of blind signatures under aborts where the user
or the signer may stop the interactive signature issue protocol prematurely. Several works
on blind signatures discuss security only in regard of completed executions and usually do
not impose strong security requirements in case of aborts. One of the exceptions is the pa-
per of Camenisch, Neven and shelat [77] where the notion of selective-failure blindness has
been introduced. Roughly speaking, selective-failure blindness says that blindness should also
hold in case the signer is able to learn that some executions have aborted. Here the authors
augment the work of Camenisch et al. by showing how to turn every secure blind signature
scheme into a selective-failure blind signature scheme. Our transformation only requires an
additional computation of a commitment and therefore adds only a negligible overhead. The
authors also study the case of multiple executions and notions of selective-failure blindness in
this setting. They then discuss the case of user aborts and unforgeability under such aborts.
They show that every three-move blind signature scheme remains unforgeable under such
user aborts. Together with their transformation for selective-failure blindness the authors
thus obtain an easy solution to ensure security under aborts of either party and which is ap-
plicable for example to the schemes of Pointcheval and Stern [104]. The authors finally revisit
the construction of Camenisch et al. for simulatable adaptive oblivious transfer protocols,
starting from selective-failure blind signatures where each message only has one valid signa-
ture (uniqueness). While their transformation to achieve selective-failure blindness does not
preserve uniqueness, it can still be combined with a modified version of their protocol. Hence,
we can derive such oblivious transfer protocols based on unique blind signature schemes only
(in the random oracle model), without necessarily requiring selective-failure blindness from
scratch.

In [55], the authors discuss the concept of verifiably encrypted signatures that was pro-
posed by Boneh et al. at EUROCRYPT 2003 [74] along with a security model. In a verifiably
encrypted signature scheme, signers encrypt their signature under the public key of a trusted
third party and prove that they did so correctly. This paper proposes two novel fundamen-
tal requirements for verifiably encrypted signatures, called extractability and abuse-freeness,
and analyzes its effects on the established security model (unforgeability and opacity). Ex-
tractability ensures that the trusted third party is always able to extract a valid signature
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from a valid verifiably encrypted signature and abuse-freeness guarantees that a malicious
signer, who cooperates with the trusted party, is not able to forge a verifiably encrypted sig-
nature. The authors further show that both properties are not covered by the model of Boneh
et al. The second main contribution of the paper is a verifiably encrypted signature scheme,
provably secure without random oracles, that is more efficient and greatly improves the public
key size of the only other construction in the standard model by Lu et al. (EUROCRYPT
2006) [100]. Moreover, the authors present strengthened definitions for unforgeability and
opacity in the spirit of strong unforgeability of digital signature schemes.

In [15] the authors revisit the security requirements for sanitizable signatures, which allow
a signer to partly delegate signing rights to another party, called the sanitizer. The paper
complements the work of Ateniese et al. [67], that identifies five security requirements for such
schemes (unforgeability, immutability, privacy, transparency and accountability) but does not
provide formal specifications for these properties. This paper presents the first comprehensive
formal treatment of the security requirements and also investigates the relationship of the
properties. Furthermore, the authors provide a full security proof for a modification of the
original scheme by Ateniese et al. according to their model.

The authors of [64] provide a construction of an identity based group signature scheme
from a HIBE. The construction is generic, but as an example instantiation they use the BBG
HIBE. The construction is an application of many of the ideas behind wildcarded and wicked
IBE schemes which were developed in the ECRYPT-I project.



Chapter 4

Work on Schemes Related to
Identity-Based Encryptions

Work on Identity-Based Encryption (IBE) and its associated derivations has continued in the
period covered by ECRYPT-2.

Identity-Based Encryption offers an interesting alternative to PKI-enabled encryption as
it eliminates the need for digital certificates. While revocation has been thoroughly studied
in PKIs, few revocation mechanisms are known in the IBE setting. Until quite recently, the
most convenient one was to augment identities with period numbers at encryption. All non-
revoked receivers were thus forced to obtain a new decryption key at discrete time intervals,
which places a significant burden on the authority. A more efficient method was suggested by
Boldyreva, Goyal and Kumar at CCS’08 [72]. In their revocable IBE scheme, key updates have
logarithmic (instead of linear in the original method) complexity for the trusted authority.
Unfortunately, security could only be proved in the selective-ID setting where adversaries
have to declare which identity will be their prey at the very beginning of the attack game.
In [42] the authors describe an adaptive-ID secure revocable IBE scheme and thus solve a
problem left open by Boldyreva et al.

Identity-based encryption is a very convenient tool to avoid key management. To address
concerns about the privacy of a recipient, the notion of anonymous identity-based encryp-
tion has been proposed. In [35] the authors extend this notion to stronger adversaries (the
authority itself). In particular, the authors discuss this new notion, together with a new
kind of non-malleability with respect to the identity, for several existing schemes. Interest-
ingly, the authors show that such a new anonymity property has an independent application
to password-authenticated key exchange, by providing a new generic framework for it along
with a concrete construction based on pairings.

In [50], the authors consider the security of Identity-Based Encryption (IBE) in the setting
of multiple Trusted Authorities (TAs). In this multi-TA setting, the authors envisage multiple
TAs sharing some common parameters, but each TA generating its own master secrets and
master public keys. The authors provide security notions and security models for the multi-
TA setting which can be seen as natural extensions of existing notions and models for the
single-TA setting. In addition, the authors study the concept of TA anonymity, which formally
models the inability of an adversary to distinguish two ciphertexts corresponding to the same
message and identity but generated using different TA master public keys. The authors argue
that this anonymity property is a natural one of importance in enhancing privacy and limiting

9
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traffic analysis in multi-TA environments. The authors study a modified version of a Fujisaki-
Okamoto conversion in the multi-TA setting, proving that their modification lifts security and
anonymity properties from the CPA to the CCA setting. Finally, the authors apply these
results to study the security of the Boneh-Franklin and Sakai-Kasahara IBE schemes in the
multi-TA setting.

In [51], the authors extend the examination of the implications of TA anonymity for key-
privacy from IBE to normal public-key encryption (PKE) schemes. Key-privacy for PKE
captures the requirement that ciphertexts should not leak any information about the public-
keys used to perform encryptions. Thus key-privacy guarantees recipient anonymity for a PKE
scheme. Canetti, Halevi and Katz (CHK) gave a generic transform which constructs an IND-
CCA secure PKE scheme using an identitybased encryption (IBE) scheme that is selective-id
IND-CPA secure and a strongly secure one-time signature scheme. Their transform works
in the standard model (i.e. does not require the use of random oracles). Here, the authors
prove that if the underlying IBE scheme in the CHK transform is TA anonymous, then
the resulting PKE scheme enjoys key-privacy. Whilst IND-CCA secure, key-private PKE
schemes are already known in the standard-model, their result gives the first generic method
of constructing a key-private PKE scheme in the standard model. The authors then go on
to investigate the TA anonymity of multi-TA versions of well-known standard model secure
IBE schemes. In particular, the authors prove the TA anonymity and selective-id IND-CPA
security of a multi-TA version of Gentry’s IBE scheme. Applying the CHK transform, the
authors obtain a new, efficient key-private, IND-CCA secure PKE scheme in the standard
model.

The notion of certified encryption [13] had recently been suggested as a suitable setting for
analyzing the security of encryption against adversaries that tamper with the key-registration
process. The flexible syntax afforded by certified encryption suggests that identity-based [73]
and certificateless [86] encryption schemes can be analyzed using the models for certified
encryption. In [22] the authors explore the relationships between security models for these
two primitives and that for certified encryption. The following results are obtained. The
authors show that an identity-based encryption scheme is secure if and only if it is secure when
viewed as a certified encryption scheme. This result holds under the (unavoidable) restriction
that registration occurs over private channels. In the case of certificateless encryption it is
observed that a similar result cannot hold. The reason is that existent models explicitly
account for attacks against the non-monolithic structure of the secret keys whereas certified
encryption models treat secret keys as whole entities. The paper proposes an extension for
certified encryption where the adversary is allowed to partially modify the secret keys of honest
parties. The extension that the authors propose is very general and may lead to unsatisfiable
notions. Nevertheless, they exhibit one instantiation for which they can prove the desired
result: a certificateless encryption is secure if and only if its associated certified encryption
scheme is secure. As part of the analysis, and a result of separate interest this paper confirms
the folklore belief that for both IBE and CLE, security in the single-user setting (as captured
by existent models) is equivalent to security in the multi-user setting.

In [52], the authors investigate the relationships between identity-based non-interactive
key distribution and identity-based encryption. We provide constructions for these schemes
that make use of general trapdoor discrete log groups. The authors then investigate the
schemes that result in two concrete settings, obtaining new, provably secure, near-practical
identity-based encryption schemes.

At Crypto’07, Goyal [92] introduced the concept of Accountable Authority Identity-Based
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Encryption as a convenient tool to reduce the amount of trust in authorities in Identity-Based
Encryption. In this model, if the Private Key Generator (PKG) maliciously re-distributes
users’ decryption keys, it runs the risk of being caught and prosecuted. Goyal proposed two
constructions: the first one is efficient but can only trace well-formed decryption keys to their
source; the second one allows tracing obfuscated decryption boxes in a model (called weak
black-box model) where cheating authorities have no decryption oracle. The latter scheme
is unfortunately far less efficient in terms of decryption cost and ciphertext size. In [41] the
authors describe a new construction that combines the efficiency of Goyal’s first proposal
with a very simple weak black-box tracing mechanism. The proposed scheme is presented in
the selective-ID model but readily extends to meet all security properties in the adaptive-ID
sense, which is not known to be true for prior black-box schemes In [3] the authors propose
a methodology to construct verifiable random functions [102] from a class of identity based
key encapsulation mechanisms (IB-KEM) [71] that they call VRF suitable. Informally, an
IB-KEM is VRF suitable if it provides what is called unique decryption (i.e. given a ciphertext
C produced with respect to an identity ID , all the secret keys corresponding to identity ID ′,
decrypt to the same value, even if ID 6= ID ′) and it satisfies an additional property that
the authors call pseudorandom decapsulation. In a nutshell, pseudorandom decapsulation
means that if one decrypts a ciphertext C, produced with respect to an identity ID , using
the decryption key corresponding to any other identity ID ′ the resulting value looks random
to a polynomially bounded observer. Interestingly, the authors show that most known IB-
KEMs already achieve pseudorandom decapsulation. Their construction is of interest both
from a theoretical and a practical perspective. Indeed, apart from establishing a connection
between two seemingly unrelated primitives, their methodology is direct in the sense that, in
contrast to most previous constructions, it avoids the inefficient Goldreich-Levin hardcore bit
transformation [91].

In [23] the authors present a new identity based key agreement protocol. In id-based
cryptography (introduced by Adi Shamir in [105]) each party uses its own identity as public
key and receives his secret key from a master Key Generation Center, whose public parameters
are publicly known. The novelty of this protocol is that it can be implemented over any
cyclic group of prime order, where the Diffie-Hellman problem is supposed to be hard. It
does not require the computation of expensive bilinear maps, or additional assumptions such
as factoring or RSA. The protocol is extremely efficient, requiring only twice the amount of
bandwith and computation of the unauthenticated basic Diffie-Hellman protocol. The design
of their protocol was inspired by MQV (the most efficient authenticated Diffie-Hellman based
protocol in the public-key model) and indeed its performance is competitive with respect
to MQV (especially when one includes the transmission and verification of certificates in the
MQV protocol, which are not required in an id-based scheme). The proposed protocol requires
a single round of communication in which each party sends only 2 group elements: a very
short message, especially when the protocol is implemented over elliptic curves. The paper
provides a full proof of security in the Canetti-Krawczyk security model for key exchange,
including a proof that the protocol satisfies additional security properties such as perfect
forward secrecy, and resistance to reflection and key-compromise impersonation attacks.

In [24] motivated by the previous work the authors examine the linkage between ID-
based key agreement and certificateless encryption. The authors show generic transforms
from ID-based key agreement to certificateless encryption. This work highlights a number of
issues related to the different security requirements for both key agreement and certificateless
encryption. It thus further enforces the view, explored in a number of papers, that the
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definition of security in both scenarios is a complex affair.



Chapter 5

Work on Standardized or Deployed
Schemes

The paper [45], which was ranked in the top three papers submitted to ASIACRYPT in
2008, provides an analysis of a minor variation of the TLS handshake protocol. The authors
show, in the random oracle model, that the security requirements of the pre-master secret key
agreement protocol within the TLS stack can be rather weak. This in particular implies that
deterministic encryption can be used as a key transport mechanism. However, if probabilistic
encryption is used for key transport, then the encryption scheme should be secure in the
presence of a plaintext-checking oracle.

The Schnorr signature scheme is an old scheme which currently is not deployed, although
it is current being standardised by ISO and is likely to be deployed in future due to the
patent having expired. In [46] the authors provide a security proof of the Schnorr signature
scheme in the generic group model. This allows them to provide explicit requirements on
the hash functions used within the scheme. Unsurprisingly the requirements are weaker than
those for signature schemes such as DSA, thus either smaller hash sizes need be taken, or
weaker hash functions may be used (or both). In light of current concerns over the security of
hash functions, the paper sheds important light on what may become an important signature
scheme.

RSA-FDH and many other schemes secure in the Random-Oracle Model (ROM) require
a hash function with output size larger than standard sizes. In [40] the authors show that
the random-oracle instantiations proposed in the literature for such cases are weaker than
a random oracle, including early proposals by Bellare and Rogaway, and the ones implicit
in IEEE P1363 and PKCS standards. Next, we study the security impact of hash function
defects for ROM signatures. We give evidence that in the case of RSA and Rabin/Rabin-
Williams, an appropriate PSS padding is more robust than all other paddings known.

New generic modelling technique that can be used to extend existing frameworks for
theoretical security analysis in order to capture the use of timestamps are presented in [9].
The authors apply this technique to two of the most popular models adopted in literature:
the Bellare-Rogaway [70] and Canetti-Krawczyk [81] models. They analyse previous results
obtained using these models in light of the proposed extensions, and demonstrate their appli-
cation to a new class of protocols. In the timed CK model the paper concentrates on modular
design and analysis of protocols, and proposes a more efficient timed authenticator relying on
timestamps. The structure of this new authenticator implies that an authentication mecha-

13
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nism standardised in ISO-9798 [98] is secure. Finally, the authors use their timed extension
to the BR model to establish the security of an efficient ISO protocol [97] for key transport
and unilateral entity authentication.

Machine Readable travel documents have been rapidly put in place since 2004. The initial
standard was made by the ICAO ([95, 96]) and it has been quickly followed by the Extended
Access Control (EAC: [68]). In [16] the authors discuss about the evolution of these standards
and more precisely on the evolution of EAC. This paper intends to give a realistic survey on
these standards and discusses about their problems, such as the inexistence of a clock in the
biometric passports and the absence of a switch preventing the lecture of a closed passport.
The paper also looks at the issue with retrocompatibility that could be easily solved and the
issue with terminal revocation that is harder. Hence the conclusions of [16] invalidates the
claims of [103].

In [17] the authors develop a proof for a previously published pairing based Direct Anony-
mous Attestation (DAA) protocol. Subsequent to the publication a number of problems were
found in the proof and in the scheme. However, many of these same problems also apply
to all other DAA schemes. A revised version of the pairing based scheme and its proof is
in prepartion.The new version will also address some of the problems found in other DAA
based schemes, including those currently deployed. The modified pairing based scheme will
be submitted to the TCG (Trusted Computing Group) for standardization in 2010.

In [19] the authors study a quite simple deterministic randomness extractor from random
Diffie-Hellman elements defined over a prime order multiplicative subgroup G of a finite
field Zp (the truncation), and over a group of points of an elliptic curve (the truncation of the
abscissa). Informally speaking, they show that the least significant bits of a random element
in G ⊂ Z∗

p or of the abscissa of a random point in E(Fp) are indistinguishable from a uniform
bit-string. Such an operation is quite efficient, and is a good randomness extractor, since
they show that it can extract nearly the same number of bits as the Leftover Hash Lemma
can do for most Elliptic Curve parameters and for large subgroups of finite fields. To this
aim, the authors develop a new technique to bound exponential sums that allows us to double
the number of extracted bits compared with previous known results proposed at ICALP’06
by Fouque et al. [88]. It can also be used to improve previous bounds proposed by Canetti
et al. [79]. One of the main applications of this extractor is to mathematically prove an
assumption proposed by Canetti et al. [82] at Crypto ’07 and used in the security proof of the
Elliptic Curve Pseudo Random Generator proposed by the NIST. The second most obvious
application is to perform efficient key derivation given Diffie-Hellman elements.

In [62] the author examines an extension of the Bleichenbacher/Manger attack to the PIN
encryption scheme used within the EMV system. The paper shows that if access to a certain
plaintext partial validity checking oracle can be obtained, then the scheme can be broken
using a very small number of queries to this oracle.



Chapter 6

Work on Multi-Party Computation
and Secure Function Evaluation

Secure Evaluation of Private Functions (PF-SFE) allows two parties to compute a private
function which is known by one party only on private data of both. It is known that PF-SFE
can be reduced to Secure Function Evaluation (SFE) of a Universal Circuit (UC). Previous
UC constructions only simulated circuits with gates of d = 2 inputs while gates with d >
2 inputs were decomposed into many gates with 2 inputs which is inefficient for large d
as the size of UC heavily depends on the number of gates. In [56], the authors present
generalized UC constructions to efficiently simulate any circuit with gates of d 6= 2 inputs
having efficient circuit representation. The constructions are non-trivial generalizations of
previously known UC constructions. As application it is shown how to securely evaluate
private functions such as neural networks (NN) which are increasingly used in commercial
applications. The provably secure PF-SFE protocol needs only one round in the semi-honest
model (or even no online communication at all using non-interactive oblivious transfer) and
evaluates a generalized UC that entirely hides the structure of the private NN. This enables
applications like privacy-preserving data classification based on private NNs without trusted
third party while simultaneously protecting user’s data and NN owner’s intellectual property.

Two-party Secure Function Evaluation (SFE) allows two parties to evaluate a function
known to both parties on their private (secret) inputs. Some applications with sophisticated
privacy needs require the function to be known only to one party and kept private (hidden)
from the other one. However, existing solutions for SFE of private functions (PF-SFE) deploy
Universal Circuits (UC) and are still very inecient in practice. In [53] the authors bridge the
gap between SFE and PF-SFE with SFE of so-called semi-private functions (SPF-SFE), i.e.,
one function out of a given class of functions is evaluated without revealing which one. A
general framework for SPF-SFE is presented allowing a fine-grained trade-off and tuning be-
tween SFE and PF-SFE covering both extremes. In the framework, semiprivate functions can
be composed from several privately programmable blocks (PPB) which can be programmed
with one function out of a class of functions. The framework allows efficient and secure
embedding of constants into the resulting circuit to improve performance. To demonstrate
practicability of the framework a compiler for SPF-SFE was implemented based on the Fair-
play SFE framework. SPF-SFE is sufficient for many practically relevant privacy-preserving
applications, such as privacy-preserving credit checking which can be implemented using the
framework and compiler as described in the paper.

15
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The work in [54] the authors describe an implementation of the Yao protocol for two-
party secure fucntion evaluation, for a large circuit (in particular AES). The work shows this,
previously considered theoretical, protocol can be used in real-life examples. In addition the
paper develops a number of optimizations and shows these optimizations to be secure in the
simulation based model. This work represents not only work in ECRYPT-II, but also work
within the other FP7 project, CACE.

In [39] generic Garbled Circuit (GC)-based techniques for Secure Function Evaluation
(SFE) in the semi-honest model are considered. Efficient GC constructions are given for
addition, subtraction, multiplication, and comparison functions. These circuits for subtrac-
tion and comparison are approximately two times smaller (in terms of garbled tables) than
previous constructions. This implies corresponding computation and communication improve-
ments in SFE of functions using their efficient building blocks. The techniques rely on recently
proposed “free XOR” GC technique. Further, this paper presents concrete and detailed im-
proved GC protocols for the problem of secure integer comparison, and related problems of
auctions, minimum selection, and minimal distance. Performance improvement comes both
from building on efficient basic blocks and several problem-specific GC optimizations. The
authors provide precise cost evaluation of their constructions, which serves as a baseline for
future protocols.

In [37] the authors consider Secure Function Evaluation (SFE) in the client-server setting
where the server issues a secure token to the client. The token is not trusted by the client
and is not a trusted third party. They show how to take advantage of the token to drastically
reduce the communication complexity of SFE and computation load of the server. The main
contribution is the detailed consideration of design decisions, optimizations, and trade-offs,
associated with the setting and its strict hardware requirements for practical deployment. In
particular, they model the token as a computationally weak device with small constant-size
memory and limit communication between client and server. They consider semi-honest,
covert, and malicious adversaries and show the feasibility of their protocols based on a FPGA
implementation.

Automatic recognition of human faces is becoming increasingly popular in civilian and
law enforcement applications that require reliable recognition of humans. However, the rapid
improvement and widespread deployment of this technology raises strong concerns regarding
the violation of individuals’ privacy. A typical application scenario for privacy-preserving face
recognition concerns a client who privately searches for a specific face image in the face image
database of a server. In [57], the authors present a privacy-preserving face recognition scheme
that substantially improves over previous work in terms of communication- and computation
efficiency: the most recent proposal of Erkin et al. (PETS’09) requires O(log M) rounds and
computationally expensive operations on homomorphically encrypted data to recognize a face
in a database of M faces. The improved scheme requires only O(1) rounds and has a substan-
tially smaller online communication complexity (by a factor of 15 for each database entry) and
less computation complexity. The solution is based on known cryptographic building blocks
combining homomorphic encryption with garbled circuits. The implementation results show
the practicality of the scheme also for large databases (e.g., for M = 1000 less than 13 seconds
and less than 4 MByte online communication are needed on two 2.4GHz PCs connected via
Gigabit Ethernet).

Collusion-free protocols prevent subliminal communication (i.e., covert channels) between
parties running the protocol. In the standard communication model, if one-way functions
exist, then protocols satisfying any reasonable degree of privacy cannot be collusion-free.
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Prior approaches to building collusion-free protocols require exotic channels. By taking a
conceptually new approach, in [6] the authors consider a communication channel which can
filter and rerandomize message traffic. They then provide a new security definition that
captures collusion-freeness in this new setting; their new setting even allows for the mediator
to be corrupted in which case the security gracefully fails to providing standard privacy and
correctness. This stronger notion makes the property useful in more settings. To illustrate
feasibility, they construct a commitment scheme and a zero- knowledge proof of knowledge
that meet their definition in its two variations. In [7], the authors strengthen the definition
of [6] and resolve the main open questions in this area by showing a collusion-free protocol
(in the mediated model) for computing any multi-party functionality.

Diagnostic and classification algorithms play an important role in data analysis, with appli-
cations in areas such as health care, fault diagnostics, or benchmarking. Branching programs
(BP) is a popular representation model for describing the underlying classification/diagnostics
algorithms. Typical application scenarios involve a client who provides data and a service
provider (server) whose diagnostic program is run on client’s data. Both parties need to keep
their inputs private. In [10] the authors present new, more efficient privacy-protecting proto-
cols for remote evaluation of such classification/diagnostic programs. In addition to efficiency
improvements, they generalize previous solutions – they show how to securely evaluate pri-
vate linear branching programs (LBP), a useful generalization of BP that they introduce. The
practical protocols are applied to the privacy-preserving classification of medical ElectroCar-
dioGram (ECG) signals and implementation results are presented. Finally, a subtle security
weakness of the most recent remote diagnostic proposal is discovered and fixed, which allowed
malicious clients to learn partial information about the program.

In [29] the authors present a simple application of multi-party computation to enable the
key distribution centre in a Sakai–Kasahara based IBE system to be distributed. This work
was performed to answer a specific request from a company which is deploying such systems
and is likely to be deployed in the “real–world” in the near future.
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Chapter 7

Work on Protocols and Schemes for
RFID Tags

There has been considerable work on protocols and schemes for RFID tags. We summarize
the work conducted in ECRYPT-2 on this in this chapter.

Vaudenay presented in [108] a general RFID security and privacy model that abstracts
some previous works in a single, concise, and much more understandable framework. He
introduced eight distinct notions of privacy, corresponding to adversaries of different strength,
and proved some possibility and impossibility results for such privacy notions. However, some
interesting problems as:

1. Achieving stronger privacy using low-cost tags (i.e., tags that usually can not perform
public-key cryptography),

2. Achieving stronger privacy in presence of side-channel attacks (e.g., DoS attacks, de-
tection of the outputs of identification protocols),

3. Achieving stronger privacy under standard complexity-theoretic assumptions,

are still left open.
In [20, 21], the authors address the above problems and give two contributions. First

of all they show that Vaudenay’s privacy notions are impossible to achieve in presence of
DoS attacks. Therefore, they extend the model to better reflect the real-world scenario,
where these attacks are easy to mount (e.g., by physically destroying/making inactive tags).
More precisely, they refine Vaudenay’s privacy model to deal with DoS and DoS-like attacks,
and introduce an additional privacy notion, referred to as semi-destructive privacy, which
takes into account hardware features of some real-world tags. Then, they show an efficient
RFID protocol that, by only using symmetric-key cryptography, satisfies the notion of semi-
destructive privacy, under standard complexity-theoretic assumptions.

Recently, operators of public transportation in many countries started to roll out electronic
tickets (e-tickets). E-tickets offer several advantages to transit enterprises as well as to their
customers, e.g., they aggravate forgeries by cryptographic means whereas customers benefit
from fast and convenient verification of tickets or replacement of lost ones. Existing (propri-
etary) e-ticket systems deployed in practice are mainly based on RFID technologies where
RFID tags prove authorization by releasing spatio-temporal data that discloses customer-
related data, in particular their location. Moreover, available literature on privacy-preserving
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RFID-based protocols lack practicability for real world scenarios. In [58] the authors discuss
appropriate security and privacy requirements for e-tickets and point out the shortcomings
of existing proposals. They then propose solutions for practical privacy-preserving e-tickets
based on known cryptographic techniques and RFID technology.

In [59] the authors extend and improve the current state-of-the art for privacy-protecting
RFID by introducing a security and privacy model for anonymizer-enabled RFID systems.
Their model builds on top of Vaudenay’s model and supports anonymizers, which are separate
devices specifically designated to ensure the privacy of tags. They present a privacy-preserving
RFID protocol that achieves narrow-strong privacy without requiring tags to perform public-
key operations, thus providing a satisfying notion of privacy for low-cost tags in response to
an open question raised by Vaudenay.

The strongest achievable notion of privacy in Vaudenay’s model (narrow-strong privacy)
requires public-key cryptography, which in general exceeds the computational capabilities of
current cost-efficient RFIDs. Other privacy notions achievable without public-key cryptogra-
phy heavily restrict the power of the adversary and thus are not suitable to realistically model
the real world. In [60], the authors extend and improve the current state-of-the art for privacy-
protecting RFID by introducing a security and privacy model for anonymizer -enabled RFID
systems. Our model builds on top of Vaudenay’s model and supports anonymizers, which are
separate devices specifically designated to ensure the privacy of tags. The auhors present a
privacy-preserving RFID protocol that uses anonymizers and achieves narrow-strong privacy
without requiring tags to perform expensive public-key operations (i.e., modular exponentia-
tions), thus providing a satisfying notion of privacy for cost-efficient tags.

RFID-enabled systems allow fully automatic wireless identification of objects and are
rapidly becoming a pervasive technology with various applications. However, despite their
benefits, RFID-based systems also pose challenging risks, in particular concerning user pri-
vacy. Indeed, improvident use of RFID can disclose sensitive information about users and
their locations allowing detailed user profiles. Hence, it is crucial to identify and to enforce
appropriate security and privacy requirements of RFID applications (that are also compli-
ant to legislation). In [61] the authors first discusses security and privacy requirements for
RFID-enabled systems, focusing in particular on location privacy issues. Then it explores the
advances in RFID applications, stressing the security and privacy shortcomings of existing
proposals. Finally, it presents new promising directions for privacy-preserving RFID systems,
where as a case study the authors focus electronic tickets (e-tickets) for public transportation.

In [48] an application of RFIDs for supply-chain management is presented. In this appli-
cation, two types of readers are considered. For one, there are readers that will mark tags
at given points. Afterwards, these tags can be checked by a second type of readers to tell
whether a tag has followed the correct path in the chain. This work formalizes this notion
and defines adequate adversaries. Morever, requirements are derived in order to meet security
against counterfeiting, cloning, impersonation and denial of service attacks.

At the RFID Security Workshop 2007 [106], Adi Shamir presented a new challenge-
response protocol well suited for RFIDs, although based on the Rabin public-key cryptosys-
tem. This protocol, which is called SQUASH-0, was using a linear mixing function and
has subsequently been withdrawn. Essentially, [47] shows how to mount an attack against
SQUASH-0 with full window which could be used as a “known random coins attack” against
Rabin-SAEP. It then extends it for SQUASH-0 with arbitrary window. Applied with the orig-
inally proposed modulus it is shown how to run a key recovery attack using 1024 chosen chal-
lenges. Since the security arguments equally apply to the final version of SQUASH [107] and
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to SQUASH-0, this attack challenges the blame-game argument for the security of SQUASH.
Nevertheless, these attacks are inefficient when using non-linear mixing so the security of
SQUASH remains open.
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Chapter 8

Other New Schemes and Protocols

Adaptively-secure key exchange allows the establishment of secure channels even in the pres-
ence of an adversary that can corrupt parties adaptively and obtain their internal states. In
[2], the authors give a formal definition of contributory protocols and define an ideal function-
ality for password-based group key exchange with explicit authentication and contributiveness
in the UC framework. As with previous definitions in the same framework, their definitions
do not assume any particular distribution on passwords or independence between passwords
of different parties. The authors also provide the first steps toward realizing this functionality
in the above strong adaptive setting by analyzing an efficient existing protocol and showing
that it realizes the ideal functionality in the random-oracle and ideal-cipher models based on
the CDH assumption.

The notion of smooth projective hash functions was proposed by Cramer and Shoup [84]
and can be seen as special type of zero-knowledge proof system for a language. Though
originally used as a means to build efficient chosen-ciphertext secure public-key encryption
schemes, some variations of the Cramer-Shoup smooth projective hash functions also found
applications in several other contexts, such as password-based authenticated key exchange [89]
and oblivious transfer [99]. In [4] the authors first address the problem of building smooth
projective hash functions for more complex languages. More precisely, they show how to
build such functions for languages that can be described in terms of disjunctions and con-
junctions of simpler languages for which smooth projective hash functions are known to exist.
Next, they illustrate how the use of smooth projective hash functions with more complex lan-
guages can be efficiently associated to extractable commitment schemes and avoid the need
for zero-knowledge proofs. Finally, the authors explain how to apply these results to provide
more efficient solutions to two well-known cryptographic problems: a public-key certification
which guarantees the knowledge of the private key by the user without random oracles or
zero-knowledge proofs and adaptive security for password-based authenticated key exchange
protocols in the universal composability framework with erasures.

In ASIACRYPT 2005, Abdalla et al. [66] put forward the notion of gateway-based password-
authenticated key exchange (GPAKE) protocol, which allows clients and gateways to establish
a common session key with the help of an authentication server. In addition to the semantic
security of the session key, their solution also provided additional security properties such
as password protection with respect to malicious gateways and key privacy with respect to
curious authentication servers. In [5] the authors further pursued this line of research and pre-
sented a new and stronger security model for GPAKE schemes, combining all above-mentioned
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security properties. In addition to allowing a security proof for all these security properties,
the new security model has also other advantages over the previous one such as taking into
account user corruptions. After describing the new security model, this paper then presents
a new variant of the GPAKE scheme of Abdalla et al. with similar efficiency. Like the orig-
inal scheme, the new scheme is also transparent in that it does not differ significantly from
a classical PAKE scheme from the point of view of a client. Finally, this paper also shows
how to add client anonymity with respect to the server to the basic GPAKE scheme by using
private information retrieval protocols.

The paper [14] introduces a new way of generating strong keys from biometric data.
Contrary to popular belief, the new method leads to biometric keys which are easy to obtain
and renew. Their solution is based on two-factor authentication, involving a low-cost card
and a biometric trait. In particular, this paper introduces a new biometric-based remote
authentication scheme following the Boneh and Shacham group signature construction [75].
Surprisingly, no interaction with a biometric database is needed in an ordinary use of this
scheme. One side effect of new proposal is that users will remain private, though their privacy
can be removed, for instance, under a legal warrant.

In [38] the authors present a new approach to the design of IND-CCA secure hybrid en-
cryption schemes in the standard model. The approach revolves around a new and efficient
generic transformation from 1-universal to 2-universal hash proof systems. The transforma-
tion involves a randomness extractor based on a 4-wise independent hash function as the key
derivation function. The new methodology can be instantiated with efficient schemes based
on standard intractability assumptions such as Decisional Diffie-Hellman, Quadratic Residu-
osity, and Paillier’s Decisional Composite Residuosity. The authors also user their framework
to prove IND-CCA security of a hybrid version of 1991’s Damg̊ard’s ElGamal public-key
encryption scheme under the DDH assumption.

In [34, 11] the authors propose a new predicate encryption scheme relative to the predicate
hidden vector encryption, which is more efficient that previous constructions. Predicate
encryption schemes are encryption schemes in which each ciphertext Ct is associated with a
binary attribute vector and keys K are associated with predicates. A key K can decrypt a
ciphertext if and only if the attribute vector of the ciphertext satisfies the predicate of the
key. Predicate encryption schemes can be used to implement fine-grained access control on
encrypted data and to perform search on encrypted data. Hidden vector encryption schemes
[76] are particular predicate encryption schemes in which each ciphertext is associated with
a binary vector and each key K is associated with binary vector with “don’t care” entries
(denoted with ?). Key K can decrypt ciphertext if and only if and agree for all i for which
yi 6= ? . Hidden vector encryption schemes are an important type of predicate encryption
schemes as they can be used to construct more sophisticated predicate encryption schemes
(supporting for example range and subset queries). The authors give a construction for
hidden-vector encryption from standard complexity assumptions on bilinear groups of prime
order. Previous constructions were in bilinear groups of composite order and thus resulted
in less efficient schemes. Furthermore this new construction does not assume difficulty of
factoring, but only relies on the difficulty of the Decision Linear Assumption.

In [27], the authors give a generic methodology to unlinkably anonymise cryptographic
schemes in bilinear groups using the Boneh-Goh-Nissim cryptosystem and NIZK proofs in
the line of Groth, Ostrovsky and Sahai. The techniques are illustrated by presenting the first
concrete instantiation of anonymous proxy signatures (in the standard model), a primitive
unifying the functionalities and strong security notions of group and proxy signatures. To con-
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struct the scheme, the authors introduce various efficient NIZK and witness-indistinguishable
proofs.

In [43] the author extends the classical notion of group key exchange (GKE) protocols by a
new property that allows each pair of users to derive an independent peer-to-peer (p2p) key on-
demand and without any subsequent communication; this, in addition to the classical group
key shared amongst all the users. GKE protocols enriched in this way impose new security
challenges concerning the secrecy and independence of both key types; a special attention is
paid to possible collusion attacks aiming to break the secrecy of p2p keys possibly established
between any two non-colluding users. The proposed constructions utilize the well-known
parallel Diffie-Hellman key exchange (PDHKE) technique in which each party uses the same
exponent for the computation of p2p keys with its peers. First, PDHKE is considered in GKE
protocols where parties securely transport their secrets for the establishment of the group key
based on an efficient multi-recipient ElGamal encryption scheme. Further, PDHKE is used to
design a generic compiler for GKE protocols that extend the classical Diffie-Hellman method.
The paper finally investigates possible optimizations of such protocols allowing parties to re-
use their exponents to compute both group and p2p keys. The analysis shows that not all
such GKE protocols can be optimized.

For many years one of the holy-grails of cryptography has been the construction of a
fully homomorphic encryption scheme. In 2009 this was realised with the presentation of
a scheme based on lattices by Gentry [90]. In [63] the authors present an optimization of
Gentry’s construction in which ciphertexts consist of only one integer. The authors discuss
the security, and relate the security to long standing problems in computational number
theory, and also discuss the complexity of the reencryption proceedure in some depth.
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