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Abstract

In this first summary report, we present the main results achieved during thereported period of time
in the scope of WVL2. According to the established plan of research, we first provide a framework
for performance investigation of practical low-complexity watermarking schemes. This framework
includes both investigation of achievable rates of practical systems and error probability analysis for
fixed rates. A particular focus of this line of research is the investigation ofhost statistics impact on the
performance of practical data-hiding systems under additive attacks, thedevelopment of new coun-
termeasures against value-metric (gain) attacks and the analysis of new protocols providing enhanced
security via asymmetric sharing of side information. Secondly, we attempt to evaluate and identify
security leaks in current watermarking systems. Finally, we try to establish worst case attacks against
the above practical systems that should serve as a fair benchmark for thecomparison of different tech-
niques in various operational scenarios and applications. Motivated by this, we intend to bridge the
security leaks under the worst case attacks to develop proper countermeasures for data-hiding systems
of the next generation.
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Chapter 1

Introduction

This deliverable is dedicated to the investigation of practical data-hiding systems in part of their de-
sign, performance analysis and optimization as well as revealing security leackages of these schemes.

The performance analysis of practical data-hiding systems in terms of achievable rate still remains
an open and emerging problem. The quantization-based data-hiding methods are known to closely
approach capacity limits of the additive white Gaussian noise (AWGN) channel at high watermark-
to-noise (WNR) regime. It can be achieved as close as1.53 dB from the channel capacity and the gap
can be reduced by a proper watermark shaping. At the same time the performance of these methods
considerably degrades at low-WNR and simple spread spectrum techniques that disregard host state
show superior performance. Since low-WNR regime is of primary importance for robust data-hiding
applications, this practical mismatch between theoretical results and practicalperformance has created
a serious confusion in data-hiding community. Moreover, the original performance analysis performed
by Eggers [50] has completely neglected to account for the host pdf. Therefore, our goal was to resolve
these misconceptions and to reveal the true performance of quantization-based methods.

Additionally, quantization-based methods require to know noise statistics at theencoder to op-
timally select so-called compensation parameter derived in the scope of Costaset-up [19]. Being
theoretically attractive, this requirement nevertheless considerably constrains the practical usability of
this framework due to the lack of this information in real situations. The mismatch between the op-
timal parameter computed for the assumed attack and the real attack leads to a considerable decrease
in performance. Therefore, the investigation of new set-ups with enhanced robustness to the mis-
match of parameters is an important and practically emerging problem. At the sametime the protocol
requirements of asymmetric key management for various applications motivate toconsider practical
systems where side information available at the encoder and at the decoderdiffers. For example, an
authorized user at the encoder might have access to the host data while thethird party supposed to
perform watermark decoding might have access only to some host data statistics or hash values. Si-
multaneously, this asymmetric side information should be sufficient for the reliable message decoding
but it should not facilitate recreating the original host data for a third partywithout the knowledge of
the authorized user key. Surprisingly, the previous objective of systemrobustness to the selection of
compensation parameter and asymmetric side information can be analyzed jointly and thus provide
an unified framework.

Many data-hiding applications require to have simultaneously several watermarks for various pro-
tocols or for performance reasons. For example, hybrid watermarking includes both a robust water-
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mark and a fragile watermark; one watermark can correspond to the content owner and another to
the content distributor in broadcast monitoring applications; one watermark might be used for mes-
sage communications and another for synchronization purposes. The listof applications requiring the
presence of two watermarks can be essentially extended demonstrating the importance of this set-up.
To introduce a common basis for the theoretical analysis of this set-up, we consider the information-
theoretic bounds for the maximum achievable rates as well as demonstrate its usability for geometrical
synchronization of data-hiding codes. This approach is based on an extended multiple access channel
(MAC) with side information.

Therefore, the main contribution of this part of WVL2 in Chapter 2 can be summarized as:

• revealing true achievable rates of practical data-hiding methods based ondistortion compensa-
tion dither-modulation (DC-DM) framework taking into account the host pdf;

• analysis of various asymmetric data-hiding protocols with side information;

• investigation of MAC fundamentals with side information in data-hiding applications.

The performance analysis of practical data-hiding techniques is one of the most crucial issues
which determines their application domain as well as the system architecture in general. In the most
common case, the performance analysis is carried out with respect to the biterror rate, as the perfor-
mance measure, under certain attacks assumed to be either the most common fora given application
or to be the worst in terms of performance loss.

Proper analysis of data-hiding performance allows to reveal the current problems of data-hiding
techniques with respect to the operational regime, attack statistics and corresponding applications. At
the same time, the performance analysis might be very insightful for the understanding of security
leaks and corresponding worst-case attacks.

Taking into account the practical importance of performance analysis, a considerable part of our
efforts has been dedicated to this issue within WVL2 that is reported in Chapter 3. The main contri-
bution can be summarized in three lines of research:

• performance analysis and system enhancement with respect to additive noise attacks;

• performance analysis of data-hiding techniques under amplitude gain attacks;

• performance analysis under desynchronization attacks.

Additionally, communications through printed documents is very important due to wide spread
of these kind of media in everyday life. The appropriate models and optimal encoding strategies for
such kind of communications are very challenging and emerging issues to design practical systems.
Therefore, these aspects are also considered in this report.

Finally, this report challenges the analysis of known practical data-hidingand watermarking sys-
tems under the least favorable conditions created by the attacker. For this purpose, we consider differ-
ent worst case attacks that exploit the knowledge of algorithms, codebook design, watermark statistics
and revealed secrets about the communicated message or the user key. Our main achievements in this
direction are summarized in Chapter 4.



Chapter 2

Practical capacity approaching schemes

2.1 Revealing the true achievable rates of scalar Costa scheme
[UVIGO]

2.1.1 Introduction

The main goal of this research consists in the investigation of achievable rates of practical data-hiding
schemes [97].

Scalar Costa Scheme (SCS) [46] is a popular method for information embedding that belongs to
the family of quantization-based methods. Eggers calculated in [46] the achievable rate of SCS by
resorting to the assumption of uniformity of the host signal inside each quantization bin, concluding
that the achievable rate of SCS is smaller than that of spread spectrum (SS)methods for high noise
levels, besides being independent on the host statistics and thedocument to watermark ratio, which
is defined asλ = σ2

x/Dw or DWR = 10 log10 λ, with σ2
x being the host variance andDw the

embedding distortion. The uniform assumption is equivalent to considering that DWR =∞. We
will show that the performance of SCS is actually never worse than that of SS in terms of achievable
rate, and, in fact, it can benefit from low DWR’s. In general, for data hiding and watermarking
applications, the variance of the host signal is considered to be much larger than that of the watermark,
giving rise to the assumption of high DWR. However, in practical image processing applications, the
host image can be modeled as a weighted mixture of zero-mean Gaussian pdf’s that capture local
image statistics [67], with most of them presenting small variances. Therefore, it is very important to
consider the performance of data-hiding techniques for relatively low DWR’s.

For our analysis we will consider the same scenario as Eggers in [46]: anequiprobable water-
mark messagem, belonging to theM -ary alphabetM = {0, 1, . . . |M| − 1}, is embedded into an
independent and identically distributed (i.i.d.) host signalx yielding a watermarked signaly, which
undergoes an additive channel, modeled by additive white Gaussian noise(AWGN), resulting in the
received signalz. In SCS, the watermarked signal is obtained by adding to the host signal a fraction
of the quantization error:

y = x+ α (Qi(x) − x) , (2.1)

whereQi(x) is the quantized value ofx using a uniform scalar quantizer with step∆, depending on
the transmitted symbolmi, andα is thedistortion compensation parameter. The embedding process

3
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is parameterized byα and the DWR defined above. Another parameter introduced for the performance
analysis is thewatermark to noise ratio, which is defined asξ = Dw/Dc or WNR = 10 log10 ξ, being
Dc the distortion introduced by the channel, which in our case is equal to the noise variance,σ2

n.
Zero-mean signals are considered in all cases and all embedding rates are expressed in bits.

2.1.2 Computing the true achievable rates

The achievable rates for SCS are calculated by maximizing over parameterα the mutual information
between the received signalZ and the transmitted messageM :

R(λ, ξ) = max
α

I(Z;M). (2.2)

Note that we make the achievable rate dependent on the DWR and the WNR, not only on the WNR,
as Eggers made in [46]. The mutual informationI(Z;M) is given by

I(Z;M) = h(Z) −
∑

i∈M

Pr{M = mi}h(Z|M = mi), (2.3)

whereh(Z) stands for the differential entropy of the random variableZ with a densityfZ(z). Thus,
to calculate the mutual informations we need to know the pdf ofZ and ofZ conditioned on the
transmitted message. The following paragraphs are aimed at showing how these exact pdf’s can be
obtained.

Scalar quantization with distortion compensation can be thought of as a random variable trans-
formationY = g(X), whose pdf can be easily computed by means of the fundamental theorem for
random variable transformations [96]. Such a transformation depends on the considered centroid. Let
cki be thek-th centroid in the quantizer associated to the messagemi, the transformation is given by

yki = gki(x) = (x− cki)(1 − α) + cki, (2.4)

for

cki −
∆

2
≤ x ≤ cki +

∆

2
, (2.5)

wherecki is the nearest centroid tox (in terms of Euclidean distance). The only root of (2.4) is

xki = g−1
ki (yki) =

yki − cki

1 − α
+ cki,

so by the fundamental theorem we have the contribution of the centroidcki to the pdf of the water-
marked signal

fYki
(yki) =

fX(xki)

|g′ki(xki)|
=
fX

(
yki−cki

1−α + cki

)

1 − α
. (2.6)

The pdf of the watermarked signal conditioned on the transmitted messageM = mi is then given by

fYi(yi) =
∞∑

k=−∞
fYki

(yki), (2.7)

so the pdf of the watermarked signal is

fY (y) =
∑

i∈M

Pr{M = mi}fYi(yi) =
1

M

∑

i∈M

∞∑

k=−∞
fYki

(yki). (2.8)
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When the support ofX is infinite, (2.7) and (2.8) must be approximated by truncating the host
pdf. Finally, the addition of Gaussian noise can be accounted for by simple numerical convolution
with an appropriate Gaussian pdf. As in [46], no closed form exists for the resulting pdf’s, so we must
resort to numerical computation. The embedding distortion is given by

Dw =
1

M

∑

i∈M

∫
(x− y)2fX(x)dx, (2.9)

which can be easily calculated (again in a numerical manner) for an arbitrary host pdf. The quantiza-
tion step is fixed without loss of generality at∆ = 1, so the varianceσ2

x of the host signal is adjusted
to fit a certain DWR for a given parameterα.

Having obtained the required pdf’s, computation of the mutual informations is straightforward.

Theoretical achievable rates for small WNR’s

From (2.1), it is easy to see that, by reducingα, the quantization step∆ can be made larger while
keeping constant the embedding distortionDw. Moreover, from the analysis made in [46], it is known
that the optimum distortion compensation parameterα decreases according to the value of WNR.
With this two considerations in mind and the fact that we are dealing with finite DWR’s, one can
conjecture that the optimum quantization step for small WNR’s is such that the whole pdf of the host
signal can be confined inside one quantization bin, or equivalently, the ratio ∆/σx can be made very
large. We could reduce then SCS to a problem with only two meaningful centroids. It is interesting
to note the relation between this two-centroid scheme and SS: when the host pdf is contained inside
one quantization bin, the embedding process always moves the host signaltowards the positive axis
when the transmitted bit is 0, and towards the opposite direction when the transmitted bit is 1. Such an
embedding process resembles SS-based watermarking, but a subtle difference between both schemes
must be noted: whereas in the latter embedding is performed by the addition of awatermark with
fixed amplitude to the host signal (we neglect here any issue concerning perceptual masking), in the
former the watermark depends on the considered host sample. Because of its great similarity to SS,
we will refer to this scheme in the sequel as DC-SS (Distortion Compensated - Spread Spectrum).

For the following analysis we consider a Gaussian host and binary signaling (M = {0, 1}) with
equiprobable symbols, and that the centroids corresponding to the symbolsmi are located at−x0, x0,
respectively (antipodal constellation), withx0 = ∆/4. Assuming we transmit the messageM = 1,
and particularizing (2.4) for this case, the following expression for the received signal is obtained

z = x+ w + n = (1 − α)x+ αx0 + n, (2.10)

from which it follows that

fZ|M (z|M = 1) ∼ N(αx0, σ
2
x(1 − α)2 + σ2

n), (2.11)

i.e. the received signal also follows a Gaussian distribution. Moreover, sincey = x+ w, it is easy to
realize that

w = α(x0 − x), Dw = α2(x2
0 + σ2

x). (2.12)

Recalling thatλ = 10
DWR

10 andξ = 10
WNR

10 , we have then

λ =
σ2

x

α2(x2
0 + σ2

x)
, ξ =

α2(x2
0 + σ2

x)

σ2
n

, (2.13)
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so we can writeσ2
x andσ2

n as functions ofλ, ξ andx0

σ2
x =

λα2x2
0

1 − λα2
, σ2

n =
α2
(
x2

0 +
α2x2

0λ
1−α2λ

)

ξ
. (2.14)

It can be analytically shown that the mutual information of DC-SS is a monotonically increasing
function of the following signal to noise ratio

SNRDC−SS =
x2

0α
2

σ2
x(1 − α)2 + σ2

n

, (2.15)

which is nothing but the ratio between the mean squared value of the received signal conditioned on
the transmitted messageM = 1 and its variance.

The optimum parameterα can now be calculated by inserting (2.14) in (2.15) and maximizing
over that parameter, obtaining

α∗
DC−SS(λ, ξ) =

1 + ξ + λξ − [(1 + ξ + λξ)2 − 4λξ2]
1
2

2λξ
, (2.16)

which only depends on the WNR and the DWR. For small WNR’s, the following approximation for
the achievable rate of DC-SS is valid

RDC−SS(λ, ξ, α) ≃ 1

2
log(1 + SNRDC−SS). (2.17)

Inserting (2.16) in (2.17) yields the following achievable rate

R∗
DC−SS(λ, ξ) ≃ 1

2
log

(
1 +

1

2

[
ξ − λξ − 1 + [(1 + ξ + λξ)2 − 4λξ2]

1
2

])
.

In the next section, the validity of (2.16) and (2.18) to predict the performance of SCS for small
WNR’s will be verified.

2.1.3 Results and discussion

From now on, all the results will stand for Gaussian hosts and binary signaling. In Fig. 2.1-a, the true
achievable rates in SCS for negative WNR’s are represented. Two different DWR’s are considered:
10 and 20 dB. For comparison purposes, the capacity predicted by Costa,

CCosta =
1

2
log2

(
1 +

Dw

σ2
n

)
, (2.18)

and the capacity for SS with Gaussian host,

CSS =
1

2
log2

(
1 +

Dw

σ2
x + σ2

n

)
, (2.19)

are also plotted.
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Figure 2.1: Binary SCS with Gaussian host: achievable rates (a) and optimumdistortion compensation
parameter (b)

It can be seen that the achievable rate depends, indeed, on the host statistics, and below a certain
value of WNR (which is dependent on the DWR) the gain with respect to the uniform assumption is
considerable, but more important is the fact that the true achievable rates of SCS are never below those
of SS, contrarily to what was reported by Eggers. The optimum value forα is shown in Fig. 2.1-b,
revealing another surprising result: the optimumα is discontinuous, and also depends on the DWR:
below a certain WNR, it diverges from the value obtained by Eggers and gets closer to the one derived
by Costa. The reason for such a discontinuity is the existence of two local maxima in the curves of the
mutual information: when the location of the global maximum changes sharply, so does the optimum
α (if we would have resorted to the uniform approximation, there would exist only one maximum in
those curves, as it occurs in [46]).

These results evidence the non-validity of the uniform assumption for small WNR’s: as long as
the value ofα is decreased, so does the ratioσx/∆ in order to keep DWR constant. When the ratio
σx/∆ is sufficiently small, the uniform assumption no longer holds, and even the absolute location
of the centroids becomes relevant in the calculation ofI(Z;M). In fact, to achieve the maximum
embedding rate, they must be symmetrically located around the host mean. The decreasing in the
ratioσx/∆ implies that the number of centroids with a non-negligible assignment probability isalso
decreasing, until the limiting case where only one centroid for each symbol isused. Costa had shown
in [20] a similar behaviour for the optimum number of codewords in his capacity-achieving scheme:
for small WNR’s,α∗

Costa tends to 0 and the number of required codewords per symbol tends to 1, thus
confirming the conjecture made in Section 2.1.2.

Now, we will verify the theoretical achievable rates and the optimumα that were derived in that
Section 2.1.2 for the DC-SS scheme. Equation (2.18) gives an excellent estimate for the achievable
rate of SCS when DC-SS assumptions hold, as it can be readily seen in Fig. 2.2-a. Moreover, it is not
difficult to prove that DC-SS always performs better than SS for DWR’s greater than 0 dB. We noted
above the difference between the optimum parameterα derived by Eggers and the one we obtained
for DWR < ∞. The analytical expression (2.16) derived for DC-SS closely matches the optimum
α in SCS when DC-SS assumptions hold, as can be seen in Fig. 2.2-b. Furthermore, it can be easily
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Figure 2.2: Comparison between the achievable rates obtained numerically for SCS and theoretical
ones for DC-SS and SS (a), and comparison between optimum parameterα in SCS and DC-SS (b). A
Gaussian host was considered in both plots.

shown that
lim

DWR→−∞
α∗

DC−SS = lim
λ→0

α∗
DC−SS = α∗

Costa, (2.20)

whereα∗
Costa =

(
1 + ξ−1

)−1
stands for the optimum parameterα derived by Costa in [20]. Fig. 2.1-b

shows that the parameterα in SCS is approximately fitted by that derived by Costa for low WNR’s;
the lower the DWR, the wider the range where such an approximation is valid. The result (2.20)
makes sense because forDWR → −∞ the variance of the host signal is negligible compared to∆,
and thus the DC-SS assumptions always hold.

2.1.4 Connections between SCS and ISS

The reduction of SCS to a two-centroid problem (DC-SS) resembles a recently proposed scheme by
Malvar and Flor̂encio in [87], the so-called ISS (Improved Spread Spectrum), which is a generalized
spread spectrum method that varies the amplitude of the watermark dependingon the considered host
sample, providing significant gains over traditional SS. Although severalversions of ISS are described
in [87], we only consider here thelinear one in order to clearly show the connections between DC-SS
and ISS, revealing that the latter can be interpreted as a scheme with twovirtual centroids, similarly to
the former, being both approaches equivalent in terms of performance.For the analysis, the considered
scenario will be the same as that of SCS, introduced in Section 2.1.1.

In traditional spread spectrum, the embedding function particularized for one sample is simply
y = x + bσu, with b = ±1 depending on the to-be-transmitted bit, andσu the watermark amplitude.
In the linear approximation of ISS, the embedding function can be written as

y = x+ γbσu − νx = (1 − ν)x+ γbσu, (2.21)

beingγ andν two parameters in the range [0,1] that control the watermark amplitude and host rejec-
tion, respectively (note that spread spectrum is a particular case of (2.21) for γ = 1 andν = 0). It can
be inferred from (2.21) that

Dw = γ2σ2
u + ν2σ2

x, (2.22)
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fZ|B(z|b = 1) ∼ N(γσu, (1 − ν)2σ2
x + σ2

n). (2.23)

By comparing (2.11) and (2.23), it can be noted thatσu plays in (2.23) the role of the centroidx0

in (2.11). The main difference between ISS and DC-SS is the fact that ISSuses two parameters
for embedding, namelyγ and ν, whereas DC-SS uses only one parameter. However, parameter
γ in ISS is actually fixed to make the distortion (2.22) equal to that of spread spectrum, yielding
γ =

√
(σ2

u − ν2σ2
x)/σ2

u, so, similarly to DC-SS, the achievable rate for ISS can be estimated by
maximizing overν the following expression

RISS(λ, ξ) ≃ 1

2
log(1 + SNRISS), (2.24)

where

SNRISS =
σ2

u − ν2σ2
x

(1 − ν)2σ2
x + σ2

n

. (2.25)

By some straightforward algebraic manipulations, it is easy to show that (2.25) is equal to (2.15), thus
ν∗ = α∗

DC−SS andRISS = RDC−SS , and the results derived for DC-SS also apply for ISS. Since
the achievable rate of ISS is equal to that of DC-SS, it is evident that the former is outperformed by
SCS when the WNR increases. The drawback of ISS is that the number of centroids is not increased
according to the WNR, as we pointed out in Section 2.1.3.

2.1.5 Conclusions and further work

We have analyzed the achievable rates of SCS by rejecting the uniform assumption, concluding that
such an assumption leads to a significant underestimation of the true achievable rates for small wa-
termark to noise ratios. As a matter of fact, the exact analysis has revealed an important result: the
performance of SCS is dependent on the host statistics, and it is never worse than that of SS in terms
of the achievable rate under AWGN attacks, hence there is no reason forusing SS even when the
watermarks must survive high noise levels. By reducing SCS to a problem with only two meaningful
centroids, we have obtained some novel theoretical expressions that characterize the performance of
SCS for small watermark to noise ratios and allow to derive some interesting relations between SCS,
SS and ISS.

The analysis carried out here can be made easily extensive to other hostdistributions besides the
Gaussian, and it can be extended to the calculation of the probability of errorin SCS-based schemes,
in order to show the true performance of decoders operating at low-WNRregimes.

2.2 Data-hiding with asymmetrically available side information at en-
coder and decoder [UNIGE-UVIGO]

The main goal of this study is to investigate the performance of data hiding based on the modified
Costa set-up when host realization is available at the encoder and some non-perfect side information
is available at the decoder [129].
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2.2.1 Side information-aided data-hiding

The basic set-up of side information-aided digital data-hiding is shown in Figure 2.3 [131] [7]. As
in the classical case, a messagem ∈ {1, 2, ..., 2NR} is encoded using the realization of a secret key
KN ∈ KN into the sequencewN and communicated through the channelpY |W,X(y|w, x), with the
outputyN , whose state is determined by the hostxN available at encoder.

Additionally, the availability of side informationSN = ψ(XN ,KN ) is assumed at the decoder
representing some key-dependent simplified representation of the host data. KN andSN are com-
municated to the decoder via some private channel. The decoder combines this information with the
channel outputY N and produces the estimate of the original messagem̂. The communication is
considered to be reliable, ifPr[m 6= m̂(Y N , SN ,KN )] → 0 asN → ∞.

( NNN
xwyp ,

Encoder
Decoder

Hash function

Private
channel

{ }NR
m 2,,2,1 LÎ

( )NNN
KXmW ,,

N
Y

N
S N

K

N
K

N
X

( )NNN
KSYm ,,ˆ

N
S

Figure 2.3: Side information-aided digital watermarking.

2.2.2 Host state at the encoder: host realization

Gel’fand-Pinsker problem

The problem of reliable communication of a messagem ∈
{
1, 2, ..., 2NR

}
with a channel interference

XN being known at the encoder was considered by Gel’fand and Pinsker [64]. It was shown that the
the maximum rate of reliable communicationsR is given by: encoded into a codewordWN , over
the channel with noiseZN and interferenceXN being known at the encoder but not at the decoder.
The corresponding discrete memoryless channel is described by{W,X, pY |W,X(y|w, x),Y} where
the side information has distributionpX(x) =

∏
pX(xi):

C10
X = maxp(u,w|x) [I(U ;Y ) − I(U ;X)] , (2.26)

where the superscripts denotes the availability (1 stands for ‘available’ and 0 for ‘not available’) of
corresponding states or statistics used in the subscripts at the encoder and the decoder, respectively.

Costa problem

Costa considered the Gel’fand-Pinsker problem for the Gaussian context and mean-square error
distance [19] (Figure 2.4). The corresponding fixed channelpY |W,X(y|w, x) is the Gaussian one
with X ∼ N(0, σ2

X) andZ ∼ N(0, σ2
Z). The auxiliary random variable was chosen in the form
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U = W + αX with parameterα that should maximize the rate:

R(α, σ2
X) = 1

2 log2
σ2

W (σ2
W +σ2

X+σ2
Z)

σ2
W σ2

X(1−α)2+σ2
Z(σ2

W +α2σ2
X)
. (2.27)

Costa has shown that the optimal compensation parameter isαopt =
σ2

W

σ2
W +σ2

Z
. In this case,R(αopt) =

CAWGN = 1
2 log2

(
1 +

σ2
W

σ2
Z

)
that corresponds to the capacity of the AWGN channel without host

interference.

It is important to note, that the number of codewords in each bin of the message of the
Gel’fand-Pinsker set-up is approximately equal to2NI(U ;X). In the Costa case,I(U ;X) =
1
2 log2

(
1 + α2 σ2

X

σ2
W

)
. Thus, the larger variance of the hostσ2

X , the larger number of codewords are

needed at the encoder in each bin.

Encoder Decoderm ( )N
Ym̂

N
X

N
Z

N
Y( )NN

XmW ,

Figure 2.4: Costa channel coding with host state information at encoder.

2.2.3 Partial side information at the decoder: host statistics

In our ‘asymmetric’ set-up the host realization that is assumed to be i.i.d. Laplacian, is available at
the encoder but only the realization of host statistics is presented at the decoder asSN = σ2N

X as the
N -length vector of local variances that determines the state of the parallel Gaussian channels in the
Laplacian source splitting model [68].

m

N
X

N
Z

N
Y( )NN

XmW ,
Encoder Decoder

N

XS

N
X ¢

( )N

X

N
Ym S,ˆ

Figure 2.5: Costa version of channel coding with host state at the encoder and host statistics at the
decoder.

Conjecture 1: If the host realization is non-causally available at the encoder accordingto the
Gel’fand-Pinsker problem for the fixed channelpY |W,X(y|w, x) with unknown parameters, and if the
host statistics that govern this particular host realization are known at the decoder, then the capacity
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of this scheme is:

C10,01
X,Σ2

X
= max

p(u,w|x)

[
I(U ;Y |Σ2

X) − I(U ;X|Σ2
X)
]

(2.28)

= EΣ2
X

[
max

p(u,w|x)

[
I(U ;Y |Σ2

X = σ2
X) − I(U ;X|Σ2

X = σ2
X)
]]

=

∫ ∞

0
pΣ2

X
(σ2

X) max
p(u,w|x)

[
I(U ;Y |Σ2

X = σ2
X) − I(U ;X|Σ2

X = σ2
X)
]
dσ2

X .

The expectation is performed with respect to the distribution of host statisticspΣ2
X

(σ2
X). It is possible

to assume the host statistics presence at the encoder due to the availability of the host realization. In
this case, the above set-up should also incorporate an optimal power allocation at the encoder defined
by p(u,w|x, σ2

X), and thus:

C10,11
X,Σ2

X
= maxp(u,w|x,σ2

X)

[
I(U ;Y |Σ2

X) − I(U ;X|Σ2
X)
]
, (2.29)

the analysis of which is out of scope of this paper. It should be also pointed out that:

I(U ;Y |Σ2
X) − I(U ;X|Σ2

X) = H(U |Σ2
X) −H(U |Y,Σ2

X) −H(U |Σ2
X) +H(U |X,Σ2

X)

= H(U |X,Σ2
X) −H(U |Y,Σ2

X) (2.30)

≤ H(U |X,Σ2
X) −H(U |Y,X,Σ2

X)

= I(U ;Y |X,Σ2
X) ≤ I(W ;Y |X,Σ2

X).

The expectation term in (2.28) for the fixed channel stateΣ2
X = σ2

X under the AWGN attack
corresponds to the Costa set-up. In this case, the internal maximization problem can be expressed as
the rateR(α, σ2

X) in (2.27).

Perfect knowledge of the attack channel state at the encoder allows to reach the channel capacity
in Costa set-up and there is no necessity to use the host statistics at the decoder. However, if the
attacking channel state is unknown at the encoder, the selection of optimalα is an ambiguous problem.
Therefore, for the genericα and corresponding rateR(α, σ2

X) (2.27), the equation (2.28) can be
rewritten as:

R10,01
X,Σ2

X
(α) =

∫∞
0 R(α, σ2

X)pΣ2
X

(σ2
X)dσ2

X , (2.31)

whereR(α = αopt, σ
2
X) = CAWGN according to Costa results [19]. The following inequality holds:

R10,01
X,Σ2

X
(α) ≤ R(αopt), (2.32)

with the equality forα = αopt.

The following conjectures justify the performance of some practical robust watermarking schemes
that can be considered as particular cases of our new set-up.

Conjecture 2 (Spread Spectrum (SS),α = 0, U = W + αX = W ): If the Laplacian host
realization is not taken into account at the encoder and the host statistics are used at the decoder
according to the source splitting model, then the achievable rate of the scheme is:

R10,01
X,Σ2

X
(0) =

∫∞
0

1
2 log2

(
1 +

σ2
W

σ2
X+σ2

Z

)
pΣ2

X
(σ2

X)dσ2
X . (2.33)
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Conjecture 3 (Dither Modulation (DM) [14], α′ = 1, U = W + X): If the Laplacian host
realization is taken into account at the encoder based on the random binning argument and the host
statistics are used at the decoder according to the source splitting model, then the achievable rate of
the scheme is:

R10,01
X,Σ2

X
(1) =

∫∞
0

1
2 log2

(
σ2

W

σ2
Z

+
σ2

W

σ2
X+σ2

Z

)
pΣ2

X
(σ2

X)dσ2
X . (2.34)

2.2.4 Experimental results

For fair comparison of the proposed approach we analyze different methods under the AWGN attack.
Figure 2.6,a summarizes the known results for the Costa-set up with the optimal selection ofα in
order to approach the AWGN channel capacity, practical discrete approximations of the Costa scheme
based on the binary-SCS [47] with correspondent optimally selected compensation parameter, the
binary DM, and SS-based methods for WIR=-6dB for Gaussian and Laplacian hosts.

To investigate partial side information impact at the decoder within the proposed framework we
performed the analysis of the uninformed decoder according to the Costa set-up for various values of
α and WIR=-6 dB in terms of achievable ratesR10,01

X,Σ2
X

(α) shown in Figure 2.6(c).

Forα = 0 (SS-based methods),R(0) approaches channel capacity at the low-WNR (Figure 2.6).
However, at the high-WNR, the host variance has a crucial impact on thesystem performance that
is observed as the considerable rate decrease. Using partial side information at the decoder, the rate
R10,01

X,Σ2
X

(0) is significantly increased at the high-WNR regime with respect to the rateR(0).

In the case ofα = 1, which corresponds to the DM-based selection of compensation parame-
ter and scheme adaptation to the high-WNR, we observe thatR(1) approaches the AWGN channel
capacity. Contrarily, at the low-WNR regime, its performance is considerably degraded due to the
overestimated number of codewords in each bin of message. The proposed set-upR10,01

X,Σ2
X

(1) again

performs superior in this case with a gain of about 3-5 dB.
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SS Gaussian host (WIR=-6 dB)

SS Laplacian host (WIR=-6 dB)

SCS (DC-QIM)

QIM (DM)

C
a

p
a

c
it
y
/a

c
h

ie
v
a

b
le

 r
a

te
 [

b
it
/e

le
m

e
n

t]

WNR [dB]

(a)

C
a

p
a

c
it
y
/a

c
h

ie
v
a

b
le

 r
a

te
 [

b
it
/e

le
m

e
n

t]

WNR [dB]

aR(   =0)
aR(   =0.2)
aR(   =0.4)
aR(   =0.6)
aR(   =0.8)
aR(   =1)

Capacity AWGN

(b)

)1(01,10

, 2 =
S

a
XX

R

)8.0(01,10

, 2 =
S

a
XX

R

)6.0(01,10

, 2 =
S

a
XX

R

)4.0(01,10

, 2 =
S

a
XX

R

)2.0(01,10

, 2 =
S

a
XX

R

)0(01,10

, 2 =
S

a
XX

R

C
a

p
a

c
it
y
/a

c
h

ie
v
a

b
le

ra
te

[b
it
/e

le
m

e
n

t]

WNR [dB]

Capacity AWGN

R

R

R

R

R

R

(c)

Figure 2.6: Achievable rates of: (a) some practical watermarking methods versus the performance
of Costa set-up for WIR=-6dB in assumption of Gaussian and Laplacian hosts; (b) Costa set-up
R(α, σ2

X) for Gaussian host with differentα and WIR=-6dB; (c) Costa set-up with partial side in-
formation at the decoderR10,01

X,Σ2
X

(α) for WIR=-6dB.
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2.3 MAC and broadcast channel with side information for practical
data-hiding schemes

2.3.1 Capacity region of degraded broadcast channels with noncausal side informa-
tion [CNRS]

A coding theorem for degraded discrete memoryless broadcast channels with noncausal side informa-
tion at the transmitter is proved. An achievability rate region for that class of channels is provided.
Therefore the proof of a weak converse establishes that the achievable rate region is actually the ca-
pacity region. This theorem is a generalization of the results of Gel’fand and Pinsker.

Introduction

The concept of broadcast channels (BC) was first introduced and studied by Cover in [24]. It simply
consists of one sender communicating information simultaneously to several receivers. In this paper
we focus on a special class of BC which is the class of physically degraded broadcast channels (DBC)
with noncausal side information at the transmitter. The non-causality assumption on side information
has been used by Gel’fand and Pinsker in [63] to derive the capacity ofthe single-user channel with
random parameters. In “Writing on Dirty Paper” [22] Costa applied this result to the additive white
Gaussian noise (AWGN) channel corrupted by an additive white Gaussian interfering signal. He
showed that choosing an appropriated distribution allows one to achieve thesame capacity as if the
interfering signal was not present. A natural extension of this channelis the degraded broadcast
channel with noncausal side information, which have been introduced for first time in [117]. So far
an inner and outer bounds of the capacity region for that channel havebeen proposed. Furthermore,
this achievable region has been proved to be tight for Gaussian broadcast channels with additive
interference signalS [76]. Authors have extended the main result of Costa’s work in a similar way.
However the capacity region for a general discrete memory-less degraded broadcast channels with
noncausal side information at the transmitter has not been provided yet. The purpose of this paper is
therefore to propose a new region and then prove a coding theorem forthat class of channels.

Broadcast channels with noncausal side information

In this section we present our main result, which is a coding theorem for discrete memoryless broad-
cast channels with noncausal side information at the transmitter.

Theorem 2.3.1 (Capacity Region) LetW , U andV be three arbitrary auxiliary random variables
such thatU 
 (W,V ) 
 (X,S) 
 (Y, Z) (Markov chain) and(W,U,V) are finite alphabets. Assume
a channel

{
X, P (y, z|x, s),Y×Z : s ∈ S

}
such that(X,S)
Y 
Z (Markov chain) and(X, S,Y,Z)

are finite alphabets. The information stateS is assumed to be noncausally known to the transmitter.
Under these assumptions the capacity region is given by

R = co
{
(RY , RZ) : RY , RZ > 0,

RY ≤ I(V ;Y |W ) − I(V ;S|W ),
RZ ≤ I(W,U ;Z) − I(W,U ;S), P ∈ P

}
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whereP is the set of the all probability mass functions of the form

p(w, u, v, x, s, y, z) = p(s)q1(w, u|s)q2(v|w, u, s)
×q3(x|w, v, s)p(y, z|x, s).

The achievability proof is based on the use of strongly typical sequences. We then show the
optimality of the achievable rate regionR by proving a weak converse.

Conclusions

In this paper we investigated the set of achievable rates for physically degraded broadcast channels
with side information noncausally known at the transmitter. Combining a special superposition cod-
ing that uses double codes, and random partitioning coding allowed us to show that these rates are
achievable. Showing a weak converse part of the corresponding coding theorem allowed us toconfirm
that the considered set of rates is also the capacity region for degradedbroadcast channels.

The results of this paper should be easily exploitable for applications such as digital communica-
tions, data compression or watermarking in the case where the transmitter/source has several messages
or data flows to encode. This is the case in watermarking when the coder hasto encode watermarks for
severalusers or when the coded information is attackedseveraltimes. Consider a given multimedia
host signal to be watermarked by several data flows (say two messages). The first mark has to be very
robust but does not carry much information (it corresponds to degraded receiver) and the second mark
is asked to be very informative at the cost of reduced robustness (nondegraded receiver). This is also
the case in a multiuser communication system where the transmitter knows perfectlythe different (say
two) physical channels associated with the different users, say two time-varying multipath channels.
If the channels can be considered to be stationary over a certain time duration the transmitter just need
to know the multipath channels at the beginning of each period and use it to reconstruct some channels
outputs as the intersymbol interference of multiple access interference.

2.3.2 Geometrically robust data-hiding codes: MAC with sideinformation formula-
tion [UNIGE]

In digital media transfer, geometrical transformations desynchronize the communications between the
encoder and the decoder. The main goal of this work is to analyze the conditions of reliable commu-
nications based on structured codebooks in channels with geometrical transformations [124]. Struc-
tured codebooks include codewords that have some features or statisticsdesigned for synchronization
purposes. Depending on the particular codebook design, all existing methods that are proposed for
reliable communications in channels with geometrical transformations are classified into two main
groups: template-based codebooks and redundant codebooks. Theanalysis of security leaks of each
codebook structure is performed in terms of complexity of the worst case attack.

Influence of geometrical attacks on the communications performance

Consider the following generic additive data-hiding system:

Y = W + X, (2.35)
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where stego datay ∈ YN of lengthN is obtained by adding the watermark codewordw ∈ WN

containing an encoded messagem ∈ M, M = {1, 2, . . . , |M|} with |M| = 2NR, to the cover data
x ∈ XN . R = 1

N log2 |M| is the rate of communication.

When a certain geometrical transformationTA(.) is applied to the stego dataY, resulting or
attacked dataV is produced as:

V = TA(Y), (2.36)

where subscriptA represents the class of potentially applied geometrical transformations. Affine,
bilinear and projective transformations are among those thatA can include. A geometrical transfor-
mation consists in change of pixel coordinates ofY and possibly an accompanying interpolation to fit
into the discrete grid of digital images.

A can be parameterized by a set ofJ parametersa = (a1, a2, . . . , aJ) such thata ∈ Z
J 1. For

example, whenA takes the form of affine transformation subclass of general geometricaltransforma-
tions, a pixel at the coordinates(n1, n2) in Y, i.e. y[n1, n2], will be transferred to the new coordinates
(n′1, n

′
2) in V, i.e. v[n′1, n

′
2], according to:

[
n′1
n′2

]
=

[
a1 a2

a3 a4

] [
n1

n2

]
+

[
a5

a6

]
. (2.37)

In this case,a = (a1, a2, a3, a4, a5, a6).

Since the data-hider is not informed about the applied geometrical transform, it can be considered
as random with some distribution. If the parameters ofA are distributed according topA(a), then
total number of possible geometrical transformations, i.e. cardinality of the space of geometrical
transformations, will be bounded by|A| ≤ 2H(A) whereH(A) is the entropy of the random vectorA.
Moreover, if there is a condition such that each of theseJ parameters are distributed independently and
identically according topA(a), i.e. pA(a) = ΠJ

i=1pA(ai), then|A| will be bounded as|A| ≤ 2JH(A).
The upper bound for|A| will be the case whenpA(a) is the uniform distribution.

Assume that the probability of decoding error for a particular realization ofA = a isP (N)
e (a) for

the watermark codewords of lengthN . Then, the average probability of decoding errorP
G(N)
e over

all possible attacks can be computed by averagingP
(N)
e (a) as

PG(N)
e =

∑

a∈ZJ

P (N)
e (a)pA(a). (2.38)

In a theoretical set-up, where lengthN of data sequences approaches∞, the average
probability of decoding errorPG(N)

e for random coding[23] is upper bounded byPG(N)
e ≤

2NR|A|2−N(I(W ;V |K)−δ) [125], whereK is the particular codebook from the set{1, 2, . . . , |K|}
of all codebooks available to both the encoder and the decoder andδ is an arbitrary small number.
However, in a theoretical set-up based on therandom binning[125], PG(N)

e is upper bounded by
P

G(N)
e ≤ 2N [R+R′]|A|2−N(I(U ;V |K)−δ), whereu ∈ UN is an auxiliary random variable andR′ is

the total number of sequencesU that are generated for each messagem ∈ {1, 2, . . . , |M|} [65]. In
the random coding scenario, if data-hider communicates with the rateR that satisfies the condition
R ≤ I(W ;V |K), thenPG(N)

e → 0 asN → ∞ andδ → 0. The complexity of decoding for the

1Note:In general case one can assumea ∈ R
J .
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data-hider is proportional to2NR|A|. Similarly, in the random binning scenario, if data-hider com-

municates with the rateR such thatR ≤ I(U ;V |K) − I(U ;X|K), thenPG(N)
e → 0 asN → ∞

andδ → 0. In this case, the complexity of decoding is proportional to2N [R+R′]|A|. Thus, besides
the complexity of decoding, geometrical attacks do not have any impact on theperformance of these
theoretical set-ups sincePG(N)

e → 0 asN → ∞ andδ → 0 in both cases.

However, in practical situations with a finiteN where the encoding is based on random binning
or random coding with expurgating bad codewords depending on whether host state is taken into
account or not in encoding and the decoding is based on maximum likelihood (ML) technique [62],
the average probability of decoding errorPG(N)

e is upper bounded byPG(N)
e ≤ |A|2−NEr(R|k) where

Er(R|k) = maxρ∈[0,1]maxpW (w|k)

[
E0(ρ, pW |k(w|k)) − ρR

]
. Furthermore, as|A| gets larger, the

upper bound forPG(N)
e increases. Hence, in the case of practical set-ups, geometrical transformations

completely disable the reliable communications.

In many applications, it is necessary to decrease the cardinality of the search space of the decoder
for possible geometrical transformations to reduce the complexity of decoding both in theoretical and
practical set-ups and to decrease the average probability of decoding error in practical cases. A way
to accomplish this requirement is to introduce a synchronization framework intothe scheme in the
expense of dedicating some portion of the rateR, originally used for the message transmission, to the
communication of synchronization data.

As an illustrative example, in Figure 2.7, a dot represents a particular geometrical transformation
A = a in the spaceA of all possible geometrical transformations. A decoder without a synchro-
nization framework will consider all elements of this space as possibly appliedgeometrical transform
(will perform decoding at each point of this space). However, the useof a geometrical synchronization
framework reduces the search space fromA to A′.

Figure 2.7: The original geometrical search spaceA and the constrained search spaceA′ after
CSE/CSC.

The cardinality ofA′, i.e. |A′|, is determined by the accuracy of CSE and CSC procedures and
depends on the particular design of structured codebook. As the variance of the estimation error goes
to zero, constrained search spaceA′ reduces to|A| = 1 (A = a, Fig. 2.7).

Information-theoretic framework of data-hiding synchronizatio n

The host interference to the message communication is an essential problem inthe design of a practical
capacity achieving robust data-hiding. The message coding based on random binning dependent on
host-state provides the solution to this problem. In contrast, robustness to geometrical attacks with an
acceptable complexity requires the codewords of the synchronization part to have special features that
are independent from the statistics of the host data.
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To resolve these conflicting requirements, we propose the information-theoretic set-up presented
in Fig. 2.8, a memoryless MAC with side information (SI) about channel stateX non-causally avail-
able at one of the encoders. It consists of five alphabetsW1,W2,X,A andV, and is denoted by
{W1 ×W2,X,A, p(v|y, a),V}. We also assume that the keysK1 andK2 are available at correspond-
ing encoders and decoders.

Inputs to the channel,W1 andW2, are parts of the watermarkW whereW1 is dedicated to
pure message communication andW2 is additionally used for geometrical synchronization purposes.
MessageM to be communicated is splitted into two parts,M1 andM2, depending on the rate pair
(R1, R2) and are encoded intoW1 andW2 using the corresponding encoders.

Figure 2.8: MAC framework for geometrically robust data-hiding.

A (2NR1 , 2NR2 , N) code for the MAC with SI consists of two message setsm1 ∈ M1 =
{1, 2, . . . , 2NR1} andm2 ∈ M2 = {1, 2, . . . , 2NR2}, two encoding functions:

f1 : {1, 2, . . . , 2NR1} × {1, 2, . . . , |K1|} × XN → WN
1 (2.39)

f2 : {1, 2, . . . , 2NR2} × {1, 2, . . . , |K2|} → WN
2 (2.40)

and a decoding function:

g : VN × {1, 2, . . . , |K1|} × {1, 2, . . . , |K2|} → {1, 2, . . . , 2NR1} × {1, 2, . . . , 2NR2}. (2.41)

MessagesM1 andM2 are chosen randomly from the sets{1, 2, . . . , 2NR1} and{1, 2, . . . , 2NR2}
respectively. The keysK1 andK2 determine the particular codebooks that are to be used by the
corresponding encoders and decoders. Assuming that the distribution of messages over the product
setM1 × M2 is also uniform, the average probability of error for this code is defined as:

P (N)
e =

1

2N(R1+R2)

∑

(m1,m2)∈M1×M2

Pr[g(V,K1,K2) 6= (m1,m2)|(M1 = m1,M2 = m2)] (2.42)

A rate pair(R1, R2) is said to be achievable, if there exists a(2NR1 , 2NR2 , N) code withP (N)
e →

0 asN → ∞. The capacity region of the MAC is the closure of the set of achievable(R1, R2) rate
pairs.

Codebook construction: Codebooks forW1 andW2 are generated randomly according to random
binning [65] and random coding [23] principles, respectively, and revealed to corresponding encoders
and decoders.

Encoding: A particular messagem is partitioned into(M1,M2) depending on the rate pair
(R1, R2). Then, the encoder for the messageM1 creates the codewordW1(M1,X,K1) using ran-
dom binning by taking into account the indexM1, non-causal host state informationX and the user-
specified keyK1. Similarly, encoder for the messageM2 creates the codewordW2(M2,K2) using
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random coding by considering the indexM2 and the particular keyK2. Afterwards, these two code-
words are combined with the host stateX and sent to the discrete memoryless channel (DMC) with
channel transition probabilityp(v|y, a).

Channel: DMC converts the inputY to the outputV by taking into account the channel state
determined by the geometrical transformationA in a probabilistic manner according to the channel
transition probabilityp(v|y, a).

Synchronization:The outputV of the channel is provided to CSE and CSC blocks for the syn-
chronization. In fact, this is the part where the cardinality of search space of the decoder for possible
geometrical transformations is reduced from|A| to |A′|. The outputV′ of this part is sent to the
decoders.

Decoding:At the lower decoder (Fig. 2.8) with the knowledge of the keyK2, M̂2 is decoded first
from V′ consideringW1 as interference. Then, the output of this decoder (in assumption of errorless
decoding ofM2), W2, is provided to upper decoder and̂M1 is decoded fromV′, with the knowledge
of the keyK1, after subtractingW2 (genie-aided decoding). In this way, the interference ofW2 with
respect toW1 is avoided.

The corresponding achievable rates for the given set-up have been investigated independently for
non-synchronization applications in [80]:

R1 ≤ 1

N

[
I(U;V′|W2,K1) − I(U;X|K1)

]

≤ 1

N
[I(U;V|W2,K1) − I(U;X|K1)] , (2.43)

R2 ≤ 1

N

[
I(W2;V

′|U,K2)
]

≤ 1

N
[I(W2;V|U,K2)] , (2.44)

R1 +R2 ≤ 1

N

[
I(U,W2;V

′|K1,K2) − I(U;X|K1)
]

≤ 1

N
[I(U,W2;V|K1,K2) − I(U;X|K1)] , (2.45)

where

I(U;V′|W2,K1) ≤ I(U;V|W2,K1), (2.46)

I(W2;V
′|U,K2) ≤ I(W2;V|U,K2), (2.47)

I(U,W2;V
′|K1,K2) ≤ I(U,W2;V|K1,K2), (2.48)

due to the data processing inequality [23]. In (9), the knowledge ofW2 implies the knowledge ofK2

and likewise in (10), the knowledge ofU implies the knowledge ofK1.

The capacity region for the proposed set-up is presented in Fig. 2.9. Thepoint of interest empha-
sized in this plot is determined by taking into account the fact that selecting the maximal R1 value
for the message communications has a higher priority than assigning the highest R2 for the transmis-
sion of synchronization data. Therefore, indicated point is the optimum onefrom the capacity region
which satisfies the above mentioned concern.

According to the particular way of the design of the synchronization part,W2, structured code-
books can be divided into two main groups: template-based structured codebooks and redundant-
based structured codebooks.
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Figure 2.9: Capacity region of the proposed set-up.

State-of-the-art methods robust to geometrical attacks are based on the approach that consists in
estimation of the applied geometrical transformation from the attacked data, known aschannel state
estimation(CSE), and successive compensation of the distortion,channel state compensation(CSC).

Although the practical usefulness of CSE and CSC operations was demonstrated in the previous
works, a thorough theoretical analysis of this geometrical synchronization framework remained an
open and little studied problem. Furthermore, the security leakages of structured codebooks were not
investigated from the point of designing the worst case attacks to destroy the reliable communica-
tions. Therefore, this paper puts more light on the security and information-theoretical analysis of
geometrically robust data-hiding.

2.4 Orthogonal codes [CNIT]

A major problem with lattice-based watermarking is vulnerability against value-metric scaling of the
host features, specifically against the gain attack, consisting in the multiplication of the host feature se-
quence by a constant factorg which is unknown to the decoder. This weakness derives from the choice
of using the host features amplitude to convey the hidden message. One of the possible approaches
to cope with the gain attack, is the adoption of spherical codewords [18] together with correlation
decoding [16, 92]. This solution stems from the observation that using a minimum distance decoder
on a set of codewords lying on the surface of a sphere, i.e. adopting equi-energetic codewords, results
in hyperconic decoding regions centered in the origin. This in turn ensures that multiplication by a
constant factor does not move a point from one decoding region to the other. Here, a watermarking
scheme based on spherical codes, for which we developed a simple embedding strategy, which min-
imizes the embedding distortion under a robustness constraint, is proposed [1]. To do so, we rely on
the properties of orthogonal equi-energetic codes. Then, by recognizing that orthogonal codes have
rather poor error correcting capabilities, we introduce two modifications to the basic scheme that per-
mit to greatly improve the performance of the system: first, quasi-orthogonal,Gold sequences are
used instead of orthogonal sequences; second, a channel turbo coding step is applied on top of the
orthogonal codes.
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The general formulation of the watermarking problem as a communication channel with side
information at the encoder, is here summarized: at the input of the system wehave a messageb in the
setB to be embedded within a cover feature sequencec, producing the watermarked feature sequence
cw. The insertion ofb within c goes through the definition of a watermarking signalw which is
added toc, hence givingcw = c + w.

The decoder receives a corrupted versionr of the marked sequence and it produces an estimate
of the hidden message. The capacity achieving embedding strategy followingfrom Costa’s work,
usually referred to as random binning, proceeds by generating a codebookU consisting of Gaussian
sequencesui. These sequences are split into2nR bins each associated to a message inB. To castb
into c, the embedder looks for a sequenceu in the bin indexed byb such that|(u − αc) · c| < ε, for
a smallε.

In the following, we find it convenient to look at informed watermarking as a process consisting
of two main steps: information coding and information embedding. Specifically, thestrategy of
associating more than one codeword to each message and letting the chosen codeword depend on
the side information will be referred to asinformed codingor dirty paper coding in honor to Costa’s
paper, whereas the terminformed embeddingwill denote the strategy used to actually embed the
chosen codeword within the host feature sequence. By relying on the simplestructure of orthogonal
codewords, we propose an optimal embedding strategy ensuring that a given level of robustness is
obtained while minimizing the embedding distortion‖w‖2.

2.4.1 Orthogonal dirty paper coding

In order to introduce the new orthogonal dirty paper coding technique, let us consider a side informa-
tion sequencec. Let the length of this sequence ben = 2w, and letU be a realn× n unitary matrix
such asUTU = In. The codebookU is formed by then columns ofU, i.e. each column ofU, say it
ui, i = 0, . . . , n − 1, represents one out ofn available codewords. A message ofk bits is embedded
within a side information block of lengthn. To this aim, eachk-bit message is associated with one
codeword which will be referred to as the carrier codeword. As in any QIM scheme, we now must
split the codebookU into a number of subsets (bins), each associated to a given message. Letus then
consider2k disjoint subsetsQl, l = 0, . . . , 2k − 1, such that

⋃
lQl = U, and assume that a one-to-one

predefined mapping exists between each possiblek-bit information sequencebl, l = 0, . . . , 2k − 1
and the subsetsQl. This means that eachk-bit information sequence can be associated to one out of
2w−k carrier codewordsui belonging to the same subset. In the following we will assume that the
l-th message has to be hidden withinc and indicate the sequence associated to it byum. In order to
specify the embedding rule, we must first define the decoding process. In particular, upon receiving
r, the decoder estimates the hidden carrier sequence by evaluating:

î = arg max
i=0,...,n−1

(
rTui

)
, (2.49)

whereT stands for transpose operation. The estimated messagebl̂ corresponds to the message associ-
ated to the binuî belongs to. The watermarking signalw is chosen in such a way that the watermarked
feature vectorcw = c + w lies inside the decoding region associated toum.

To define a proper robustness measure we use the maximum pairwise errorprobability between
um and the other codewords inU. Let us indicate the pairwise error probability betweenum anduq
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by Pe(m, q); by remembering the decoding rule (2.49), we have:

Pe(m, q) = Prob
{
cw

T (um − uq) + z < 0
} ∼= 1

2
exp




−
[

cw
T (um − uq)√

2σn

√
‖um − uq‖

]2



 , (2.50)

wherez = nT (um−uq) ∼ N
(
0, σn

√
‖um − uq‖

)
, and where the error probability is averaged over

n, i.e. by conditioning on the realization of the messagebl and the cover signalc (and hencecw).

In the following, we will first derive the optimal embedding rule under a constant robustness
constraint, then we will validate the theoretical analysis, and the underlying assumptions, by means
of Monte Carlo simulations.

We assume that the carrier codewordum is known and consider the problem of optimally em-
bedding it withinc. In particular, we consider a constant robustness optimality criterion for which
the watermark robustness is fixed and the embedding distortion∆ = ‖w‖2, is minimized. As a
measure of robustness we choose the maximum pairwise message error probability in the presence of
Gaussian noise previously derived. To go on with the derivation of the optimal embedding procedure,
let us denote byP ∗

e = max
q

{Pe(m, q)} the target robustness level, expressed in terms of pairwise

error probability.

Since the columns of the unitary matrixU form an orthonormal basis forRn, it is always possible
to express the watermarking signalw as a linear combination of{ui}, i.e., w = Ua, wherea =
(a0, a1, . . . , an−1)

T is the column vector with the weights of the linear combination. Given the above,

we have∆ = ‖w‖2 = ‖a‖2 =
n−1∑
h=0

a2
h andaTUTui = ai. Accordingly, the information embedding

problem is equivalent to finding:

a = arg min
am

(
a2

m +
∑

q|uq /∈Ql

a2
q

)
,

aq = min (0, am − S + χq,m) ∀q | uq /∈ Ql. (2.51)

Having defined the optimal embedding rule, we now go back to the choice ofum, i.e. to the
definition of the informed coding mapping associatingbl to a codeword inQl. By recalling that
the decoder takes its decision by maximizing the correlation betweenr and all the codewords in
U, a heuristic way of choosingum consists in choosing the carrier codeword which maximizes the
correlation withc, i.e.

um = arg max
us∈Ql

cTus . (2.52)

The embedding procedure here derived relies on a couple of simplifying assumptions, namely
the use of the pairwise error probability and the approximation in (2.50), hence its validity has been
checked through Monte Carlo simulations, where both the side informationc and the external attack
have been generated according to an AWGN model. The simulations confirmedthat the message
error ratePe, representing the probability that the estimated sequencebl̂ is different than the actual
information sequence embedded incw, is slightly lower than the target values, thus confirming the
validity of the proposed analytical approach.

To improve the performance of the proposed system, orthogonal codes were replaced with quasi-
orthogonal sequences so that the number of available codewords for agiven sequence lengthn is
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increased. Specifically, Gold sequences of lengthn were used, since their cross-correlation properties
ensure that different sequences are almost orthogonal among them. The adoption of Gold sequences
instead of truly orthogonal codes results in the appearance of an additional noise term, that depends on
the unknown weightsal. Hence, the actual error probabilityPe cannot be given a-priori but can only be
estimated by means of computer simulations. The results demonstrate that the actual error probability
Pe obtained through simulations for the Gold Informed Embedding (GIE) strategydescribed above is
higher thanP ∗

e , on account of the additional noise term. However, for a given (actual)Pe, due to the
higher number of available sequences inU, the pseudo-noise informed embedding strategy permits to
noticeably increase the DWR, hence resulting in better overall performance.

2.4.2 Multistage decoding

As a second way to improve the performance of the basic scheme, an additional channel coding step
prior to orthogonal (or Gold) dirty paper coding was inserted.

To start with, let us remember that the proposed informed embedding strategytakes a block ofk
bits and associates them to the transmitted sequencecw of lengthn, in a similar way to a classical
one-step channel coding scheme. Hence, following the analogy with communication systems, the
overall system performance can be improved by means of a serial concatenation of channel codes. In
particular, we consider an outer code with rateRc = k0/k that takes a block ofNb bits at is input (i.e.,
the watermark message) and gives a block ofNb/Rc bits at its output. Such bits are then takenk at
a time by the informed embedding scheme (that acts as the inner code) thus producing(Nb/k0) × n
samples at its output. Hence, in the proposed scheme, the side informationc is given by(Nb/k0)× n
samples, providing an overall rate ofk0/n.

The detection strategy (2.49) generates hard estimates of the bitsbl = (bl,0, bl,1, . . . , bl,k−1). On
the other hand, when dealing with multistage decoding it is preferable that the inner decoder produces
soft estimates to be delivered to the outer decoder [110]. To do so, let usintroduce the setsI1,s andI0,s

asI1,s = {l : bl,s = 1}, andI0,s = {l : bl,s = 0}. More specifically,I1,s (I0,s) represents the set of
2k−1 sequencesbl for which thes-th bit is 1 (0). Then, by focusing on thes-th bit (s = 0, . . . , k− 1)
we consider the following reliability measure of the estimated value ofbl,s:

vs = max
ui∈Ql,l∈I1,s

(
rTui

)
− max

ui∈Ql,l∈I0,s

(
rTui

)
. (2.53)

In practice, among all the carrier codewords associated to a message with a1 in thes-th position, we
pick up the sequence having the maximum correlation with the received vectorr. Then we repeat
the same procedure for the codewords corresponding to the messages with a 0 in thes-th position,
and take the difference between the two (maximum) correlation values obtainedin this way as a soft
estimate of thes-th bit of bl. In summary, the sign of (2.53) determines the hard estimate of thes-th
bit and its absolute value represents the soft output information that can beused by the outer decoder.

The improvement brought by the insertion of a turbo code on top of the innerdirty coding scheme
was evaluated through simulations. Such an improvement is evident if we look at the plot given in
figure 2.10, where the performance of Turbo-Coded GIE (TC-GIE) are compared to those of the plain
GIE scheme for two different DWR, i.e., DWR= 14 dB and DWR= 18 dB. In both cases the overall
rate was set toR = 1/31, however in the TC-GIE case, the rate of inner dirty paper code is2/31
(n = 31, k = 2) with an additional1/2 factor due to the outer turbo code. In contrast, for the GIE
case, a dirty paper code withR = 1/31 (n = 31, k = 1) was used.
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Chapter 3

Performance analysis of data-hiding
systems

3.1 Performance analysis and system enhancement with respect to ad-
ditive noise attacks

3.1.1 Robustness improvement of known-host-state watermarking using host statistics
[UNIGE-UVIGO]

The main goal of this study is to examine the possibility of the uniform quantization-based robust
watermarking of real images taking into account host statistics. Main results are presented in [82].

Known-host-state watermarking

Dither modulation

Binary Dither Modulation (DM) refers to the embedding of the binary valueb (a generalization
to M -ary DM is possible but this aspect is outside of the scope of our analysis)quantizing the host
image using one of two uniform quantizers. The centroids of theQ−1(.) andQ1(.) of the quantizers
belong to the unidimensional lattices [98]:

Λ−1 = 2∆Z, Λ1 = 2∆Z + ∆. (3.1)

Therefore, the stego imagey′ is obtained as a quantized version of the host data:

y′ = Qb(x) = x+ w, (3.2)

where the watermarkw is equivalent to the quantization error,w = Qb(x) − x. Supposing that high-
rate quantization conditions are preserved [72], the following assumptionsare valid: a) the watermark
and the host signal are independent;b) quantization error is uniformly distributed within the interval
[-∆; ∆]; b) embedding distortions are determined byDW = ∆2/3 [98].

25
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The DM decoder performs the minimum distance decoding:

b̂ = arg min
b∈{−1,+1}

‖y −Qb(y)‖2 , (3.3)

wherey is the input of the decoder.

Distortion compensated dither modulation

In case of the DC-DM the watermark, is scaled by a constantν ∈ [0; 1] (for ν=1 the DC-DM
reduces to the DM) [11]:

w = ν(Qb(x) − x), (3.4)

y′ = x+ w = x+ ν(Qb(x) − x). (3.5)

Therefore, the error of quantization is uniformly distributed on the interval[-ν∆; ν∆] and the
embedding distortions are given byDW = ν2∆2/3 and decoding is also performed using minimum
distance rule (3.3).

As it was demonstrated in the field of lossy image compression, uniform quantizer rate-distortion
performance improvement can be obtained for the case of Laplacian or GGd pdfs using a simple
modification of the central bin (deadzone)

[
−Ξ

2 ; Ξ
2

]
of the midtread quantizer [119].

Assuming i.i.d. Laplacian distribution of the host image that was successfully used in lossy
wavelet based image compression [138], one might expect performanceenhancement of DM and
DC-DM providing better conditions for near-zero magnitude coefficients using wider deadzone in
comparison with the regular bin width.

The ratio of the deadzone (central bin) width to the regular bin width of the UDQ is selected
Ξ/∆1=2 and the same quantizer structure is taken for both symbols (Figure 3.1,b).We will refer to
the quantization-based watermarking systems that use the UDQ as to thedeadzone-based DM(DDM)
anddeadzone-based DC-DM(DDC-DM), respectively.

Performance analysis of DDM and DDC-DM watermarking

Performance analysis of deadzone-based known-host-state methods will be accomplished for cases
of uniform noise and AWGN attacks, assuming i.i.d. Laplacian distribution of the host image, and
is based on the methodology developed in [98]. To have fair comparison conditions, we conduct the

analysis for the range of theWNR, (WNR = 10 log10

(σ2
W

σ2
Z

)
), within [-5, 10] dB. All the justifi-

cations are performed based on the assumption that high-rate quantization conditions are preserved
within the deadzones.

Assuming that the stego imagey′ is corrupted by some additive noiseZ with a pdffZ(z) that is
y = y′ + z = x+ w + z. In this case, referring toG−1 andG+1 as to the decision regions associated
to b̂=-1 and̂b=+1, respectively, bit error rate probability is determined by the following expression:

Pe = P{‖y −Q+1(y)‖2 < ‖y −Q−1(y)‖2 |b = −1} = P{y ∈ G1|b = −1}, (3.6)
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Figure 3.1: DM watermark signaling: (a) classical system based on uniform quantizer, (b) UDQ-based
system.

and can be calculated in the following way:

Pe =

∫

G1

fY (y|b = −1) =

∫

G1

fΦ(φ)dφ, (3.7)

wherefΦ(φ) is the equivalent noise pdf that depends on both embedding and attacking strategies and
is determined by a convolution of ”self-noise” pdf with the pdf of the attack [98].

The difference between classical methods and DDM and DDC-DM consistsin dependence of this
probability on the binQ−1(.) wherex lies. Therefore, for proper analysis it is now necessary to
determine the UDQ parameters and compute this probability for all the bins wherex can be located.

This is a crucial difference with the previously performed analysis [48,98] under uniform assump-
tion of host pdf, where probability of error is invariant to the bin index (probability of the correspon-
dent symbol appearance defined by the host pdf).

Determination of the UDQ parameters

According to the selection made in Section 3.1.1, the ratio of deadzone width to theregular bin
width is equal to 2. Assuming the embedding distortions to be exactly the same as in case of the
classical DM, one needs to solve the following equation to obtain the regular bin width of the UDQ:

∆2 − ∆2
1(4 − 3e−2λ∆1) = 0, (3.8)

where∆, ∆1 are the bin width of the uniform quantizer and regular bin width of the UDQ, respec-
tively; λ is the parameter of Laplacian distribution (λ can be determined for the given Watermark-

to-Image ratio,WIR, (WIR = 10 log10

(σ2
W

σ2
X

)
), that for the case of this study is assumed to be

WIR1=-6 dB andWIR2=-16 dB). Thus, one has:

λDDM =
1

∆

√
6 · 10−0.1WIR, λDDC−DM =

1

∆ν

√
6 · 10−0.1WIR. (3.9)

Performance analysis of the DDM and DDC-DM under AWGN and uniform noise attack

Having defined the parameters of the UDQ, it is possible to derive close form analytical solutions
for probability of error analysis of the DDM and DDC-DM that are given in[81].

In this benchmarking of DDM and DDC-DM watermarking methods versus classical DM and
DC-DM in terms of the bit error rate probability is performed for twoWIR, WIR1=-6 dB and
WIR2 =-16 dB for theWNR ∈[-5; 10] dB. The compensation parameter of the MDC-DM is equal
to ν=0.53 for the case of uniform noise attack andν=0.5 for the case of AWGN attack [98].
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Figure 3.2: Bit error rate probabilities of the DDM and the DDC-DM versus the DM and the DC-DM
in case of the uniform noise attack: (a)WIR=-6 dB and (b)WIR=-16 dB and in case of the AWGN
attack: (c)WIR=-6 dB and (d)WIR=-16 dB.

The results of benchmarking are presented in Figure 3.2. These results allow to claim that de-
velopment of the known-host-state watermarking methods taking into accountthe statistics of the
host data leads to their significant performance improvement in terms of bit error rate probability
of both DM and DC-DM for the case whenWNR≤3 dB (the highestWNR corresponding to
the crossing point of bit error probability curves in classical and modifiedcases) for both uniform
noise and AWGN attacks. As the performance enhancement measure we selected the value of the
bit error probability function forWNR=0 dB. For the uniform noise attack we have:PDM

e =0.5 and
PDDM

e =0.4 whenWIR=-16 dB,PDM
e =0.5 andPDDM

e =0.32 whenWIR=-6 dB;PDC−DM
e =0.25

andPDDC−DM
e = 0.21 whenWIR=-16 dB,PDC−DM

e = 0.25 andPDDC−DM
e = 0.17 when

WIR =-6 dB.

In case of the AWGN attack one has:PDM
e = 0.38 andPDDM

e = 0.31 (WIR =-16 dB),
PDM

e =0.38 andPDDM
e = 0.24 (WIR =-6 dB);PDC−DM

e = 0.23 andPDDC−DM
e = 0.2 (WIR=-

16 dB),PDC−DM
e =0.23 andPDDC−DM

e = 0.16 (WIR = −6dB).

3.1.2 Evaluation of performance of DC-DM with repetition coding and improvements
[UVIGO]

The binary Distortion Compensated Dither-Modulation (DC-DM), which can be regarded to as a base-
line for quantization-based data-hiding methods, is rigorously analyzed. Anovel and accurate proce-
dure for computing the exact probability of bit error is given, as well as an approximation amenable
to differentiation which allows to obtain the optimal weights in a newly proposed decoding structure,
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for significant improvements on performance. The results are particularized for a JPEG compression
scenario which allows to show their usefulness. Experimental results validating the proposed theory
are presented [17].

Introduction

Although quantization-based methods have been presented since the beginnings of watermarking, it
was not until very recently that the idea was revisited from a sound theoretical perspective in the
form of a data hiding scheme known as Quantization Index Modulation (QIM)[15], which hides
information by constructing a data-driven set of quantizers. This was later connected to an old paper
by Costa [21] to realize that by adding back a fraction of the quantization error, performance could be
significantly improved. This scheme was thus termed Distortion Compensated QIM(DC-QIM).

The original proposal of DC-QIM can be adapted for using many off-the-shelf vector quantizers.
In particular, a considerable attention has been paid to the special case called Dither Modulation
(DM) [15] —or formally equivalent schemes [53], [112]—, which has the advantage of its simplicity.
Here we consider a (binary) multidimensional extension of Distortion Compensated DM (DC-DM)
which can be regarded as a baseline for more sophisticated QIM schemes [15]. Surprisingly, even for
this very simple scheme a thorough performance analysis (e.g. measured in terms of the bit error rate,
BER) lacks in the literature and only very rough—and thus of little use—approximations based on the
so-called “union bound” are known [15].

The main contributions of the present paper, all focused on the binary DC-DM method and, to the
authors’ knowledge, novel, are: 1) to provide a procedure for theexactcomputation of the BER that
improves on the method published in [99] (and which was only an upper bound); 2) to give an approx-
imation for the BER, more accurate than the union-bound and amenable to analytical optimization;
3) to extend the performance analysis to noise correlated to the host image, in particular, to JPEG
“attacks”; 4) to significantly improve the hidden information decoder by usinga weighted Euclidean
distance; and 5) to give an analytical expression for the optimal weights, which produce considerable
gains when used on typical images.

Throughout the paper we will assume that the host image coefficients are arranged in a vector
x, so that the watermarked image can be written asy = x + w, beingw the watermark. The
information to be hidden is represented by a vectorb with N binary antipodal components, i.e.,
bj = ±1, j = 1, · · · , N . Following most existing schemes, we will consider that thej−th bit is
hidden in a key-dependent set of coefficientsSj with cardinalityLj , for all j = 1, · · · , N . The total
set of coefficients devoted to data hiding is denoted byS ,

⋃N
i=1 Si. For convenience,wj stands for

the vector comprising those samples with indices belonging toSj . We will also assume that prior to
decoding the watermarked image is sent through an additive probabilistic noise channel, so that the
image at its outputz can be written asz = y + n = x + w + n, wheren is the noise vector. By
virtue of the pseudorandom choice of the indices inS we may assume that the samples inn are also
mutually independent, with zero mean and variancesσ2

ni
, i ∈ S.

To measure the impact of the attack, we will follow the popularwatermark-to-noiseratio (WNR),
defined as WNR, 10 log10

∑
i∈S E{w2

i }/
∑

i∈Sσ
2
ni
.



30 ECRYPT — European NoE in Cryptology

Basic concepts of DC-DM

Structured quantization-based methods ( [15, 53]) hide information by constructing a set of vector
quantizersQb(·), each representing a different codewordb. So, given a host vectorx and an infor-
mation codewordb, the embedder constructs the watermarked vectory by simply quantizingx with
Qb(·), i.e. y = Qb(x).

Here we will analyze the simplest (and most studied) implementation of these methods, the binary
Distortion Compensated Dither Modulation (DC-DM) [15]. In the binary DC-DM the watermark
samples in the setSj , j = 1 · · · , N , are given bywj = νjej , i.e. theL-dimensional quantization error
ej , Qbj

(xj) − xj , weighted by an optimizable distortion-compensating parameterνj , 0 < νj ≤ 1.
Then, we will have

yj = Qbj
(xj) − (1 − νj)ej , j = 1, · · · , N (3.10)

The uniform quantizersQ−1(·) and Q+1(·) are such that the corresponding centroids are the
points in the lattices

Λ−1 = 2(∆1Z, · · · ,∆LZ)T + d

Λ+1 = 2(∆1Z, · · · ,∆LZ)T + (∆1, · · · ,∆L)T + d (3.11)

with d ∈ R
L a key-dependent dithering vector. Note that, in contrast to [15], our setup allows for

different quantization steps to be used in each dimension to better account for perceptual constraints.

If the quantization step in each dimension is small enough, we can consider that the quantization
errorei in each dimension will be uniformly distributed between[−∆i,∆i), being2∆i the quantiza-
tion step. Thus, the embedding distortion in each dimension will be E{w2

i } = ν2
j ∆2

i /3.

Finally, decoding is implemented as

b̂j = arg min
−1,1

{(
zj − Qbj

(zj)
)t

Bj

(
zj − Qbj

(zj)
)}

,

j = 1, · · · , N. (3.12)

whereBj = diag(βj1/∆
2
j1
, · · · , βjL/∆

2
jLj

) andSj = {j1, · · · , jLj}. These weighting vectorsβj

allow to improve decoding when additional information about the noise pdf is available, as we will
confirm in Section 3.1.2. On the other hand, the normalization by∆i in the i-th dimension is rea-
sonable if one thinks that noise variance will be roughly proportional to∆2

i to reduce the perceptual
impact of the attack. For simplicity, in next section we will analyze the case in which no weights
other than the normalization by∆i are used, that is,βi = 1. The analysis given here can be readily
extended for an arbitrary weights vector.

Performance analysis and numerical computation

To analyze the performance of this scheme in terms of the bit error probability(Pe), we will define

ui , zi −Qbj (zi)

= Qbj (xi) − (1 − νj)ei + nj −Qbj (zi)

= 2l∆i − (1 − νj)ei + ni (3.13)
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for all i ∈ S and some integerl. Sinceui is a quantization error generated by a quantizer of step
size2∆i, thenui must belong to[∆i,∆i), andl in (3.13) takes the appropriate value so that this is
accomplished. Consequently, the pdf ofui can be written as

fui(ui) =
{ ∑∞

l=−∞ fu′

i
(ui − 2l∆i), ui ∈ [−∆i,∆i)

0, otherwise
(3.14)

whereu′i , ni − (1 − νj)ei, is a random variable with pdf

fu′

i
(u′i) = fni(u

′
i) ∗

1

(1 − νj)
fei(u

′
i/(1 − νj)) (3.15)

Alternatively, we can writefui(ui) = fu′′

i
(ui + ∆i), where

fu′′

i
(u′′i ) = fni(u

′′
i − ∆i) ⊛2∆i

fei(u
′′
i /(1 − νj))

(1 − νj)
(3.16)

being ⊛2∆i the circular convolution of size2∆i operator. This circular convolution includes the
aliasingeffect which is evident in (3.14); also, the shifts of size∆i in fu′′ andfn are due to the fact
that the circular convolution is defined in[0, 2∆i), while we are interested in[−∆i,∆i). A similar
technique has been used in [53], where the role of the circular convolution is played by the sampling
of the characteristic function with period2π

2∆ , which is known to have an aliasing effect, since it is
equivalent to the convolution in the time domain with an impulse train with period2∆.

To follow a strategy similar to the one described in [99] and given (3.12) withβi = 1, we will
definev as the vector with componentsvi , ui/∆i, i = 1, · · · , Lj , so we can write the bit error
probability for thej-th hidden bit as

Pe(j) = P{‖v′
j‖2 > ‖v′

j − (1, · · · , 1)T ‖2}

= P





∑

i∈Sj

v′i > Lj/2




 , (3.17)

wherev′ is an auxiliary random vector with independent components such thatv′ , |v| with pdf
(assuming thatvi is symmetric)

fv′

i
(v′i) ,

{
2∆ifui(v

′
i∆i), if 0 ≤ v′i ≤ 1

0, otherwise
, i ∈ Sj (3.18)

If we definerj ,
∑

i∈Sj
v′i, then the computation ofPe(j) is equivalent to integrating the tail of

the pdf ofrj from Lj/2, but since thev′i are independent random variables, the pdf ofrj is just the
convolution of the pdf’s ofv′i, i ∈ Sj . An efficient way to compute it is with the DFT. To that end, let

Φv′

i
, DFTLjT

(
fv′

i
(t/T )

)
be theLj · T -point DFT of the sequence obtained by samplingfv′

i
at t

T ,

t ∈ {0, · · · , T − 1}. From this, it is straightforward to write

Φrj (l) =
∏

i∈Sj

Φv′

i
(l), (3.19)

for l = 1, · · · , LjT − 1.



32 ECRYPT — European NoE in Cryptology

Finally, letfrj [rj ] = IDFTLjT (Φrj ), thenPe(j) can be computed as

Pe(j) =

LjT∑

k=

�
Lj(T−1)+1

2

� frj [k], for all j ∈ {1, · · · , N}. (3.20)

where the lower index in the summation can be seen as corresponding toLj/2 in (3.17).

JPEG compression

In the previous development we have assumed that the noisen is independent ofx. This is clearly not
the case if the attack is a coarse quantization, like the popular JPEG compression, which is supposed
to be one of the most likely unintentional attacks. In this section we develop a method for estimating
Pe for a given quality factor.

Assuming the bits to transmit are equiprobable, and due to the symmetry of the JPEG compression,
we will concentrate in the case whenb = −1, without loss of generality. Given a JPEG quantization
stepδi corresponding to thei-th dimension, we are interested in computing the probability associated
to each JPEG centroid, noting that this probability will depend not only on the pdf of the host image
(here assumed to be Laplacian with parameterλ) but also on that of the watermark. To that end,
we have to determine the limits of each quantization bin; the DC-DM centroid associated to the k-th
JPEG bin with limitsa±ik = kδi ± δi/2 (the upper or lower limit, depending of the sign, in thei-th
dimension) is

Q−1(a
±
ik

) = di + 2∆i · round

(
a±ik − di

2∆i

)
(3.21)

so the offset between the JPEG centroid and the DC-DM centroid isey(a
±
ik

) , a±ik −Q−1(a
±
ik

). This
offset corresponds to the watermarked image and it can be shown to map back into the host image as

ex(a±ik) =
min{max[ey(a

±
ik

),−(1 − νj)∆i], (1 − νj)∆i}
(1 − νj)

,

for all i ∈ Sj , j = 1, · · · , N . Therefore, if we defineγ±jk
, Q(a±jk

) + ex(a±jk
), we can see that it

corresponds to the upper (lower) limit of the JPEG quantization bin for thek-th JPEG centroid in the
i-th dimension of the host image. Now we can compute the probability of occurrence for this centroid
as

Pik = P (xi ≤ γ+
ik

) − P (xi ≤ γ−ik) (3.22)

with

P (xi ≤ τ) =

{
1
2e

λiτ , if τ ≤ 0
1 − 1

2e
−λiτ , if τ > 0

(3.23)

The parameterλj for the Laplacian distribution can be estimated using the maximum likelihood cri-
terion.
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Notice thatPik play the same role asfu′

i
in 3.14. Once we know the probability of a representative

set of JPEG centroids, it is necessary to “fold” them onto the interval[−∆i,∆i) as in (3.14), and then
follow a similar strategy to that developed in the previous section to computePe(j) by convolving
the pdf’s of the JPEG centroids in each dimension. In our practical implementation we have used the
DFT method introduced in Section 3.1.2.

Optimal decoding weights

In the general formulation of Sect. (3.1.2) we considered the possibility of computing an Euclidean
distance weighted by a vectorβj . In this Section we will show how these optimal decoding weights
can be determined and which kind of knowledge about the noise pdf is required. Following the
development in Section 3.1.2, it is easy to show that (3.17) now becomes

Pe(j) = P





∑

i∈Sj

βiv
′
i >

1

2

∑

i∈Sj

βi




 (3.24)

The random variablesv′k adding up in the leftmost sum in (3.24) are independent and similarly dis-
tributed (it is not necessary that they are identically distributed, but they must not be too different).
Then, when the cardinalityLj of each subsetSj is large enough and under some additional conditions
discussed in [99], it is possible to resort to the Central Limit Theorem (CLT), to write that

Pe(j) ≈ Q




1
2

∑
k∈Sj

βk −∑k∈Sj
βkE{v′k}√∑

k∈Sj
β2

kVar{v′k}



 (3.25)

whereQ(x) , 1√
2π

∫∞
x e−

τ2

2 dτ . Recalling that theQ(·) function is monotonically decreasing, it

follows thatPe(j) is minimized when its argument, that we will call in short SNRj , is maximized.
Then, the optimal decoding weights can be found by differentiating the argument ofQ(·) in (3.25)
with respect toβi, i ∈ Sj , j = 1, · · · , N :

∂SNRj

∂βi
= ρj

(
1

2
− E{v′i}

)
− βiVar{v′i}

ρj

·



1

2

∑

k∈Sj

βk −
∑

k∈Sj

βkE{v′k}



 (3.26)

whereρj is an adequate constant. Setting (3.26) to zero and operating we find that the optimal decod-
ing weightsβ∗i , for all i ∈ S can be written as

β∗i = K ·
(

1
2 − E{v′i}

)

Var{v′i}
(3.27)

whereK is an irrelevant positive real constant, sinceβ∗ can be scaled without any impact on perfor-
mance. Also, it is very interesting to note some of theβ∗i may be negative. This will happen when the
random variablev′i is such that E{v′i} > 1/2, which may occur for large distortions.

Finally, as it can be inferred from (3.27), in order to compute the optimal decoding weights,
knowledge of E{v′i} and Var{v′i} is required. Note that due to the aliasing and truncation effects that
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Figure 3.3:BER versus WNR for DC-DM(L = 10 andν = 0.5) with additive noise proportional to JPEG
with QF = 85.

show up in the construction ofv′, this information is not directly derivable from the first and second
order moments of the noise random variable. In the case of JPEG compression, since the quantization
table is generally available to the decoder, which will then be able to compute the joint pdf of v′ using
the procedure outlined in Section 3.1.2, and, consequently, to derive the optimal decoding weights for
minimum BER data extraction.

Experimental results

In order to validate the analytical results presented heretofore, we havewatermarked the imageLena
with size256×256 in the DCT domain taking into account the same perceptual properties as in previ-
ous works and we have represented the BER vs. WNR curves for different noise distributions and de-
coders. First of all (Fig. 3.3), we have studied additive noise attacks, with both uniform and Gaussian
distributions, and with variances which depend for each DCT coefficienton the corresponding squared
quantization step used in JPEG compression with a quality factor (QF) of 85. The resulting noise is
scaled in order to work with different WNR operating points. The theoretical curves for the uniform
case correspond to using (3.25), while for Gaussian noise the DFT technique explained in Sect. 3.1.2
was employed. Fig. 3.3 also plots the upper bound previously published in [99]. For the uniform case,
Fig. 3.3 clearly shows the improvement on performance that results when theprocedure in Sect. 3.1.2
is used. The slight difference between empirical and theoretical results isdue to the non-uniformity
of the image within the quantization step. This also explains why that differenceis larger when the
WNR increases.

Finally, in Fig. 3.4 we depict the BER vs. WNR when the same image is compressedwith QF’s
ranging from 70 to 90, comparing the empirical results with the analytical onesobtained by following
the procedure described in 3.1.2. The results obtained show that binary DC-DM performs poorly in
front of JPEG compressions. Note that this fact is already very accurately predicted by our theory.
Moreover, without using the optimal weights an improvement does not follow by incrementing the
sizeL of the partitions devoted to a particular bit; in fact if E{v′i} > 1

2 andβi = 1, for all i ∈ Sj ,
Pe will increase withL . This is a quite remarkable result which basically implies that although the
multidimensional extension of the scalar DC-DM scheme can be regarded to asa repetition code, for
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Figure 3.4:BER versus WNR for DC-DM(L = 20 andν = 0.5) with JPEG compression with QF between
70 and 90.

small WNR’s ( high values of E{v′i}) there might be no advantage in using an unweighted decoder,
in evident contrast to what happens in spread-spectrum and quantized-projection data hiding [100].
Nevertheless if the optimal weights are used we do obtain such an improvement.The explanation is
clear: in that case we are using information about the distribution ofv′i, so the argument of (3.25)
will increase withL and thereforePe will decrease. Finally, in Fig. 3.4 we have also represented the
empirical and theoretical results obtained when the optimal decoding weights are used, to demonstrate
how the BER can be reduced by following this strategy.

Conclusions

In this paper we have presented a theoretical analysis for the binary DC-DM data hiding method,
which can be considered as a reference for other more sophisticated quantization-based schemes. An
accurate analysis was lacking in the data hiding literature and only rough upper bounds were available.
The procedure here given not only allows to assess beforehand the bit error rate performance of the
DC-DM method, but to improve the detector by exploiting any available knowledge about the noise
joint pdf. This is particularly so for JPEG compression, a case that has been treated here in some
detail.

3.2 Performance analysis of data-hiding techniques under amplitude
gain and quantization attacks [CNIT]

Here, we analyze the performance of Spread Transform Dither Modulation (ST-DM) algorithm in
presence of the gain attack (multiplication by an unknown scale factor) plus noise addition, and the
quantization attack [4]. The ST-DM algorithm belongs to the wider class of QIM watermarking al-
gorithms. According to the QIM approach, watermarking is achieved through the quantization of the
host feature vector on the basis of a set of predefined quantizers, where the particular quantizer de-
pends on the to-be-hidden messageb. According to the ST-DM approach, the correlation between the
host feature vectorf and a reference spreading signals is quantized instead of the features themselves.
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In a more precise way, let us assume thats is a unit-norm binary pseudo-random sequence taking val-
ues±1/

√
r. The embedder calculates the correlation betweenf ands, ρf = f · s =

∑r
i=1 fisi then

it subtracts the projection off on s from f and adds a new vector component along the direction of
s resulting in the desired quantized autocorrelation, sayρw: fw = f − ρfs + ρws. With regard to
the quantization step, let us remember that the components ofs take only values±1/

√
r. If ρf is

quantized with step∆, then the maximum distortion along each feature component is∆/2
√
r. As to

decoding, a minimum distance decoder is adopted:

b∗ = arg min
b∈{0,1}

min
ub,i∈Ub

|ub,i − ρ′|, (3.28)

where byρ′ we indicate the correlation between the watermarked and possibly attacked features and
the spreading vectors.

With regard to the host features, unless we specify otherwise, we will modelthem as a sequence of
independent and identically distributed random variables following a zero-mean Gaussian probability
density function (pdf). The reliability of the watermark is measured by means of the actual bit error
rate, and its obtrusiveness through the Document to Watermark Ratio (DWR), expressing the ratio
between the power of the host features and that of the watermark. The strength of the attacks may
be measured by the Watermark to Noise Ratio (WNR), giving the ratio between the power ofw and
that of the noise introduced by attacks. The computation of the actual DWR in the ST-DM case
requires some care. Due to the normality of the host features, and to the fact that the spreading vector
s has unitary norm,ρf follows a Gaussian pdf with zero mean and varianceσ2

ρ = σ2
f . Under this

assumption, and by assuming thatb = 0 andb = 1 are equiprobable, we can obtain DWR=
rσ2

f

α∆2 ,
with α depending on the ratio∆/σf .

3.2.1 The gain attack

In this section we assume that, prior to noise addition, the marked host features are scaled by an
unknown scale factorg. Our goal is to find a close form expression for the bit error rate as a function
of DWR, WNR andg. To do so let us observe that after scaling and noise addition the marked features
can be written asf ′w = gfw + n, where byn we indicated the Gaussian noise (with zero mean and
varianceσ2

n) added by the attacker. It is, thus, immediate to verify that in this case WNR= α∆2

rσ2
n

.
Furthermore it is easy to see that the correlation between the attacked features and the reference
directions is given byρ′ = gρw + nρ = gQ0/1(ρf ) + nρ, with nρ = n · s normally distributed with
varianceσ2

nρ
= σ2

n. We can now compute the error probability conditioned to the embedding of a bit
0 asPe|0 =

∑∞
i=−∞ p(u0,i)Pe|u0,i

, with

Pe|u0,i
=

∞∑

j=−∞

∫ (j+1−g(i+1/4)) ∆
σnρ

(j+1/2−g(i+1/4)) ∆
σnρ

1√
2π
e−x2/2dx

p(u0,i) =

∫ (i+3/4) ∆
σf

(i−1/4) ∆
σf

1√
2π
e−

x2

2 dx.

(3.29)

For the symmetry of the problem (remember that we letd = ∆/4), we have thatPe|1 = Pe|0, thus
yieldingPe = Pe|1 = Pe|0.

The error probability given by the above equations is plotted in figure 3.5 for several values of
DWR, WNR,r andg. As it can be seen the performance of ST-DM decreases rapidly as soon as the
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Figure 3.5: Bit error probability in the presence of gain attack plus Gaussian noise addition, for
different values of WNR (a), DWR (b) andr (c).

value ofg departs from 1. At the same time, we can see that the influence of WNR on this behavior
is negligible. This is not the case when DWR is varied, since, as it is shown in figure 3.5b, for lower
values of DWR, the range of admissibleg is wider. This is a very interesting result, since as opposed
to the AWGN case, robustness against the gain attack may be augmented by increasing the watermark
strength. This can be explained by considering that lower values of DWR yield larger values of
the quantization step∆, thus reducing the probability that the gain attack moves the watermarking
features from one codebook to another. Finally, in figure 3.5c, the error probability for different values
of r is shown. Even in this case the range of admissibleg’s increases for higher values ofr, however
the improvement is less evident than in the DWR case. This improvement is due thefact that having
fixed the DWR, increasingr implies an increase of the quantization step∆. For the analysis carried
out so far, we assumed that the host features follow a Gaussian pdf, which is only rarely the case.
We then used Monte Carlo simulations to extend the theoretical analysis to the case of host features
following a Generalized Gaussian pdf. Experimental results demonstrate that, at least in the case of
Generalized Gaussian features, the pdf of the host features has a minorimpact on the robustness of
the watermark, even if a certain deterioration of the performance may be appreciated, especially for
g ≃ 1.

3.2.2 The quantization attack

Let us now consider another attack that commonly affects multimedia documents,i.e. feature quanti-
zation, by assuming that the compression and the watermarking domains coincide.

The model we will use for analyzing this attack is the following:f ′w,i = Q∆a(fw,i) = fw,i + qi,
where∆a represents the quantization process defining the attack, andqi is the corresponding (feature
dependent) quantization noise. In this case the correlation between the attacked features and the
reference directions is given by:ρ′ =

∑r
i=1 fw,isi +

∑r
i=1 qisi = ρw + qa For the symmetry of the

problem, we can condition our analysis to the embedding of a 0 bit. We have:

Pe|0 =
∞∑

k=−∞
p(u0,k)

∞∑

j=−∞

∫ (j−k+3/4)∆

(j−k+1/4)∆
fqa|u0,k

(ρ′)dρ′, (3.30)

where we have exploited the fact thatu0,k = k∆ + ∆/4. In order to evaluate the error probability
we need the pdf of the random variableqa conditioned to the codebook entryu0,k. Let us start by
observing thatqa is the weighted sum of the quantization noise valuesqi affecting each watermarked
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feature. As such, eachqi will depend on the correspondingfw,i. In principle, the watermarked features
fw,i are not independent; however, it is possible to demonstrate that ifr is large enough, the correlation
betweenfw,i vanishes, permitting to consider theqi terms independent of each other. Furthermore, if
r is large enough, we can exploit the central limit theorem, and approximateqa by a Gaussian random
variable with meanµqa =

∑r
i=1 siµqi , and varianceσ2

qa
=
∑r

i=1 s
2
iσ

2
qi

= 1
r

∑r
i=1 σ

2
qi

. It now remains
to estimate the meanµqi and the varianceσ2

qi
, based on the Mean Square Value ofqi, resulting from the

quantization with a step size∆a of a Gaussian random variable having meanu0,ksi = (k∆ + ∆/4) si

and variance (approximately)σ2
f . It is easy to demonstrate that

µqi = u0,ksi − ∆a

∞∑

l=−∞
l

∫ ∆a(l+1/2)−u0,ksi
σf

∆a(l−1/2)−u0,ksi
σf

1√
2π
e−

t2

2 dt

MSVqi =

∞∑

l=−∞

∫ ∆a(l+1/2)

∆a(l−1/2)
(q − l∆a)

2 1√
2πσ2

f

e
− (q−u0,ksi)

2

2σ2
f dq.

(3.31)

Through Monte Carlo simulations, as a first step we verified the validity of the assumptions leading
to the theoretical bit error probability derived above. Such assumptions,i.e. independence ofqi and
use of the central limit theorem to calculate the pdf ofqa, are certainly valid for large values ofr,
however their impact on the accuracy of the theoretical results must be verified experimentally. In
figure 3.6(a) the theoretical bit error probability (G-T) is compared to the results obtained by means
of Monte Carlo simulation, for the case of DWR = 20 dB andr = 30 (G-MC); as it can be seen the
agreement of theoretical results with simulations is excellent. In figure 3.6(b), the analysis is repeated
for several values ofr: the agreement between theory and simulations is very good, even for rather
low values ofr.
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Figure 3.6: Comparison between the theoreticalPe and the BER obtained through Monte Carlo sim-
ulations for various values of WNR (a) andr (b) for quantization attack.

Finally, Monte Carlo simulations have been used to extend the analysis to the case of host features
following a Generalized Gaussian pdf. The results we obtained ensure that the shape of the pdf has a
very low impact on the robustness against quantization.
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3.3 Performance analysis of data-hiding techniques under amplitude
gain and quantization attacks

3.3.1 Time jitter versus additive noise in a game theory context [CNRS]

Imperfectly synchronized watermark communication is almost the most hostile watermark channel.
A desynchronization attack can yield a very high probability of bit error rate by simply moving the
watermark from elements it has been embedded in, inhibiting hence its reliable retrieval from the
original. In this paper, we address attacks that can be modeled by an Additive White Gaussian Noise
and Jitter (AWGN&J) channel in a game theory context. AWGN&J channel wasinitially introduced
to model local time fluctuations in the context of magnetic recording media. This channel is first
briefly presented and characterized in terms of inducedobjectiveandperceptualdistortions. Also,
performance loss of theone-bit watermarkingSpread-Spectrum based scheme over an AWGN&J
channel is derived. Then, results are applied in a game theoretic contextto answer some questions
such as: (i) for a given distortion budget, and from the attacker point ofview, what part should be
allocated to the desynchronization, and what part should be allocated to theadditive noise ?, (ii) from
the defender point of view, what is the worst distortion ? and (iii) is there means to countermeasure
the attacker (limit the amount of objective distortion)?

Introduction

The AWGN&J channel model is used as a channel model for desynchronization. However, rather than
using the classical Inter-Symbol-Interference approach for jitter characterization, a ”scale plus noise
noise model” is proposed. The received signal is written as

r = kzs + nz under the constraint thatE(sn̄z) = 0. (3.32)

Coefficientkz is easily obtained by imposingE(nz s̄) = kzE(ss̄) + E(nz s̄) = 0, which giveskz =
E(rs̄)
E(ss̄) . The residual noisenz is consequently given bynz = r− E(rs̄)

E(ss̄)s. This model has the advantage
of being simple, mathematically tractable and convenient for distortions evaluation.
The objective distortion is measured by the MSE distance. The perceived distortion is evaluated after
compensating for the value-metric scaling.
In case of a random scaling, the jitter behaves like an additional noise. So,kr ≈ 1 andnr(t) ≈
τ d

dts(t). Constant (fixed) time shift, however, leads to

kf = sinc(δ) +
< zJ , s >

‖s‖ (3.33)

nf = zJ − < zJ , s >

‖s‖ s, (3.34)

A Game theoretic approach to AWGN&J channels

We concentrate in the case of attacks by constant scaling. Also, we propose amultiple correlation-
based resynchronization procedure that alleviates the impact of amplitude scaling. At the cost of a
maximum computational complexity ofM correlations, the defender is able to compensate for any
shift strictly larger thanT/M . Consequently, the attacker should not waste energy in performing such
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not fruitful desynchronization. Namely, the game theory will result in the same performance as if the
attacker was not allowed to perform a time shift∆ larger thanT

M .
The MSE attack distortion is given byDa = |kz − 1|2σ2

s + σ2
nz

+ σ2
v . The watermark game asks

for the part of the distortion budgetDa that the attacker should allocate to noise and that to the jitter,
so that the detection performances are maximally decreased. The total distortion can be decomposed
into two parts:

Dv = σ2
v + σ2

n = αDa (3.35)

Dk = (k − 1)2(σ2
w + σ2

x) = (1 − α)Da. (3.36)

The casesα = 0, α = 1 andα ∈]0, 1[ correspond respectively to theall desynchronization, all noise
andhybrid attack. The game is formulated as max-min problem. The criterion to be optimized is
the detection probability (see details in the paper). Resolution casts light into optimal embedder and
attacker strategies. In particular, we obtain that:

(a) Increasing the watermarked signal powerσ2
s enforces the distortionDk due to the scaling factor

with regard to that of the equivalent white noiseveq = v + nz.

(b) AsM increasesDk decreases and the additive noise distortionDv becomes stronger.

(c) Imposing a lower bound onα givesDk ≤ (1 − αmin)Da and prevents the receiver from theall
desynchronizationattack. However, this is achieved by the cost of a certain signal processing
complexity at the receiver side implicitly shown here through the defender parameterM .

(d) For the same watermark powerσ2
w, we haveP f

d (α = αmin) < P f
d (α = 1). To achieve the

same detection probability, the embedding distortion of a watermark facing the hybrid attack
must be larger than that of a watermark facing an AWGN attack.

(e) The slope of the detection probability curve in case of an AWGN attack is higher than that of
the hybrid attack: a part of watermark power enforces the attack impact in the latter case.

Conclusion

In this paper we first consider the AWGN&J channel and briefly outlined a simple approach for eval-
uating the impact an attacker has on a watermarked signal. This approach consists in removing from
the equivalent additive signalz=r − s , very often assumed to be uncorrelated with the watermarked
signals, the part that is signal-like. Theequivalentattack turns to be a particular case of a well studied
channel attack: attacks by filtering and additive noise. This additive noiseis useful for accurate attack
distortions evaluation. Performances loss of the traditional SS-based watermarking scheme over an
AWGN&J channel have then been derived. In the second part of this paper, we investigated optimal
attacker and defender strategies in a game watermarking theory context. Results outline a somehow
intuitive result: desynchronization attacks are the most efficient since a simple scaling in time can
cause the detection process to fail even though the watermark is still present in the watermarked sig-
nal. We also provided means for the defender to maintain this contribution at theprecise level that is
manageable for the performances to remain useful.
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3.3.2 Audio watermarking under desynchronization and additive noise attacks
[CNRS]

Digital watermarking is often modeled as the transmission of a message over a noisy channel denoted
as ”watermark channel”. Distortions introduced by the watermark channelresult mainly from attacks
and may include interference from the original signal. One of the main differences with classical
transmission situations stems from the fact thatperceiveddistortions have to be taken into account.
However, measuring the perceived impact an attack has on a watermarkedsignal is currently an un-
solved problem. Possible means of circumventing this problem would be (i) to define the distortion
in a so-called ”perceived domain” and defining an ”ad hoc” equivalence between objective and per-
ceived distortion, or (ii) to define an ”equivalent distortion”, by removingfrom the attack noise the
part that is correlated to the host signal. We concentrate on the second approach, and first show that
the resulting ”equivalent” attack is a particular case of a thoroughly studiedchannel: filtering plus
additive noise. However, our approach emphasizes the fact that the additive noise in the model has
to be decorrelated with the signal. Then, the formalism is applied to (desynchronization plus noise)
attacks on audio signals. In this context, we provide the corresponding capacities, as well as optimal
”attack” and ”defense” strategies in a game theory context.

Introduction

Digital watermarking can be viewed as a communication problem. An informationm to be sent to
the receiver is encoded into a signalw called the watermark which is then embedded into the media
signalx, referred to asthe cover signal,to form the watermarked datas1. This watermarked data is
sent to the receiver through a channel, denoted asthe watermark channel, where it might be further
processed or even replaced by some other data. This process is also denoted asthe attack. In the
context of robust watermarking, the goal of an attacker is to impair or evenremove the embedded
watermark information without impairing the cover signal. Conversely, the aim of the defender2 is
to design the transmitter in such a way that the watermark is still there, as long as the attack results
in received signals of sufficient quality. This so-called robust watermarking has been first proposed
for multimedia copyright protection [25], and then for many other possible applications. Rather than
considering a given application, this paper is concerned with the estimation ofthe channel parameters,
and the tuning of watermarking systems so that the attacker and defender strategies are optimized.

Robust digital watermarking differs from traditional communication in that the watermark should
in general have the three following contradicting requirements:

• Imperceptibility: after embedding, the watermarked documents should remain perceptually
equivalent to the original signalx. Usually, this is translated by the fact that the embedding
distortionDE should be upper bounded (disregarding for a while that the perceiveddistortion
is difficult to estimate).

• Robustness: the watermark must be robust toward common degradations. Depending onappli-
cations, these degradations result from benign processing and transmission; in other cases, they

1In the rest of this paper, we will use interchangeably the set of terms, host and cover for the original signalx and also
the set of terms composite, watermarked and public for the signals.

2In this paper, the words ”receiver” and ”defender” are equivalently used to refer to the watermark detector. The word
”defender” is especially used in a context of Game Theory, by opposition to that of an ”attacker”.
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result from deliberate attacks.

• Capacity: the embedder should be able to transmit the maximum amount of information through
the watermark channel. The amount of information a watermark carries is called thepayload.
A rate of payload that is reliably detectable and recoverable at the receiver side is called an
achievable rate. Thedata hiding capacityis the supremum of all achievable rates.

Over the last years, several watermarking schemes have been developed [66,104,122] for a large
variety of data types. These schemes can be broadly divided in two main classes: (i) host-interference
non-rejecting methods and (ii) host-interference rejecting methods. Host interference non-rejecting
methods do not allow the encoder to exploit knowledge of the host signalx. The simplest meth-
ods consist in adding a pseudo-noise sequence to the host signal and are often referred to as Spread-
Spectrum (SS) (they can be either blind [123] or non-blind [26]). Whenthe knowledge of the host sig-
nal at the encoder is adequately exploited in system design, the resulting information embedding sys-
tem can be host interference free. Examples include Quantization Index Modulation (QIM) [12, 13],
Dither Modulation (DM) [10, 111] and the famous Scalar Costa Scheme (SCS) [54]. In QIM-based
watermarking schemes, for example, decoding is achieved without any knowledge of the original sig-
nal. We may view design of QIM systems as the simultaneous design of an ensemble of source codes
(quantizers) and channel codes (signal constellations). For sufficiently large codebooks, blind recov-
ery is possible since the noise introduced by a quantizer is approximately whiteand uncorrelated with
the cover signal. Performances of these watermarking schemes have been studied in terms of capacity
and robustness against different types of attacks. When an attacker disrupts a watermark communica-
tion, it usually results in two more or less correlated effects: (i) decreasingdetection reliability and (ii)
host signal quality degradation. The relative strengths of these effectsnaturally depend on the attack
but also on the watermarking scheme itself.

A complete characterization of the watermark channel is not available, and seems to be very
difficult in a general setting. Initially, the analysis of the watermark channelwas limited to theAdditive
White Gaussian Noise(AWGN) channel where the attack effect is assumed to be additive Gaussian
noise-like. Recently, however, theoretical analysis of more sophisticatedwatermark channels have
been published. In [52], Eggers et al. proposed a channel model for digital watermarking facing
attacks by amplitude scaling and additive white noise (SAWN). In [120], the authors focused onthe
re-indexing channelwhich they showed to behave like a linear filter in average. The first intent of this
paper is to give means of appropriately characterizing channel attacks interms of distortion, with an
attempt to attenuate the discrepancy between the objective distortion and the perceived one. Our main
motivation is to use the proposed approach to derive new insights into the desynchronization plus
noise attack, which will be modeled as an Additive White Noise and Jitter (AWGN&J) channel. A
desynchronization attack can yield a very high probability of error by simplyre-sampling the received
signal at other time instants. Throughout this paper, the term ”Jitter” denotes an attack that introduces
random shifts in the nominal sampling instants.

The watermark channel of interest is first presented (section II) . Thischannel is characterized in
that : (i) the attack is shown to be equivalent to an amplitude scaling plus additive noise, uncorrelated
to the signal, and (ii) the distortion is measured with respect to the watermarked signal and not to
the original signal as considered in [52] and [6] (section III). Giventhis channel characterization, the
impact of the AWGN&J channel is then evaluated in terms of capacity and errorprobability, in the
case of spread-spectrum and Costa based watermarking schemes (section IV). The trend is put on
imperfectly synchronized blind SS-based watermarking. In section V, the watermarking game [94] is
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formulated and solved using the introducedobjectiveandperceiveddistortions when hiding spread-
spectrum sequences in audio signals. Solving the game sheds light on defender and attacker optimal
strategies and provides answers to questions such as:

• for a given (perceived) distortion budget, and from the attacker pointof view, what part should
be allocated to desynchronization, and what part should be allocated to additive noise?

• from the defender point of view, what is the worst distortion?

• knowing that, is it possible to find countermeasures, so that this distortion is reduced to a toler-
able amount?

Main results can be summarized as follows:

Discussion

Results following from the analysis above can be summarized as follows:

(i) Facing AWGN attacks, increasing the watermark power is always positive from the embedder
point-of-view;

(ii) Under constant scaling attacks, two contradicting effects related to deliberately increasing the
watermark power appear:

– a positive effect: increasing the watermark power results in a more reliable detection.

– a negative effect: increasing the watermark power enforces the desynchronization attack.

(iii) From the optimized defense analysis, one can see that even in the worstcase, that is ”the mixed
attack”, increasing the watermark power remains optimal. Expressed differently: the so called
positive effectalways overcomes thenegative effectunder constant time shift attacks.

(iv) The multi-correlationtest alleviates the impact of the (all desynchronization) attack (optimum
when no counter-measure is taken).

(v) Even if the random jitter behavior is noise-like, its dependency on both the host signal and the
watermark makes it optimal from an attacker point of view.

Conclusion

In this paper we first investigated the general watermarking channelA. Our main motivation was
to evaluate the perceived impact an attacker has on a watermarked signal. Our approach consists in
removing from the equivalent additive signalz=r− s, very often assumed to be uncorrelated with the
watermarked signals, the part that is signal-like. Theequivalentattack turns to be a particular case of
well studied channel attack: attacks by filtering and additive noise. This additive noise referred to as
the desynchronization noisehas been shown to more accurately characterize the attack impact on the
original watermarked signal quality loss. Our approach has then been applied to the desynchronization
attacks modeled by attacks by jitter plus noise, the AWGN&J channel. Performance loss of the most
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common watermarking schemes in presence of such attacks have then been derived. Finally, we
investigated optimal attacker and defender strategies in a game watermarking theory context. Results
outline a somewhat intuitive result: desynchronization attacks is much more harmful than additive
noise. This was the motivation for providing means to the defender to limit this contribution. Finally,
the best strategies for the defender and attacker were described.

3.3.3 Rational dither modulation: a high-rate data-hiding method invariant to gain
attacks [UVIGO-CNIT]

A novel quantization-based data-hiding method, named Rational Dither Modulation (RDM) is pre-
sented [101, 102]. This method retains most of the simplicity of the conventional dither modulation
(DM) scheme, which is largely vulnerable to amplitude scalings, and modifies it insuch a way that the
result becomes invariant to gain attacks. RDM is based on using a gain-invariant adaptive quantization
step-size at both embedder and decoder. This causes the watermarked signal being asymptotically sta-
tionary. Mathematical tools are used to determine the stationary probability density function, which
is later used to assess the performance of RDM in Gaussian channels. It isalso shown that by increas-
ing the memory of the system it is possible to asymptotically approach the performance of DM, still
keeping invariance against gain attacks. RDM is compared with improved spread-spectrum methods,
showing that the former can achieve much higher rates for the same bit error probability. Experi-
mental results confirm the validity of the theoretical analysis given in the paper. Finally, a broader
class of methods, that extends gain-invariance to quantization index modulation(QIM) methods is
also presented.

Problem formulation

We assume that the host coefficients are arranged in a one-dimensional vectorx. For 2-D hosts, this
can be for instance done by means of lexicographical or zig-zag ordering. Throughout the text, we
will assume thatx containsN elements, i.e.,x = (x1, x2, · · · , xN )T , wherexk refers to thek-th
element andT denotes transpose. However, in those cases where an asymptotic analysis is pursued,
we will let N → ∞.

In data-hiding applications, a messagem is embedded intox by modifying the latter in some way.
We will call the resultwatermarked signaland denote it by vectory. Then, the difference vector
w , y − x is called thewatermark. In a similar fashion to the host signal,yk andwk denote thek-th
element ofy andw respectively. In this paper we will assume thatx,y,w are real vectors, which
is enough for describing most domains used in practice. In any case, the extension of our results to
complex vectors requires minimum changes.

Although the feasibility of the methods that will be proposed does not dependon host-statistics, for
analytical purposes it will be convenient to regard the host samplesxk as being generated according
to some random variableXk with probability density function (pdf)fXk

(xk). We will further assume
thatXk, k = 1, · · · , N , are i.i.d. with zero-mean and varianceσ2

x. Throughout the text, we will use
uppercase letters to denote random variables and lowercase letters to denote specific values. Thus,
Yk andWk will be random variables modeling the watermarked signal and the watermark samples
respectively, and whose distribution will be thoroughly analyzed for the method proposed in this
paper. We will also letX , (X1, · · · , XN )T be the random vector modeling the host signal; similar
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definitions follow forY andW. Given a random variableX, Mxp will denote itsp-th absolute
moment, i.e.,Mxp , E{|X|p}.

Thefixed-gain attack(FGA) consists of a constant scaling of the amplitudes of the watermarked
signal. Furthermore, we will assume that zero-mean additive white noiseN with varianceσ2

n and
independent ofY is also added by the attacker. This noise will allow to compare the proposed schemes
with standard methods that are non-robust against FGA. Letρ > 0 denote the gain parameter, then
following our model, the attacked vectorZ will be written as

Z = ρ(Y + N). (3.37)

Then, the observed vectorz = (z1, z2, · · · , zN )T will be such thatzk = ρ(yk + nk), k =
1, · · · , N , wherenk contains the noise samples. Since most of the methods that will be introduced
need some initial state to be agreed upon by the embedder and the decoder, we will henceforth assume
without loss of generality thatyk = zk = 1, for all k < 1.

Several definitions will be also needed. Theembedding distortionDw is defined as the average
power of the watermark, i.e.,

Dw ,
1

N
E
[
||Y − X||2

]
=

1

N
E
[
||W||2

]
,

where E[·] denotes statistical expectation and|| · || stands for Euclidean (i.e.,ℓ2) norm.

Theattacking distortionDc is defined as follows

Dc ,
1

N
E
[
||ρ−1Z − Y||2

]
=

1

N
E
[
||N||2

]
= σ2

n. (3.38)

The rationale behind premultiplyingZ by ρ−1 in (3.38) is to make the attacking distortion inde-
pendent ofρ: if gain attacks are considered here as being imperceptible, then it is reasonable that they
be disregarded when measuring the attacking distortion. In other words, variations inρ should leave
Dc unchanged.

It is pertinent to remark here that it would be also possible to describe the FGA by the model
Z = ρY + N, as it has been done sometimes in the literature. In this case, in order to achieve
an attacking distortion measure that is only noise-dependent, it would be reasonable to defineDc as
E
[
||Z − ρY||2/N

]
which would again yieldDc = σ2

n. In any event, we point out that the model
Z = ρY +N can be straightforwardly transformed into (3.37) and vice versa, by properly scaling the
noise variance.

We will also find it useful to define some quantities that relate the powers of thehost, the water-
mark and the noise. TheDocument to Watermark Ratio(DWR) is given byσ2

x/Dw; theWatermark
to Noise Ratio(WNR) isDw/Dc and, finally, theDocument to Noise Ratio(DNR) isσ2

x/Dc. Often,
these quantities will be expressed in decibels.

Finally, in the foregoing sections we will use the setG of functionsg : R
L → R, L ≥ 1, having

the property that
g(ρy) = ρg(y), for all ρ > 0,y ∈ R

L. (3.39)
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Figure 3.7: Block-diagram ofL-th order rational dither modulation.

General-order rational dither modulation

The complete embedding and decoding process is represented in Fig. 3.7.

Let yk−1 , (yk−1, yk−2, · · · , yk−L)T , with a similar definition forzk−1. Then, inL-th order
RDM, thek-th binary information symbolbk ∈ {±1} is embedded as

yk = g(yk−1)Qbk

(
xk

g(yk−1)

)
(3.40)

where the quantizersQ−1(·) andQ1(·) are respectively induced by the shifted latticesΛ−1 andg ∈ G,
i.e., g is a function satisfying property (3.39). Then, givenzk andzk−1, decoding is carried out by
following a generalization of:

b̂k = arg min
−1,1

∣∣∣∣
zk

g(zk−1)
−Qbk

(
zk

g(zk−1)

)∣∣∣∣ . (3.41)

Again, it can be shown that the decoder output is invariant to fixed gain attacks: ifZ = ρ(Y+N),
it follows thatzk = ρ(yk + nk) andg(zk−1) = g(ρ(yk−1 + nk−1)) = ρg(yk−1 + nk−1), where the
last equality follows fromg ∈ G. Now, it is easy to see that theρ in the numerator and the denominator
cancel out and the result is identical, irrespective of the value ofρ.

From (3.40) and (3.41) it is clear that the functiong ∈ G plays a significant role in the definition of
this data-hiding scheme. The problem of choosing a particular function is very involved due to the in-
trinsic nonlinearity of the quantization process; this suggests approachingthe problem by considering
simple elements ofG. One such subset is that based on Hölder orℓp vector-norms:

g(yk−1) =

(
1

L

k−1∑

m=k−L

|ym|p
)1/p

, p ≥ 1, (3.42)



D.WVL.3 — First Summary Report on Practical Systems 47

which can be extended to consider weighted-norms. The selection of parameterp is tackled in section
3.3.3.

For the theoretical developments of the foregoing sections we need to define the random vectors
Yk = (Yk, · · · , Yk−L+1)

T andỸ = limk→∞{Yk}, Ỹ ∈ R
L, provided that this limit exists. Similar

definitions follow forZk andZ̃.

Derivation of the stationary probability density function

Similar considerations for the statistical characterization of the watermarked signal can be invoked
to prove for∆ < 2 the existence of a unique asymptotic distribution, by just considering vectors
ŷk , (ŷk, · · · , ŷk−L+1)

T as the states of the Markov chain, with

ŷk = Qδ

(
g(ŷk−1)Qbk

(
xk

g(ŷk−1)

))
, k > 1.

It can be shown that the implicit relation that defines this distribution becomes now

fY (y) =
1

2

∞∑

m=−∞

1

|2m+ 1/2|∆pm

(
y

(2m+ 1/2)∆

)
· f

g(
˜Y)

( |y|
|2m+ 1/2|∆

)
. (3.43)

f
g(

˜Y)
(s) denotes the pdf ofg(Ỹ). This expression is not amenable to analysis for an arbitrary setting,

although for largeL further developments are possible, as we show next. First, since for large DWR’s
the absolute moments ofYk andXk will be very similar (see below), it is reasonable to assume that
E{|Yk|p} <∞, provided that thep-th absolute moment ofXk is bounded. Then, if the latter condition
onYk holds and{Yk} converges toY , it follows thatE{|Yk|p} → E{|Y |p} ask → ∞, see [55], pp.
251-252. Thus, definingRk , gp(Yk−1), we can conclude that

E{Rk} → E {|Y |p} , Myp,

V ar{Rk} → 1

L
E
{
|Y |2p

}
− 1

L
E2 {|Y |p} , σ2

r .

Additionally, sincegp(·) is continuous, and{Yk} converges, it is possible to affirm that{Rk} also
converges to, say,R. On the other hand, if the DWR is large and the components of{Xk} are
independent, we can also consider the components of{Yk} as approximately independent, so the
vectorỸ will have approximately i.i.d. components. Consequently, for largeL we can invoke the
Central Limit Theorem (CLT) to state thatR will be well-approximated by a Gaussian with mean
Myp and varianceσ2

r .

Finally, from this pdf and the relationg(Yk−1) = |Rk|1/p, it is clear that{g(Yk−1)} → |R|1/p =
g(Ỹ) and hence it is possible to approximatef

g(
˜Y)

(s) for largeL as follows:

f
g(

˜Y)
(s) ≈ psp−1

√
2πσr

exp

(
−(sp −Myp)

2

2σ2
r

)
, s ≥ 0. (3.44)

One can see in (3.44) howg(Ỹ) is concentrated aroundM1/p
yp . Interestingly, forL becoming very

large, the pdff
g(

˜Y)
(s) approaches a delta function, namely

f
g(

˜Y)
(s) ≈ δ(s−M1/p

yp )
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Figure 3.8: Analytical pdf vs. one-realization histogram for a Gaussian host, DWR=20 dB,σ2
x = 100,

p = 2.

andfY (y) in (3.43) can be simplified as

fY (y) ≈ 1

2

∞∑

m=−∞

1

|2m+ 1/2|∆pm

(
y

(2m+ 1/2)∆

)
· δ
( |y|
|2m+ 1/2|∆ −M1/p

yp

)

=
1

2

∞∑

m=−∞
pm

(
y

(2m+ 1/2)∆

)
· δ
(
|y| − |2m+ 1/2|∆M1/p

yp

)
.

The appropriate manipulation of the absolute values within the delta functions yields

fY (y) ≈ 1

2

∞∑

m=−∞
pm

(
M1/p

yp

)(
δ
(
y − (2m+ 1/2)∆M1/p

yp

)
+ δ

(
y + (2m+ 1/2)∆M1/p

yp

))

=
1

2

∞∑

m=−∞
pm

(
M1/p

yp

)
δ

(
y − (4m+ 1)

∆

2
M1/p

yp

)

+
1

2

∞∑

m=−∞
p−m

(
M1/p

yp

)
δ

(
y − (4m− 1)

∆

2
M1/p

yp

)
.

Let us define now

qm ,
1

2

∫ ∆
2

M
1/p
xp (2m+3)

∆
2

M
1/p
xp (2m−1)

fX(x)dx, (3.45)
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such that
∑∞

m=−∞ qm = 1. Note thatqm has been written as a function ofM1/p
xp . For largeL it can

be analytically justified thatMyp ≈ Mxp, a claim whose validity is supported by simulations for all
L, especially for small values ofp and∆. Forp = 2, the latter approximation is tantamount to saying
thatσ2

y ≈ σ2
x, which is in good agreement for small∆, or equivalently, for large DWR values. Thus,

it follows thatpm(M
1/p
yp )/2 ≈ q2m andp−m(M

1/p
yp )/2 ≈ q2m−1, and in consequence,

fY (y) ≈
∞∑

m=−∞
q2mδ

(
y − (4m+ 1)

∆

2
M1/p

xp

)
+

∞∑

m=−∞
q2m−1δ

(
y − (4m− 1)

∆

2
M1/p

xp

)

=
∑

m even

qmδ

(
y − (2m+ 1)

∆

2
M1/p

xp

)
+
∑

m odd

qmδ

(
y − (2m+ 1)

∆

2
M1/p

xp

)
.

Finally, the pdf ofY is given for largeL by

fY (y) ≈
∞∑

m=−∞
qmδ

(
y − (2m+ 1)

∆

2
M1/p

xp

)
, L >> 1, (3.46)

Figure 3.8 illustrates the statistical distribution of the watermarked signal, showing the remarkable
accuracy in the predicted probability density functions. ForL = 500 the pdf clearly resembles that of
a DM signal (i.e., the distribution of a uniformly quantized signal), see (3.46).

Noticeably, the preceding analysis also serves for establishing the embedding distortion for large
L and high DWR’s, as we discuss next. First, from (3.46) it is clear that forlargeL, RDM behaves as
if Y were obtained by quantizingX with a quantizer with step-size2∆M

1/p
xp . Then, assuming a large

DWR, which leads toX having an almost flat pdf within each quantization bin, we can easily write

Dw ≈ ∆2M
2/p
xp

3 . This result is for small values ofp and for moderate and large values ofL in good
agreement with simulations and can be used to establish the operating DWR, which becomes

DWR =
3σ2

x

∆2M
2/p
xp

. (3.47)

Note that forp = 2 and a Gaussian host, the DWR is approximately3/∆2 (as long as this DWR is
large enough to justify our assumptions). Equation (3.47) can be inverted todetermine∆ for a desired
level of DWR. Moreover, for large WNR’s and largeL, Mzp ≈ Mxp, so these calculations can be
repeated at the decoder to determine the value of∆ with a small discrepancy if the target DWR is
known at both embedder and decoder. As we have just seen, this discrepancy does not even exist for
Gaussian hosts.

Analytical derivation of the bit error rate

As discussed in Section 3.3.3, we assume that the watermarked signalY is sent through an FGA
channel, producing a vectorZ = ρ(Y + N). As noted previously, RDM is invariant to gain attacks,
so the bit error rate (BER) analysis can be carried out by settingρ = 1.

As decoding errors will occur at the same rate forbk = 1 andbk = −1, we will compute the
probability of decodinĝbk = −1 whenbk = 1. Let us definePe[s, y] as the probability ofZ = Y +N
falling in the set of intervals

⋃∞
l=−∞[(2l + 1)∆s, (2l + 2)∆s), whenY = y:

Pe[s, y] ,

∞∑

l=−∞

∫ (2l+2)∆s

(2l+1)∆s
fN (z − y)dz
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with fN (n) the pdf of the additive noise. As opposed to Dither Modulation, Rational Dither Mod-
ulation does not use a fixed discrete grid due to the variable step-size3, and the evaluation of the
probability of error is more involved. In order to determine the bit error probability Pe, we must take
the expectation ofPe[s, y] with respect to the joint pdf ofg(Z̃) andY , so

Pe =

∫ ∞

−∞

∫ ∞

0
Pe[s, y]f

g(
˜Z),Y

(s, y) ds dy,

which is equivalent to

Pe =

∫ ∞

0
f

g(
˜Z)

(s)

∫ ∞

−∞
Pe[s, y]f

Y |g(
˜Z)

(y|s) dy ds. (3.48)

Next, we make specific refinements of the above expression for those cases for which there exist
closed-form statistical characterizations of the signals involved, that is,L = 1 and largeL. These
can be regarded to as extreme cases, insomuch as performance will always improve asL increases,
asymptotically approaching that of DM.

Large L.

For largeL, and due to the low variance ofg(Ỹ), and correspondingly ofg(Z̃), f
Y |g(

˜Z)
(y|s) can

be safely approximated byf
Y |g(

˜Y)
(y|s), i.e., the difference in the quantization steps at the embedder

and the decoder will have a small impact in the final result; in such case, we have that

f
Y |g(

˜Y)
(y|s) =

∞∑

m=−∞
pm (s) δ

(
y − 4m+ 1

2
∆s

)
,

leading to

Pe =

∫ ∞

0
f

g(
˜Z)

(s)
∞∑

m=−∞
pm (s)Pe

[
s,

4m+ 1

2
∆s

]
ds, L≫ 1,

with

f
g(

˜Z)
(s) ≈ f

g(
˜Y)

(s) ≈ psp−1

√
2πσr

exp

(
−(sp −Myp)

2

2σ2
r

)
, s ≥ 0. (3.49)

Recognizing that the summation in (3.49) is nothing but the probability of error of Dither Modulation
for a step-size2∆s, here denoted byPDM (2∆s), Pe can be rewritten in a more compact form as
follows

Pe =

∫ ∞

0
f

g(
˜Z)

(s)PDM (2∆s)ds. (3.50)

In [109] the probability of error of DM was shown to be

PDM (2∆s) =
∞∑

l=−∞

∫ ∆s(2l+3/2)

∆s(2l+1/2)
fN (n)dn.

which can be put in closed-form whenN follows either a Gaussian or a uniform distribution [109].
Therefore, from (3.50) it is possible to conclude that, for largeL, the performance of RDM is equiva-
lent to averaging that of Dither Modulation for all the possible values of the step-size. In particular, if

L→ ∞, we have thatf
g(

˜Z)
(s) → δ

(
s−M

1/p
yp

)
, andPe → PDM

(
2∆M

1/p
yp

)
.

3In the limit, for L = ∞, the embedding quantization step is fixed and equal to2∆M
1/p
yp .
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Selection of the parameterp.

One interesting question concerns the selection of the parameterp that determines theℓp-norm
used in the definition ofg(zk−1) in (3.42). An appealing approach is to determine the mean and
variance of the random variableg(Z̃), here denoted asµg(p) andσ2

g(p) respectively. Obviously,
g(z̃) = µg(p) + ǫ, whereǫ is a zero-mean noise term with varianceσ2

g(p). Recall that the decoding
rule amounts to quantizingzk with a uniform quantizer with step-sizeg(zk−1)∆ = µg(p)∆ + ǫk∆.
Then, if the discrepancy between the quantization steps used at embedding and decoding is small
(which occurs for largeL, as we have just seen), the only difference with the standard DM decoder
will be due to the presence of the termǫk.

It can be shown that the minimization of the power of this noise for a fixed embedding distortion is
equivalent to minimizing the ratioσ2

g(p)/µ
2
g(p). Moreover, whenZk follows ageneralized Gaussian

distributionwith shape parameterc ∈ [1,∞) and varianceσ2
z , i.e.,

fZk
(zk) =

c

2σz

Γ1/2(3/c)

Γ3/2(1/c)
exp


− |zk|c

σc
z

(
Γ(1/c)
Γ(3/c)

)c/2


 , (3.51)

it is possible to formally prove that the optimal value ofp, denoted byp∗, is such thatp∗ → c as
L → ∞. The rather lengthy proof is omitted here due to space restrictions. Noting that for largeL
and moderatep the absolute moments ofZk are very close to those ofXk, and knowing that the proof
is solely based on those moments, it is possible to conclude that a judicious choice of p is to match
the shape parameter of the host feature signal, provided that this can be modeled as a generalized
Gaussian random variable. Forc < 1 it turns out that a reasonable election isp = 1.

Experimental results

Our first goal in this section is to illustrate how effective RDM is in approaching the performance of
ideal Dither Modulation as the orderL increases. In this context, ideal DM is associated to the absence
of gain attack (i.e.,ρ = 1), thus assuming that the step-size at both embedding and decoding is the
same. Figure 3.9 shows the empirical and analytical values of RDM in the Gaussian case (c = 2),
if we use theℓ2 norm in the definition of normalization functiong(·) 4. The performance of Dither
Modulation in the ideal case, and assuming a gain attack of5%, i.e.,Z = 1.05(Y + N), is plotted as
a reference. The measured probability of error was established after averaging the results of several
simulations with 50,000 bits each. In all cases, the number of simulations for each WNR andL was
large enough to accumulate at least 50 bit errors, for statistical significance. Several comments are in
order. First, the analytical expressions of Section 3.3.3 for the caseL = 1 and the largeL setting have
been used. Although the predictions are good, there are discrepanciesat some points as a consequence
of the approximations made in Section 3.3.3. In particular, the use off

g(
˜Z)

(s) in (3.49) loses validity

for L getting smaller. Moreover, we must keep in mind the approximate modeling of the noise-driven
jitter in the estimated step-sizeg(Z̃) for L = 1. Second, it is important to note that we can reduce the
performance loss with respect to Dither Modulation as much as desired forL sufficiently high. This
is especially relevant if we consider that Dither Modulation is useless beyond a small degree of gain
attack, unless some other measures are taken into account, as shown in the figure for a channel gain
of ρ = 1.05. From Figure 3.10 we can draw similar conclusions for a non-Gaussian host following

4Evidently, for the caseL = 1, the parameterp of theℓp norm is irrelevant.
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Figure 3.9: Empirical and analytical values of the probability of error for different values of the
memory sizeL. Gaussian host, DWR = 25 dB,c = 2, p = 2.
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Figure 3.10: Empirical and analytical values of the probability of error fordifferent values ofL.
Generalized Gaussian host, DWR = 25 dB,c = 0.5, p = 1.

a Generalized Gaussian distribution with shape parameterc = 0.5, see (3.51). Owing to the non-
Gaussianity of the host, we cannot use the analytical distribution of the watermarked signalY , and
so the pdf ofg(Z), needed for theL = 1 case, is not available in closed-form, its determination
constituting in fact an open line of research. Therefore, we have usedthe empirical distribution of
g(Z) to compute the probability of error. The agreement is again quite good between the analytical
values and the empirically measured probability of error.

Due to its varying step size, one reasonable concern about RDM is the peak embedding distortion,
which may produce a considerable perceptual impact in practical applications. As is well known,
for large values of the DWR, DM produces a watermark that is uniformly distributed in[−∆,∆), so
its peak-energy value is∆2; however, in RDM the step size may be momentarily large, thus leading
to a watermark sample that will be also too large. On the other hand, one shouldexpect that, by
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Figure 3.11: Empirical embedding peak-to-average ratio (PAR), as a function of the memory sizeL,
for a Gaussian host. DWR=25 dB,p = 2.

increasingL, the step size variation will be smoothed and the watermark peak-energy reduced. In
order to measure this effect, we have borrowed from communications the so-calledpeak-to-average
ratio (PAR), defined as

PAR =
w2

+

σ2
w

wherew+ is the magnitude exceeded by one percent of the watermark samples,5 i.e., Pr{|W | ≥
w+} = 0.01. For a uniformly distributed watermark in[−∆,∆), we havew+ = 0.99∆, so PAR=
(0.99)2 ·3, i.e., 4.68 dB. Figure 3.11 shows the embedding PAR as a function ofL, for a Gaussian host
and a DWR of 25 dB, demonstrating the benefits of large values ofL in decreasing the embedding
PAR. As expected, whenL → ∞, the PAR tends to 4.68 dB, because in the limit the pdf of the
watermark will be uniform. Remarkably, forL = 4, the PAR is already at less than 3 dB from this
asymptote (also shown in the Figure). This means that forL = 4 aback-offof 3 dB in the embedding
distortion (achieved by reducing∆) will yield approximately the same peak-energy as conventional
DM. Of course, this back-off can be arbitrarily reduced by increasingL as shown in Fig. 3.11.

Figure 3.12 represents the probability of bit error for different valuesof p when the host samples
are drawn from a generalized Gaussian pdf with shape parameterc = 1.5. The minimum ofPe is
achieved forp close to 1.5, thus confirming thatp = c is a good choice as long asc ≥ 1, as discussed
in Section 3.3.3. In any case, the variation in the BER is small for the values ofp considered here,
showing that performance is quite robust against mismatches withc.

Regarding the comparison of RDM with other methods that are also designed tocope with gain
attacks, it must be said that it is quite difficult to find a set of fair conditions for establishing such
a comparison. For instance, those methods based on spherical codewords cannot be implemented
in scalar form; in a similar vein, pilot-based schemes waste some payload (of theorder of thousand
samples in [49]) for embedding some signals that are deterministically known to both encoder and
decoder, a loss which RDM does not incur. Nevertheless, RDM can be evenly likened with the
recently proposed Improved Spread Spectrum (ISS) [88], which canbe seen as spread-spectrum with

5The amplitudes of such small set of samples can be clipped tow+ with little impact on the final performance.
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Figure 3.12: BER vs.p when the host follows a generalized Gaussian with shape parameterc = 1.5.
DWR=45 dB, WNR=10 dB,L = 20.

distortion-compensation, and potentially can work in a scalar fashion. ISS has been proposed as a
simple and gain-invariant alternative to QIM (DM) methods. However, contrarily to what is stated
in [88], it can be shown that the performance of ISS and DM is similar only for very small WNR’s,
while for moderate and large WNR’s, DM outperforms ISS (but is prone to gain attacks). Indeed, as
shown in [108], for ISS to work reasonably well a very small (i.e., much less than 0 dB) effective
DWR is necessary, something that can only be achieved with spreading. This practically implies that
for the scalar binary case and a DWR of 25 dB, the probability of bit errorafforded by ISS is always
larger than 0.43 for the range of WNR’s considered in Fig. 3.9. Since ISSneeds some amount of
spreading for attaining a satisfactory performance, it is interesting to plot the spreading factorN that
is required to achievethe sameprobability of bit error as RDM, for different values of the memory
sizeL. This is plotted in Figure 3.13 for a DWR of 25 dB, where it can be seen that for L = 10, and
depending on the WNR, a spreading factor between 300 and 3000 is necessary. This simply means
that for a WNR of 15 dB, ISS reduces the payload by a factor of 3000 compared to RDM to achieve
the same bit error rate.

It is important to remark that the results for ISS presented here have beenobtained using the op-
timal distortion compensation strategy (which requires prior knowledge at theembedder about the
attacking strength), while we arenot using distortion compensation (a source of potential improve-
ments). Furthermore, whereas RDM can be combined with any multilevel constellation, for ISS to be
robust against gain attacks, binary antipodal symbols are mandatory.

After our manuscript was submitted, a method related to RDM proposed by Oostven et al. [95]
was brought to our attention. This method can be regarded to as replacingg(yk−1) in (3.40) by
g′(xk+L) , 1

2L+1

∑L
i=−L xk−i, andg(zk−1) in (3.41) byg′(zk+L) , 1

2L+1

∑L
i=−L zk−i, which

can be both recognized as moving averages. As it can be readily checked, this scheme is also gain-
invariant and has the additional advantage of not needing to impose a strict-causality constraint upon
the argument of functiong′(·). Unfortunately, even in the absence of channel noise, the method in [95]
presents a non-zero probability of error due to usingx (instead ofy) in embedding, whiley = x+w is
employed in decoding. Moreover, when the mean of the host signal is small compared to its standard
deviation, experiments reveal that Oostven et al.’s algorithm is noticeably outperformed by RDM,
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Figure 3.13: Spreading factorN needed in ISS for achieving the same BER as in scalar RDM, for
different values ofL. Gaussian host, DWR = 25 dB,p = 2.

because for the former the mean ofg′(Z̃) will be also small compared to its standard deviation,
resulting in a significant amount of step-size jitter. On the other hand, for host mean values larger
than the standard deviation, both schemes achieve similar performance.

RDM has been conceived to fight fixed gain attacks. Then, one logical matter of interest is the
degradation of RDM performance under varying gain attacks. From its construction, it can be ex-
pected that RDM should be effective in handling slow variations in the gainρk. In order to establish
how slow this variations would be, we have considered the following model for ρk

ρk = 1 + 0.1 cos

(
2πk

L ·M

)
, (3.52)

in which the variation is controlled byM . It must be stressed that unless they are modified to track
these gain variations, at the expense of considerable increase of complexity, those methods that es-
timate thefixedquantization step-size will fail against a varying gain attack such as (3.52). On the
other hand, those schemes that use binary antipodal constellations, like spread-spectrum or ISS, will
show much better performance. As to RDM, in Figure 3.14 the BER values obtained experimentally
for fixed DWR and WNR, whenL = 10, andM is allowed to change, are shown. The results were
obtained after averaging 10 realizations of 25,000 bits each. As can be clearly seen, for values ofM
larger than 100, the achieved performance is almost the same as with a fixed gain attack. Similar con-
clusions can be drawn for other values ofL: the degradation coming from the proposed varying gain
model becomes negligible forM sufficiently high. Therefore, there will be typically a compromise
between performance (which improves with increasingL) and the ability to cope with faster gain vari-
ations (which requiresL being small). We can conclude that RDM has a good degree of robustness
against varying gains, provided they are sufficiently slow. In any case, an in-depth discussion of the
behaviour of RDM for varying-gain attacks is out of the scope of the paper.

Conclusions

Quantization-based methods are becoming increasingly popular in watermarking and data-hiding ap-
plications owing to their improved performance as compared to spread-spectrum-based schemes. Un-
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Figure 3.14: BER performance of RDM for a varying gain attackρk as in (3.52), withN a parameter
that expresses the degree of change. DWR=25 dB, WNR = 15 dB,L = 10, p = 1, c = 0.5.

fortunately, the fixed gain attack has revealed itself as the Achilles’ heel ofquantization-based algo-
rithms, due to its overwhelming simplicity and devastating effects. RDM constructsa gain-invariant
domain in which quantization takes place, and it does so in a extremely simple way,amounting to
minor modifications of the standard DM method.

We have provided also a thorough statistical analysis of RDM, which due to itsasymptotic sta-
tionarity demands the usage of formal tools to determine the stationary pdf of thewatermarked signal.
This paved the way for analytically assessing the performance of RDM. Experimental results have
validated our analysis and confirmed the predicted behaviour of RDM. Thecurrent RDM proposal
has proven its merits in a highly theoretical context, which is largely independent of the host na-
ture; needless to say, a considerable amount of work is necessary to tune RDM to the demands of
practical applications. A partial relief would be to pseudorandomly permute the host samples to cre-
ate a “pseudo-stationary” signal, but in turn this may affect RDM’s resilience to slow-varying gains.
Besides the practical implementation of RDM with multimedia signals, ongoing research covers the
design of the functiong controlling the step-size, with the possible inclusion of weightedℓp norms,
the combination of RDM with distortion compensation and channel coding, and the adaptation of
RDM to deal with faster gain variations.

3.4 Adaptive steganography based on dithering [GAUSS]

3.4.1 Overview

After a general discussion of adaptivity (sec. 3.4.2) and a short overview about dithering (sec. 3.4.3),
we point out basic possibilities for adaptive steganography using white noise dithering (sec. 3.4.4).
Sec. 3.4.5 introduces obvious algorithms and discusses problems. Extendingthe original dither crite-
rion leads to a possible steganographic algorithm (sec. 3.4.6). Sec. 3.4.7 presents our test results.
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3.4.2 Possibilities for adaptivity

The usual parameters to describe steganographic algorithms are accepted cover data, use of a stegano-
graphic key, and the embedding function. In order to identify possibilities for adaptivity, we consider
the following features of the embedding function:

• selection of the samples used for embedding,

• representation of the message bits, and

• modification of the cover data.

The simplest approach for the selection is to use samples consecutively. A better solution is to
choose samples based on a (pseudo-)randomly, but not adaptive parameter, in order to complicate
steganalysis. The selection can be made adaptive if it depends on characteristics of the samples. Of
course, combinations of the last two approaches are possible.

Embedding can use one sample to represent one message bit (1:1 embedding), orn samples (1:n
embedding, e.g. parity coding [2]). We do not consider representing itself as adaptive, but, e.g., the
selection among then samples.

Usually, the selected samples are modified during embedding. A widely used approach is to sub-
stitute parts of the samples with the message to be embedded. The LSB method, that simply exchanges
the least significant bits of the samples with the message bits, falls within this class.Another possibil-
ity is to apply a function to the samples that does not only substitute parts of them with the message
bits, such as decrementing [105]. One way to introduce adaptivity is to choose the embedding function
itself or their parameters depending on characteristics of the samples.

Obviously, considering features of the cover data decreases embedding capacity. It is a known
fact that reducing the embedding capacity makes steganalysis more difficult.However, even a low
embedding capacity can lead to significant traces if unsuitable parts of the cover are modified. In this
paper, we consider adaptive selection of samples and adaptive modification.

3.4.3 Dithering processes

The dithering process is a method of color reduction, mainly used by bilevel monitors and the print
industry to display pictures. The idea of color reduction is to simulate many different colors when
only a few basic colors are available. In grayscale images the two colors black and white are sufficient
to represent all grayscales. There are three different dithering methods [126].

White noise ditheringcomputes the dithered image pixel by pixel by comparing the grayscale of
each pixel to a threshold valueth. This threshold value is calculated by adding a random numberrnd
to half of the image intensity. For each pixel a different random number is chosen. Whenever the
pixel value is smaller than the threshold value, the resulting pixel in the dithered image is set to black
(grayscale 0), otherwise to white (grayscale 255):

dither[x, y] =

{
0: pixel[x, y] < (th+ rnd)

255: otherwise

wherepixel[x,y] is the grayscale of the image at the position (x,y)
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Due to the different random numbers for each pixel, there is an impressionof grayscales. But this
randomness also leads to a relatively noisy image, with a low resolution in the spatial domain.

The second class of dithering processes uses afield of threshold values. This threshold field is
periodically repeated over the image. If the pixel value is smaller than the related threshold value
rel th of the field, the resulting pixel in the dithered image is set to black, otherwise to white:

dither[x, y] =

{
0: pixel[x, y] < rel th

255: otherwise

The used threshold fields are restricted in size and are set up accordingto fixed rules [126]. Due
to the fixed threshold values, the resulting dithered images are less noisy thanwhite noise dithered
images. The term Digital Halftoning is often used for dithering algorithms in general but more exactly
it denotes onlyclustered dot dithering, a variation of this class.

The third class of dithering methods considersadjacent pixelswhen generating the dithered im-
age. The error of each pixel, defined as the difference between the original and the dithered image
grayscales, is spread to adjacent pixels in order to minimize the resulting total error of the dithered
picture. A well known example of an error propagation matrix is the Floyd Steinberg matrix [106].

This dithering method is more suitable for displaying photo realistic images than fortechnical
drawings. Because of the error propagation there can be artifacts in homogeneous image regions.

3.4.4 Using the dithering process for steganography

There are two ways of using the results of dithering processes for steganographic algorithms. The
first idea is to use the dithered image as a cover and to embed the confidential message directly into
this picture (Fig. 3.15:Direct EmbeddingED). The second idea is to use the result of the dithering
process as an embedding mask (”dither mask”, Fig. 3.15:Embedding MaskEE).

Dither
Process ED

CoverDither

Picture

Parameter
Key

EE

Cover

Message

Message

Key

Stego

Stego

Grayscale

Image

Figure 3.15: Possible steganographic systems.

A steganographic algorithm has to produce plausible stego images, as an attacker’s suspicion
should not be raised by the image itself. By embedding directly into the dithered picture, the stego
image is a dithered image, too. However, dithered images are mainly used for displaying pictures on
displays or in the print industry. Since we assume that the produced stego images will be exchanged
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via the internet, directly embedding will produce stego images which are not very plausible. The
proposed algorithms are, therefore, based on the second approach.

According to Kerckhoffs [74], the security of a mechanism must not depend on its nondisclosure.
Instead, it has to depend on a key. The key must be independent from the cover to prevent attacks
based on it. All dithering methods described above depend on random parameters that can be used as
key.

White noise dithering seems to be suitable for embedding. The random numbersadded to the
threshold can be used as a steganographic key. A pseudo random sequence has to be used in order
to enable the recipient to extract the message. However, if an attacker knows the maximum value of
random numbersmax rnd, he can classify the pixels into three categories:

dither[x, y] =






0: pixel[x, y] < (th−max rnd)
1: pixel[x, y] > (th+max rnd)
2: otherwise

All pixels that have definitely been used for embedding are marked 0 in the dither mask. All pixels
that have definitely not been used for embedding are marked 1. The remaining pixels may or may not
have been used in the eyes of an attacker. They are marked 2. The size of the last category depends on
max rnd. As the visual quality of the dithered image does not play a role, the range ofthe random
numbers can be chosen arbitrarily. This classification is used for an attackin sec. 3.4.7.

The second method is less suitable for steganographic algorithms, since its randomness is re-
stricted to the size of the field what may ease steganalysis. Therefore, the first method is preferable
since there are as many random numbers as pixels in the image.

The third dithering method is not suitable at all, since our aim is to consider the content of images.
Error propagation, however, changes the image information. Therefore, the adaptive steganographic
algorithm may select pixels not suitable for embedding. As a conclusion, we only consider white
noise dithering for the development of steganographic algorithms.

3.4.5 Basic ideas

Adaptive selection (AdSel)

A pixel of the grayscale cover image is used for embedding only if the corresponding pixel in the
dither mask is black. We use the LSB method for subsequently embedding into theadaptively selected
pixels. The resulting modification is not visible at all, but this algorithm is known tobe insecure as
shown, e.g., by the visual and statistical attacks [105]. Replacing the leastsignificant bits can also
destroy existing structures in the LSB plane due to the introduced randomization. We apply LSB
embedding as a first approach only to be able to evaluate the improvement of adaptive selection w.r.t.
the “worst case” LSB embedding. Another advantage is the chance to detect potential weaknesses of
the approach.

The pseudo random numbers which are added toth establish the steganographic key of this algo-
rithm. The recipient can only extract the embedded message bit if a pixel continues to be black in the
dither mask after embedding. Otherwise, loss arises. We simply repeat embedding this message bit
into the next usable pixel. Fig. 3.16 depicts the embedding algorithm.
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Figure 3.16: Adaptive Selection.

Adaptive modification (AdMod)

According to sec. 3.4.2, the embedding function itself is chosen depending on the dither mask. In
order to complicate steganalytical histogram analysis, either incrementing or decrementing is used
(Fig. 3.17). For practical use, it is necessary to adapt the embedding function to the image content,
e.g. by parameterizing.

Dither ma skCover Stego

0

0

0

0

0

0

0

0 0 00

00

0

255

255

255

255

0

255

255

255

255

255

0

207

52

17

12836

37

37 37 37

37

255

250

237

137

237

147

7

138207

37

36

137

240

58

36

37

207

52

17

12836

37

37 37 37

37

255

250

237

137

237

147

7

137207

38

37

138

239

59

36

38

Steganographically used pixels 

Half of im age intensity= (max intensity+ minintensity)/2 = 131

Pseudo random  numbersused for dithering:

−1245 28 −16 −3817 2 −43 26 −5 48 32 19 −27 3 −925 16 −44 −22 −3642 50 −232

Confidential message(embedded bits inbold):01100 011 01101010011 ...

Figure 3.17: Adaptive Modification.

This approach causes no loss. The recipient can directly extract the confidential message from the
least significant bits without reproducing the dither mask. Since this is also possible for an adversary,
we need an additional steganographic key.
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We randomly select the processing sequence of pixels. On one hand, themaximum embedding
capacity can still be used. On the other hand, shorter messages are spread over the image. We apply the
approach described in [60], that first performs a permutation, embeds consecutively into the permuted
pixels, and finally invert the permutation. Since we need the dither mask for embedding, we permute
both pixels and dither mask.

Problems with usual dithering

Dithered images produced by existing dithering methods only offer an intensitydescription of the
original grayscale image. However, embedding on the basis of intensity information is not necessarily
useful. By embedding a steganographic message into the least significant bits of the image pixels,
noise is added. When applyingAdSel, this happens only in relatively dark areas. This may lead to
problems, as dark areas are not necessarily more random. The added noise is particularly noticeable
in saturated areas of the image. Due to message spreading,AdModspreads the noise uniformly over
the entire image.

However, considering only image intensity is not sufficient for a steganographic algorithms since
existing image structures may be destroyed by embedding. Therefore, we modify the original dither
criterion.

In natural images, the digitalization process leads to different noise levels indifferent image parts.
Homogeneous image parts at a saturated level hardly show grayscale differences and therefore hardly
contain noise. In contrast, image parts with edges and corners or stronglytextured areas show more
randomness by nature. We choose the contrast between pixels of an imageregion as a criterion of the
”noisiness” of a region. An image rich in contrast has very high spatial frequencies, which indicates
noise. Grayscale values are most uncertain in noisy regions. Such image parts are therefore most
suitable for steganographic message embedding.

3.4.6 Extending adaptive selection

The algorithm ConDith

In order to use only regions showing a high degree of randomness for embedding, we consider contrast
as dither criterion, that corresponds to a local change in grayscales. Thus, the proposed modified
dithering algorithm evaluates differences between adjacent pixels. For each pixel, differences to its
immediate neighbors are compared to a threshold valueminimum contrastcmin. If the differences
exceedcmin, the pixel can be used steganographically, as contrast in this region is strong enough
(marked 0 in the dither mask). Otherwise, the corresponding pixel is marked255:

pixel[x, y] usable, ifdither[x, y] = 0

dither[x, y] =

{
0: diff > cmin

255: otherwise

wherediff describes the differences ofpixel[x, y] to all considered adjacent pixels.

Embedding and extracting can be carried out in a similar manner as suggestedby AdSel. Since
the evaluated differences depend on the image content they can also be reproduced by an attacker.
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Therefore, we must use a key. We can either use a cryptographic key toencode our confidential
message before embedding, or we can use a steganographic key that parameterizes the steganographic
method itself. We can also combine both approaches. If only a cryptographic key is used, the division
between used and unused pixels is not hidden from the attacker. He can fully reconstruct and analyze
the potentially confidential message. If the used dither criteria is not sufficient to select noisy image
parts, it is expected that steganographically usable pixels of a stego image are more random than those
of a cover image. Consequently, the method should depend on a steganographic key influencing the
selection of steganographically used pixels as well.

The embedding operation is applied directly to the selected pixels using the LSB method. Again,
we use this method only to have a comparison to the ”worst case”. Fig. 3.18 describes the algorithm
on an example.
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Figure 3.18: Extending White Noise Dithering.

The recipient, of course, has to process the cover image with the same key.This is the only way
he can select the used pixels from all usable pixels.

Practical considerations

The first aspect concerns the realization of the modified dithering algorithm.Embedding depends on
the contrast of a pixel to the adjacent pixels. If the difference between the pixel’s and each of the
considered neighbor’s grayscales exceeds the chosen threshold value, it is usable for embedding. We
do not use the sum of differences in order to avoid introducing irregularities, e.g. into edges.

It is sufficient to consider only 4 of the 8 possible neighbors of each pixel. We can process either
in a forward or a backward direction (Fig. 3.19). Forward processingis not possible, since we would
analyze relationships to pixels which might be modified later. This may lead to a change of the
usability of a pixel. Pixels that have been used for embedding seem unusedto the recipient and vice
versa (Fig. 3.20).

To avoid these difficulties, we use backward processing. In contrast tothe other algorithms, it
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is difficult to comprehensively calculate the dither mask in advance (Fig. 3.21). Usable pixels may
become unusable due to embedding into the considered adjacent pixels and vice versa.

An obvious solution to this problem is the sequential processing of the pixels.For each pixel, the
correct value in the dither mask is computed immediately before embedding. The first row and the
first column are skipped. Since all considered differences cannot bechanged afterwards, the recipient
can reconstruct all used pixels.

We now turn to another feature of the algorithm: The use of a steganographic key. First, stegano-
graphic usability is computed for each pixel. If a pixel is usable, the steganographic key decides
whether the pixel is used or skipped. Therefore, cover pixels which willbe used are selected both
adaptively and dependent on a steganographic key. A secure selection of used pixels complicates ste-
ganalyzis. We want to point out that an attacker can still succeed, if embedding significantly changes
cover characteristics.

We generate a pseudo random sequence of random numbersrnd ranging from0 to n. A usable
pixel is used for embedding if the corresponding random number is less than n+1

2 :

pixel[x, y] usable, ifdither[x, y] = 0

dither[x, y] =

{
0: diff > cmin ∧ rnd[x, y] < n+1

2
255: otherwise

It is necessary to compute a pseudo random number for each pixel, including unusable pixels.
Otherwise, loss would impair synchronization. On average, only half of theusable pixels are used
for embedding. Due to the extension of the dither criteria, the steganographic algorithm selects pixels
that are suitable for embedding. However, the modifications may still be detectable to an attacker.
First, embedding shorter messages leads to an abrupt end of modifications.Second, the LSB method
is known to be insecure. The next subsection discusses possible solutions to these problems.
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Figure 3.20: Problems with forward processing.
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Figure 3.21: Problems with backward processing.
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Further improvements

Message Spreading.We cannot spread the message as described in sec. 3.4.5, since we are not able to
compute the dither mask in advance. A closer look at the algorithm shows that this is indeed possible
if we exclude critical pixels. For LSB embedding, grayscales differing only in the least significant
bit can be seen as a group, since they can be transformed into each otherby embedding. A pixel is
unusable, if the difference of only one of the grayscales of the group itbelongs to exceedscmin w.r.t.
a considered neighborhood relation:

pixel[x, y] unusable if:

ep(pixel[x, y], cmin) = 0 ∧ −cmin ≤ diff ≤ cmin + 1
ep(pixel[x, y], cmin) = 1 ∧ −(cmin + 1)≤ diff ≤ cmin

whereep(a, b) = (a mod2) ⊕ (b mod2).

Based on these considerations, we are able to compute the dither mask in advance and to spread
the message. Since we have to consider the adjacent pixels, we permute the processing order instead
of pixels themselves. The resulting algorithm is calledConDithSpread.

Embedding operation.To tackle the problems caused by LSB embedding, we consider two other
embedding functions:incrementingandadding noise. The latter approach is motivated by research
on mimicking a usual process by embedding [59]. To produce plausible stego images one can try
to replace the noise caused by digitalization processes such as scanning by noise that contains the
message to be embedded [58]. In this paper, we only make very simple assumptions about this noise
and add a sequence of random integer numbersrnd as noise signal with the following probability
distribution:P (rnd = −1) = 0.25, P (rnd = 0) = 0.5, P (rnd = 1) = 0.25.

It is not possible to compute the dither mask in advance in order to spread the message. Excluding
critical values is only possible if the embedding operation is idempotent such asLSB embedding.
In the case of incrementing or adding noise, an exclusion of critical grayscales would only lead to a
postponement of the problem. We refer to the resulting algorithms asConDithIncandConDithNoise.

3.4.7 Evaluating the algorithms

Test concept

We have implemented and tested our algorithms in order to assess their security and performance.
We do not consider robustness of embedding since this feature is not so relevant for steganography.
Our test set includes 70 images of different sizes and characteristics. The images are mainly digital
photographs. We use pseudo random numbers with a range from -50 to 50 for white noise dithering.
For calculating the dithered images with the extended dither criterion, we setcmin to 10 based on
empirical tests.

The embedding capacity denotes the number of steganographically usable pixels. It depends on
both the algorithm and the image content. In our tests we embedded random bit strings of a variable
length which allowed us to use an arbitrary embedding capacity. To evaluate the performanceof our
algorithms, we calculated theirembedding rate(embedded message bits w.r.t. all samples, i.e. pixels),
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loss rate(loss w.r.t. steganographically used samples), andchange rate(modified samples w.r.t. all
samples).

To assess thesecurityof the suggested algorithms, we performed possible steganalytical tests. We
evaluated 70 stego images in each case for the algorithmsAdSel, AdMod, andConDith. To restrict
complexity, we selected 30 images for the evaluation of the remaining algorithms. Obviously, the
results of steganalyzis depend on the characteristics of the cover image. Ideally, analyzing cover and
stego image will yield the same results. We also analyzed the 70 cover images in order to be able to
appropriately rate the test results. The following steganalytical tests were conducted:

• visualizing the LSB planes according to [105],

• χ2-attack according to [105],

• targetedχ2-attack, and

• RS-analysis according to [61].

Test results

Performance evaluation. Tab. 3.1 summarizes embedding rate, loss rate, and change rate.

Min. Max. Mean
AdSel
Embedding rate 7.1 93.0 59.1
Loss rate 0.0 0.6 0.2
Change rate 3.6 46.5 29.6

AdMod
Embedding rate 100.0 100.0 100.0
Loss rate 0.0 0.0 0.0
Change rate 49.8 50.2 50.0

ConDith
Embedding rate 0.1 15.3 3.2
Loss rate 1.3 8.0 4.0
Change rate 0.1 7.9 1.7

ConDithSpread
Embedding rate 0.1 14.5 3.0
Loss rate 0.0 0.0 0.0
Change rate 0.1 7.2 1.5

ConDithInc
Embedding rate 0.1 15.3 3.2
Loss rate 0.5 8.9 3.8
Change rate 0.1 7.8 1.7

ConDithNoise
Embedding rate 0.1 15.3 3.2
Loss rate 2.1 7.1 4.0
Change rate 0.1 7.9 1.7

Table 3.1: Performance of the algorithms (%).
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SinceAdModuses all classes yielded by dithering, 100% embedding capacity is achievedin each
case.AdSelprovides a lower embedding capacity because only dark pixels are used for embedding.
ConDith can only be more restrictive thanAdSelsince it is based on the same approach but applies
a stronger classification criterion. This algorithm and its improvements achievea mean embedding
capacity of about 3%. However, we want to point out that embedding capacity depends on the charac-
teristic of the cover image. Since our test set consists of very different images, the mean embedding
capacity is quite low. The use of noisy images is reasonable in order to achieve a better embedding
capacity.

Visualizing the LSB planes. We first visualize the LSB planes (Fig. 3.22), as described in [105].
Since both incrementing and adding noise influence the second to last bit plane, we visualize both
planes for algorithms which use these embedding functions. For this test we used 75 % of embedding
capacity.

Stego images created byAdSelrandomize only dark areas. In case of shorter messages, one can
detect the end of embedding since messages are not spread.AdMod randomizes both bit planes.
In most cases all structures are completely destroyed. Since the other algorithms really consider
steganographical suitability, structures in the LSB planes are preserved. For these algorithms visual
attacks fail.

original image LSB plane of original

AdSel AdMod

ConDith ConDithSpread

ConDithInc ConDithNoise

Figure 3.22: Visualizing the LSB plane: an example.
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Results of theχ2-attack. We subsequently analyzed 1 to 100 percent of the image pixels. In
each step, we calculated the histogram of the appropriate image pixels and performed aχ2-attack. The
results of a cover image and the associated stego images are compared. We divided our test results into
three classes. The first class C1 includes all images that resist theχ2-attack (no differences between
cover and stego). Images in the second class C2 also resist this attack (no significant differences
between cover and stego). The images in the third class C3 show significant differences between
cover and stego images. Tab. 3.2 summarizes the results of this test as a percentage of analyzed
images.

For AdSel, the attack could detect 37% of the images. The other algorithms are better in each
case.ConDithshows a significant improvement in comparison toAdSelandAdMod. The remaining
algorithms are only a little bit better than their basic algorithmConDith. The results for algorithms,
which do not use the LSB method are only partly convincing, because the assumptions made for this
test are not exact. The test failed for the improved algorithms. Of course,the relatively low embedding
rate makes the attack more difficult anyway.

C1 C2 C3

AdSel 42 21 37
AdMod 61 23 16
ConDith 96 4 0
ConDithSpread 97 3 0
ConDithInc 97 3 0
ConDithNoise 97 3 0

Table 3.2: Results ofχ2-attack (%).

Results of the targetedχ2-attack. The usualχ2-attack analyzes histograms computed globally.
We geared this attack to our embedding algorithms by first classifying the image pixels. Afterwards,
we calculated the histograms for each pixel class and performed aχ2-attack on it.

We can establish three classes forAdSel(sec. 3.4.4). A classification is not possible at all for
AdMod. ConDithand its improved variants are classified according to sec. 3.4.6. This classification
yields two classes. The first class contains all pixels that might have been used for embedding, the
second one all pixels that are definitely not used corresponding to the first step of adaptive selec-
tion. Again, we divide our test results into three classes as described above. Results are given as a
percentage of analyzed images in Tab. 3.3.

C1 C2 C3

AdSel 20 27 53
ConDith 87 13 0
ConDithSpread 87 13 0
ConDithInc 87 13 0
ConDithNoise 87 13 0

Table 3.3: Results of targetedχ2-attack (%).

Applying AdSelcan be detected by this targeted test in about half of the test cases. The other
tested algorithms yield a much better result. The test was not able to detect the embedding at all.
As mentioned above, the results for algorithms, which do not use the LSB method are only partly
convincing, because the assumptions made for this test are not exact.
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RS analysis. The results of this analysis (Tab. 3.4) also confirm the improvements of the
algorithms by extending the dither criterion. As before, results are dividedinto three classes and are
given as a percentage of analyzed images.

C1 C2 C3

AdSel 10 27 63
AdMod 84 10 6
ConDith 97 3 0
ConDithSpread 93 7 0
ConDithInc 100 0 0
ConDithNoise 100 0 0

Table 3.4: Results of RS analysis (%).

The RS analysis [61] is able to detect embedding by usingAdSelin 60 %. AdModcould achieve
better results, but even with this method there were critical images. In contrast to the targetedχ2-
attack, the RS analysis yields slightly different results for the algorithms based on contrast dithering.
Changing the embedding function leads to better results than spreading the message: There are no
differences between cover and stego images for bothConDithIncandConDithNoise. This test was
not successful at all for the algorithms based on the extended dither criterion.

Further research has to be done in order to improve the achieved results.First, investigating an
extended classification that yields more than two classes seems to be reasonable. Such a classifica-
tion could exploit investigations on the characteristics of noise, e.g. introduced by digitalization [59].
Second, our extended algorithms are based onAdSel. SinceAdModprovides a higher embedding ca-
pacity, it can be expected that extensions based on this algorithm leads to higher embedding capacities.
We suggest to parameterize embedding itself, e.g. by adding noise of adapted distribution.

3.5 Practical system for paper communications: multilevel 2D bar
codes [UNIGE]

Two-dimensional bar codes are very attractive for various applications, where a significant amount
of data needs to be stored onto paper, plastic or other information carriers. Another attractive char-
acteristic of 2D bar codes as information storage modules consists in their low price: cheap printer
and reader devices exist for the most common media. For these reasons, 2D bar codes are being con-
sidered for new emerging applications such asM-ticketing, where they carry selected information of
a ticket that is received via a mobile phone;reliable and secure personal identification[77], where
they store personal biometric data on the identification document; andvisual communications with
side information[128], where they can be used as an auxiliary channel conveying additional data for
improving visual communications.

However, current 2D bar codes do not offer enough storage capability for these new applications.
In part, this is because most of them use only black and white (B&W) 2D symbolsfor represent-
ing data and corresponding binary coding technology. Only few proposals exist (commercial and
non-commercial) that use multiple gray levels or colors for the 2D symbols. We call this type of
symbologiesmultilevel 2D bar codes. Although multilevel 2D bar codes can potentially increase the
achievable rates, in bytes per square inch (bytes/in2), of B&W symbologies, little research has been
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done on how to efficiently design and implement this approach. Therefore,the main goal of this work
is to give a number of guidelines for the design of cheap and high-rate multilevel 2D bar codes [127].

3.5.1 Multilevel coding for the AWGN channel

Consider the discrete-time AWGN channel:

Y = X + Z, X ∈ X, Y ∈ Y, Z ∼ N(0, σ2
Z), (3.53)

whereX (resp.Y) is the input (resp. output) alphabet,X (resp.Y ) is the channel input (resp. output)
andZ represents the noise. Given the channel input varianceσ2

X , the capacity of this channel, in bits
per channel use, is:

CAWGN = max
pX(·)

I(X;Y ) =
1

2
log2

(
1 +

σ2
X

σ2
Z

)
, (3.54)

which is attained when the channel inputX is Gaussian, sayX ∼ N(0, σ2
X).

Due to the technical impossibility of using either a continuous or an infinite input alphabet, prac-
tical systems usually employ a discrete and finiteM = 2L– ary input alphabet (signal constellation),
i.e. |X| = 2L. It is then customary to assign a label (binary address vector) to each signal point by
means of a bijective mappingµ:

(x0, x1, . . . , xL−1) 7→
µ
x, xi ∈ B = {0, 1}, x ∈ X, i = 0, 1, . . . , L− 1. (3.55)

Given a specific probability distribution{p(x) : x ∈ X} over the channel inputs, the maximum rate
of reliable communications of such systems is given by the mutual informationI(X;Y ) between the
channel inputX and the channel outputY . We now briefly reviewmultilevel coding with multistage
decoding(MLC/MSD), which is a coded modulation scheme capable of approachingI(X;Y ).

Remarkably, MLC/MSD [71, 132, 133] is a straightforward consequence of the chain rule
for mutual information. Since the mappingµ in (3.55) is bijective, the mutual information
I(X;Y ) between the transmitted signalX and the received signalY equals the mutual informa-
tion I(X0, X1, . . . , XL−1;Y ) between the address vector and the received signalY . Applying the
chain rule for mutual information, we get:

I(X;Y ) = I(X0, X1, . . . , XL−1;Y )

= I(X0;Y ) + I(X1;Y |X0) + . . .+ I(XL−1;Y |X0, X1, . . . , XL−2).
(3.56)

Equation (3.56) may be interpreted as follows. Transmission of vectors with binary digitsxi, i =
0, 1, . . . , L− 1, over the physical channel can be separated into the parallel transmissionof individual
bits xi over L equivalent channels, provided thatx0, x1, . . . , xi−1 are known. At the transmitter
side, a binary data block of lengthK bits is partitioned intoL sub-blocksqi. Each data sub-block
qi is fed into an individual binary encoderEi of rateRi = Ki/N producing a codewordxi of the
corresponding component code. Then, then-th bitxi

n, n = 1, . . . , N , of every codewordxi is selected
to form a binary label(x0

n, x
1
n, . . . , x

L−1
n ) of L bits, which is mapped viaµ to a signal pointxn ∈ X.

In this way, we obtain a vectorx of N channel inputs, which are serially transmitted over the AWGN
channel. The block diagram of the transmitter is shown in Figure 3.23(a).
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Figure 3.23: (a) Multilevel encoder. (b) Multistage decoder.

At the receiver side, the component codes are successively decoded by the corresponding decoders
starting from the lowest level. At any stagei, i = 0, 1, . . . , L− 1, the decoder processes not only the
N received signal points:

y = (y1, . . . , yN ), yn ∈ Y, n = 1, . . . , N, (3.57)

but also decisions of previous decoding stages:

x̂j = (x̂j
1, . . . , x̂

j
N ), x̂j

n ∈ B, n = 1, . . . , N, j = 0, 1, . . . , i− 1. (3.58)

The block diagram of the receiver is shown in Figure 3.23(b). One can demonstrate that MLC/MSD
corresponds to transmission overL equivalent channels and prove that the maximum achievable rate
of a modulation scheme with given a-priori probabilities of its signal constellation points can indeed
be achieved by MLC/MSD if, and only if, the individual ratesRi of the component codes are chosen
to be equal to the capacities of the equivalent channels, i.e:

Ri = I(Xi;Y |X0, X1, . . . , Xi−1), i = 0, 1, . . . , L− 1. (3.59)

3.5.2 Print-and-scan channel model

The print-and-scan channel is such that it introduces several types of distortions, specifically, lu-
minance transformations, scaling, rotation, low pass filtering, aliasing, and noise. Furthermore, its
behaviour will depend on the selected image resolution (in ppi); the parameters used for printing,
namely, resolution (in dpi), screen frequency (in lpi), and halftoning algorithm; and the parameters
used for scanning, namely, resolution (in ppi), bit-depth, tone correction(e.g.γ-correction), and driver
filters (e.g. descreening filter).

Let ri be the selected image resolution. Without loss of generality, we only considerthe case in
which rs ≥ ri. Let us fix the shape of the 2D symbol to be a square and use some space between
symbols to avoid the ISI produced by the print-and-scan channel [30].In Figure 3.24, we show an
example of such a multilevel 2D bar code.

Based on our experimental results, reported in Section 3.5.4, we model the print-and-scan channel
as:

Y = ϕ(X) + Z, X ∈ X, Y ∈ Y = R, (3.60)

whereX (the channel input) represents the gray value of a 2D symbol,ϕ : X → [−1,+1] is a
nonlinear function representing the response of the print-and-scan channel,Z represents zero-mean
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(a) (b)

Figure 3.24: Eight–level 2D bar code. (a) Original digital image:2×2 pixel symbols, 1 pixel of inter-
symbol space,ri = 200 ppi. (b) Printed-and-scanned digital image:rp = 600 dpi, rs = 3 · ri = 600
ppi, 6 × 6 pixel noisy symbols.

additive noise, andY (the channel output) represents the obtained gray value of the corresponding 2D
symbol. Gray values are represented as numbers in the interval[−1,+1]6. For anM–ary multilevel
2D bar code system, we have|X| = M . The functionϕ(·) is in general different for every particular
instance of the print-and-scan channel, i.e. for every printer and scanner combination. Contrary to
what is usually assumed, the noise termZ is not assumed to be independent of the gray valueX.
In fact, we approximate the probability distribution ofZ by a Gaussian distribution with variance
depending on the channel inputX. Thus, we model Z as:

Z = σZ(X) ·W, (3.61)

where, for each channel use,W is drawn i.i.d. from a standard normal distributionN(0, 1) indepen-
dently fromX, andσZ : X → R

+ is a function that determines the noise variance given the channel
inputX.

3.5.3 Multilevel coding for print-and-scan channels

In this section, we extend the theory of MLC/MSD to the case of the print-and-scan channel modeled
by (3.60) and (3.61).

Suppose we use anM–ary (|X| = M = 2L) modulation system with given a-priori probabilities
of the signal constellation points{p(x) : x ∈ X}. Since our channel is memoryless, i.e. the outputY
depends solely on the current channel inputX and current noise termZ, the maximum rate of reliable
communications is given by the mutual informationI(X;Y ).

We can follow the same reasoning and notation as in Section 3.5.1 and still make use of
MLC/MSD in order to approachI(X;Y ). The main difference with respect to the AWGN chan-
nel is that in our case we have to take into account the dependence of the channel inputX and the
noiseZ. For i = 0, 1, . . . , L− 1, the individual ratesRi of the component codes can be computed as
follows:

Ri = I(Xi;Y |X0, . . . , Xi−1) = h(Y |X0, . . . , Xi−1) − h(Y |X0, . . . , Xi−1, Xi). (3.62)

We compute the termh(Y |X0, . . . , Xi−1) in (3.62) as follows. By definition:

h(Y |X0, . . . , Xi−1) =
∑

(x0,...,xi−1)∈Bi

h(Y |X0 = x0, . . . , Xi−1 = xi−1)p(x0, . . . , xi−1), (3.63)

6It is customary to encode 8-bit gray images using decimal numbers from 0 (black) to 255 (white). We use the linear
transformT (x) = 2

255
x − 1 in order to normalize gray values to the interval[−1, +1].
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Figure 3.25: Print-and-scan channel characterization. (a) Sample meanµ̂Y |X(x). (b) Square root of
the sample variancêσ2

Y |X(x).

and

h(Y |X0 = x0, . . . , Xi−1 = xi−1) = −
∫

Y

f(y|x0, . . . , xi−1) log f(y|x0, . . . , xi−1) dy. (3.64)

Hence, in order to computeh(Y |X0 = x0, . . . , Xi−1 = xi−1) we need to specifyf(y|x0, . . . , xi−1).
This can be done by conditioning onXi, . . . , XL−1:

f(y|x0, . . . , xi−1) =
∑

(xi,...,xL−1)∈BL−i

f(y|x0, . . . , xi−1, xi, . . . , xL−1)p(xi, . . . , xL−1)

=
∑

(xi,...,xL−1)∈BL−i

f(y|µ(x0, . . . , xL−1))p(xi, . . . , xL−1).
(3.65)

The termf(y|µ(x0, . . . , xL−1)) can be obtained noting that(Y |X = x) ∼ N(ϕ(x), σ2
Z(x)).

Obviously, we can proceed in the same manner in order to compute the term
h(Y |X0, . . . , Xi−1, Xi) in (3.62). Finally, notice that sincef(y|µ(x0, . . . , xL−1)) depends on
the actual mappingµ,Ri in (3.62) will also be mapping dependent fori = 0, 1, . . . , L− 1.

3.5.4 Computer simulation results

The print-and-scan channel is studied only for the case of B&W halftone printers and low-resolution
CCD-based scanners (up to 600 ppi). However, our approach can be easily extended and applied to
other type of devices.

The settings that were used for the experiments are described below. Printer: resolutionrp = 600
dpi, default screen frequency, and default halftoning algorithm. Scanner: rs = 600 ppi, 8 bits of
bit-depth, black point set to 23, white point set to 248,γ–correction set to 1, and no driver filtering.
Furthermore, we used2×2 pixel 2D symbols and 1 pixel of inter-symbol space. The image resolution
parameterri of all our digital images was set to 200 ppi. Finally, the demodulation algorithm we used
consisted in averaging the gray values of all but the borderline pixels of anoisy 2D symbol. As an
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example, we show in Figure 3.24 the original and noisy versions of a 2D multilevel bar code printed-
and-scanned under the above conditions.

Characterization of the print-and-scan channel

In this experiment, all gray levels from 0 (black) to 255 (white) were used.For each gray level
x ∈ [−1,+1], J = 200 bar code symbols with gray levelx were sent through the print-and-scan
channel. Then, the sample meanµ̂Y |X(x) and sample variancêσ2

Y |X(x) of the received noisy symbols
yj(x) ∈ R, j = 1, . . . , J,were computed. We show in Figures 3.25(a) and 3.25(b) the obtained results
for all the 256 tested gray levels.

The channel responseϕ(·) was then approximated by the sample meanµ̂Y |X(x), i.e. ϕ(x) =
µ̂Y |X(x), and the noise varianceσ2

Z(·) by the sample variancêσ2
Y |X(x), i.e.σ2

Z(x) = σ̂2
Y |X(x).

Rate design for MLC/MSD over the print-and-scan channel

By using the estimatedϕ(·) andσ2
Z(·), we selected a signal constellationX in such a way that the

receivedsignal points were close to each other where the noise variance was small and farther apart
where the noise variance was large. Specifically, we selected the followingnon-equidistant signal
constellation:

X = {0, 99, 120, 141, 176, 199, 216, 255}. (3.66)

Then, by using the procedure described in Section 3.5.3, we numerically computed the ratesRi,
i = 0, 1, 2, of the corresponding MLC/MSD scheme employing Ungerböck’s labeling:

R0 = 0.519, R1 = 0.981, R2 = 1. (3.67)

Performance results of MLC/MSD over the print-and-scan channel

We implemented a transmitter/receiver pair using the parameters obtained above.For the compo-
nent codes of individual levels we used low-density parity-check (LDPC) codes. For a block length
of N = 2048 bits, the rate of our scheme was1403 bytes/in2 at a bit error rate (BER) of2 × 10−4.
For comparison, the rate of the uncoded version of our multilevel 2D bar code is1684 bytes/in2 at
a BER of4 × 10−2 and the rate of DataMatrix [70], a commercial high-rate B&W 2D bar code, is
375 bytes/in2. Although, the current BER might not be small enough, we are persuaded that by using
irregular LDPC codes and larger block lengths, we are able to reduce the BER to an acceptable level.

3.5.5 Conclusions

In this work, we highlighted the attractiveness of multilevel 2D bar codes forhigh capacity storage
applications. We have also shown how to apply powerful coded modulation schemes developed for
the AWGN channel to the print-and-scan channel in the context of multilevel2D bar codes. Key point
is the construction of a simplified model of the print-and-scan channel specifically adapted for this
application. Our approach can be applied to other printing and reading devices as well as to enhance
existing B&W 2D bar codes. Finally, the experimental results show that, underthe same conditions,
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optimally designed multilevel 2D bar codes can reliably achieve higher rates than their B&W counter-
parts and can therefore meet the high capacity storage requirements of many new multimedia security
and data management applications.



Chapter 4

Security analysis, benchmarks and
attacks against practical data-hiding
techniques

4.1 Security pitfalls of frame-by-frame approaches to video water-
marking [EURECOM]

Whereas a lot of research effort has been devoted to evaluate the robustness of embedded watermarks
against common signal processing primitives - such as noise addition, filtering, lossy compression,
transcoding - few works have addressed the impact of malicious intelligence. In other terms, even
if digital watermarking was first introduced for applications to be deployed ina hostile environment
(copyright protection, fingerprinting, etc), security issues have beenalmost ignored. In fact, robust-
ness and security have been mixed concepts for a very long time in the watermarking community
itself [43]. On one side, robustness is only concerned about regular customers who perform com-
mon blind signal processing primitives which may, or may not, degrade the watermarking signal. On
the other side, security has to address the behavior of malicious customers who try to learn some
knowledge about the system which can be exploited to defeat or fool the system.

Nowadays, security evaluation has become a major issue in digital watermarking and researchers
try to foresee hostile behaviors from malicious customers so that countermeasures can be introduced
before the watermarking system is deployed. In this perspective, collusion attacks have been shown to
be a serious threat [43,121]. Collusion basically consists in collecting several watermarked documents
and combining them to obtain unwatermarked content. When video content is studied, this approach
is all the more pertinent since frame-by-frame strategies are commonly used [36] as written below:

F̌t = Ft + αWt, Wt ∼ N(0, 1) (4.1)

whereFt is the original video frame at instantt andF̌t its watermarked version,α the embedding
strength andWt the watermark embedded at instantt which is normally distributed with zero mean
and unit variance. Thus, each single video frame can be regarded as awatermarked document. There
are two main collusion strategies. The first one consists in collecting severaldifferent contents water-
marked with a redundant watermarking structure. In this case, the attackertry to gain some knowl-
edge about this structure and then exploit it to confuse the detector. Several watermarking schemes

77
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of increasing complexity will be surveyed in the remainder of this section as well as their dedicated
estimation attacks . On the other hand, an attacker can also combine similar documents carrying un-
correlated watermarks to sum the watermark samples to zero. Such strategieswill be further developed
in Subsection 4.5.1.

4.1.1 Eavesdropping the watermarking channel

Once several watermarked video frames have been collected, a typical collusion strategy consists in
looking for aunusualstatistically redundant structure. In other terms, having some a priori on thehost
signal, the goal is to find some suspicious discrepancies which are likely to reveal the presence of a
hidden watermark. These statistical leaks are usually the mirroring footprintsof the enforced temporal
embedding strategy. The next subsections will in particular highlight the danger of always embedding
the same reference watermark pattern, always embedding the same set of watermarks or even the risk
of using the same watermarking subspace. From the attacker point of view,the most favorable position
would be to have a direct access to the watermarking channel. However, inpractice, it is usually
not possible since the attacker does not have access to the original content and cannot consequently
compute the optimal watermark estimateEo(F̌t) = F̌t − Ft at each instantt. Nevertheless, the
watermarking signal can basically be seen as noise and is thus located in highfrequencies. As a
result, for each video frame, a rough estimation of the embedded watermark can be obtained in a
blind manner by using for instance denoising techniques, or even more simplyby computing the
difference between the watermarked frame and its lowpass filtered versionas follows [130]:

E(F̌t) = F̌t − L(F̌t) = W̃t (4.2)

whereW̃t is the estimate of the embedded watermark at instantt andL(.) a lowpass filter e.g. a
simple5 × 5 spatial averaging filter. Now looking at this collection of noisy observations{W̃t},
the attacker has to identify some secret redundant structure which can beexploited to remove the
embedded watermark signal.

4.1.2 Estimate a redundant watermark pattern

Early algorithms which have been proposed to watermark digital video content basically aim at con-
sidering several successive video frames during detection to obtain morereliable detection statistics.
Furthermore, to get free from temporal synchronization constraints, a straightforward solution consists
in redundantly embedding the same reference watermark pattern [73]:

Always the samestrategy: ∀t Wt = W0 (4.3)

whereW0 is a normally distributed watermark with zero mean and unit variance. The major asset of
such an approach is that it does not require the detection procedure to be run for each frame. Indeed,
if the detection is linear, then accumulating over time several detection scores obtained at different
instant is equivalent to performing a single detection using the accumulation offrames over time.
The resulting gain in computational cost enables then real-time detection. However, this advantage
is counterbalanced by a critical security pitfall. Redundantly embedding the same watermark makes
the reference patternW0 statistically visible. If each individual estimatẽWt = E(F̌t) is not accurate
enough to threaten the performances of the detector, combining over time several noisy estimates is
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likely to significantly enhance the estimation of the reference patternW0. A simple approach is for
instance to compute the average of the individual estimates as follows:

W̃0 =
1

T

∑

t

W̃t (4.4)

whereT is the number of video frames collected for collusion [69, 121]. This estimateW̃0 can then
be remodulated to efficiently remove the embedded watermark signal [130]. The whole workflow of
this Watermark Estimation Remodulation (WER) attack is depicted in Figure 4.1. It should be noted
that the more the video frames used for collusion are different, the more each individual estimate
refines the final one. As a result, WER attack is more relevant in dynamic scenes or when the key
frames of a video sequence are isolated. In the same manner, the more individual estimatesW̃t are
collected, the finer is the final watermark estimateW̃0. These statements will remain valid for the
other estimation-based collusion strategies presented in this section.

Figure 4.1: Watermark Estimation Remodulation (WER): Several watermark estimations obtained
from different video frames are combined to refine the estimation and enablewatermark removal.

4.1.3 Estimate a set of watermark patterns

An immediate response to the threat of the WER attack is to use more than a single watermark pattern.
Thus, for each video frame, the watermark to be embedded is chosen within a pool of N reference
patterns{Wi} as written below:

1 amongst Nstrategy: ∀t Wt = WΦ(t), with

{
Wi · Wj = δj

i , 1 ≤ i, j ≤ N
P
(
Φ(t) = i

)
= 1/N, 1 ≤ i ≤ N

(4.5)
where· denotes the linear correlation operation andδ the Kronecker delta. It should be noted that this
embedding strategy include a broad range of watermarking schemes going from periodical watermark
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scheduling to completely random watermark scheduling [86]. The reference patterns are orthonor-
malized to prevent cross-talk on the detector side and are emitted equiprobably to enable statistical
invisibility against WER attacks. If multiple watermark estimatesW̃t are averaged, the attacker ob-
tains the average of the reference patternsWi and watermark removal is not possible. The gain in
security due to this novel design basically relies on the assumption that attackers are unable to build
sets of frames carrying the same reference watermark pattern. Otherwise, a simple WER attack per-
formed on each subset succeeds in estimating the pool of secret watermarks. And indeed, even if a
brute force attack can be designed to isolate such subsets, its computationalcomplexity prevents its
use whenN grows large [38]. However, each individual watermark estimateW̃t can be regarded as a
vector in a high dimensional space which is assumed to approximate one of the reference patternsWi.
In this perspective, vector quantization can be performed to defineN clustersWi whose centroids̃Wi

are good estimates of the secret reference watermark patterns. This approach can be implemented for
instance with a simplek-means algorithm and a split and merge strategy to avoid random initializa-
tion [42]. Once the reference patterns have been estimated, the attacker can easily determine which
estimated watermark̃Wi is carried by each video frame and remodulate it to remove the watermark
signal. It could be noted that the previous WER attack is a special case of this Watermark Estimates
Clustering and Remodulation (WECR) approach whenN = 1

4.1.4 Estimate the watermarking subspace

WER and WECR attacks exploit the same weak point to defeat watermarking schemes. If embedded
watermarksWt are regarded as vectors in a high dimensional space, both strategiesalways the same
and1 amongst Nintroduce some accumulation points in this space which can be easily isolated by
an attacker even if he/she has only access to noisy observations of thesewatermarks. To avoid insert-
ing such security pitfalls, one can consider embedding strength modulation to mixseveral reference
patterns in each video frames [41]:

Mixing of N strategy: ∀t Wt =
N∑

i=1

λi(t)√∑N
j=1 λj(t)2

Wi (4.6)

where theλi(t) areN time-varying mixing parameters. Since all the embedded watermarksWt have
unit variance, successive watermarks can be seen as a trajectoryΛ over a unit sphere which is defined
by the mixing coefficients{λi(t), 1 ≤ i ≤ N, 1 ≤ t ≤ T}. If this trajectory does not exhibit any
accumulation point, then WECR attacks are bound to fail. However, the attacker can still exploit one
weakness: the numberN of considered patterns for mixing is usually significantly smaller than the
dimensionD of the whole media space (N ≪ D). In other terms, embedded watermarks are bound
inside a relatively small watermarking subspaceW = span(Wi). Looking at many noisy observa-
tionsW̃t, an attacker is then able to estimate this subspace using common space dimension reduction
techniques such as Principal Component Analysis (PCA) [39]. Next, each frame can be drained from
any energy contained in the estimated subspaceW̃ to confuse the detector. Of course, the larger the
dimensionN of the watermarking subspace, the more observations are needed to finelyestimate it.
Furthermore, it should be noted that this Watermark Subspace Estimation Draining (WSED) attack
can be further exploited to enable unauthorized writing. Once the subspace W has been estimated, it
is indeed straightforward torecord the trajectoryΛ embedded in a watermarked video and to copy it
back in another unprotected video.
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Figure 4.2: Basic System Design for wavelet packets, similar for filter parametrization

4.1.5 Extension to other watermarking schemes

The presented study has surveyed the security of different frame-by-frame watermarking strategies
when additive Spread-Spectrum (SS) are embedded in the spatial domain. Future work will also
study the security of Scalar Costa Schemes (SCS) for comparison. However, one can already tell
intuitively that such methods are not secure either. One a secret key hasbeen fixed, when several
watermarked documents are collected, the attacker knows that for a givensample position, the same
quantifier has been used for all the document. Therefore, looking at thesample values at the same
position for different documents, the resulting probability density function should indicate what are
the parameter of the quantifier. If spreading is introduced e.g. Spread-Transform Dither Modulation
(ST-DM), then the reference patterns used for spreading span a subspace which can be estimated as
presented previously. Recent results from similar studies [8, 9] have concluded that watermarking
schemes combining shuffling and vector quantization were the most secure ones to the knowledge of
the authors, meaning that they were not able to gain enough knowledge about the watermark signal to
defeat the detector. An example of such watermarks is trellis dirty-paper watermarking [91].

4.2 Key-dependency for a wavelet-based blind watermarking algo-
rithm [GAUSS]

4.2.1 Multiple watermarking

Blind watermarking is best suited to implement the idea of multiple watermarks for distribution chains
[5]. In contrast to [93] where the embedding of different classes of watermarks is discussed, we want
a host image to carry several watermarks of the same algorithm.
Such a system would enable all copyright holders of an image to add their custom watermark in the
sense of fingerprinting, i.e. with different content - e.g. the producer,the music creator, the distributer
and the retailer of a movie. Each embedding process is controlled by a secret personal key, resulting in
a multiple watermarked image where each mark is detectable with the corresponding key only. Figure
1 shows the concept, using the later described method of wavelet packet decomposition.

We want a distribution chain watermarking application to have the following characteristics:

1. A arbitrary watermark can be added to the host image at any time.

2. If the host image contains a watermarkMi, it is detectable at any time without knowledge of
other contained watermarks.
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3. For embedding and detection of a certain watermarkMi, the corresponding keyKi has to be
known.

To meet the second requirement, a system with a non-blind algorithm would have to provide the
collection of thei different unwatermarked host images to detecti different watermarks. Beside the
mentioned problem of providing an unwatermarked copy, this would result inan increased file size of
the watermarked image by factor1+i, since a detection process requires access to alli unwatermarked
images, i.e. thesei images have to be stored additionally.
The following classification of multiple watermarking algorithms into three groups has been given
[115]: re-watermarking, segmented watermarking and composite watermarking. Re-watermarking is
the most obvious method of multiple watermarking where the watermarks are just added one after
the other. In segmented watermarking the space available for watermarking isdivided between the
watermarks, e.g. square blocks for spatial domain watermarking. Compositewatermarking builds a
single composite watermark from a collection of watermarks.
The last group of watermarking algorithms does not meet the requirement (1), since all watermarks
have to be known in advance. Our proposed method is of the type of re-watermarking, but due to
the different wavelet transformations where the watermark is embedded, itimplicitly is a kind of
segmented watermarking also.

In order to establish key-dependency, we apply two methods which have been successfully used
for secret embedding with non-blind algorithms [75,134,136] - filter parametrization [32,33,90] and
wavelet packet decomposition [31,34].

The algorithm by Dugad et al.

The blind watermarking algorithm used throughout this work is due to Dugad et al. [45]. The algo-
rithm operates in the wavelet domain, adding the watermark to the significant coefficients only.
Embedding:

• Watermark is embedded into all subbands except the low pass subband.

• Choose a thresholdT1.

• Mark all coefficientsKi ≥ T1 with K ′
i = Ki + α|Ki|xi, wherexi is the watermark at position

i.

Detection:

• SelectT2 ≥ T1. (Implementation:T2 = 1.2 ∗ T1)

• Select all coefficients≥ T2. Number:M . z = 1
M

∑
iK

′
ixi whereK ′ is the coefficient andxi

is the watermark at positioni.

• Calculate thresholdS: S = α
2M

∑
i |K ′|.

• If z ≥ S the watermark is detected, otherwise not.
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Since the algorithm does not return a correlation-coefficient between0 and1 like other water-
marking algorithms, we do our evaluation based on the valuez/S. So if z/S ≥ 1 the watermark
exists, otherwise not. This not only allows us to compare the results of different watermarks but also
enhances the algorithm, since it provides a measurement for the strength ofthe detected watermark.

4.2.2 Filter parametrization

Wavelet filters can be parametrized to create an entire family of different wavelet filters. We propose
to decompose the host image with a DWT using this parametrized filters, embed the watermark and
apply the inverse transformation. The parameter values used for construction are kept secret, so the
watermark is embedded in a secret multi-resolution transform domain.

In order to construct compactly supported orthonormal
wavelets, solutions for the dilation equation

φ(t) =
∑

k∈Z

ckφ(2t− k),

with ck ∈ R, have to be derived, satisfying two conditions on the coefficientsck [28]. Schneid [114]
describes a parametrization for suitable coefficientsck based on the work of Zou [139] to facilitate
construction of such wavelets. GivenN parameter values−π ≤ αi < π, 0 ≤ i < N, the recursion

c00 = 1√
2

and c01 = 1√
2

cnk = 1
2((cn−1

k−2 + cn−1
k ) · (1 + cosαn−1)+

(cn−1
2(n+1)−k−1 − cn−1

2(n+1)−k−3)(−1)k sinαn−1)

can be used to determine the filter coefficientscNk , 0 ≤ k < 2N + 2. We setck = 0 for k < 0 and
k ≥ 2N + 2.

Since we hope to use the parameter valuesαi as a secret key there should be no correlation in a
detection process that uses the wrong parameters. We embed a watermark inthe well known picture
’Lena’ with an embedding strength that results in 40 dB PSNR. Then we try to detect the mark while
we vary the parameters of the filter.
In previous work [32,90] one clear peak for the correct parameterscan be realized although there are
also some other higher correlations in close proximity. Dietl et al are able to realize a meaningful
resolution of5 ∗ 10−4 for the values of the parameters in their work on non-blind additive algorithms.
Contrasting to these results, parameterization has found not to be suited fornon-blind quantization
based watermarking schemes [33].
Considering the blind additive algorithm considered in this work we notice in Fig. 4.3(a) large regions
in parameter space centered around the correct parameters which indicate watermark detection. The
detection strength decreases continuously, but not very fast. This behaviour is shown for 1 and 2
dimensional parameter spaces.

Analysis

There is a fundamental difference between the blind algorithm consideredhere and the non-blind ones
used in previous work [32, 33, 90]. The current algorithm does not order the wavelet coefficients by



84 ECRYPT — European NoE in Cryptology

Parametric filter #, 2 parameters, 1 Filter, Range [-1.0:1.0], Delta 0.02, Filter used: 0.15 0.65

Dugad98a on Lena with 40 db PSNR, WM Length 1000

-1
-0.5

 0
 0.5

 1
Alpha 1 -1

-0.5

 0

 0.5

 1

Alpha 2

-2

-1

 0

 1

 2

 3

 4

 5

 6

 7

S/z

(a) 2-dim. parameter space

Figure 4.3: Detection results using wrong parametrized filters.

their size. Using slightly wrong filter parameters leads to slightly wrong waveletcoefficients. While
this can result in multiplication of the coefficientCxiyi with an different watermark valueWxkyk

in order sensitive algorithms, the current algorithm always multiplies the coefficient Cxy with its
corresponding watermark valueWxy. Since wavelet coefficient values are continuously depending on
the parameters of the filter, the method of parametrization is not suited to add key-dependency to the
blind algorithm proposed by Dugad et al.

4.2.3 Wavelet packets

Wavelet Packets [135] represent a generalization of the method of wavelet decomposition. Recursive
decomposition is applied not only to the approximation subband, but to all subbands. For the forward
wavelet transformation we use a secret wavelet packet tree and embed the watermark in the generated
wavelet coefficients. After embedding we apply the inverse transformationusing the same wavelet
packet tree to generate the watermarked image. The wavelet packet tree isgenerated by a random
process that depends on a secret seed number. We embed a watermark inthe well known picture
’Lena’ with an embedding strength that results in 40 dB PSNR. Then we try to detect the mark while
we vary the following parameters:

1. Tree Decompositions
First we do a one level decomposition into theHH1, HL1, LH1 andLL1 subbands. For fur-
ther levels we use two types of random tree decomposition strategies. In Decomposition 1 each
subband has a probability of 0.5 to be decomposed.
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In Decomposition 2 each Subband has a probability of 0.9 to be decomposed at the second level.
At the third an fourth level the probability is 0.5. At deeper levels the probability is 0.2 for the
approximation subband and 0.5 for all others.
Both decompositions do not limit the number of possible trees but they result in different aver-
age decompositions depths (ADD). The average decompositions depths ofthe both decomposi-
tions depending on a maximum decomposition depth can be computed using equation (4.7) and
(4.8) respectively. We assume an undecomposed image has a decompositions depth of1.

ADDD1(n) = 2 +
n∑

i=0

0.5i (4.7)

ADDD2(n) = 2 + 0.9 + 0.9 ∗ 0, 5 + 0.9 ∗ 0.52

+

n∑

i=5

(0.9 ∗ 0.5i−2 ∗ (1 − 1

4i
)

+ 0.9 ∗ 0.52 ∗ 0.2i−4 ∗ 1

4i
) (4.8)

To give an example, at a maximum of 7 levels decomposition 1 has an expected average depth
of 2.98 while decomposition 2 has 3.78. We assume that deeper decompositionsare less likely
to generate false positive detections of the watermark.

2. Watermark Length
In general, longer watermarks are more sensitive to attacks, since they are embedded in more
small coefficients than a short watermark, which is embedded in major coefficients only. These
small coefficients can be attacked more easily. We use the ThresholdT1 in [45] to determine
the number of modified wavelet coefficients. Three different thresholdswere used to watermark
0.38%, 3.8%, and 76% of the coefficients.

3. Maximum Levels
This Parameter regulates the maximum decomposition depth. A higher value results in a higher
average decomposition depth. For our tests 4 and 7 levels were used.

Only a certain subset of the results looks promising with respect to use the method of wavelet
packets as key-dependency scheme for the algorithm by Dugad et al. Figs. 4.4(a) to 4.4(d) show
typical results. While 4.4(b) shows no clear peak at all, 4.4(a) at least has its maximum correlation at
the correct parameter value (i.e. decomposition structure). Figs. 4.4(c) and 4.4(d) look very promising
and exhibit a distinct peak at the right decomposition structure.

Parameter analysis

To systematically analyze which parameters have an influence on the quality ofthe peaks we process
the results by the following scheme:
First we classify all values which resulted from the test into two groups differing only by the value of
a certain parameter.
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For each valueS/z there exists a associated valueS/zcorrect, which is the detection strength when we
apply the correct decomposition for the host imageS/z belongs to.
We then calculate the fractionp = S/z

S/zcorrect
.

This will result in p = 1 for the correct decomposition and inp ≤ 1 for wrong decompositions.
Unfortunately there are alsop ≥ 1 which means that a certain decomposition yields to a detection,
although it is incorrect (i.e. false positives).
Finally we order the fraction values by their size and look at the resulting graph. A lower graph indi-
cates that the single fractions are lower on the average, meaning the peaksare better distinguishable.

It can be seen clearly that all three parameters have an influence on the quality of the peaks. De-
composition strategy 2 (leading to a larger number of “deep” decomposition structures) and a higher
value for the maximal decomposition depth are shown to give superior resultsin Figs. 4.5(a) and
4.5(b). The results in Fig. 4.5(c) also show the importance of the watermark length (e.g. the number
of modified coefficients). While 0.38% and 3.8% are too few modified coefficients, 76% modified
coefficients yield good results.
To get an idea of the necessary number of modified coefficients, at whichthe peaks are clearly dis-
tinguishable from values ofS/z of incorrect decompositions, we took three different decompositions
at random and looked at their maximum percentage at a wrong decompositionversus the number of
modified coefficients. (Figure 4.6). Here it can be seen that 30000 out of 262144 (11.5 %) modified
coefficients are sufficient for a clear peak when we set a threshold≥ 0.8 of the correct value. For
70000 (27 %) and more modified coefficients a detection threshold≥ 0.6 is achievable.

4.3 Robustness against unauthorized watermark removal attacks via
key-dependent wavelet packet subband structures [GAUSS]

4.3.1 Watermark embedding in key-dependent subband structures

The basic system design is shown in Fig. 4.7 [31]. For the forward wavelet transformation we use a
secret wavelet packet tree and then embed the watermark in the generatedwavelet coefficients. After
embedding the watermark we apply the inverse transformation using the same wavelet packet tree to
generate the watermarked image.

Our experimental system is based on an algorithm proposed by Wang et al.[134] which embeds
the watermark sequence based on Successive Subband Quantization (SSQ). Within a selected subband
all unselected coefficientsCs(x, y) that are larger than a thresholdTs are used to embed a watermark
elementWk according to

C ′
s,k(x, y) = Cs(x, y) + αsβsTsWk . (4.9)

The two factorsαs andβs are used to determine the embedding strength of the algorithm.

Generation of subband structures

The wavelet packet tree is generated by a random process that depends on a secret seed number. We
use two methods to randomly construct a tree.
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Figure 4.7: Basic system design

1. Decomposition 1: a 50% probability is used for each subband to decide whether it should be
further decomposed or not. This decomposition strategy gives us the full range of possible de-
composition trees, but could also result in trees that are poorly suited for watermark embedding
(e.g. when only high frequency subbands are used). See Fig. 4.8.a for an example.

2. Decomposition 2: the focus is on building a wavelet tree that has a good resolution of the middle
and low frequencies, which are best suited for watermark embedding. Nodecomposition of the
three detail subbands on the first level (HL1, LH1 andHH1) is performed, only the first ap-
proximation subband is further decomposed. Therefore, more emphasis isput on decomposing
in the middle frequencies. See Fig. 4.8.b for an example.

The size of the keyspace available for embedding corresponds to the vast number of possible
wavelet packet trees. According to [107], for a decomposition with n+1 levels there aref(n) =∑4

i=0

(
4
i

)
· (f(n− 1))i possible trees (f(0) = 1). Considering decomposition 1, for 4 decomposition

levels this results in around265 trees and for 7 levels around24185 trees are possible. Using decompo-
sition 2 we basically loose all the trees that are below the three top-level detailsubbands. Therefore
we have only around 83521 trees for 4 levels, but still around21046 trees for 7 levels.
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(a) Decomposition 1 (b) Decomposition 2

Figure 4.8: Wavelet packet subband structures as used for watermarkembedding

Robustness against unauthorized detection

For a security assessment we embed a 1000 element watermark with 40dB PSNR into the Lena image.
We use a fixed tree for embedding and then use a set of 20000 randomly chosen trees with which we
try to detect the watermark.
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Figure 4.9: Security assessment using 7 decomposition levels

Fig. 4.9 compares the response for decomposition 1 and 2 with 7 decompositionlevels. For
decomposition 1 there is one clear peak at the correct tree also used for embedding and low correlation
for all other trees. However, for decomposition 2 there is one peak at theposition of the correct tree but
also three other trees with more than 60 percent correlation. There are also many other tree numbers
with a correlation of around 0.20. Because for decomposition 2 we do not allow decompositions
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at the top level and also have a different probability distribution at the lowerlevels we have more
common subtrees than in decomposition 1. As a consequence, embedding variations are used to push
the security of decompositon 2 to the same level as shown by decompsition 1 (see [34] for details).

Additionally we find that both wavelet packet decomposition strategies lead onaverage to higher
robustness against JPEG 2000 compression as the pyramidal schemes. Especially at low bitrates de-
composition 2 is superior to decomposition 1 which is due to the emphasis on mid-range frequencies.
For detailed results see [34].

4.3.2 Robustness against unauthorized removal attacks

In the context of watermark robustness, unauthorized removal is achieved by masking or synchroniza-
tion attacks which disable the watermark detector to extract the watermark properly [27] but do not
harm the watermark content systematically. Knowledge about the embedding process as assumed in
the context of watermark security allows to mount an elimination attack where the watermark content
is actually destroyed.

For our experiments we embed a watermark of length 1000 into the Lena image byemploying a
7 level decomposition that results in 40 dB PSNR. We use a “secret” waveletpacket decomposition
2 tree since it offers higher robustness as compared to a decomposition 1 tree and might therefore
be also harder to attack. As reference we again use the standard Wang algorithm with a pyramidal
decomposition using the Daubechies 6 and the Biorthogonal 7/9 filters for embedding. For embed-
ding, 250 randomly chosen wavelet packet trees are tested and we calculate the average, minimum
and maximum of all results after the attacks.

For a realistic attack the adversary only has access to the watermarked image. By applying the
wavelet coefficient selection on the already watermarked image he is likely to select different coeffi-
cients from the ones that were used for embedding (which is good for security). The attack therefore
will have to modify more coefficients and hope that the correct coefficientsare attacked. Of course,
the quality of the image must not be damaged too much, otherwise the value of the image is lost to
the attacker.

For the attack we use a pyramidal decomposition and attack between 100 and 20000 coefficients.
In particular, we apply a fixed quantization step size to the selected coefficients. A step size of 100
turned out to be most effective at removing the watermark information and stillpreserving the image
quality.

Fig. 4.10 compares the correlation of the different systems, when we use the Biorthogonal 7/9
filter for the attack. The standard Wang system which also uses the Biorthogonal 7/9 filter has a
correlation of around 0.40 after 3000 coefficients have been attacked.Interestingly the same system
using the Daubechies 6 filter shows correlation higher than 0.9 in the same range which already
indicates the importance of the filter choice.

The wavelet packet system still has a correlation of more than 0.75 on average after 20000 coeffi-
cients have been attacked. The low minimum for the wavelet packet system can be explained by the
possibility of a similarity between the pyramidal decomposition used for the attack and the tree that is
used for embedding. Because both decompositions use the Biorthogonal 7/9 filter the minimum can
get very close to the behavior of the standard system. In order to avoid thissituation, subband struc-
tures too similar to the pyramidal scheme could be excluded from the set of admissible candidates.
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Figure 4.10: Watermark correlation under attack using the Biorthogonal 7/9filter.

Fig. 4.11 shows the resulting image quality after performing the attack. No matter which algo-
rithm has been used for embedding, PSNR is still at 35 dB after having attacked 3000 coefficients,
which makes this attack a serious one (significant drop of watermark correlation whereas image qual-
ity could be maintained).

Figure 4.12 shows the result when the Daubechies 6 filter is used for the attack decomposition.
The performance of the wavelet packet system is better, because now the decomposition filters do
not match. The minimum wavelet packet system correlation is now more than 40 percent above the
correlation of the standard Daubechies 6 system for 20000 attacked coefficients.

4.4 Audio benchmarking [GAUSS]

Based on the Stirmark for Audio (SMBA) [118] version 0.3, we worked onredesign and reimple-
mentation of the old SMBA suite to enhance the attacks and the possibility to handle audio data [83].
Firstly, we introduce the general design concepts of SMBA. Secondly, we discuss the implemented
streaming attacks in time domain and at least, we present some examples, to describe the usage of the
new SBMA version 1.0.

The general benchmark process could be described like this: A digital audio watermark is embed-
ded into the original audio signal. Then, the marked audio file can be evaluated by using SMBA. This
process works by using a variety of different attacks, which can be configured by using attack para-
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Figure 4.11: Quality of the attacked images (attack uses Biorthogonal 7/9 filter).

meters. After this process, the audio signal is modified a little bit and the watermark detector tries to
detect and retrieve the watermark and thereby show the success or failure of the attack. The simplest
scenario is a brute force attack by using every possible attack against thewatermark. StirMark also
has default attack parameters, which can be used to evaluate a digital audiowatermark very quickly. It
is also possible to change and optimize the attack parameters to improve the attack strength or attack
transparency. Each individual attack can be used as an evaluation process. In this case, the user knows
where the watermarking algorithm is weak or with which attack the watermark canbe broken. These
single attacks are atomic signal modification processes.

The following figure 4.13 shows the so-called “single attack scenario”. The watermarked audio
file undergoes many attacks and produces a separate audio file for eachattack. Each of these audio
files has been only modified by a single attack (e.g. add noise, change the pitch, change the amplitude
or cut samples). This is useful to find an obvious weakness in a watermarking algorithm.

The general benchmark process is in our old SMBA implementation and the newconcept the
same. But the new concept provides us more flexibility as input and output source of the audio signal.
Another new feature will be a support for multiprocessor systems and a improved usability of SMBA.
The new SMBA concept ideas are described in the follow subsection.
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Figure 4.12: Watermark correlation under attack using the Daubechies 6 filter.

4.4.1 Description of the new SMBA concept

This subsection introduces the new concept ideas and the needed different modules for SMBA.
The general main idea is, that the attack process is only able to run one singleattack (no multiple
attacks) [83]. This means, that one SMBA process can run just only oneselected attack with their
parameters. The audio signal for this process will read only from stand input stream (stdin) and the
attacked audio signal will be written to the standard output stream (stdout). To construct multiple
attacks, the single SMBA processes can be piped together.

Our concept for SMBA has 4 different types of modules [83]. First, theattack module itself
SMBA, second theread write stream module to convert audio files into streams and back into files.
The third moduleSM-Bell is a wrapper for modules 1 and 2 to make it easier to use. The fourth
moduleSM-BellGUI is a graphical user interface for SM-Bell.
The following itemization introduce all 4 modules in more detail.

• read write stream: This tool converts audio files into an audio stream and sends the audio
data to the standard output (stdout). By using a specific parameter,read write streamconverts
an audio stream to a file and saves it on a hard disk. The supported file formats depends on
the library libsndfile [85]. If the user wants to use a file format, which is not supported by this
library, it is possible to use other tools which can send the audio data to the standard output
(stdout).
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• SMBA: This is the main benchmarking process. This module includes the attacks and performs
them on the audio signal, which is read from standard input (stdin) and written to standard
output (stdout). By running this module, it is only possible to run one attack onthe audio signal.
If it is desirable to run more than one attack on the audio signal, it is simple to use multiple
instances ofSMBA. This is possible by connecting the stdout of one SMBA process with the
stdin of the following SMBA process by using a pipe. Another advantage ofusing SMBA for
multiple attacks is, that each attack runs in its own SMBA process and the operating system
can independently allocate each process to a processing unit. This is especially advantageous if
there are multiple processing units available.

• SM-Bell: Is a command line wrapper forread write streamandSMBAto make it more user
friendly. This module handles XML files where all attacks with an order of attacks and attack
parameters are described.SM-Bellcan also convert a command line with an attack description
into the needed structure forread write streamandSMBAto be executed using pipes.

• SM-Bell GUI: This modules is a graphical user interface which makes it more simple for the
user to select attacks and attack parameters. This module generates a XML structure, which can
be read bySM-Bell.

The following figure 4.14 shows the modules and the module dependencies. The line between the
Read/Write process and SMBA and the other SMBA processes is a symbol for a pipe. The audio file
is read by theread write streamtool. The audio data is given to the first SMBA process which run the
first attack. The resulting audio signal of this process is the new input forthe second SMBA process
and so on. At the end of the pipes is theread write streamtool to save the audio signal in an audio
file. If the user does not want to store it to a file, then the audio stream can be sent to the sound device
to play it. In the follow subsection, we denominate all attacks which we will designand implement in

SMBASMBA
Streams

Read/Write

Streams

Read/Write
SMBA

...

SM−Bell

SM−Bell_GUI

Figure 4.14: Modules of SMBA
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the future. After them, we introduce the design of attacks in time domain in more detail. Next steps
are the implementation of them and the design of attacks in frequency domain.

4.4.2 Description of attacks

SMBA has two different main domains of attacks: time and frequency domain. The following list-
ing shows the attacks, working in time domain. All these attacks are in the old SMBAversion 0.3
implemented, but without streaming functionality.

• attacks in time domain: AddBrumm, AddDynNoise, AddNoise, AddSinus, Amplify, Bass-
Boost, Compresor, CopySample, CutSample, Echo, Exchange, ExtraStareo, FlippSample, In-
vert, LSBZero, NoiseMax, Normalizer1, Nothing, RC-HighPass, RC-LowPass, Resampling,
Smooth1, Smooth2, Stat1, Stat2, VoiceRemove, ZeroCross, Zerolength1, ZeroLength2, Ze-
roRemove

At the beginning, we introduce the attack in time domain itself. As notation for the time-domain
attacks we useSi(x) as input signal for SMBA (marked audio signal) andSo(x) as output signal from
SMBA which is the attacked, modified audio signal. The valuex is the sample number in the output
stream. The valuef is the frame that contains the samplex. Avg(f) is the average of all sample
values for all channels within the frame that containsx [83].

• AddBrumm: Adds buzz as sinus tone to the audio signal. This attack is useful to simulate the
buzz of a power supply unit of analog devices.
This attack has 2 parameters.Frequency is the buzz frequency andStrength for the attack
strength (amplitude).

So(x) = Si(x) +AAddBrumm(x)

AAddBrumm(x) = sin(ω ∗ Frequency) ∗ Strength

• AddDynNoise: Adds a dynamic noise that depends on the signal amplitude to the audio signal.
This attack is useful for simulating certain noise effects found in analog audio equipment.
This attack has 1 parameter.Strength is the relative strength of the attack.

So(x) = Si(x) + Pseudorandom(t) mod

(∣∣∣∣Si(x) ∗
Strength

100

∣∣∣∣+ 1

)

• AddNoise: Adds a white noise to the audio signal. This attack is useful for analog noise
produced in many analog devices.
This attack has 1 parameter.Strength is the relative strength of the attack.

So(x) = Si(x) ∗
(

1 − Strength

MaxQuantitization()

)
+ Pseudorandom(t) mod (Strength)

• AddSinus: Adds a sinus tone to the audio signal. This attack is useful to simulate various
sinusoidal audio phenomena or to add a distortion signal in exactly the same frequency range
like the watermark embedder.
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This attack has 2 parameters.Frequency is the buzz frequency andStrength for the attack
strength (amplitude).

So(x) = Si(x) +AAddBrumm(x)

AAddBrumm(x) = sin(ω ∗ Frequency) ∗ Strength

• Amplify: Changes the amplitude of the audio signal to simulate an amplification.
This attack has 1 parameter.Factor is the percent increase or decrease percentage with 100
being neutral.

So(x) = Si(x) ∗
Factor

100

• BassBoost:Boosts the bass range of the audio signal, similar to analog bass boosting circuits
that are prevalent in consumer audio devices. This attack uses code from the Open-Source
Media Editor Audacity [3].
This attack has 2 parameters.ThresholdFrequency is the threshold under which all frequen-
cies are boosted andBoostDB (in decibels).

• Compressor: Scales all samples under a given threshold by a given amount. This attack is
similar to various analog compressor devices that are available on the market.
This attack has 2 parameters.ThresholdDB is an amplitude threshold (in dB) under which all
samples are compressed using the factorCompressorV alue.

So(x) =

{
Si(x) So(x) ≤ dbToAmplitude(−ThresholdDB)

Si(x) ∗ CompressorV alue So(x) > dbToAmplitude(−ThresholdDB)

dbToAmplitude(x) = 2 ∗ log

(
x

MaxQuantitization()

)

• Copysample: Inserts copies of a group of samples at a later point in the stream. This is meant
to test watermarking algorithms for dependence on quantity and order of samples. This attack
uses a modified buffer-wise processing where input and output are asymmetrical and successive
iterations don’t necessarily use the same length buffer.
This attack has 3 parameters. Within everPeriod samples, the firstCount samples are copied
Distance away from their original position.Period must be greater thanDistance which in
turn must be greater thanLength.

So(x) =






Si(z) 0 ≤ z < Distance

Si(z − distance) Distance ≤ z < Distance+ Count

Si(z − count) Distance+ Count ≤ z < Period+ Count

z = x mod (Period+ Count)

• CutSample: Drops a certain number of samples periodically. This is meant to test watermark-
ing algorithms for dependence on quantity and order of samples. This algorithm also uses a
modified buffer-wise algorithm, input and output are again asymmetrical, butin this case every
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other buffer is simply thrown away without being outputted
This attack has 2 parameters. DropsRemoveNumber samples at the beginning of every
Remove input samples.

So(x) = Si(z +RemoveNumber)

z = x mod (Remove−Removenumber)

• Echo: Adds a simple echo to the audio signal. This is meant to test watermarking algorithms
that hide information in echos in the signal or test the watermark against echoattacks. This al-
gorithm uses a ”marching blocks” type algorithm to support streaming. Two buffers are always
in memory, one front and one back. Front is the most recently read in samples. It is used to
calculate the echo for back and then back is outputted, a front becomes thenew back and a new
front buffer of samples is read in.
This attack has 1 parameter. The echo is produced with an echo delay ofDistance samples.

So(x) =
Si(x) + Si(x+Distance)

2

• Exchange:Swaps consecutive samples in the audio sample. This is meant to test watermarking
algorithms for their sensitivity to the exact order of the samples.
This attack has no parameters.

{
So(x) = Si(x+ 1) z = 0

So(x) = Si(x− 1) z = 1

z = x mod 2

• ExtraStereo: Adds the average between the channels in a frame to all samples in the frame.
This is meant to test watermarking algorithms that use channel difference in multi-channel
systems. This attack is based on the extra stereo function of XMMS [137].
This attack has 1 parameter.Factor scales the strength of the effect.

So(x) = Si(x) + (Si(x) −Avg(f)) ∗ Factor

• FlippSample: Flips a group of samples at a later point in the stream. This is meant to test
watermarking algorithms for dependence on the order of samples. This attack uses a modified
buffer-wise processing where sections of input and output are asymmetrical and successive
iterations don’t necessarily use the same length buffer.
This attack has 3 parameters. Within everPeriod samples, the firstCount samples are copied
Distance away from their original position.Period must be greater thanDistance which in
turn must be greater thanLength.

So(x) =






Si(z +Distance) 0 ≤ z < Count

Si(z) Count ≤ z < Distance

Si(z −Distance) Distance ≤ z < Distance+ Count

Si(z) Distance+ Count ≤ z < Period

z = x mod (Period+ Count)
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• Invert: Inverts a sample: each sample value is replaced by its opposite (phase shiftof 180◦).
This is meant to test watermarking algorithms for their sensitivity to the phase of the signal.
This attack has no parameters.

So(x) = −Si(x)

• LSBZero: Set the values of Least Signifigant Bits (LSBs) to zero. This is meant to challenge
algorithms that may embed in the LSBs of the samples.
This attack has no parameters.

So(x) = Si(x) ∧ (MaxQuantitization() − 1)

• NoiseMax: Introduces a noise into the signal based on the Maximum Length Sequence
(MLS) [29].
This attack has 3 parameters.Mask andLength are parameters to the MLS function, while
Strength controls the strength of the noise that is introduced.

So(x) = Si(x) + Strength ∗MLS(Mask, Length)

• Normalizer1: Normalizes the signal in a streaming manner, based on local peak information
or based on cumulative peak information. This attack simulates various real-timenormalizer
devices.
This attack has 3 parameters.BufferSize determines the length of each buffer for each
processing cycle,Level is quantization step that the samples are to be normalized to and
Zeroing is a boolean switch to switch between local and cumulative peak finding (0 = local,
else cumulative). The functionPeak(x) finds the maximum peak value in the buffer.

So(x) = Si(x) ∗
Level

Peak(Si(xj), Zeroing, PreviousPeak)

j = 0, 1, . . . , BufferSize

• Nothing: A simple pass-through, nothing is altered.
This attack has no parameters.

So(x) = Si(x)

• RC-HighPass:Simulates an Analog Resistor/Capacitor (RC) High-Pass Filter. This algorithm
comes from [116].
This attack has 1 parameter.Threshold determines the cutoff frequency (in Hz) for the filter.

So(x) = A0 ∗ Si(x) +B ∗ So(x− 1) +A1 ∗ Si(x− 1)

B = e
−2π∗Threshold

Samplerate

A0 =
1 +B

2
, A1 = −1 +B

2

• RC-LowPass: Simulates an Analog Resistor/Capacitor (RC) Low-Pass Filter similar to RC-
HighPass.
This attack has 1 parameter.Threshold determines the cutoff frequency (in Hz) for the filter.

So(x) = A ∗ Si(x) +B ∗ So(x− 1)

B = e
−2π∗Threshold

Samplerate

A = 1 −B
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• Resampling: Adjusts the sample rate to a new rate. This attack uses the libsamplerate
library [84]
The library libsamplerate is written to support streaming, so the library handlesstreaming. This
attack has 1 parameterSampleRate is the new rate which the signal has to be resampled to.

• Smooth1: Applies a smoothing algorithm to the signal.
This attack has no parameters.

So(x) =






Si(x−1)+Si(x+1)
2 Si(x− 1), Si(x+ 1) > Si(x)

Si(x−1)+Si(x+1)
2 Si(x− 1), Si(x+ 1) < Si(x)

Si(x) otherwise

• Smooth2: Applies a smoothing algorithm to the signal.
This attack has no parameters.

So(x) =






Si(x−1)+Si(x+1)
2 Si(x− 1) < Si(x) < Si(x+ 1)

Si(x−1)+Si(x+1)
2 Si(x− 1) > Si(x) > Si(x+ 1)

Si(x) otherwise

• Stat1: Applies a distortion algorithm to the signal.
This attack has no parameters.

So(x) =
Si(x) + Si(x+ 1)

2

• Stat2: Applies a distortion algorithm to the signal.
This attack has no parameters.

So(x) =
Si(x− 1) + 3 ∗ Si(x) + Si(x+ 1)

5

• VoiceRemove:Subtracts the average between the channels in a frame from all samples in the
frame. This is meant to test watermarking algorithms that use channel difference in multi-
channel systems. This attack is based on the voice remove function of XMMS[137].
This attack has no parameters.

So(x) = Si(x) −Avg(f)

• ZeroCross: Sets all samples with an absolute value less than a given threshold to zero.
This attack has 1 parameter.ZeroCross is the the threshold below which all values are set to
zero.

So(x) =

{
0 |Si(x)| < ZeroCross

Si(x) otherwise

The default parameter value is:
ZeroCross = 1000



D.WVL.3 — First Summary Report on Practical Systems 101

• ZeroLength1: Sends a given number of zero samples as output after the detection of a zero
value in the input, treating each channel independently. The streaming implementation of this
attack uses queues to store incoming samples while it is outputing a set of zero-samples.
This attack has 1 parameter.ZeroLength is the the number of zero samples sent to output after
the detection.

So(x) =

{
0 = So(x+ 1) = . . . = So(x+ ZeroLength) Si(x) = 0

Si(x) otherwise

• ZeroLength2: Sends a given number of zero samples to all channels after the detection of
a zero value in the any channel of the input. The streaming implementation of this attack is
buffer-wise but input and output are not always symmetrical. (it depends whether we are in a
run of zeros or not)
This attack has 1 parameter.ZeroLength is the the number of zero samples sent to output after
the detection.

So(x) =

{
0 = So(x+ 1) = . . . = So(x+ ZeroLength) Si(x) = 0

Si(x) otherwise

• ZeroRemoves:Removes all zero samples from the signal.
This attack no parameters.

So(x) =

{
Si(x) Si(x) 6= 0

Si(x+ 1) Si(x) = 0

At this time, we implement all these attacks. After this step, we will make tests to measure the
default parameters for each attacks.

In the follow subsection 4.4.3, we introduce examples how the modules (tools) can be used. We
also want to introduce parts of the SMBA help system, which should be foundby running the SMBA
tool without any parameters.

4.4.3 Usage examples

In this subsection, we introduce the command syntax of SMBA in evaluating digital audio watermarks.
More information about the usage and the attacks can be found on the SMBAweb page [118].

read write streamis called in two basic manners as an input at the beginning of a stream or as an
output at the end of a stream.

• To call readwrite stream as an input to the stream, reading from a file foo.wav:

./read_write_stream -f foo.wav

• To call readwrite stream as an output from the stream, writing to a file foo2.wav with a sam-
plerate of 44100Hz, 2 channels and 16 bits per sample. If the parameters-s -c -b are not set,
then default parameters are used (like in this example):



102 ECRYPT — European NoE in Cryptology

./read_write_stream -p -s 44100 -c 2 -b 16 -f foo2.wav

• To execute an attack on the stream signal in this case an AddBrumm attack with default para-
meters:

./read_write_stream -f foo.wav | ./smba2 --AddBrumm | \

./read_write_stream -p -f foo2.wav

• To execute the same attack, but this time with the user supplied parameters (Strength=500 and
Frequency=60):

./read_write_stream -f foo.wav | ./smba2 --AddBrumm 500 60 | \

./read_write_stream -p -f foo2.wav

• The sequence of attacks can be composed of any number and order of attacks each with default
or user defined parameters:

./read_write_stream -f foo.wav | ./smba2 --AddBrumm 500 60 | \

./smba2 --ZeroCross 500 | ./smba2 --Stat1 |
./read_write_stream -p -f foo2.wav

• For help on all attacks:./smba2-h prints it

• For help on a specific attackfoo: ./smba2 -h --foo prints it.

4.5 Attacks against data-hiding systems

4.5.1 Attacks based on self-similarities [EURECOM]

It has been shown in Section 4.1 that using a redundant watermarking structure is likely to induce
some information leaks. Considering multiple watermarked contents, a hostile attacker can gain some
knowledge about the embedded watermark signal and exploit it to confusethe detector. Nevertheless,
completely independent watermarks are not the solution. If an attacker cancollect similar contents
carrying uncorrelated watermarks, averaging them will sum the watermarksamples to zero. Multime-
dia digital data is highly redundant: successive video frames are highly similar in a movie clip, most
songs contain some repetitive patterns, etc. This property can consequently be exploited to succes-
sively replace each part of the signal with asimilar one taken from another location in the same signal.
For instance, in the context video, temporal redundancy is obvious and Temporal Frame Averaging
after Registration (TFAR) can be performed to remove embedded watermarks [37, 40]. As depicted
in Figure 4.15, TFAR basically exploits the temporal redundancy between successive video frames to
estimate the background of each video frame using the neighbor ones. First, highly dynamic contents
such as moving objects are removed. Next the video frames are aligned using motion compensation
and combined. Since most video watermarking schemes do not take into account the camera motion
or the structure of the scene, this attack has been shown to be a major threatagainst many embedding
strategies. Recently, motion compensated watermarking a received an increasing interest to address
this issue [40].
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(a) (b)

(c)

(d)

Ft

Ft-1

Ft+1

Figure 4.15: Temporal Frame Averaging after Registration (TFAR): Oncethe video objects have been
removed (a), neighbor frames are registered (b) and combined to estimate the background of the
current frame (c). Next, the missing video objects are inserted back (d).

However, if an attacker can perform this attack at a frame level, it can alsodo it at a block level
i.e. each signal block is replaced by a similar one taken at another location in the same frame using
spatial redundancy. For instance, such approaches have already been investigated to obtain efficient
compression tools [56]. The signal to be processed is first partitioned intoa set of blocksbT of size
ST . Those blocks can either overlap or not. The asset of using overlapping blocks is that it prevents
strong blocking artifacts on the border of the blocks by averaging the overlapping areas. The attack
processes then each one of these blocks sequentially. For each block,a search window is defined. It
can be chosen in the vicinity of the blockbT or randomly for security reasons. This search window is
partitioned to obtain a codebookQ of blocksbQi of sizeSQ. Once again, these blocks can overlap or
not. Next a candidate block for replacementbR is computed using the blocks present in the codebook.
Of course, the larger the codebookQ is, the more choices there are to compute a replacement block
which is similar enough to the input blockbT so that they can be substituted without introducing
strong visual artifacts. On the other hand, the larger the codebookQ is, the higher the computational
complexity is and a trade-off has to be found. The Mean Square Error (MSE) can be used to evaluate
how similar are two blocks with the following formula:

MSE(bR,bT ) =
1

ST

ST∑

i=1

(
bR(i) − bT (i)

)2
, (4.10)

where the summation indexi can be one-dimensional (sound) or multidimensional (image, video).
The lower the MSE is, the more similar are the two blocks. Thus, the original block bT is substituted
by the replacement blockbR associated with the lowest MSE.

Baseline implementation using fractal coding

There are many ways of computing the replacement blockbR. One of the first proposed implementa-
tion was inspired from on fractal coding [113] and is illustrated in Figure 4.16. The codebook is first
artificially enlarged by also considering geometrically transformed versionsof the blocks within the
search window. For complexity reasons, a small number of transformationsare considered e.g. down-
sampling by a factor 2 and 8 isometries (identity, 4 flips, 3 rotations). Next, the candidate replacement
blocks are computed with a simple photometric compensation. In other terms, eachblockbQi of the
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Geometrical transformation

(horizontal flip)

Photometric transformation

s=-0.25  o=154
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Processed image
bR

Figure 4.16: BRA implementation using a fractal coding strategy: each block isreplaced by the one in
the search window which is the most similar modulo a geometrical and photometric transformation.

codebook is transformed insbQi + o1, where1 is a block containing only ones, so that the MSE with
the target blockbT is minimized. This is a simple least squares problem and the scales and offseto
can be determined as follows:

s =
(bT − mT1) · (bQi − mQi1)

|bQi − mQi1|2
(4.11)

o = mT − s.mQi (4.12)

wheremT (resp.mQi) is the mean value of blockbT (resp.bQi), · is the linear correlation defined
as:

b · b′ =
1

ST

ST∑

i=1

b(i)b′(i) (4.13)

and |b| is the norm defined as
√

b · b. At this point, the transformed blockssbQi + o1 are sorted
in ascending order according to their similarity with the target blockbT and the most similar one is
retained for replacement. In the same fashion, an alternative approach consists in building iteratively
sets of similar blocks and randomly shuffling their positions [78, 103] until allthe blocks have been
replaced.

Performances enhancement using more than a single block

The baseline of the algorithm has then been improved to further enhance theperformances of the
attack. The main drawback of the previous implementation is that it is not possibleto modify the
strength of the attack. Furthermore, the computation of the replacement blockis not properly man-
aged: either it is too close from the target blockbT and the watermark is reintroduced, or it is too
distant and strong visual artifacts appear. Optimally, one would like to ensure that the distortion
∆ = MSE(bR,bT ) remains within two boundsτlow andτhigh. To this end, several blocksbQi can be
combined to compute the replacement block instead of a single one as follows:

bR =
N∑

i=1

λibQi (4.14)
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Table 4.1: BRA procedure using block projection on a PCA-defined subspace.

For each blockbT of the signal
1 Build the block codebookQ
2 Perform photometric compensation
3 Performs the PCA of the blocks inQ to obtain a set of orthogonal eigenblocksei associated

with their eigenvaluesǫi
SetN = 1 and flag= 0

4 While (flag = 0) AND (N ≤ ST )
(a) Build the optimal replacement blockbR using the eigenblocksri associated with the

firstN eigenvalues
(b) Compute∆ = MSE(bR,bT )
(c) If τlow ≤ ∆ ≤ τhigh, set flag= 1
(d) Else incrementN

5 ReplacebT by bR

where theλi are mixing parameter chosen in such a way that∆ is minimized. This combination can
take into account a fixed number of blocks [79] or also adapt the number of considered blocks for
combination according to the nature of the block to be reconstructed [44]. Intuitively, approximating
flat blocks require combining fewer blocks than for highly textured ones.However, the computa-
tional load induced by computing optimal mixing parameters in Equation (4.14) foreach candidate
replacement block has motivated the design of an alternative implementation which is described in
Table 4.1 [44]. First, for each blockbT , the codebookQ is built and photometric compensation is per-
formed. Next, a Principal Component Analysis (PCA) is performed considering the different blocks
bQi in the codebook. This gives a centroidc defined as follows:

c =
1

|Q|
∑

bQi
∈Q

bQi (4.15)

and a set of eigenblocksei associated with their eigenvaluesǫi. These eigenblocks are then sorted
by descending eigenvalues i.e. the directione1 contains more information than any other one in the
basis. Then, a candidate block for replacementbR is computed using theN first eigenblocks so that
the distortion∆ is minimized. In other terms, the blockbT −b is projected onto the subspace spanned
by theN first eigenblocks andbR can be written:

bR = c +
N∑

i=1

(bT − c) · ei

|ei|2
ei (4.16)

Of course, the distortion∆ gracefully decreases as the numberN of combined eigenblocks increases.
Thus, an adaptive framework is introduced to identify which valueN should have so that the distortion
∆ falls within the range[τlow, τhigh]. It should be noted that the underlying assumption is that most
of the watermark energy will be concentrated in the last eigenblocks since the watermark can be seen
as details. As a result, if a valid candidate block can be built without using the last eigenblocks, the
watermark signal will not be reintroduced.
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Tracks for future work

Many watermarking schemes do not consider the self-similarities of the host content during embed-
ding and BRA have been recognized to be a major threat against digital watermarking systems [78].
Future work will consequently investigate how to obtain watermarks which resist attacks exploiting
the similarities of the host signal. This task is two fold in video watermarking: both temporal and
spatial redundancy have to be addressed. The goal is to find a watermark generation process which
ensures that similar host contents, whatever they are i.e. full frames or blocks, carry similar water-
marks. Such watermarks will be referred to as signal-coherent watermarks in future work.

4.5.2 Worst case attacks against structured codebooks [UNIGE-UVIGO]

The design of the worst case attack is an active line of research in communications. The knowledge
of the WCA points out the weakness or the strength of a given technique and allows to create a fair
benchmark for different communications methods.

Here, we target the investigation of the worst additive attack strategy for afixed quantization-based
watermarking communications scenario as it is presented in [57].

Quantization-based techniques

Within the class of quantization-based techniques, we will concentrate our analysis on both dither
modulation (DM) [14] and distortion compensated DM (DC-DM) [51]. Both are approximations of
Costa [19] scheme with a structured codebook where binning strategy is exploited.

Dither modulation The watermarked data is obtained as:

y′ = Qbi(x), (4.17)

where different quantizersQbi(·) are used to embed a symbolbi into the hostx.

Distortion-compensation DMThe DC-DM technique produces the watermarked data as:

y′ = x+ α(Qbi(x) − x), (4.18)

whereα is the distortion compensation parameter0.5 ≤ α ≤ 1. If α = 1, the DC-DM simplifies to
the DM.

In both the DM and DC-DM, the probability of error can be calculated as the integral of the
equivalent noisePDF over the support of thewrongbinsS with respect to the communicated message
bit [98]:

Pe =

∫

S

fY (x)dx. (4.19)

The error region is periodical due to quantization process and it is denoted asS.
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Problem formulation

McKellips and Verdu considered the problem of worst case additive attack design for the PAM, having
chosen the probability of errorPe as a cost function [89].

Adopting their approach to our quantization-based set-up, we impose constraints on the attack
power, targetPDF and tolerance in the KLD sense. The objective of optimization is to find thePDF
of the attack which satisfies the above constraints while producing the largest possible value of the
cost function, i.e., the probability of error.

The optimization problem can be formulated as follows:

max
fZ(x)

Pe = max
fZ(x)

∫

S

fY (x)dx, (4.20)

subject to the constraints
∫∞
−∞ fZ(x)dx = 1 and

∫∞
−∞ x2fZ(x)dx ≤ σ2

Z , assumingµZ =∫∞
−∞ xfZ(x)dx = 0.

Problem solution

The solution of the above problem suggests three-δ functions. Two of them are located in the two
error regionsS that are the closest to the origin, and the third one is located at the origin to contribute
to thePDF but not to the the attack power.

The 3-δ attackPDF is presented in Fig. 4.17. For both DM and DC-DM, it is necessary to optimize
the parametersT andV in order to maximize the probability of error..

6 6
6

−T 0 T

V V
1 − 2V

Figure 4.17: 3-δ attack scheme,0 ≤ V ≤ 0.5.

Dither modulation The optimal pointT where to fix the position of the deltasT is T = ∆
2 + ǫ

whereǫ > 0, ǫ → 0. In this case, the probability of error which is equal to the integral over theerror
regionS is Pe = 2V . It is possible to write:

WNR = 10 log10

DW

DZ
= 10 log10

4

3Pe
, (4.21)

where WNR denotes the watermark-to-noise ratio.

Distortion-compensation DM The derivation of the WCA for the DC-DM is similar to the DM
but now the received signalPDF fY (·) is the convolution of a set of delta functions with a pulse,
which is the result of the DC-DM embedding scheme.

The optimization, is achieved by:

T =

{
(2α− 1)∆, α < 5

6 ,

(3
2 − α)∆, α ≥ 5

6 .
(4.22)
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The result from equation (4.22) is:

Pe =






σ2
Z

4(1−α)(2α−1)∆2 α < 5
6 ,

σ2
Z

(( 3
2
−α)∆)

2 α ≥ 5
6 ,

(4.23)

and the WNR= 10 log10
α2∆2

3σ2
Z

.

Results of computer modeling

Fig. 4.18 presents the optimization results, for which the WCAPDF is composed of a set of three
δ-functions. In Fig. 4.18(a), the probability of error is shown as a function of the DC-DM distortion
compensation factorα for different WNR. To prove the efficiency of the proposed attack, wecompare
the probability of error for the developed attack vs. Gaussian and uniform attacks (Fig. 4.18(b)).
The DM is shown as a special case of the DC-DM ifα = 1. Therefore, it becomes evident from
Fig. 4.18 that the proposed attack produces larger probability of error than the AWGN and uniform
noise attacks.
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Figure 4.18: Performance comparison.

The results on Fig. 4.19 show that our developed 3-δ attack is always worse than the Gaussian and
uniform noise attacks, for all WNR and DC-DM compensation factors.

A very important conclusion from the previous results is the existence of a compensation parame-
ter that can be chosen in advance at the encoder to guarantee a given system performance disregarding
the attackPDF for a given WNR. The optimal DC-DM compensation parameterα can be chosen
equalα = 2/3 in order to guarantee that the probability of error is bounded, and its maximumvalue
does not exceed thePe of the WCA.
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