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Abstract

This deliverable contains all contributed papers that were presented at the “First WAVILA
Challenge”, which was held as ECRYPT workshop in Barcelona (Spain) on June 8-9, 2005.
The workshop addressed two main topics, namely watermarking schemes secure against geo-
metric changes and security aspects of fingerprinting techniques.
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Summary

Robustness against watermark de-synchronization induced by geometric attacks
is one of the most difficult challenges watermarking researchers still need to face
with. Recently [1] it has been argued that, apart from computational complexity,
Exhaustive Search Detection (ESD) is possibly the best remedy against water-
mark de-synchronization. More specifically, in [1] it is shown that at least in the
simplified case considered in the paper, ESD outperforms Template Matching
Detection (TMD), in the sense that better ROC curves are obtained by ESD. At
the same time it is conjectured that both ESD and TMD are suitable remedies
against geometric attacks if the dimension of the search space does not increase
exponentially with the size n of the host feature sequence. If the size of the search
space, i.e. the cardinality of the class of geometric attacks under consideration,
increases exponentially with n, it is necessary to look at the coefficient multiply-
ing n, say α. If α is lower than the error exponent ε of the watermark detector,
then it is possible to cope with watermark de-synchronization by increasing n.
On the contrary, this is not possible if α is larger than ε.

To elaborate, let us indicate by ε∗ the best error exponent achievable by any
watermarking system. If the previous conjectures are right (i.e. there’s nothing
better than ESD to combat geometric attacks), the existence of a class of attacks
whose dimensionality increases as 2αn, with α > ε∗, would be a very strong ar-
gument suggesting the impossibility of ever designing a watermarking algorithm
which is robust against geometric attacks. Does such a class of attacks exist?
Indeed, it is not difficult to envisage an exponentially large class of geometric
attacks. Let us consider, for example, a simple system that randomly permutes a
fraction of the rows of the watermarked image. It is not difficult to show that the
number of possible such attacks is an exponential function of nr (the number of
rows of the image). However, since the attacker has to satisfy a distortion con-
straint 3, not all the possible permutations are allowed, hence diminishing their
number. Is the total number of perceptually admissible attacks still exponential?
More generally, which is the dimensionality of the class of all the perceptually
admissible geometric attacks?
3 Ideally the attack should not introduce any significant perceptual distortion of the

attacked image.
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Of course, answering the above question is very difficult, especially because
the mechanisms underlying the human visual system is very complex and not not
completely understood. To get around the problem, we started by considering
the most popular geometric attacks proposed so far in the watermarking litera-
ture. For sake of simplicity we focused on image watermarking, where geometric
attacks have proved to be a very simple and effective way to attack virtually
any watermarking system. The most natural candidate which comes to mind is
the Random Bending Attack (RBA) [2], according to which some random local
geometric deformations are applied to de-synchronize the detector. As a matter
of fact the RBA attack implemented by the popular Stirmark software is much
more complex than a simple local random distortion, since it also includes global
warping and quantization of the host features. In addition, the random bending
factors are used to modulate a sinusoidal distortion. To keep the problem simple,
here we focus on a truly random bending attack whose only effect is to locally
warp the watermarked image according to a randomly generate displacement
field. In the above framework, the aim of this contribution is twofold. First of
all we evaluate the, so to say, dimensionality of the above attack subject to a
constraint on the perceptual distortion. In particular we show that the size of
such an attack is exponential and give an estimate of the exponent coefficient
α. Then we compare such a coefficient with the error exponent εM−SS of a par-
ticular watermarking system, namely the multiplicative Spread Spectrum (SS)
system described in [3]. The reassuring result is that, at least in this particular
case, εM−SS > α.

Dimensionality of RBA

As we said in the introduction, the RBA attack we consider here is much simpler
than the popular attack implemented by Stirmark software. Specifically, each
pixel of the image is assigned a random displacement vector

δ(i, j) = (δx(i, j), δy(i, j)), (1)

where δx(i, j) and δy(i, j) are i.i.d. random variables uniformly distributed in
[−∆,∆]. The attacker uses the displacement field δ(i, j) to warp the water-
marked image. Of course the visibility of the attack depends on the maximum
allowed displacement ∆. At the same time, the attacker may wish to smooth the
displacement field so to introduce a less annoying distortion. This can be done
by randomly generating only part of the displacement vectors and obtaining the
others through some sort of interpolation. In the following we will assume that
a new random displacement is generated every ns rows and ns columns. Inter-
mediate displacements are calculated by means of a bilinear interpolation. This
clearly reduces the degrees of freedom of RBA, that pass from 2N2 to 2N2/n2

s,
where we assumed that the image size is equal to N ×N .

In order to acquire some insights about the range of values assumed by ∆ and
ns in a practical implementation of RBA, we focus on a particular watermarking
system, namely the system describe in [3]. Then we carried out the following
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series of experiments. For each value of ns we evaluated the minimum value
of ∆ that disables the detection of the watermark. Then we visually evaluated
the visibility of the distortion introduced by RBA. The results we obtained, by
applying the above procedure to the Lena image4 are reported in table 1.

Table 1. Visibility of RBA. ∆min is the minimum displacement amplitude making the
watermark detector fail. Results have been obtained on the Lena image.

ns ∆min Distortion

2 3.2 very annoying
3 2.9 very annoying
4 2.4 very annoying
8 2.5 very annoying
16 2.4 very annoying
32 2.5 visible
40 2.6 visible
48 3.6 visible
51 3.1 visible
60 3.1 slightly visible
64 2.6 invisible
68 2.6 invisible
128 2.9 invisible

Two important facts emerge:

1. at least for the system considered here, the RBA is not very harmful, unless
the displacement field is heavily smoothed. This is a surprising conclusion,
since it has long been thought that the power of the RBA was mainly due
to its local nature. However our results seem to point out that a local dis-
placement field is not able to damage significantly a low/medium frequency
watermark such as the one described in [3], unless a significant perceptual
distortion is introduced. Indeed the system in [3] is not able to survive the
Stirmark implementation of RBA, but this is due to the global component
of the geometric attack applied by Stirmark, not to the local random dis-
placement;

2. the introduction of a perceptual constraint on the admissible geometric dis-
tortion reduces significantly the degrees of freedom of RBA. In our experi-
ments the number of free parameters is about N2/642.

According to the ESD paradigm, the detector tries to recover the water-
mark by considering all possible combinations of the free displacement vectors
in δ(i, j). Of course the detector only needs to know a finite precision approxima-
tion of δ(i, j). If we indicate by dES the quantization step used by the detector
for its search, then the

4 More extensive tests are on the way.
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In order to estimate the exponent coefficient α, it is necessary to estimate
the quantization step used by the detector during its search, then we get the
following estimate of the size of the RBA:

|RBA| = 2
2 log2 nl

n2
s

·N2

, (2)

yielding:

α =
2 log2 nl

n2
s

, (3)

where
nl =

2∆

dES
(4)

is the number of quantization levels used by the detector to approximate each
element of the displacement field. We found experimentally that for the multi-
plicative SS we used nl = 2 gives an approximation which is precise enough to
allow the correct recovery of the watermark.

Error exponent of the M-SS system

In order to understand whether ESD is a suitable remedy against RBA or not,
we now compare the error exponent εM−SS of the M-SS system we considered
in our experiments with α. For this reason it is necessary to express the missed
detection probability (Pm) of the detector as a function of the false detection
probability (Pf ), N2 and the statistics of the host features.

Though a bit involved such an analysis is possible, leading to the following
result5:

Pm =
1
2
erfc

(
µz|H1 − µz|H0 −

√
2σz|H0erfc

−1(2Pf )√
2σz|H1

)
, (5)

with

µz|H0 =
nf∑

i=1

(1 + γwi)β − 1
(1 + γwi)β

, (6)

σ2
z|H0

=
nf∑

i=1

[
(1 + γwi)β − 1

(1 + γwi)β

]2

, (7)

µz|H1 =
nf∑

i=1

[(1 + γwi)β − 1], (8)

σ2
z|H1

=
nf∑

i=1

[(1 + γwi)β − 1]2. (9)

where {w1, w2 . . . wnf
} is the spreading sequence defining the watermark, γ is a

parameter controlling the watermark strength, β is the exponent parameter of
5 The details of the derivation of the above formula can be found in [4].
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the Weibull distribution describing the statistics of the host feature sequence6,
and nf is the number of host features actually bearing the watermark. Specifi-
cally, in [3], about 18000 coefficients of the frequency spectrum are marked for
a 512× 512 image, yielding:

nf = N2 · 18000
5122

≈ 0.07N2. (10)

In order to go on the dependence of µz|H0 , µz|H1 , σ
2
z|H0

and σ2
z|H1

on nf (and
hence on N2) must be made explicit. To do so we note that the coefficients wi

are drawn according to an uniformly distributed i.i.d. sequence, hence for the
law of large numbers we have that (for large values of nf ):

µz|H0 ≈ nf · E
[
(1 + γwi)β − 1

(1 + γwi)β

]
, (11)

σ2
z|H0

≈ nf · E
[(

(1 + γwi)β − 1
(1 + γwi)β

)2
]

, (12)

µz|H1 ≈ nf · E
[
(1 + γwi)β − 1

]
, (13)

σ2
z|H1

≈ nf · E
[(

(1 + γwi)β − 1
)2

]
. (14)

By remembering that wi are uniformly distributed in [-1,1], it is not difficult to
show that the above expressions boil down to:

µz|H0 ≈ nf ·
[
1− (1 + γ)1−β − (1− γ)1−β

2γ(1− β)

]
, (15)

σ2
z|H0

≈ nf ·
[
1 +

(1 + γ)1−2β − (1− γ)1−2β

2γ(1− 2β)
− (1 + γ)1−β − (1− γ)1−β

γ(1− β)

]
, (16)

µz|H1 ≈ nf ·
[
−1 +

(1 + γ)β+1 − (1− γ)β+1

2γ(β + 1)

]
, (17)

σ2
z|H1

≈ nf ·
[
1 +

(1 + γ)2β+1 − (1− γ)2β+1

2γ(2β + 1)
− (1 + γ)β+1 − (1− γ)β+1

γ(β + 1)

]
. (18)

To go on, we must insert in the above expressions some reasonable values for β
and γ. In our tests we used γ = 0.2, which results in an invisible watermark,
and found β ≈ 1.8, thus obtaining:

µz|H0 ≈ −0.0349nf (19)

σ2
z|H0

≈ 0.0494nf (20)

6 We remember that according to [3] the watermark is inserted in the magnitude of
the frequency domain, and that the Weibull distribution is a widely accepted model
to describe the magnitude of DFT coefficients.
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µz|H1 ≈ 0.0096nf (21)

σ2
z|H1

≈ 0.0433nf (22)

By inserting the above approximations in equation (5), by remembering equation
(10) and by using the approximation:

erfc(x) ≈ e−x2

√
π

, (23)

we finally obtain:
εM−SS ≈ 16 · 10−4, (24)

which is larger than the value of α resulting from equation (3) and the results
in table 1. In fact, by letting ns = 64, and nl = 2 we have:

αRBA ≈ 4, 88 · 10−4. (25)

Thus proving, at least for the particular case analyzed here, the effectiveness of
ESD against RBA.
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Abstract. This paper presents a study on the security of feature-points
based synchronisation watermarking methods. The studied scheme, based
on the Harris detector, is presented. An analysis of the feature point de-
tector enables then to draw two different attacks. The first attack called
the competition attack is performed to lure the detector by increasing
the response of neighbouring feature points. The ranking attack affects
the final ranking which is used to extract the most robust feature points.
Examples are given on toy images and the security of feature-based wa-
termarking scheme is afterward discussed.

1 Introduction

It is well known that one major drawback of classical watermarking schemes is
the lack of robustness to geometrical distortion. For example, in classical ad-
ditive (spread-spectrum) methods such as presented in [1–3] and substitutive
methods such as presented in [4–7], the image is processed as a classical array of
pixels with no reference except the coordinates of each pixel. Consequently if the
image undergoes a geometrical transformation, the mark in the image cannot be
detected without identifying the transformation.
Using an additive scheme, the correlation cannot be performed because the gen-
erated random sequence and the embedded random sequence are not synchro-
nized.
Using a substitutive scheme, the location of the marked components cannot be
performed because the initial locations depend on external coordinates; conse-
quently the decoding of the mark is not possible.
Additionally , two levels of geometrical distortions can be addressed:

– The typical geometrical transformation commonly used in image edition such
as rotation, translation or cropping. These transformations are applied on the
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whole image, and in many ways can be easily represented by a mathematical
operation. One basic solution to identify the transformation is to perform an
exhaustive detection considering all possible geometrical transformations of
the marked image. In this case the computing cost will drastically increase.
For example, if we consider only a composition of rotation and scaling oper-
ations from 50% up to 200% of the image size, the processing cost is roughly
multiplied by 5.4× 104.

– The other category of geometrical distortions are especially designed to
desynchronise the mark without visual changes. M. Khun and F. Petitcolas
[8] developed a benchmark called StirMark containing different attacks. One
of the first developed attacks of this program is composed of local random ge-
ometrical distortions that permits us to defeat many classical watermarking
schemes without visible alterations [9].

Different methods have been developed to resynchronize the watermark after
geometric transformation. Two of the most popular are the exhaustive search
using a correlation function [10] or the use of a template that enables to indicate
the location of the watermark[11]. Such schemes often requires an important
complexity but it has been showed that they are efficient as long as the number
of geometrical transform is a polynomial function of the size of the signal [12].

Recently, content-based watermarking schemes have been proposed to pro-
vide another solution to counter geometrical distortions. In this way the location
of the mark is not linked with image coordinates, but with image semantics.
The problem of geometrical synchronization is solved because the image con-
tent represents an invariant reference to geometrical transformations. Content
based techniques belongs to second-generation watermarking schemes defined by
Kutter et al because the image’s content is exploited for the embedding of the
mark[13].

The goal of this paper1 is to answer to one of the two questions of the
first Wavila challenge [14] which is on the security of synchronisation schemes
for digital image watermarking. We study here the security of one category of
synchronization schemes called content-based schemes that is widely mentioned
in the literature. In comparison with the analysis proposed by Barni [12], a
content based synchronisation scheme may be described as template matching
synchronisation because the synchronisation relies on the search of templates,
represented by corner of the image, edges or textures, that are directly provided
by the host’s content. Additionally , such synchronisation schemes depend on
the image’s content and therefore can be considered as public: features of the
image are available to every one. Considering security, this point can be seen
as a drawback because the synchronisation information is disclosed to every one
[15, 16]. The class of content-based synchronisation schemes will be consequently
considered as not secure if it is easily possible to erase the extracted features of

1 The work described in this paper has been supported (in part) by the European Com-
mission through the IST Programme under Contract IST-2002-507932 ECRYPT and
the National French project Fabriano.
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the image without introducing important distortions. In this paper, the security
of public feature detectors represented by feature points extractors is analysed.
The different strategies to defeat feature points synchronization schemes are
explored.

2 Presentation of one feature-point based synchronization

scheme

2.1 Description of the whole watermarking scheme

We have decided to investigate the securities issues related to one specific content-
based synchronisation scheme [17] which uses a feature point detector to extract
the image content. One property of this scheme is that it uses feature points to
synchronize the watermark. Such an idea has been also presented in other image
watermarking schemes [18–22] or 3D mesh watermarking schemes [23].

The description of the watermark embedding and detection is as follows:

In the embedder side:

1. Detect robust feature points in an image.

2. Generate a triangular tessellation of the image based on the set of feature
points.

3. Map a triangular random sequence (the watermark) into each triangle of the
tessellation via affine transform.

4. Add the mapped sequence on each triangle.

In the detector side:

1. Reconstruct the tessellation.

2. Map each triangle to the shape of the original triangular watermark.

3. Compute the correlation of each mapped triangle with the original water-
mark.

4. Accumulate the correlations to detect the watermark over the whole image.

The diagrams of the embedding and detection algorithms are depicted on figure
1.

2.2 Description of one feature point detection algorithm

As lot of feature point based synchronisation schemes, the extraction of feature
points relies on a modified Harris feature point detector which is described is
this section. The whole process of extracting feature points can be summarized
in four steps that are described below.
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Embedding. Detection.

Fig. 1. Diagrams of the embedding scheme proposed in [17].

Step 1: pre-processing. This step is done because the robustness of the fea-
ture point detector, which represents its ability to recover the feature points
after geometric transforms or classical image processing processes, depends of
the content of the image. Consequently, to increase the robustness of the detec-
tor, especially for the heavy textured images, an averaging filter An is used as a
pre-processing step of the detector.

An =







1 · · · 1
...

. . .
...

1 · · · 1






(1)

Step 2: feature points response function. Feature points detectors find
salient points in natural images. These points are often located near corners and
edges of the image. Feature points were first developed for computer vision and
reconstruction [24, 25] but they are also employed in data-base retrieval as a
descriptor of the image [26, 27].

The Harris and Stephens response function is used here and is based on a
corner detection function created by Moravec [28].
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The response function Ex,y is calculated for a shift (x, y) from the central point
(u, v):

Ex,y =
∑

u,v

wu,v|Ix+u,y+v − Iu,v|
2 (2)

where Iu,v represents the luminance of the image at the coordinate (u, v).
the function wu,v represents a rectangular window centred on (u, v).
Harris reformulated the detection function using a matrix formulation:

X = I ∗ [−1, 0, 1] ≈ δI/δx (3)

Y = I ∗ [−1, 0, 1]T ≈ δI/δy (4)

A = X2 ∗ w (5)

B = Y 2 ∗ w (6)

C = (XY ) ∗ w (7)

where ∗ denotes the convolution product. The new detection function Ex,y is
then expressed by:

Ex,y = (x, y)M(x, y)t with M =

[

A C
C B

]

(8)

Ex,y measures the significance of the peak of a local cross-correlation function
comparing with small shifts. Harris and Stephens gave a new definition of the
detector function considering the eigenvalue α and β of the array M . These
values are invariant by rotation and if their magnitudes are high, the local auto-
correlation function is represented by a local peak.
To avoid computing the eigenvalue of M , the new criterion R is based on the
trace and determinant of M :

Tr(Mx,y) = α + β = A + B (9)

Det(Mx,y) = αβ = AB − C2 (10)

R = Det(M)− kTr2(M) (11)

where k is an arbitrary constant.

Step 3: competition. A feature point is afterward represented by a local
maximum of the detector response R(u, v). It is important to define the size of
the neighbourhood in which the local maximum is computed. If this size is too
small, the distribution of the different feature points will be concentrated on
textured areas. If the size of neighbourhood is too large, the feature points will
become too far from each other.
To obtain an homogeneous distribution of feature points in the image, we chose
to use a circular neighbourhood to avoid increasing detector anisotropy. The
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centre of the neighbourhood is the considered pixel. To be robust to scaling
operations, the circle diameter depends on the image dimensions:

D =
w + h

γ
(12)

The integers w and h represent respectively the image width and height. The
neighbourhood size is quantized by the γ value.

Figure 2 illustrates the influence of the γ parameter.

Fig. 2. Influence of the γ parameter.

Step 4: ranking: the selection of N feature points inside the image is finally
done by choosing the N most important feature points, e.g. which have the most
important values of R(u, v). This last step enables firstly to select the points that
have the strongest robustness and secondly to control the number of triangle in
the final tessellation.

Overview of the proposed synchronization scheme: an overview of the
presented feature detection algorithm is illustrated on figure 3. First the image
is pre-processed using a low-pass filter to improve the robustness of the detector.
The Harris corner detector function is afterward used. We may approximate this
function by a 2D local cross-correlation filter that is applied on the derivate of the
image. Then a local competition step is used to tend to an uniform distribution
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of the feature points inside the image and finally the N most important fea-
ture points are selected using the Harris criterion R(u, v) after the competition
process.

Fig. 3. Overview of a feature-points detector using for watermarking synchronisation

3 Security analysis of the presented feature point based

synchronization scheme

The aim of the section is to present the different strategies that can be adopted
by an attacker to alter the original triangular tessellation. The goal is to alter
the image in such a way that each original triangle of the watermarked image is
altered while minimizing the distortion.

3.1 Security considerations related to the Delaunay tessellation

The studied watermarking scheme use the set of feature points to build a Delau-
nay tessellation. The watermark is afterward embedded in each triangular region
of the image. The Delaunay tessellation was originally chosen because it brings
interesting properties:

– The tessellation has local properties: if a feature point disappears, the tessel-
lation is only modified on connected triangles. Consequently it is possible to
alter the whole tessellation without modifying each feature point that is ini-
tial extracted but a minimum number of feature points have to be attacked.

– Each vertex is associated with a stability area in which the tessellation is
not modified [29] when the vertex is moving inside this area.

It has been proved that the average degree (number of other feature points
connected) of one feature point is less than 6. Consequently, if M triangles are
watermarked with a set of N feature points, one need to remove or move at least
N/6 feature points to alter all the partition. On attacker might for example pro-
ceed by first removing the feature points presenting the most important degrees
as illustrated on figure 4.
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Fig. 4. Example of an optimal attack, the attack will only remove the back vertexes
(feature points).

3.2 Analysis

The synchronisation watermarking scheme has been presented in the previous
section. It is first important to point out that a feature detector can be con-
sidered by definition as a public detector. As far as we know, attempts to find
image features that are both secure and robust to geometric distortion are rare
[30] and are efficient only for simple geometric transforms such as rotations and
scaling operations. We can therefore make the assumption that the attacker can
have access to the location of the feature points and that one possible attack is
to identify and try to remove feature points that are initially extracted.

The figure 3 outlines the four different modules that composes the presented
scheme. The two first modules are equal or similar to 2D FIR filters, one low-pass
filter and one filter that acts as a cross-correlation function. They can be con-
sidered as an basic pre-processing function whose the output, denoted R(u, v) is
used decide is a feature point is present or not.

One simple way to alter the output R(u, v) at a given location (ui, vj) is to
modify the variance of a bloc centred on (ui, vj). This property is due to the fact
that the Harris detector is somewhat similar to a local cross-correlation function
of the derivate of the signal (or a low-pass version of the signal). Consequently
increasing (resp. reducing) the variance of a bloc centred on (ui, vj) enables to
increase (res. decrease) the output of R(ui, vj). In practice, the size of the bloc
has to be the same than the size n of the blur filter Mn that is used as a pre-
processing step.

One might draw malicious attacks by altering the image in such a way that
the output function will afterward lure either the third competition step or the
fourth step ranking step. Both theses last two processes are part of the final
decision procedure and the modification of R(u, v) has to be done according to
the decision criterion of either the third or the fourth step.

3.3 Attack 1: Lure the local competition

As it as been explained previously the local competition process is necessary to
avoid to have huge concentration of feature points (and consequently very small
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triangles) in textured areas of the image. We recall that this is done by selecting
a feature point if and only if it is a local maximal in a neighbouring window.

Consequently one way to remove a feature point is to increase its related
strongest competitor in the window. Basically, if R(uk, vk) has been chosen as
a candidate to become a feature point because R(uk, vk) > R(uj , vj)∀(i, j) ∈
N (uk, vk) and if R(ul, vl) is the second maximum in N (uk, vk), then the attack
will consist in altering the image I to create an attacked image I ′ in such a way
that RI′(ul, vl) > RI′(uk, vk). It is also important to notice that, if the initial
difference between R(uk, vk) and R(ul, vl) is small, the distortion introduced by
the attack will be also weak.

3.4 Attack 2: Lure the final ranking

The final step consists in ranking the values of the candidates by choosing the
N feature points presenting the most important response values {R1, ..., RN}.
Consequently one might want to remove one feature point that is initially ranked
with the corresponding response Ri by altering the image is such a way that the
feature point after the attack is not in the final ranking and its new response R′

i

satisfies R′

I < R′

N . This attack can be done by modifying the initial set of feature
points in such a way that (1) either their values become greater than Ri or (2)
by decreasing Ri such that Ri < RN+1. Note however if in one hand strategy
(1) will lead to a more important distortion that strategy (2) because a more
important number of feature need to be increased on the other hand strategy 2
can be difficult to perform if Ri >> RN because removing a well defined corner
of an image may be a difficult task.

4 Toy examples

The aim of this section is to illustrate the principle of the two attacks that
has been mentioned in the previous section. For this purpose we have used two
synthetic images, toy1 and toy2 that as been specifically build to illustrate the
behaviour of the two attacks.

4.1 Attack based on the local competition

The image toy1, is an image that contains lot of corners, additionally the function
R(u, v) is maximum on the centre of the image and is a decreasing function of
the distance from the centre of the image. Figure 5 depicts the image toy1 and
its associated triangular tessellation. Each vertex of a triangle corresponds to
a feature point that has been initially detected. We can see that, due to local
competition, only one on the four nearest corner is selected. It is always the
corner that is the nearest to the centre of the image, this is due to the fact that
this point is a local maximum in this case. A successful attack as been performed
by locally blurring several corners to decrease R(u, v). Only four feature points,
presenting the highest order, have been selected and modified to completely
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alter the tessellation of the initial image. In this case, we can also notice that
the distortion introduced by this attack is not important, because we have only
decreased the variance of the blocks centred on the attacked feature points.

Toy1 image Toy1 image after the attack

Fig. 5. Example of the attack based on the local competition.

4.2 Attack based on the final ranking

The image toy2 has been build in such a way that no competition attack is
possible because the corners are too far from each other. Consequently only
the ranking attack is possible. Height feature points have been extracted by the
algorithm (see figure 6) and the image has been synthesized in such a way that
R(u, v) is a decreasing function of the distance from the centre of the image.
The attack has been performed here by increasing the variance of the other
corners in such a way that at theses locations, the function R(u, v) becomes
greater than in the previous locations. This is done by increasing the variance
of the new positions up to have a more important output than for the initial
feature point. It is important to notice that such an operation may require
an important distortion because each new feature point has to have a more
important response than the feature point that is erased. The other strategy
that consists in decreasing the response the initially extracted features points
was practically difficult to perform on this image.
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Toy2 image Toy2 image after the attack

Fig. 6. Exemple of the attack based on the final ranking.

4.3 Is a feature-point based synchronisation scheme secure ?

Based on the previous toy examples, we would like to give a preliminary state-
ment on the security of this feature point watermarking scheme. As we have
shown, a competition attack is efficient if the difference between the first and
second maxima is small. In the case of natural images, such a situation happens
if the images have important high frequency components. Figure 7 illustrates two
different image contents. The left image (lena) is well structured and presents
strong corners and only few textured areas. On the contrary, the right image
(baboon) is heavy textured and presents high frequencies.

To illustrate the sensitivity of each image to the competition attack, figure 8
depicts the histograms of the difference between the first and the second max-
imum for each extracted feature point. As we can seen, the number of feature
point with high differences is more important for the lena image than for the ba-
boon image. Consequently we can assume that the image baboon will be easier
to attack than the image lena.

To address the image’s sensitivity to the ranking attack, figure 9 depicts
the normalised cumulative histograms of the output R(u, v) for each possible
candidate as a feature point. If for example the extraction algorithm has to
select only 10% of the initial set, we can see that it will chose any feature point
such that R(u, v) > 5 for the image lena but R(u, v) > 1 for the image baboon. If
we want to replace all the initial set by the most important non selected feature
points, we have to choose candidates having 0.5 < R(u, v) < 1 for baboon and
2.5 < R(u, v) < 5 for lena. Consequently in this case, the necessary distortion
will be more important to attack the image lena that to attack the image baboon.
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Lena Baboon

Fig. 7. Examples of two different contents of images: on the right the image lena has
only small high-frequency components and well defined corners. On the left, the image
baboon has high frequency and not obvious corners.
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Fig. 8. Histograms of the difference between the corner detector function R(u, v) for
the firt and the second most important values for the images lena and baboon. For
baboon the values are in average more concentrated near zero and consequently the
competition attack is easier.

We finally can state that the security of a feature-point synchronisation
scheme is strongly linked with the content of the image and depends on two
factors. The security will be more important for images presenting only low fre-
quencies because the competition attack will then be more difficult. The second
parameter relies on the distribution on selected maxima and their values have
to be as far as possible from the values of the non selected maxima to avoid the
rank attack.
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Fig. 9. Cumulative histograms of the corner detector function R(u, v) for the images
lena and baboon. The values of R(u, v) are more spread for the image lena than for the
image baboon and consequently the ranking attack will be easier in the second case.

5 Conclusion and perspectives

We have studied in this paper the security of feature points based synchronisation
schemes. Our analysis enables to highlight important conclusions. The major
weakness of such schemes is the fact that they are public. Because no key is
needed to extract feature points from an image, an attacker may try to remove
or move the feature points. However this task is not so easy: we have drawn two
types of attack that are possible to erase a feature points: the competition attack

and the ranking attack. We have shown that the distortion that is necessary to
perform these attacks will rely on the content of the image: as a global trend,
the attack will require a smaller distortion for heavy textured images than for
smooth images.

This study addresses only the security of feature-points based synchronisa-
tion schemes by the presented methodology can somewhat be extended to other
schemes which have a public extractor but with different strategies to lure the
content extractor.

Beside this study, it is also important to address the security of other secret
content based synchronisation schemes. In the case of synchronisation for images,
Delannay et. al have presented a feature dependent scheme that is both robust
to translations and is claimed to be secret [30]. For audio synchronisation, the
concept of informed synchronisation [31] which embeds a secret random sequence
at locations that depends on the signal content should also be addressed.
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Abstract. Geometric attacks, like the ones performed by the StirMark
Benchmark for Audio (SMBA) evaluation suite for audio watermark-
ing, disturb the detector of a watermark signal w used on the attacked
sequence r. This paper will introduce SMBA and describe how percep-
tual modeling (in this case psychoacoustic modeling) can be used to im-
prove the transparency of geometrical attacks. Furthermore transparency
models and the impact using psychoacoustic methods on the attacked se-
quence and thereby on the correlation between r and all the cyclically
shifted versions of the watermark signal w are discussed. It is shown
that an exhaustive search is complicated by the non-linear behavior of
the transformation performed by the psychoacoustic model.

1 Motivation and Introduction

Today we find a wide variety of geometric watermarking attacks. Most of the
attacks are configured based on a standard parameter set. Using the notation of
the WaCha1 we assume here that the attacker cyclically shifts the marked vec-
tor f ′ (watermarked host feature sequence f with watermarking signal w and
template signal s) by an unknown amount resulting in an attacked sequence r.
This is a kind of blind manner to modify the watermarked vector f ′. To apply
an attack successfully the overall goal is to keep the signal quality by changing
the marked vector f ′ and producing the attacked sequence r. Besides the overall
goal to disable the detector of the watermark signal w the perceptual quality of
the signal has to be ensured, otherwise the attack cannot be seen as a successful
attack. Therefore in accordance to the exhaustive search (ES) the detector needs
to compute the correlation between r and all the cyclically shifted versions of
w with additionally considering all possibly applied perceptual models of such a
geometric attack. The first question of an ES regarding the effectiveness of ES
detection can be extended: apart from complexity issues, a wider scope of geo-
metric attacks has to be considered. The question is if ES can handle perceptual
tuned geometric attacks? Our idea is to describe the overall attacker model if the
attacker uses an attack tuned according to the human perceptual system. In our
1 1st Wavila Challenge, Barcelona 2005
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paper we discuss therefore transparency models and their impact to geometric
attacks to show how geometric attacks can be tuned and the attack strength
can be adopted to the demanded signal quality by reducing the attack strength.
Our goal is to motivate what kind of tuned geometric attacks has to be handled
by an ES. On the example of StirMark Benchmarking for Audio (SMBA) we
introduce three approaches of applying perceptual models and their impact on
the overall attack parameter. From this discussion we learn that the exhaustive
search needs to consider perceptually scaled cyclically shifts. Remark: As we do
not consider actual audio watermarking algorithms in this first stage, we also do
not evaluate the overall impact on watermark detection in this first discussion.

This paper is organized as follows: Section 2 introduces SMBA, classifies the ex-
isting geometric attacks of SMBA and introduces audio perceptual models (psy-
choacoustic models). Section 3 introduces our approaches to perceptual attack
tuning (including the three transparency models) and the psychoacoustic mod-
ule for SMBA. In section 4 the test scenario used for transparency evaluations
of the geometric attacks of SMBA using psychoacoustic modeling is described.
In section 5, we discuss our first test results of perceptually tuned attacks by
evaluating the original audio quality, the audio quality after attacks without and
without psychoacoustic modeling. The section 6 summarizes our approach and
impacts to an ES.

2 Attacks of SMBA and Perceptual Models

This section introduces briefly the SMBA architecture, the concept of single
attacks and the attack classification. Furthermore, this section introduces a per-
ceptual model which is the base to improve the audio attack transparency.

2.1 StirMark Benchmark for Audio

This subsection introduces the general SMBA architecture and classifies the
single attacks [1]. The architecture of SMBA consists of four different types of
modules. First, the attack module StirMark for Audio (SMFA) itself, second the
read write stream module to convert audio files into and back into files, which
is needed for input and output of audio signals. The third module SM-Bell is a
wrapper for SMFA and read write to make it easier to use. The fourth module
SM-Bell GUI is a graphical user interface for SM-Bell.

From the overall point of view, a digital audio signal depends on different param-
eters based on the capturing and sampling processes (with the following default
values for SMBA): sampling frequency SampleFrequency = 44.1 kHz, sampling
quantisation 16 bits (MaxQantisation = 216) and NumberOfChannels = 2
(stereo).
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Based on the digital audio representation, we differ between time and frequency
domain. The frequency domain representation can be provided by transforming
the time domain audio signal into the frequency domain for example by using
a Fourier transformation [16]. The marked vector f ′, which will be evaluated,
depends on the attack itself, the attack parameters and can be the whole au-
dio signal Si or any particular subset. We describe the audio signal, which is
processed by SMFA as Si = f ′ + remainder, where f ′ is marked vector and
remainder is the untouched part of the audio signal. Depending on the attack,
it is possible, that Si = f ′ and no reminder exists. SMBA evaluates f ′ without
knowledge about the used watermarking algorithm, f , w and s. As notation for
the attacks of SMFA working in time domain, we use Si(x) as input signal for
SMFA and So(x) as output signal from SMFA which is the attacked, modified,
marked audio signal (So = r+remainder′). Depending on the attack and attack
parameters, the attacked sequence r can be the whole audio output signal (So)
or any particular subset. The remainder′ is the unevaluated part of the audio
signal and depending on the attack and attack parameters, remainder′ can be
equal to remainder. The value x is the sample value at a discrete point of time ti
in the input and output stream, we use x = x(ti). As notation for the attacks of
SMBA working in frequency domain, we use Fi(x) to signify the frequency input
signal and Pi(x) to specify the phase of the signal represented in the frequency
domain. Furthermore, we use Fo(x) and Po(x) as the corresponding output sig-
nal in frequency domain.
The motivation for all attacks in SMBA is to destroy or weaken the embed-
ded watermark signal w, as Kutter et. all [17] described for geometric attacks.
From the signal processing point of view, we can classify the SMFA attacks into
three attack classes. The first class adds or removes a signal k to or from Si(x):
So(x) = a ∗ Si(x) + b ∗ k(ti). The value a scales the input audio signal and the
value b scales k(ti) to a specific limit. The second class can be described as fil-
ter attacks: So(x) = FAttack(Si(x)), where FAttack is the corresponding attack
from this attack class. The third attack class can be seen as modification attacks
primary against the watermarking template signal s, by modifying the overall
structure of the signal representation: So(x) = MAttack(Si(x)). Table 1 summa-
rizes all current single attacks of SMBA into these three classes by indicating
time and frequency domain.

Table 1: Classification of SMBA attacks [1]

Add/Remove Attacks Domain Filter Attacks Domain Modification Attacks Domain

AddBrumm Time Amplify Time Invert Time
AddSinus Time Normalizer1 Time FFT Invert Frequency
AddNoise Time Normalizer2 Frequency CopySample Time

AddDynNoise Time Compressor Time FlippSample Time
AddFFTNoise Frequency BassBoost Time CutSample Time

NoiseMax Time RC-HighPass Time ZeroCross Time
Denoise Time RC-LowPass Time ZeroLength1 Time
LSBZero Time FFT HLPassQuick Frequency ZeroLength2 Time

Echo Time Stat1 Time ZeroRemove Time
Stat2 Time PitchScale Frequency

FFT Stat1 Frequency DynamicPitchScale Frequency
Smooth1 Time TimeStretch Frequency

Continued on next page
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Table 1 – continued from previous page
Add/Remove Attacks Domain Filter Attacks Domain Modification Attacks Domain

Smooth2 Time DynamicTimeStretch Frequency
Exchange Time

Resampling Time
ExtraStereo Time
VoiceRemove Time

2.2 Overview of Perceptual Models

When discussing perceptual models this paper is focused on psychoacoustic mod-
els like the one introduced by Zwicker et al. ([2], [3], [4], [5]). These models
deal with the relation between measured features of sound (sound pressure, fre-
quency) and their subjective counterparts (loudness, pitch of tone). They link
the physical properties of sound waves and perception. Psychoacoustic analysis
and modeling in combination with compression algorithms is widely used in cur-
rent audio standards for example: MP3, Ogg Vorbis, and the compression used
in SONYs MiniDisc format. Perceptual coding reduces the size of audio data
with rates from one fifth to one twelfth [4] by the removal of all features of the
audio signal which are considered to be imperceptible to human listeners. Gener-
ally the first item defined by any psychoacoustic model is the audible field (also
known as the hearing area). It is defined as the range of pressure changes in the
air perceptible by the human auditory system and is given by a relation between
the pressure level (in dB Sound Pressure Level (dB SPL)) and the frequency (in
Hz, usually ranging from 0 to 20,000 Hz).

Fig. 1: Hearing area. The y-axis is not only expressed in sound pressure level (dB
SPL) but also in sound intensity (in Watt per square meter (W/m2)) and sound
pressure (in Pascal (Pa)). The dotted part of the threshold in quiet stems from

subjects who frequently listen to very loud music. (Taken from [5].)
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As can be seen in figure 1 the hearing area is limited by a well defined lower
bound called the absolute threshold of hearing (ATH). Signals below the ATH are
too faint to hear. The ATH changes with increasing age of the subject under test
(see [5] and [6]). The upper bound of the hearing area is not as easy to define as
the ATH. It is generally described by two curves: the limit of damage risk and the
threshold of pain. One of the most important phenomena in human hearing, with
respect to processing and measurement, is the occurrence of masking. When two
signals are located sufficiently close to each other both in time and frequency, the
weaker signal may become inaudible due to the presence of the stronger signal.
The signal component that is masked is called maskee and the signal component
that masks another one is called masker. The signal level up to which signal
components are inaudible due to masking is called the masking threshold or
masked threshold, depending on the side from which a masking is looked at.
Both terms used are equivalent [5].
Masking results from the limited spectral and temporal resolution of the ear in
combination with the non-linear behavior of the human auditory system.

Fig. 2: Characterization of the three regions within which masking (pre-,
simultaneous- and post-masking) occurs. (Taken form [5].)

In the following paragraphs the categories of masking shown in figure 2 (pre-,
simultaneous- and post-masking) are described. As can be seen in figure 2 tem-
poral masking is cut into two separate effects: post-masking and pre-masking. In
post-masking (also known as forward masking), signal components are masked
after termination of the masker. Apart from the location of masker and maskee
in the time-frequency plane, the masking threshold in the case of post-masking
also depends on masker duration.
Pre-masking (also known as pre-stimulus masking, backward masking) is usually
explained by the assumption that loud signals are processed faster than weak
signals and that a masker may therefore overtake the maskee during the pro-
cessing of the signal, either on the auditory nerve or later on in the higher levels
of the auditory system [8]. This covers the phenomenon that a signal can mask
another signal before the former one is actually present. Thus in pre-masking
signal components are masked before the onset of the masker.
Simultaneous masking is sometimes called frequency masking or parallel mask-
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ing. It is the most obvious masking effect. [9] gives a nice example for simulta-
neous masking displayed in figure 3.

Fig. 3: Simultaneous masking. (Taken form [9].)

In the figure 3 a sine wave (a pure tone) and a narrow band of noise are presented
simultaneously. The sine wave is at a frequency just below (a) or above (c) that
of the noise band. In the first case (b) the sine tone is heard. In the other case
(d), excitation pattern of the noise swamps the sine wave and the later is not
heard even though their frequency separation remains the same compared to (a).

Fig. 4: Masking curves for simultaneous masking of tones by narrow band noise ([2]).
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Figure 4 shows how dominant the effect of masking in the hearing area is. Mask-
ing curves can be approximated by two-sided exponentials when represented as
energies over a frequency scale [8]. The low frequency slope (in figure 4 the slope
belonging to frequencies below 1,000 Hz) is very steep and depends only slightly
on the masker level. The high frequency slope (in figure 4 above 1,000 Hz) is a
lot more shallow and strongly depends on masker level. As shown, it is almost
as steep as the low frequency slope for low masker levels, whereas it becomes
almost flat at very high masker levels.
Among the two categories of masking, simultaneous masking has been examined
in more detail than temporal masking effects [8]. Temporal masking seems to be
of minor importance for perceptual coding (even though transparent perceptual
modeling would be impossible to achieve without the simulation of temporal
masking effects).

3 Approaches of Perceptual Attack Tuning

This section describes the combination of SMBA and psychoacoustic modeling
with the focus on attack transparency improvement. We assume that the cor-
relation between r and all the cyclically shifted versions of w is complicated by
the non-linear behavior of the transformation performed by the psychoacoustic
model.
Attacks, like the ones performed by SMBA, disturb the detector of the water-
mark signal w used on the attacked sequence r. Strong attacks can, of course,
result in strongly modified sequences. Attacks which are perceptible (i.e. lie above
a certain perception threshold like the masking threshold of an audio signal) are
unsuccessful by definition. Therefore the improvement of the transparency of
attacks has to be a main focus to avoid results which are capable of destroying
the watermark but are discarded for quality reasons. The attack transparency
has to have priority over the attack strength.

In [13] are three different approaches introduced, how a psychoacoustic model
can be combined with SMBA. These approaches are also called transparency
models and described in the following:

(A) Pre attack alignment (T1) Uses a psychoacoustic model to pre-compute
the maximal strength and other parameters of the attack, before the attack
itself is performed. In this case the psychoacoustic model is a module or
stand alone application which runs before SMBA launches the attack.

(B) Post attack alignment (T2) After an attack the data is compared by a
psychoacoustic model to a copy of the original. The psychoacoustic model
is not used directly to calibrate or influence the attack, it only makes qual-
ity assessments. The psychoacoustic model in this case is either a module
or stand alone application which runs after SMBA has attacked an audio
signal.
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(C) Simultaneous/Iterative alignment (T3) While the attack is running
the attack parameters are adjusted (context aware) by the psychoacoustic
model to guarantee the quality of the data. The psychoacoustic module
used in this case, evaluates the quality after an attack (like in T2 above). If
the attack is considered not successful (i.e. audible distortion) it relaunches
the attack with the parameters set to a lower level. This process runs in
an iteration loop until the psychoacoustic model considers the attack to
be successful. This method is, due to the iterations, the most time and
computation power consuming of the three.

The transparency model chosen has influence on the resulting attacked sequence
r. Especially in the case of T3, were the attack strength is optimized incorporating
a strict transparency policy, the modifications based on the non-linear methods
of a psychoacoustic model will increase the complexity of the ES. Of course, this
is bought with an increased computation power necessary to perform the attacks
using this transparency model.

The FFT-based psychoacoustic module for SMBA introduced in [12] combines
features of T1 and T3. It employs the idea of simultaneousness from T3 without
the iteration, and the pre-computing approach from T1 for an extremely limited
range (the actual window). In general the model used here computes the pa-
rameters of an attack while the attack is running, but not in an iterative way,
like suggested in [13]. Instead the attack processes the audio signal window by
window and the attack parameters are modified depending on the characteristics
of the actual segment.
Two important areas of application for the attacks with psychoacoustic methods
were identified:

– Find optimal parameters for “normal” attacks (where only one or two pa-
rameters are relevant), like in the examples of AddBrumm and AddSinus.

– Multi-parameterize attacks like BassBoost (where every frequency could be
considered independently or context aware).

While the first area of application can be seen as a mere transparency enhance-
ment technique, the second area aims on the safe (under the cover of the mask-
ing threshold and therefore by definition imperceptible) increase of the attack
strength. Given a fixed quality threshold which has to be maintained, from this
second approach a maximal distorted r will result, complicating the correlation
between r and all the cyclically shifted versions of w (and thereby the ES).

The psychoacoustic model utilized in SMBA is capable of simultaneous masking
techniques but so far does not feature any temporal masking methods. The most
important feature of this model is its computation of a simultaneous masking
threshold. The mathematical function of this masking is given with:

M(xHz) = max(ath(xHz), simmask(xHz)) (1)
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Where M(xHz) is the masking curve at frequency xHz, max(a, b) (a, b ∈ R) is
the maximum function returning the largest of its input values, ath(xHz) is the
sound pressure level (in dB SPL) of the ATH (computed by a formula derived by
Terhardt [10] from statistical material given by Zwicker et al. [2]) at frequency
xHz, and simmask(xHz) is the masking threshold (in dB SPL) at frequency xHz
provided by simultaneous masking.
For the determination of simmask(xHz) a function for the computation of the
masking threshold provided by pure tones given by [11] was used. It has to be
stated that especially the determination of simmask(xHz) is very computation
power consuming. To get the masking threshold at a certain frequency xHz, the
masking curve of each tone in the spectrum has to be computed. From the re-
sults of these computations the masking threshold for the complete spectrum
has to be derived. Then the masking at the frequency xHz can be read off. Thus
the algorithm used has a complexity of θ(N2) (with N =20,000; this number is
derived from the audible frequency range 0 to 20,000 Hz).
By tuning the SMBA attacks introduced in section 2.1 with psychoacoustic mod-
eling the resulting attacks should become by definition imperceptible.

4 Test Scenario

In this section the complete test environment, used to corroborate the hypothesis
formed in the preceding section, will be introduced. It consists of the test files, the
calibration equipment used, the attacks chosen for a prototypical modification,
and the measure principles utilized. For more details of the testing procedure
see [12].

Test Files
A subset of the SQAM2 files ([14], [15]) is used for evaluation purposes. These
files are tracks from the EBU3 SQAM disc, with the following characteristics:
44.1 kHz sample rate, 16 bit quantization, stereo. The files have been made
available by the EBU on the basis that they are used only for the testing and
evaluation of sound systems. The files used for testing are listed in table 2.

Table 2: SQAM files.

file name duration Description
frer07 1.wav 34.99s Electronic tune (Frère Jacques)
vioo10 2.wav 30.07s Violoncello
trpt21 2.wav 17.86s Trumpet
horn23 2.wav 12.11s Horn
gspi35 1.wav 25.92s Glockenspiel

Continued on next page

2 Sound Quality Assessment Material
3 European Broadcasting Union.
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Table 2 – continued from previous page
file name duration Description

gspi35 2.wav 19.03s Glockenspiel
harp40 1.wav 16.39s Harpsichord
sopr44 1.wav 23.66s Soprano
bass47 1.wav 24.87s Bass
quar48 1.wav 22.66s Quartet
spfe49 1.wav 19.02s Female speech English
spme50 1.wav 17.97s Male speech English
spff51 1.wav 16.88s Female speech French
spmf52 1.wav 20.02s Male speech French
spfg53 1.wav 16.56s Female speech German
spmg54 1.wav 16.72s Male speech German

Calibration of the Model
For calibration purposes the AMSL (Advanced Multimedia and Security Labo-
ratory4) was used. The core of this testing facility is an anechoic chamber with
corresponding audio equipment. In this testing facility typical sound pressure
levels for loudspeakers were measured. The knowledge gathered from these mea-
surements was used for calibration of the psychoacoustic model.

Modified Attacks
Out of the attack set of SMBA three attacks (AddBrumm, AddSinus and Bass-
Boost) were selected for a prototypical modification. To cover the two fields of
application (adjusting single attack parameters and multi-parameterization of
attacks) the AddBrumm and BassBoost attacks were chosen. The AddSinus at-
tack was selected for its similarity to the AddBrumm attack to allow for quality
considerations.

Evaluation of Transparency
Two common approaches for the evaluation of modifications on audio material
(like the attacks of SMBA) exist. The first one is the evaluation with listen-
ing tests. This method is very time consuming and requires many human test
subjects. The second approach is the use of so called objective perceptual mea-
surement techniques. As the measure of choice the Objective Difference Grade
(ODG) was chosen, because it is considered to be the only measure directly
verifiable against listening test data [8]. The objective perceptual measurement
techniques do not have the restrictions of the subjective tests with an audience,
but on the other hand still lack acceptance. The reason for this fact is simple:
until a model is found which is capable of simulating all the phenomena of the
human hearing satisfactorily, objective measures will be considered error-prone.

4 Research Group Multimedia and Security, Department of Computer Science, Insti-
tute of Technical and Business Information Systems, Otto-von-Guericke-University
Magdeburg, Germany.
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Nevertheless they are a good indicator, which has to be supported by tests with
a human auditory, if necessary.
The values for the ODG range from 0 (imperceptible) to -4.0 (very annoying).

5 Test Results

This section introduces our test results and discusses them in detail. In [12] all
SMBA attacks are discussed in detail whether or not they can be improved by
using psychoacoustic methods. As mentioned in the preceding section, three of
the SMBA attacks (AddBrumm, AddSinus and BassBoost) were modified in a
prototypical implementation using the simple psychoacoustic model introduced
in [12].
In the case of the AddBrumm and AddSinus attacks the psychoacoustic model
is used to determine the maximum value of one out of two attack parameters
(in both cases the parameter strength is modified and the attack parameter
frequency remains unchanged).

Table 3: Evaluation of the modification of AddBrumm and AddSi-
nus.

file name strengthB ODGpB ODGnB strengthS ODGpS ODGnS

frer07 1.wav 1424.65 -3.15 -1.70 1525.88 -3.89 -3.76
vioo10 2.wav 403.7 -0.88 -0.97 3.31 -0.04 -2.27
trpt21 2.wav 403.7 -2.24 -0.95 0.959 0.03 -3.51
horn23 2.wav 1534.97 -1.80 -0.70 1525.88 -3.85 -3.67
gspi35 1.wav 403.7 -2.10 -2.31 1525.88 -3.55 -3.31
gspi35 2.wav 403.7 -1.55 -1.80 727.747 -2.57 -2.57
harp40 1.wav 403.7 -1.67 -0.61 6.54 -0.01 -1.94
sopr44 1.wav 403.7 -1.48 -1.11 1525.88 -0.99 -2.06
bass47 1.wav 403.7 -0.49 -0.80 7.18 -0.78 -1.90
quar48 1.wav 403.7 -0.38 -0.38 938.827 -0.44 -1.76
spfe49 1.wav 403.7 -0.64 -0.88 7.143 -0.56 -2.14
spme50 1.wav 403.7 -0.49 -0.82 3.366 -0.27 -2.03
spff51 1.wav 403.7 -0.71 0 6.397 -0.85 -2.03
spmf52 1.wav 403.7 -0.84 -1.02 7.33 -0.85 -2.31
spfg53 1.wav 403.7 -0.77 -0.02 14.585 -0.22 -2.22
spmg54 1.wav 403.7 -0.66 -0.03 5.822 0.00 -2.03

In table 3 all files under test are listed. The column strengthB contains the max-
imum attack value computed by the psychoacoustic model for the attack param-
eter strength (the default value for this parameter is 2500) of the AddBrumm
attack, ODGpB and ODGnB are the ODG values computed for the files after
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performing an AddBrumm attack with (ODGpB) and without (ODGnB) the
psychoacoustic module, strengthS is the maximum attack value computed by
the psychoacoustic model for the attack parameter strength (the default value
for this parameter is 120) of the AddSinus attack and ODGpS and ODGnS are
the ODG values computed for the files after performing an AddSinus attack with
(ODGpS) and without (ODGnS) the psychoacoustic module.
As can be seen in table 3 the results vary, while in the case of the AddSinus
attack the ODG values, computed on the test files attacked with (ODGpS) and
without using psychoacoustic methods (ODGnS), show definitely better results
for attack transparency for the attacks with psychoacoustic methods, the re-
sulting ODG values in the case of the AddBrumm attack show only on 50% of
the test files under consideration an improvement by the use of psychoacoustic
methods (although here strong differences between original and the attacked files
can be seen in visualizations of the audio files - see figure 5), which shows the
the waveform of a file (spfe49 1.wav, chosen by random) before and after the
attacks.

(a) (b) (c)

Fig. 5: AddBrumm: Visualization of the time domain of spfe49 1.wav. Subfigure (a)
is the waveform of the file after attack with the psychoacoustic module enabled;

subfigure (b) is the waveform of the attacked file without the psychoacoustic module,
and subfigure (c) is the original file.

In subfigure (b) (the audio signal after the attack with the psychoacoustics mod-
ule disabled) of figure 5 the distortion by the attack is clearly visible around the
centerline, the distortion in subfigure (a) (the audio signal after the attack with
the psychoacoustics module enabled) is also visible but much weaker.

In the case of the BassBoost attack the modification approach for this attack
was the usage of the psychoacoustic module for the substitution of the BoostDB
parameter. Instead of an equal increasing of all frequencies by BoostDB dB, the
signal was raised to the masking threshold for each frequency. This approach
failed. 15 out of 16 ODG values (all files except trpt21 2.wav) were worse than
the value computed for the attack without the use of psychoacoustic methods.
This is due to high energy values introduced to the signal by raising all frequen-
cies simultaneously (and by a large amount - at very low frequencies the ATH
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is, of course, the dominating effect in the masking threshold and the ATH values
for those frequencies lie at 140 dB SPL and higher). After the inverse Fourier
transform, the signal in the time domain suffered clipping and overmodulation
problems resulting from such large energy values in the frequency domain.
A different approach was searched for and found. Experimentally the psychoa-
coustic module was used only in a pre attack alignment (T1) (see section 3). The
maximum for the attack parameter BoostDB is computed by the psychoacous-
tic module. Then SMFA is run with BassBoost and the BoostDB determined
beforehand. As can be seen in table 4 the results from this test are quite as-
tonishing. The worst of the ODG values for all SQAM files under test for this
approach is −0.35 which is on the scale between 0.0 (imperceptible) and −1.0
(perceptible, but not annoying) and the strongest attack value (BoostDB) used
is 5.29 dB, which is only short of the default parameter (BoostDB = 6.123 dB)
for this attack.

Table 4: Evaluation of the modification of BassBoost.

file name attack value (dB) ODG
frer07 1.wav 0 0.04
vioo10 2.wav 1.0405 -0.00
trpt21 2.wav 0.298 0.04
horn23 2.wav 2.594 -0.27
gspi35 1.wav 0.51 0.03
gspi35 2.wav 1.24 -0.02
harp40 1.wav 0 0.00
sopr44 1.wav 1.29 -0.00
bass47 1.wav 0.007 -0.00
quar48 1.wav 0.363 -0.00
spfe49 1.wav 2.767 -0.00
spme50 1.wav 5.29 -0.35
spff51 1.wav 0.69 -0.01
spmf52 1.wav 0.81 0.02
spfg53 1.wav 0.36 -0.02
spmg54 1.wav 0.89 0.01

From the facts presented here it can be concluded that by tuning the SMBA
attacks with psychoacoustic modeling the resulting attacks will become imper-
ceptible, if the underlying psychoacoustic model performs well enough. Negative
results described by [12] can be explained with the limitations of the model used.
As can be seen in tables 3 and 4 an improvement of the transparency results nor-
mally in a lower attack strength. The reduction of the attack strength depends
on the audio data processed, the transparency model and the psychoacoustic
model used. More complex psychoacoustic models will result in more transpar-
ent and stronger attacks, but will consume much more computation power.
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Some objective measures obviously get other results than a subjective evaluation
would return. It becomes obvious that subjective testing with an human auditory
is necessary to verify the output of research results in this context. Nevertheless
objective measures are very useful indicators for evaluation purposes.

6 Summary

By tuning geometric attacks like described in this paper with the non-linear
methods found in psychoacoustic models, the modification itself becomes context
aware, this results in attacked sequences r which are the output of a transparent
modification. As a second benefit of the use of psychoacoustic models, attacks
could be maximized by refraining from the use of single attack parameters and
instead using functions like the masking threshold to parameterize the attack.
But the focus of this paper was on the transparency improving results of psy-
choacoustic methods.
Concluding could be stated, that the goal of this paper is reached by showing
the usefulness of psychoacoustic modeling in geometric attacks used in an au-
dio watermark benchmarking environment like SMBA. The exhaustive search
needed by the detector to compute the correlation between r and all cyclically
shifted versions of m becomes far more complicated. A much wider scope of
geometric attacks (resulting from the perceptually scaled cyclical shifts) has to
be considered for the exhaustive search.

An open question arises from this paper: How will a test against a real water-
marking algorithm perform? Which impact will the use of perceptual (trans-
parency) models have on the watermark detection process?
In a next step the results of this paper have to be evaluated by using a real water-
marking algorithm to determine the degree of complexity improvement caused
by the perceptual tuned attacks.
A second open question is based on the results of table 3. This table shows sim-
ilar ODG values for all speech files (spfe49 1.wav, spme50 1.wav, spff51 1.wav,
spmf52 1.wav, spfg53 1.wav and spmg54 1.wav). All ODGpS values are in the
range 0 to -0.85 and all ODGnS values are in the range -2.14 to -2.31. The
question which rises from these facts is: Can a classification of audio signals and
an adjustment of the geometric attacks based on such a classification improve
the results of these attacks?
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Abstract. This manuscript introduces the concept of self similar watermarks for the purpose of 
counterfeiting geometrical attacks on copyright protected still images. Geometrical transformations 
result in the de-synchronization of watermark detection mechanisms enforcing the adoption of 
exhaustive search strategies for optimizing the algorithm’s efficiency. The self-similar structure 
attained by the presented watermarks reduces the search ranges and enhances the detection 
performance by accelerating the overall procedure and minimizing the false detection probability. 
Various embedding domains (DFT, DWT) were utilized for hiding the watermark information 
while the presented schemes do not require the original image during detection. Self-similar 
watermarks prove rather robust against many kinds of attacks, such as linear and non linear 
filtering, jpeg compression, scaling, cropping and rotation, especially when combined with a robust 
transform domain.  

 Introduction 

 
Intellectual Property Rights constitutes a challenging problem attracting great interest from both the 

legislative and technological community. Watermarking emerged as a promising technological solution 
for solving the problem of protecting the copyrights of multimedia data. The idea to imperceptibly 
convey information about the copyright owner within the digital content of a protected work seems the 
only viable solution in a completely loose and open environment like Internet. Watermarking 
techniques aim at encoding copyright holder identification data directly into the content of digital 
artworks (images, audio, video etc), in the form of statistical undetectable and perceptually transparent 
signals. The credibility of such techniques in resolving disputes between the legitimate copyright 
owner and an adversary lies on the watermark’s ability to withstand both hostile and unintentional data 
manipulations. 

Several watermarking methods have been proposed in the literature. An overview can be found in 
[1-3]. The major flaw of most existing watermarking methods is their inability to cope with the de-
synchronization introduced when applying geometrical transformations to the image. In order for the 
detection mechanism to successfully detect the de-synchronized watermark, all possible combinations 
of geometric distortions (scaling, rotation, cropping, etc.) that might have been applied on the host 
image should be considered. In other words, the detector is obliged to perform an exhaustive search of 
the solution space and initiate brute force algorithms for achieving the necessary synchronization. 
However, the rather prohibiting computational complexity of the aforementioned approach and the 
dramatic increase of false detection probability render exhaustive search an inefficient solution. The 
problem is addressed in the literature by several researchers that try to optimize the procedure and deal 
with geometrical attacks more efficiently. The proposed solutions can be categorized as follows: 

• Utilization of salient image features as anchor points for watermark embedding and detection 
• Use of watermarks that, due to their spatial structure and embedding domain, are invariant to 

geometrical transformations 
• Use of watermarks with a structure that results in a significant reduction of the possible 

distorted space that should be examined during detection. 
The watermarks presented in this manuscript belong to the second and third category. The self 

similar structure of the constructed watermarks is accomplished by the symmetric replication of a base 
watermark with respect to a cartesian grid and a ring shaped pattern. 

The efficiency of self similar watermarks has been tested in various domains (DFT, DWT) by 
implementing the corresponding watermarking algorithms and evaluating their performance. Both 
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algorithms are blind and utilize a correlation function and a decision threshold for detecting the 
watermark signal. 

 
 

Watermark Generation 

The major drawback of integrating an exhaustive search strategy for counterfeiting geometrical 
attacks within a watermarking system is that extensive search ranges have to be defined and examined. 
The impact of such strategy affects both the overall computational complexity of the system as well as 
the false detection probability. Few attempts are reported to successfully deal with certain geometric 
transformations [4,5]. The concept of utilizing watermarks that possess self-similar structure is to 
reduce the search ranges in case of cropping, rotating and scaling and thus minimize computational 
effort. The notion of symmetry is the key attribute that every watermark must feature, in order for the 
detection mechanism to accelerate its performance. 

Among the basic features of a robust watermarking scheme is its immunity to rotation 
transformations. Therefore, a self-similar circular symmetric watermark must be constructed attaining 
special attributes with respect to a ring shaped pattern [4]. The replication of a base watermark along a 
circular orientation produces a symmetry that allows the detection mechanism to reduce the search 
ranges and thus, optimize the procedure. 

Let WM(r,θ) be a 2-D ring shaped bipolar sequence taking values 1 or -1. The mean value of the 
sequence is zero. This sequence can be expressed in a polar coordinate system as follows: 
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 and are the minimum and maximum radii that  define the watermark's ring-like support and α is 
a factor that determines the strength of the watermark. Additionally, the ring is divided in S sectors 

having an extent of 

1R 2R

360 o

s
. This circular symmetric structure forms the basis for the construction of 

self similar watermarks used by the presented methods. However, since each method integrates circular 
symmetry in a different manner additional details regarding watermark generation will be presented 
separately. 

Watermarking Embedding & Detection 

Discrete Fourier Transform Domain 

 
DFT (Discrete Fourier Transform) represents the frequency domain of the image and is the preferred 

embedding domain of many advanced watermarking methods mainly because of the high level of 
robustness attained against common signal processing attacks. Due to certain properties that DFT holds 
with respect to rotation and scaling, embedding the watermark signal to the frequency domain 
constitutes a suitable choice for achieving geometric immunity [10]. 

 
Let be a grayscale   image. The Fourier transform of I is: 1 2( , )I n n N N×
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By assuming that the zero frequency term I(0,0) is located at the center of the transformation 

domain, the region in which the watermark is embedded should be a ring covering the middle 
frequencies. Let 1 2 1 2( , ) ( , )M k k I k k=  be the magnitude and the phase of the Fourier 

transform of . Let also be the watermark,
1 2( , )P k k

1 2( , )I n n 1 2( , )W k k 1 2( , )M k k′  the modified Fourier 

magnitude and  the Fourier transform of the watermarked image. The watermark consists of 
a 2-D ring shaped bipolar sequence, as the one mentioned above, with the additional feature that all 
sectors are identical.  

1 2( , )I k k′

The ring shaped watermark consists of several sub-rings. Each sub ring is a scaled version (by a 
factor of 2) of its inward neighbor sub-rings. Thus, the thickness of its ring is twice the thickness of 
each inward neighbor. A representation of the watermark can be seen in Figure 1. The pattern of image 
Lenna is used to exemplify the self-similar structure of the watermark. 

 

 
Fig. 1. Example of a self-similar watermark 

 
The Fourier magnitude M ′  of the watermarked image is given by: 
 

1 2 1 2 1 2( , ) ( , ) ( , )M k k M k k aW k k′ = +  
 

If the magnitude becomes negative, it is rounded to 0. The watermarked image  is given 
by the inverse DFT: 

1 2( , )I n n′

 

1 2 1 2( , ) ( ( , ))I n n IDFT I k k′ ′=  
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Watermark detection is performed by calculating the normalized correlation between the host image 
and a specified watermark and comparing the result with a predefined threshold. Let  be the 

DFT of a possible watermarked image and 
1 2( , )I k k′′

1 2( , )M k k′′  its magnitude. The correlation c between M ′′  
and the watermark W derives from the following equation: 
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If image I  is watermarked with W ′ , W W ′≠ , then the correlation c is given by: 
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If image I  is watermarked with W  the correlation c is: 
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Assuming that , 1 2( , )W k k 1 2( , )M k k  are independent and identically distributed random 

variables and W  has zero mean value, the value of c is: 
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The normalized correlator output 
c

cc
μ

′ =  is used for deciding upon the watermark’s existence. 

The mean value of the normalized correlator c′  should be 0 for images that are not watermarked or 
watermarked with another watermark ( )W ′  and 1 for watermarked images (with right watermark). 

The detection rule could be of the form: 
I ′  is watermarked by W if  c T≥
I ′  is not watermarked by W if  c T<

where T is an appropriate selected threshold.  
 

Discrete Wavelet Transform Domain [9] 

 
Wavelet decomposition formulates a suitable framework for time/frequency, spatial/frequency 

analysis of signals and has gained significant attention in the field of information hiding. In addition, it 
provides a multiresolution approach to signal representation which is particularly suited for modeling 
the HVS. The above considerations render the wavelet domain an ideal candidate for embedding 
watermarking information, especially in situations where the method’s payload requirements are heavy. 

The watermarks utilized by the wavelet domain implementation possess slightly different 
attributes comparing to the DFT case. In particular, instead of using identical elementary signals for 
covering the sector areas, one common value is uniformly embedded in each circular sector. In other 
words, all pixels inside a sector for a constant radius are set equal to –α or +α according to a 
pseudorandom generator initialized by a predefined key. An example of the base watermark, from here 
on called mother signal, is depicted in Figure 3a. 

The next step is to incorporate spatial self-similarity with respect to the cartesian grid. Spatial 
symmetry is necessary for counterfeiting rescale transformations. The circularly symmetric watermark 
described above  is scaled (using nearest neighbor interpolation) and shifted with respect 
to its center (r=0, θ=0) 3 times, thus allowing possibility of watermark detection for scaling factors 

ranging in 

1 2( , )MW n n

1 ,1
8
⎡ ⎤
⎢⎣ ⎦⎥

 as shown in Figure 2. The final watermark  is evaluated by: 1 2( , )W n n
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It is evident that the watermark dimensions are 22 2R R×  and are totally independent of the image 

size. The parameters that are necessary for the watermark generation and which corresponds to the 
final key for detection are: { }1 2, , ,k a R R . The center of the watermark is used as a reference point in 
the detection phase. An example of the final watermark is given in Figure 3b.  

 

 
 

Fig. 2.  Illustration of the self-similarity in the watermark generation process 

 
 

(a) (b) 

Fig. 3. Example of a (a) base signal, (b) self-similar watermark 

Embedding is performed in the wavelet domain where the watermark is superimposed. The image is 
decomposed in 4 levels using both the Haar and the Daubechies-4 wavelet basis.  is 
superimposed on the detail subbands of the 1st and 2nd levels of the decomposed original image 

 as shown in Figure 4, i.e.: 

1 2( , )W n n

1 2( , )I n n
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where  is a superposition operator. ⊗

lf
I  and 

lf
I ′  stand for the detail subband components of the 

original and the watermarked image respectively, f for the subband index and l for the level index of 
the wavelet decomposition, where embedding is performed. It should be noted that the watermark size 
must be smaller or equal to half of the size of the image to be watermarked. If it is smaller, it is added 
in the center of the detail subband component. Embedding in the 2nd level requires watermark scaling 
by 1/2. No embedding is performed to lower DWT levels, since they are considered unreliable, due to 
the smaller number of pixels that are watermarked. After watermark superposition, inverse DWT is 
performed to obtain the watermarked image 1 2( , )I n n′ . Due to the inherent spatial localization and 
frequency spread of DWT, implicit visual masking is accomplished leading to watermark perceptual 
invisibility. Embedding is also performed in the 2nd level of the transform to ensure watermark 
detection after distortions such as filtering or compression which tend to remove high frequency 
components of the image (1st level of DWT). 

 

 
Fig. 4. Presentation of the watermark embedding and detection methods in the wavelet domain 

Watermark detection is performed statistically without the use of the original image. Initially, the 
watermarked image 1 2( , )I n n′  is DWT transformed and the correlations between the watermark (or 
scaled watermark) and the detail subband components of the 1st and 2nd levels are calculated, as 
shown in Figure 4. Thus, the following normalized correlator is evaluated: 
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for each frequency orientation f (subband component) and for each level l. ⋅ denotes inner product. 

 and 1 1 2 1 2( , ) ( , )W n n W n n= 2 1 2 1 2( , ) (2 ,2 )W n n W n n= . Since 
lf

I ′  and W  are statistically 

independent, it is obvious that ( , )l fρ  will be 1 under watermark presence and 0 under watermark 
absence. In order to estimate the overall correlator response, average values along each frequency 
orientation f are initially estimated and then the maximum value over all frequency orientations f is 
estimated too: 

 
1max ( , )
2f l

l fρ ρ⎧ ⎫
= ⎨ ⎬

⎩ ⎭
∑  

 
Average values along each frequency orientation aid in enhancing the correlation value especially 

after filtering or compression, where higher levels of the decomposition tend to be more affected. The 
final correlator response has been chosen as the maximum value of all subbands in order to exploit any 
strong structure existent in the image (e.g. many vertical edges) where the watermark is better retained. 
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The correlator function mentioned above works satisfactorily under image distortions such as filtering 
or compression where spatial supports are not changed. In order to detect the watermark under 
geometric transformations, the correlator uses scaled and shifted versions of WM, with respect to its 
center, instead of W. It is easily proven that, when a watermark exists, its value is 1, and when it does 
not, its value is 0. It is also easily seen that the search ranges with respect to scaling factors and shifts 
are much reduced using this correlator and based on the self-similar structure of the watermark. 
Detection is performed by comparing ρ against a predefined threshold. The latter is estimated under a 
false alarm probability constraint. 

Geometrical Robustness Verification & Simulation Results 

DFT based Method 

The proposed method is robust to translations, since they do not affect the DFT magnitude. Rotation 
in the spatial domain causes rotation on the Fourier domain by the same angle [6]. Since the watermark 
consists of S sectors having identical values, watermark detection is possible even after a rotation 
2k

s
π

 degrees of the watermarked image, where 0,1,2,...., 1k S= − . Thus, a search for the angles 

20,1,2,....., 1k
s
π
−  suffices to perform detection for every rotation angle. Rotation and translation 

invariance is a very useful property mainly because printed, scanned or xeroxed copies of an image 
might be rotated or translated in comparison with the initial image. The presented method is also robust 
to rotation around an arbitrary center, since rotation around an arbitrary center is equivalent to rotation 
around the center of the image translation. 

Scaling in the spatial domain causes inverse scaling in the frequency domain 

1 2
1 2 1 2 1 2

1( ( , ) ( , ) ( , ) ( , )DFT DFT k kif f x x F k k then f sx sx F
s s s

⎯⎯⎯→ ⎯⎯⎯→ )

)

 [6]. Thus, if N × 

N is the size of the initial image and [R1,R2] is the size of the watermark ring in the frequency domain, 
the size of the scaled image is  and the size of the watermark of the scaled image in 
the frequency domain remains unaltered. Furthermore, normalized correlation output does not depend 
on s. 

( 0sN sN s× >

Cropping changes the frequency sampling step. If the size of the initial image is known, the 
correlation can be performed between the cropped image (in the frequency domain) and the watermark, 
which should be adapted to the frequency sampling step of the cropped image. If the size of the initial 
image is not known then the correlation should be performed for many frequency sampling steps. 

The method is also robust to combined cropping and scaling. Let I ′  be an M N′× ′  image which 
is possibly scaled and cropped. The detection algorithm correlates a watermark with a ring shaped 
segment of the frequency domain of I ′  whose size is bR1 (inner radius) and bR2 (outer radius) for 
every b (0 < b < 1). For example, if the size of the original image is 512 × 512 and the size of the 
cropped watermarked image is 400 × 400 then we get a maximum c’ for b=0.78125 = 400/512 that 
manifests the existence of the watermark. However, thanks to the self-similar structure of the 
watermark a reduction of the search range to [0.5 < b < 1] is possible. Therefore, the number of the 
different frequency sampling steps where the search should be performed is halved (in our case reduced 
from 512 to 256). In Figure 5 the normalized correlator output for several frequency sampling steps and 
rotation angles for a watermarked image that has not been distorted is depicted. The multiple peaks due 
to the self-similarity of the watermark can be clearly seen. 

The presented algorithm was tested on a number of digital images using several different keys. The 
assessment of the algorithm’s overall performance resulted in very encouraging conclusions. We 
present the percentage of the correlator values that is above the selected threshold. Three thresholds 
have been chosen, T=0.1, T=0.15 and T=0.2. The probability of false alarm for these thresholds is 4 · 
10-2, 4 · 10-3 and 2 · 10-4 respectively. Having set the threshold T, the performance criterion used for 
comparing the performance of the algorithms under image processing operations was the detection 

ratio defined as: det ect

total

NP
N

=  where  is the number of the correctly detected watermarks in the detectN
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totalN  experiments. By fixing the strength parameter α, watermarked images distorted to 30 and 35 db 
SNR were generated. 

The experiments proved that the watermark is robust to JPEG compression, scaling, cropping, 
rotation, histogram equalization, Gaussian noise, median and moving average filtering. It is also robust 
to the various attacks introduced by StirMark evaluation tool. Furthermore, it is robust to rotation at 
any angle and to combined cropping/scaling if the search procedure described above is used 

 
 
 

Fig. 5. Normalized correlator output for several frequency steps and rotation angles (two different view angles) 

DWT based Method  

 
Five different grayscale images of size 960 × 960 have been used. The embedded watermark power 

has been varied to produce watermarked images with SNR of 30, 35 and 40dB. The stronger the 
embedded watermark is, the more visible it tends to be. In order to experimentally prove that different 
watermarks are uncorrelated to each other, the correlations between a watermark with index 100 and 
900 watermarks, differing only in the key parameter k, have been calculated (Figure 6). Figure 7 shows 
the correlations between the scaled and shifted mother signal and the watermark. These correlations, 
attained due to the self-similarity, are exploited under geometric distortion cases.  
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Fig. 6. Correlator response between 900 different watermarks and watermark no 100 

 

 
Fig. 7. Correlation between scaled versions of mother signal and watermark 

In order to evaluate the detection thresholds for each SNR case, the correlator response for 500 
watermarks (5 images, 100 watermarks) has been calculated under watermark presence, absence and 
use of wrong watermark. Based on their pdfs and for a false alarm probability of 10-4, detection 
thresholds have been set to: 0.05 when SNR=30 db, 0.085 when SNR = 35 dB and 0.15 when SNR = 
40 dB for all distortion cases and for additive embedding. The thresholds for multiplicative embedding 
are larger since the correlator variance is also bigger, e.g. 0.08 when SNR = 30. Two different wavelet 
basis have been used in the DWT, the Haar and the Daubechies-4. Detection results using either basis 
do not deviate greatly. When no distortions are present, the watermark is always detected. Multiple 
watermarking has also been tested. Five different watermarks have been embedded to a single image 
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and detection has followed for 100 watermarks including these five ones. The results are illustrated in 
Figure 8. It is seen that all five watermarks are detected. Linear (mean) and non-linear (median) 
filtering has also been tested. The detection ratios attained are illustrated in Table 1. The method proves 
robust against mean and median filtering of size 3 × 3 even when the embedded watermarks are not 
high-powered. However, for greater size windows, its performance deteriorates.  

 

Table 1. Detection Ratios (%) after the mean and median filtering 

 
Filter Type 

Moving Average Median SNR 
3 x 3 5 x 5 3 x 3 5 x 5 

30 
35 
40 

100 
100 
99 

92.4 
16.2 

1 

100 
100 
100 

100 
98.4 
34.2 

 
Robustness to JPEG and wavelet compression with different compression ratios has further been 

studied. Wavelet compression is performed by the SPIHT coder of [7] and the coder of the ATT DjVu 
Reference Library [8]. Detection results are plotted in Figures 9 and 10. The method proves remarkably 
robust even for weak watermarks (40dBs) and high compression ratios. Geometric distortions have 
been also considered. The correlator response is calculated using the mother signal and it’s scaled by 
1/2 and shifted versions. A detection ratio of 95% has been found after rotation by 2o without the use of 
any search range. Rotation by greater angles can also be handled in the way described in [4]. Non-
uniform cropping, while preserving the initial image size, has led to 100% detection. The case of non-
uniform cropping, leading to a new image size, has also been studied. Search regions for horizontal and 
vertical shifts are initialized based on the watermark size and structure. Knowledge of the initial image 
size is not required. It is noted that the watermark size does not depend on the image size. The 
correlator response after cropping is shown in Figure 12. The peak coordinates additionally inform us 
about the exact number of cropped rows and columns, with respect to the top-left pixel, from the initial 
image. Scaling of the watermarked images by a factor of 1.2 has also led to 100% detection. The 
correlator response is shown in Figure 11. The search range in the scale factor is reduced to [0.5 : 2.0] 
due to the watermark self-similarity, and peaks appear when the scale factor is 1.2. It is noted that 
scalings by a factor being a small power of 2 can be directly dealt with. The combined distortion of 
cropping followed by scaling of the initial image has also been dealt with. Detection is possible in this 
case too, as Figure 13 shows, where correlations with the scaled by 1/2 mother signal are estimated 
only in the first top-left quarter of the watermark. In this way, computations are significantly reduced. 
Search ranges in the scale factor are set to [1.0 : 2.0]. The search ranges for shift values depend on the 
scale factor and are defined with respect to the scaled watermark size and structure. 
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Fig. 8. Correlator output under multiple watermark presence. The correct watermarks are: 15, 28, 34, 67 and 86 

 

 
Fig. 9. Watermark resistance to JPEG compression (SNR: 30, 35, 40, dB) 

 

50



 
Fig. 10. Watermark resistance to wavelet compression: SPIHT, ATT DjVu (SNR: 30 dB) 
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Fig. 11. Corellator response after scaling for 100 different watermarks, scale factor 1.2 (correlation with mother 
signal) 

 
Fig. 12. Corellator response after cropping, cropped region [130:950, 90:930] 

 

 
Fig. 13. Corellator response after cropping and scaling, scale factor 1.2, cropped region [40:840, 60:860] 
(SNR=30dB). 

Conclusions 

The concept of self similar watermarks for efficient counterfeiting of geometrical transformations 
has been presented throughout this manuscript. Two different transform embedding domains were 
utilized for watermark encoding, proving that the benefits of self similar watermarks are independent of 
the underlying method. Numerous experiments have been conducted using both implementations, and 
the derived results verified the geometrical immunity achieved by the presented watermarks mainly due 
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to their self similar structure. Additionally, both methods exhibit increased robustness against filtering, 
jpeg compression and noise addition. The idea behind self similarity is the reduction of search ranges, 
balancing between the benefits of exhaustive search and template matching approaches.   
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Abstract.  This contribution is on efficient and cryptographically secure 
fingerprinting. By enlarging embedded bits amount and resilience, this proposal 
considers the resilience to collusion attacks and how to protect buyer’s ID 
information. We review as a background our previous method of watermarking 
system with maximized resilience [1-3]. The method is to provide 
watermarking system for each person to embed his own watermark in the image 
including facial images, without any embedding charges to pay to the third 
party public organization. In this contribution, we modify the system for media 
distributors to embed buyer’s ID in watermarks. In such situation, how to 
scramble the outcome from compared differences between two embedded 
images given by two colluded attackers will be discussed. Also, how to protect 
buyer’s ID information will be discussed. As for secondary distribution 
securing system, another paper by Imai theoretically describes the system and 
proved the validity. However, the system is so theoretical in using PKI and 
error correcting codes, that it was not practical because the number of required 
embedded bits is too big for usual size of still picture.  

1. Watermarking system with 
maximized resilience [1-4]. 

    Figure 1 shows our previous 
watermarking system. A luminance 
component of an input image is Fourier-
transformed for perceptual transparency 
and robustness. In frequency domain, 
embedding is only carried out for 
components with larger values than just 
noticeable difference (JND) value. By 
experimental measured results for 
several images the capacity is more than 
1000 bits. Embedded region in DFT 

   
   
domain covers from low frequency to 
middle frequency parts with sufficiently 
large absolute values. In that paper, a 
set of 64-bit watermark was employed 
for a single unit. Basic performance was 
examined for this unit of 64-bit pattern. 
The number of a variety of embedded 
information value was two (one bit). Bit 
“1” means a watermark exists, and 
bit”0” means a watermark does not 
exist.  
    For frequency domain case, the 
number of non-zero coefficients is 
smaller than that for time domain case, 
which brings robustness. The data were 

54



2      Kazuo Ohzeki and Cong Li 

quantized in frequency domain, whose 
system is called quantization index 
modulation (QIM). 
    

 
     
    Fig.1 Previous Watermarking System [1]. 
   
    This previous system provided 
detection software program for each 
embedded media to public domain 
where anyone can verify the embedded 
watermark at anytime. This enables any 
person in a third party try to verify the 
embedded watermark. It makes the 
public third party institutions of 
watermark unnecessary anymore.  The 
detection software was obfuscated 
before disclosure in the system. The 
obfuscation disables the embedded 
position and quantization characteristics 
of QIM cracked. Because the detection 
program can include original image 
data, the system can be classified as 
non-blind watermark system. However, 
if the detection program contains whole 
the original image data, and obfuscation 
is applied to the image data, the total 
size of detection program easily exceeds 
manifold  of the original size, which 
brings down practical realization. Then, 
in that paper, an extra condition was 
added that the disclosed detection 
program does not contain the whole 
image data but only contains QIM data. 
This says the previous one was 
conditional blind watermark system.  
    The number of embedding patterns, 
which can be, said the number of keys 
for this watermark is  
    BM C .                                          (2) 

where, M is the number of all potential 
bits that can be embedded in DFT 
region, and B is the actual number of 
embedded bits in DFT region. For 
example, for an image with the size of 
720x480, M is say 200x300, B=64(1 
unit), then the number of keys is  

719216
6460000 210x83.4C ≅≅    (3) 

    This example shows the previous 
system had an astronomical number of 
keys and cracking to the watermark 
system should be computationally 
impossible even though the major 
watermarking system and the 
obfuscated detection software would be 
disclosed in public domain. 
    The image used in that experiment was 
flower (704x480, 8bit/pel). The peak signal 
to noise ratio, whose noise is the difference 
between the original image and watermark-
embedded one, is shown in Table 1. The 
residual rate of embedded watermarks is 
shown in Table 2.  
    In Table 1, the input image was 
transformed by discrete Fourier transform. 
The 64 samples beginning at (0, 0) position 
of the transformed data were quantized at 
level Q=80 for higher part and the other 64 
samples beginning at (230,340) were 
quantized in the same manner.  
    A tool of the PaintShopPro7 carried out 
the attack process used in Table 2. Parameter 
for Low means Low-pass Filtering with 
Diameter as 3, for Noise means Noise 
addition with 10%, and for 
JPEG means JPEG compression with its 
compression ratio as 30 (990KB to 54.7KB 
in actual file size reduction). 
   
   
   
   
   
PSNR= ( )rmspeak10 N/Slog20  [dB] 

PSNR 47.48 (dB) 

Table 1. PSNR after embedding watermarks. 
 

55



Consideration on Variable Embedding Framework for Image Watermark against Collusion 
Attacks      3 

   
   
   
   
   
   
   
   
   
   
   
    For high region, the embedded 
watermarks  are easily removed for Low and 
JPEG. For low region, the embedded 
watermarks were robust for all these attacks. 
The high region watermarks were effective 
to detect all kinds of attacks. The low region 
watermarks were robust but may be fall into 
the second error region if the attacks are two 
large. The second error region is the next to 
the next of the correct region in quantization 
space.  
   
    The evaluation of obfuscation of detection 
program is shown in Table 3. The evaluation 
was based on the McCabe’s index, which is 
“The complexity of a program is defined by 
the complexity of its control structure .”[5] 
The McCabe’s complexity is expressed by 
the number of basic paths. 
   
     
     
    
     
   
   
   
   
   
   
   
   
   

     
    The complexity of a program V(G) is 
expressed as, 
    V(G)=p+1 
  with the number of conditional 
branches p. 
   As far as this evaluation method is 
used, this obfuscation processing was 
much effective than the increase of the 
number of sentences. 
   
2. Variable Embedding Framework 
and Image-Dependent Detection 
System 
   
    The previous system described in the 
former section was for individual 
person to embed his or her own 
predetermined fixed watermark without 
any cost on registering media. The 
watermark was determined as an 
individual pattern for each individual 
medium for all anonymous people. 
There were no collusion attack 
problems  for this system. Only the 
obfuscation technology for published 
detection program was needed. The 
system will be completed if the 
obfuscation is described as a complexity 
function of calculation amounts. The 
copyright was protected by publishing 
detection  
   
     
   
   
   
   
   
   
   
   
   
   
   
   

Attacks low region high region 

Low  64/64 (100%) 32/64(50%) 

Noise 

JPEG 

59/64 (92%) 61/64 (95%) 

64/64 (100%) 32/64 (50%) 

 Table 2. Rate of detection after attacks  

before obf after obf before obf after obf
function No. of linesNo. of lines ratio compexity complexity ratio

main 144 208 1.44 23 44 1.91
hantei 141 978 6.94 17 315 18.53

Quantization 29 53 1.83 7 11 1.57
sukasi 19 34 1.79 6 9 1.50
change 11 37 3.36 3 11 3.67

change2 24 48 2.00 5 11 2.20
sub-total 368 1358 3.69 61 401 6.57

total * 593 1583 2.67 97 437 4.51

 Table 3 The Evaluation of Obfuscation. (total * includes other non-obfuscated lines) 
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software at the same time of publishing  
media. The system relied on anonymous 
people by giving them the detection 
software to authenticate the copyright at 
any time. 
    Based on this previous open detection 
system, we modify it as an image- 
dependent detection system for use of 
media delivering system, which some 
organization delivers a specific identical 
medium to many people with different 
ID information embedded in it. 
     Figure 2 shows the overall block-
diagram of the proposed system. The 
embedded watermark is divided into 
two parts. One is image ID information 
and the other is buyer’s ID information. 

The image ID is a single fixed pattern 
for all buyers. The buyer’s ID is 
different for each buyer. Personal 
information can be embedded in the 
watermark, but it will be treated in 
future problem in this contribution. 
    As the image ID the same for all 
buyers, the collusion attacks cannot 
work effective.  
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
     
   
   
   
 
   
   
   
   
   
   
     
   
   
   
   
   
   
   
     
          

    Figure 3(a) shows a direct modified 
system from the previous system. The 
detection software is independent on 
embedded image, which is typically in 
usual watermarking systems. Figure 
3(b) shows the proposed system in 
detail with Discrete Fourier Transform 
and quantization. The detection 
software is dependent on embedded 
image. This dependent detector can 
contain more information than the 
detector without embedded 
information. This system can 
distribute watermarking information 
not only to embedding part but also to 
detection part.  

    Fig. 2 Overall Block-diagram of the Proposed System.     

    Facial image 

  
     

                                        open field 
   
    image            embedding    attacks     detection                    image ID 
                          processing                    processing                  buyer’s ID 
                                                                                                  personal info. 
   
   
                        embedding                          detection 
                           pattern                              software 
   
   
   
                              buyer’s ID                          closed processing 
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                                                                          attacks in open field 
   
   
   image     Modified              Quant.                    Inverse               detection   
                  DFT                      Modulation            MDFT               processing        
   
     
     
         buyer’s ID                   embedding           independent      buyer’s ID 
                                                pattern               detection          personal info. 
                                                                            software 
     

                             closed processing   

    Fig. 3(a) Direct Modified System with Independent Detection Software.  

                                                                         attacks in open field 
     
     
image     Modified             Quant.              Inverse            detection   
                 DFT                  Mod.                 MDFT             processing    
     
     
     
                                     embedding             detection               majority 
    image ID                  pattern                    software                decision   
     (0/1) 
     
     
                                                                                              image ID   
     
     
                                 closed processing   

    Fig. 3(b) Proposed system with DFT and Quantization. 
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                                                                       attacks in open field 
     
     
image     Modified              Quant.              Inverse                    detection   
                 DFT                   Mod.                MDFT                     processing(1)   
     
     
     
                                     embedding              detection                   majority 
    image ID                   pattern                    software(1)                decision     
        buyer’s ID 
                                                                                                                image ID 
                                                                                                                      (0/1) 
                                                    detection                     detection 
                                                   software(2)                 processing(2) 
         
                                                                                           buyer’s ID  
                                                                                          personal info. 
     
                                 closed processing   

 Fig.4 Two Layered System  
      Table 4 Comparison of Embedded Information 
     (This example is for 128 positions used out of 60000 points)     

     Single Layered Type Double Layered Type 
 Number of 
Embedded 
Positions 

128 64+64 

 Embedded 
Information 12860000C  

26810085.9 ×≅  

64599366460000 CC ×  
37010176.2 ×≅  

(MDFT/MDFT)  
 Transform Modified 

DFT(MDFT) 
MDFT/MDFT 
(MDFT/MMDFT) 
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    Figure 4 shows the proposed system 
modified for two hierarchical structures. 
The modified DFT means that there can 
be many kinds of transforms in DFT 
group. For watermarking application, 
frequency precision is not so important. 
The coefficient values of the transforms 
can be modified as long as they are in 
kinds of transforms from time space to 
spectrum space. The image ID is 
determined for every image. The 
buyer’s ID is determined for every 
buyer.  
     Table 4 shows a comparison of 
embedded information between a single 
layered type and double-layered type. 
This is an example for 128 positions 
used out of 60000 points. For the single 
layered type, 128 positions out of 60000 
points are selected for watermark 
embedding. The combination of 
selected positions is  used for embedding 
and the detector knows the combination 
of positions. The two layered type 
selects 64 points out of 60000 points at 
the first layer stage, then selects another 
64 points out of 
    60000-64=59936 
points at the second layer stage. The 
product of the first sage and the second 
stage makes the total number of 
embedding information. Here, described 
only limited to the two layers, the 
further three layers and n-layers in 
general can be easily expanded.   
    This example shows that the two 
layered has much number of 
combinations than the single layered. 
    Table 5 shows the number of 
combinations of MDFT coefficients. 
Several cases of estimations are 
described. The precision means the 
valid range of coefficients. The top raw  

   
   
   
Table 5. Combination of MDFT 
coefficients. 
precision 32x32 720x480 
0.1:8bits ( ) 819210248 22 =  

27648002  

0.01 :6bits ( ) 614410246 22 =  
20736002  

0.001:4bits ( ) 409610244 22 =  
13824002  

   
   
means that the maximum difference of 
the coefficients from the genuine DFT 
coefficient values should be 0.1 and the 
variety of the modified DFT 
coefficients are 8-bits. The minimum 
estimation case for the variety of the 
coefficients at the last raw, the 
coefficients variety is 4096 bit. It is too 
much sufficient for watermarking.  
    Using this  estimation, we can take a 
set of two MDFT’s for two-layered 
system. This means that we can embed 
an individually different watermark for 
each buyer. This difference is not 
merely a code difference in some fixed 
watermark-embedding rule, but it is the 
difference of embedding method itself. 
So, if collusion attackers compare the 
two watermarked media, the difference 
of two media cannot directly indicate 
the watermarking embedded positions.  
   
3. Considerations and Final Proposal 
   
    Combining these considerations 
above, we propose the final system F in 
Fig. 5 and Table 6. The feature is the 
number of combination for 
watermarking which is too big. The 
reason may be from that the detection is 
not restricted to a single rule but it can 
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change its parameters or rules as long as 
it can construct new rules.  
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   

       
   
   
   
   
   
   
   
   
       
   
       
   
   
   
       
    
         
         
       
   
   
   
   
   
   
   
   
       
       
       
    
       
   
   
   
   
       
  
   
   
   
   
   
   
   
   

                                            attacks     
                     multi layer                                  multi layer                 image ID 
image           embedding                                  detection              buyer’s ID     
     
                                                   image ID                                      no  
                                                   detection  
                                                   software(1) 
buyer’s ID                                                                                               yes 
                                                                                                               stop 
    sales list                                                    

0 WM0 
 1 WM1 
2 WM2 
3 WM3 
4 WM4 
5 WM5 
.      
.      
.      

40962  WM * 
     

buyer’s 
detection 
software(2) 

       rule    number of 
combination 

image ID fixed MDFT 
fixed QIM position 
majority decision rule 
(32:1 or 64:1) 

7192  

buyer’s ID variable MDFT 
variable QIM position 
majority decision rule 
(~3:1 ) 
iteration search by sales list 

at least 40962  

       

   Table 6 Specifications of the Proposed System F. 

    Fig. 5 Block-diagram of the Proposed System F. 
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    A buyer’s ID produces embedding 
information not only by a single rule, 
but also variable embedding rules. The 
buyer’s ID and produced watermark 
parameters, including rules are 
registered in a sales list. At detection 
stage, if the correct buyer’s ID is 
known, the detection software easily 
produces the correct authentication data 
from the watermarked image. If the 
correct buyer’s ID is not known, then at 
least the fixed image ID can be 
detected. In the latter situation, detector 
verifies the higher part watermark to 
find out some attacks present. Then the 
image can be classified into the owner’s 
belonging with some attacks or others. 
If the image can be considered to 
owner’s belongings, then the owner 
begins exhaustive search until the 
owner gets the correct result using sales 
list. The exhaustive search is limited to 
sales list, whose the number of iteration 
is much smaller than the number that 
the unknown attacker tries until he find 
some most-correct result for the image. 
   
4. Concluding Remarks 
   
    In this contribution, we briefly review 
our previous anonymous watermarking 
system, which publishes detection 
software program with obfuscated. It is 
useful for personal media distribution 
because it requires no registration costs 
and authentication costs. 
    The proposed system, which is 
modified from the previous system, has 
an enough feature to be able to cope 
with collusion attacks by providing too 
many kinds of combinations of 
embedding rules.   
    The proposed system composed of 
two parts. One is for an image ID part, 
which is robust by majority decision 
rule. It is a fixed pattern and comparison 

of two buyers’ media produces nothing. 
The other is for buyer’s ID part, whose 
embedding rule is variable and a simple 
comparison of two buyers’ media can 
not directly indicate the positions of 
watermarks, because the embedding 
rules themselves are different between 
two buyers’ media. 
    Another feature regarding transform 
methods from time space to frequency 
space is the each embedded watermark 
will be diffused on the image of time 
space after the inverse transform. 
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Appendix: 
   
   
   
   
   
   
   
   
   
   
   
   
   
      Fig. App. An example of embedding 
pattern in DFT region.(2,1), (4,2), (7,3), 
(3,6), (9,7)        ID=n 
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