
ECRYPT


IST-2002-507932

ECRYPT

European Network of Excellence in Cryptology

Network of Excellence

Information Society Technologies

D.WVL.18

Fourth Summary Report on Fundamental Aspects of
Watermarking Schemes

Due date of deliverable: 31st January 2008
Actual submission date: January 30, 2008

Start date of project: 1 February 2004 Duration: 4 years

Lead contractor: Katholieke Universiteit Leuven (KUL)

Revision 1.0

Project co-funded by the European Commission within the 6th Framework Programme

Dissemination Level

PU Public X

PP Restricted to other programme participants (including the Commission services)

RE Restricted to a group specified by the consortium (including the Commission services)

CO Confidential, only for members of the consortium (including the Commission services)





Fourth Summary Report on Fundamental Aspects

of Watermarking Schemes

Editor
CNRS , UVIGO

Contributors

January 30, 2008
Revision 1.0

The work described in this report has in part been supported by the Commission of the European Com-
munities through the IST program under contract IST-2002-507932. The information in this document is
provided as is, and no warranty is given or implied that the information is fit for any particular purpose. The
user thereof uses the information at its sole risk and liability.



D.WVL.18 — Fourth Summary Report on Fundamental Aspects of Watermarking Schemesi

Contents

1 Introduction 1

1.1 BOWS-2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 WACHA 07 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.3 Second Ecrypt summer-school . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.4 Presentation of the report . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Theoretical models for watermarking security 4

2.1 A Survey of Homomorphic Encryption for Nonspecialists[FG07] . . . . . . . . 4

2.2 On the capacity of stegosystems[CPG07] . . . . . . . . . . . . . . . . . . . . . 5

2.3 Kerckhoffs-based embedding security classes for WOA data-hiding [CB08] . . 6

3 Security analysis of watermarking and perceptual hashing schemes 7

3.1 Exploiting security holes in lattice data hiding [PFPG07a] . . . . . . . . . . . 7

3.2 Practical Security Analysis of Dirty Paper Trellis Watermarking [BD07] . . . 8

3.3 Security analysis of robust perceptual hashing [KVBP08b] . . . . . . . . . . . 8

3.4 Cohabitation between watermarking and perceptual hashing: digital Water-
marking and Perceptual Hashing of Audio Signals with Focus on their Evalu-
ation [LD08] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

3.5 Analysis of physical unclonable identification based on reference list decoding
[KVBP08a] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

4 Performance analysis of watermarking schemes 11

4.1 Optimum watermark embedding/detection for 1-bit watermarking under
AWGN attacks [CMB08] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

4.2 Practical Performance Analysis of Secure Modulations for WOA Spread-
Spectrum based Image Watermarking [MBC07] . . . . . . . . . . . . . . . . . 12

4.3 An efficient low bit-rate information embedding Costa based scheme using a
perceptual model [DDTZD07] . . . . . . . . . . . . . . . . . . . . . . . . . . 13

5 Watermarking and resynchronisation problems 14

5.1 Perceptual issues in geometric attacks [DMB08, BDM07, DBM08, DPB08] . . 14

6 Zero-knowledge watermarking 15

6.1 Buyer Seller Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15



ii ECRYPT — European NoE in Cryptology

6.2 Efficient Zero-Knowledge Watermark Detection with Improved Robustness to
Sensitivity Attacks[TPPG07] . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

7 Conclusions 17



D.WVL.18 — Fourth Summary Report on Fundamental Aspects of Watermarking Schemes1

1 Introduction

WVL1 represents the first working group of the Wavila virtual lab and is dedicated to funda-
mental aspects of watermarking schemes. One goal of this working group is to design and then
build new theoretical developments on various subjects related to this field. WVL1 is then
strongly related to the three other virtual labs in Wavila: it gathers theoretical bases that are
needed either for developing practical applications in Watermarking (WVL2) and Forensics
(WVL4) or for choosing the different measures that are needed to benchmark watermarking
algorithms (WVL3). Moreover, WVL1 is also linked with other virtual labs in Ecrypt by
several topics such as zero-knowledge techniques, asymmetric techniques or security.

In 2007, WVL1 was involved in 3 international events: the organisation of the second
BOWS challenge, the organisation of Wacha 2007, and its implications into the second
Ecrypt summer-school.

1.1 BOWS-2

The BOWS-2 Contest (Break Our Watermarking System, [BF07]) was organised by Patrick
Bas (french CNRS researcher) and Teddy Furon (french INRIA researcher). BOWS-2 is a
sequel of the BOWS contest organised by M. Barni, A. Piva, S. Voloshynovskiy and F. Perez-
Gonzalez. The rules of this contest have been jointly developed with Luis Pérez-Freire for
University of Vigo and have inherited from the main activities of WVL1.

The general aim of BOWS-2 contest is to investigate how and when an image watermarking
system can be broken though preserving the highest possible quality of the content. It is not
intended to prove how well-performing a specific watermarking technique is. But it is expected
that, thanks to this contest, the watermarking community will have a better understanding
of the impact of the disparate attacks and hence will have a better estimate of how robust
watermarking (in general) is when attacked by a large set of attackers.

BOWS-2 contest is divided into 3 sequential challenges, hereafter named Episodes, to
study the robustness and security of watermarking under three different scenarios. For each
episode the goal is the same:

- remove the watermark on 3 different images that are watermarked with the same key
using the same system,

- minimise the average distortion.
Only the conditions to attack the system are different.

The objectives of Episode 1 are to evaluate the basic robustness of the proposed wa-
termarking scheme to image processing operations during 3 months. During this period no
information about the watermarking algorithm is provided and the numbers of trials per day
is limited.

The objective of Episode 2 is to assess the robustness of the watermarking technique when
the attacker has access to a sealed black box detector. The watermarking technique is not
disclosed, but, we offer the possibility to perform a very large number of trials, as required
by so-called ”sensitivity” or ”oracle” attacks.
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The objective of the last Episode is to assess the security level against attackers who
estimate the watermark or the secret key used by the system. In order to do this, BOWS-2
provides a database of 10000 images (watermarked using the same key), the source-code of
the embedding and the detection algorithms and a description of the system. The attackers
try to get information of the secret key by analysing both the algorithms and the database.
Note that providing the source code and the description of the watermarking system fits with
the Kerckhoffs principle in cryptanalysis.

The third Episode is still going on but here are some facts about the first and second
Episodes:
- for Episode 1, which occurred during the summer of 2007, around 150 Internet domains
submitted images and the maximum PSNR was reached by A. Westfeld (Univ of Dresden)
with 24.3dB,
- Episode 2 ended the 17th of January 2008, more than 10 millions of images were uploaded
and the maximum PSNR was reached by University of Vigo with 50.24dB.

1.2 WACHA 07

The third Wavila challenge (Wacha 2007) was a workshop day organised back to back with the
prestigious Information Hiding conference in Saint-Malo (France) within the activity of Wav-
ila. It was organised by Patrick Bas (CNRS) and Caroline Fontaine (CNRS). Two important
problems related to watermarking security were brought to the attention of the watermarking
community and thoroughly discussed. Beside the participation of guest speakers, participants
were invited to submit a contribution to any of the two challenges.

The first problem was formulated “What kind of security does perceptual hashing offer?”
The main goal of this challenge was to provide original contributions in the area of security
of perceptual hashing schemes, especially focusing on the following issues:
- Are the requirements with respect to security different?
- Is there a universally secure robust hash function for all types of scenarios?
- What is the relation between classical cryptographically strong hash functions and the
security of robust hashing?
- Are perceptual hashes cryptographically secure?
- How can we assess/measure/compare the security of existing robust hashing schemes?
- Is there a tradeoff between robustness, execution speed, and security?
- Which current schemes are best with respect to security?

The second problem was formulated “How to learn secrets in watermarking and steganog-
raphy?” Two guest speakers (Pierre Comon (CNRS) with a tutorial talk on Blind Source
Separation and independent component analysis and Thomas Villmann (University Leipzig)
with a tutorial talk on Machine learning and classification techniques) participated this day.

The objective of this challenge was to present a wide panorama of practical methods that
can be used in order to reveal the secrets of watermarking and steganographic techniques.

The participants of this challenge were asked to present a methodology involving secret
estimation/detection and a learning process. A special interest was devoted to presenting
the learning method and its possible usage according to different parameters such as the
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number of observations, the dimension of the observations, the embedding capacity and the
embedding distortions.

The final program of Wacha 07 can be found on http://wacha07.irisa.fr/Program.html .

1.3 Second Ecrypt summer-school

In September 2007, the member of WVL1 were involved into the 2nd Ecrypt summer-school
on Multimedia Security in Thessaloniki, Greece during 4 days. The member of WVL1 gave
8 lectures of two hours each on fundamental topics:
- The problem of security in data-hiding by Patrick Bas (CNRS)
- Watermarking Fundamentals by François Cayre (CNRS)
- Resynchronisation solutions for data-hiding by Patrick Bas (CNRS)
- Security topics in watermarking and data hiding by Fernando Pérez-González (UVIGO)
- Theoretical and practical aspects of robust perceptual hashing by Oleksiy Koval (Unige)
- Recent Advances in Robust Perceptual Hashing of Images and Video by Nikos Nikolaidis
(Auth)
- Audio Steganography on the example of VoIP by Cristian Kraetzer (Gauss)
- Watermarking of 3D objects by Jean-Luc Dugelay (CNRS).

The audience was composed of more than 25 students coming from the international
community.

1.4 Presentation of the report

All contributions of Ecrypt partners involved in WVL1 are gathered in this report and 16
references are presented. The document is divided according to the different notions that are
addressed in this working group:

• Theoretical models for watermarking security,

• Security analysis of watermarking and perceptual hashing schemes,

• Performance analysis of watermarking schemes,

• Watermarking and geometrical attacks,

• Zero-knowledge watermarking.

The fundamental contributions of each referenced work are outlined in the following sec-
tions according to the same structure: addressed problem, motivation, technical approach
and related results.
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2 Theoretical models for watermarking security

This section presents different fundamental aspects of watermarking security. [FG07] is an
overview of Homomorphic Encryption, a technique that can be used in order to perform zero-
knowledge watermarking (see also section 6). Besides, [CPG07] and [CB08] deals with the
problem of security to information leakages for data-hiding schemes and proposes theoretical
definitions and bounds.

2.1 A Survey of Homomorphic Encryption for Nonspecialists[FG07]

Addressed problem:

Recent advances in digital signal processing enabled a number of new services in various
application domains. At the heart of these services lies the ability to securely manipulate
valuable digital signals in order to satisfy security requirements such as intellectual property
management, authenticity, privacy and access control. One classical approach is to use a
cryptographic layer to protect the data. However, this is often not enough to ensure the
security of the application, since the owner of the data may not trust the processing devices,
or those actors that are required to manipulate them. It is clear that the availability of
signal processing algorithms that work directly on encrypted signals would be of great help
for application scenarios where signals must be produced, processed (e.g. watermarked) or
exchanged securely.

Motivations:

Whereas the development of tools capable of processing encrypted signals may seem a
formidable task, some recent, still scattered, studies, spanning from secure embedding and
detection of digital watermarks and secure content distribution to compression of encrypted
data and access to encrypted databases, have shown that performing signal processing oper-
ations in encrypted content is indeed ”possible”.

Technical approach:

Processing encrypted signals requires special properties of the underlying encryption
scheme. A possible choice is the use of homomorphic encryption. The goal of our work
is to provide nonspecialists with a survey of such homomorphic encryption techniques. We
wrote a survey article, published in the special issue. ”Signal Processing in the Encrypted
Domain” of the EURASIP Journal on Information Security [FG07].

Section 2 recalls some basic concepts of cryptography and presents homomorphic en-
cryption; it is particularly aimed at non-cryptographers, providing guidelines about the main
characteristics of encryption primitives: algorithms, performance, security. Section 3 provides
a survey of homomorphic encryption schemes published so far, and analyzes their character-
istics.

Obtained results:

We present in this work a state of the art on homomorphic encryption schemes discussing
their parameters, performances and security issues. As we saw, these schemes are not well
suited for every use, and their characteristics must be taken into account. Nowadays, such
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schemes are studied in wide application contexts, but the research is still challenging in
the cryptographic community to design more powerful/secure schemes. Their use in the
signal processing community is quite new, and we hope this work will serve as a guide for
understanding their specificities, advantages and limits.

2.2 On the capacity of stegosystems[CPG07]

Addressed problem:

In spite of the numerous works in steganography, the capacity of a perfect stegosystem
(meaning a system where it is impossible to know if a given signal is watermarked or not) is
still an open question in the data hiding community. This work deals with this problem.

Motivations:

Among the different applications of data hiding techniques which have been studied in
the literature, few of them have been paid more attention than steganography. Following
Cachin’s definition [Cac98] ”steganography is the art and science of communicating in such
a way that the presence of a message cannot be detected”, establishing clearly the difference
between the other data hiding applications and steganography. In this application, the
target is not only to hide a given message in a host signal, but to conceal the communication
process itself. In this way, an unauthorized observer, usually denoted warden due to the pris-
oners’ problem [Sim84] should not be able to determine if a given signal is watermarked or not.

Our target in this work is to quantify how much is lost in terms of achievable rate when the
steganographic constraint is verified. To the best our knowledge, this is still an open question;
although there are some works in the literature dealing with the loss in the achievable rate in
a perfectly steganographic system, as [WM04], the trade-off between undectability (perfect
steganography) and achievable rate has not been measured yet for finite DWRs.

Technical approach:

For the discrete case optimization procedures are used, whereas for the Gaussian one a
lower bound is proposed based on a scheme similar to Costa’s construction, both for the
perfect stegosystem problem, and the ε-steganographic systems. Finally, the goodness of
lattice-based data hiding systems for the steganographic application is also shown.

Obtained results:

• For the discrete case, the capacity of the stegosystem is bounded by the entropy of the
host signal. The capacity can take that value for values of DWR smaller or equal than
−3 dB. Accurate approximations to the real capacity were provided.

• In the Gaussian case a stegosystem is proposed based on Costa’s construction, which is
shown to provide an achievable rate very close to Costa’s capacity, being this gap (that
is analitically quantified) reduced when the DWR is increased.

• The maximum achievable rate for the ε-steganographic version of the previous scheme is
also analyzed. As it was expected, the obtained values in that case are closer to Costa’s
capacity, as the embedder will have an additional degree of freedom.
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• Finally, the use of lattice-based data hiding is shown to be a good choice for performing
steganography, specially when one works with lattices whose Voronoi regions tend to
hyperspheres. In this case, the achievable rate is maximized, coinciding with that ob-
tained by Costa’s based construction, and simultaneously the KLD between the original
host signal and the watermarked one seems to be minimized.

2.3 Kerckhoffs-based embedding security classes for WOA data-hiding
[CB08]

Addressed problem:

This works aims at defining security classes in data-hiding when the attacker gather a
collection of contents watermarked with the same secret key. In such a context, the attacker’s
goal will be to try to estimate the secret key from the contents (see also the third Episode of
the BOWS-2 contest).

Motivations:

Up to now, there was several holes in the definition of the security of watermarking.
For example there was no distinctions between schemes where is was possible to restrict the
estimation of the subset of possible keys with schemes where it was not possible. Another
distinction is possible between the schemes which would provide a possible identification of
the watermarked contents and the schemes that would not. The scope of the study is to fill
theses holes.

Technical approach:

In this a work, a fully Kerckhoffs-based approach is followed. We consider that the attacker
is able to model the original contents, the watermarked contents (using his own secret keys),
and the targeted contents of the collection. If is then possible to mathematically define several
classes of security using equalities between densities for different assumptions.

Obtained results:

Four classes of security have been defined. (1) The class of non-security, where an esti-
mation of the secret key can be defined. (2) A class of key-security, where the key is partially
protected, e.g. it is not possible to distinguish the used key from a set of keys. (3) A class of
subspace-security where the key is totally protected, e.g. there are not statistical distinction
between contents watermarked with a given key and content watermarked with any keys.
(4) A class of stego-security where it is not possible to distinguish original contents from
watermarked contents.

In this work, two watermarking schemes have been proposed, they illustrate the principles
of stego-security and subspace-security.
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3 Security analysis of watermarking and perceptual hashing
schemes

In this section [PFPG07a] presents a theoretical security analysis of the security in lattice data
hiding schemes and a practical method for performing secret key estimation. On the other
hand, [BD07] presents a way to estimate the secret for an advanced watermarking scheme
call Dirty Paper Trellis. Robust perceptual hash is investigated by [KVBP08b] on a security
point of view and [LD08] propose to analyse the impact of hash when a watermark is also
embedded. Finally, physical hashes are evaluated in [KVBP08a] using secure (unclonable)
features.

3.1 Exploiting security holes in lattice data hiding [PFPG07a]

Addressed problem:

The security of nested lattice codes for data hiding is considered from information-theoretic
and practical points of view, according to the framework proposed in [CPFPG05a]. The goal
of this work is to show that the secret parameters of the embedding function in lattice data
hiding can be estimated and used for performing attacks to the system.

Motivations:

The signals watermarked by the same user convey all information about his/her secret key.
Hence, if the system is not perfectly secure then an attacker can estimate the secret key (or
the secret parameters of the algorithm) if he manages to gather several contents watermarked
with the same secret key.

Technical approach:

The followed approach is an extension of that followed in [PFPGFC06a], but extending
the scope of that work (focused on the “Known Message Attack” scenario) to a more general
scenario, known as “Watermarked Only Attack”, where no knowledge about the embedded
messages is assumed. For the theoretical part, the information about the secret key (in this
case, a secret dither vector) provided by the observations is computed, providing fundamental
security bounds (paying special attention to the impact of the coding rate in security), and
showing under what conditions it is possible to achieve perfect secrecy. In the practical part, a
joint set-membership and Bayesian approach is devised in order to estimate the secret dither
vector in practical scenarios.

Obtained results:

Results are given both at the theoretical and practical level. In the theoretical plane,
two theorems state formally 1) the conditions under which perfect secrecy is theoretically
achieved, and 2) the asymptotical information leakage in terms of the coding rate for a large
number of observations. The information leakage for a practical nested lattice code (Distortion
Compensated Dither Modulation [CPGB06]) is also computed, in order to illustrate the most
important results. In the practical side, the results of applying the proposed estimator to
several scenarios using nested lattice codes are shown, considering the accuracy in secret
dither estimation for different lattice codes and coding rates. Finally, a “reversibility attack”
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(for watermarked images) using the estimated dither vector is proposed, achieving complete
removal of the embedded information and a virtually perfect host recovery, confirming the
threat represented by the security attacks.

3.2 Practical Security Analysis of Dirty Paper Trellis Watermarking
[BD07]

Addressed problem:

This work analyses the security of dirty paper trellis (DPT) watermarking schemes which
use both informed coding and informed embedding. By definition, security oriented attacks
“aim at gaining knowledge about the secrets of the system (e.g. the embedding and/or the
detection keys)”. In practice, it implies that if the security of a scheme is compromised,
different attacks such as message modification, message copy or message erasure are possible
while keeping a very low distortion. Hence, watermarking schemes need to be carefully
analysed to identify its security level, e.g. the number of contents that are needed to estimate
accurately the secret key.

Motivations:

This work proposes a practical security analysis of dirty paper trellis (DPT) watermarking
schemes, which have been proven to achieve high performances with respect to robustness
and payload. The use of trellis for watermarking is a practical way to perform dirty paper
coding. Dirty paper coding implies the use of a codebook C of codewords. with a mapping
between codewords and messages. The key difference with conventional codes is that different
codewords can map to the same message.

Technical approach:

The practical security analysis implies the estimation of the codewords that have been
generated using DPT watermarking. Technically speaking, this is equivalent to estimated
the different parameters of the trellis that have been used via the Viterbi algorithm. Since
the codewords tend to be far away from each other, one way to estimate the location of each
codeword is to use a clustering algorithm. The arcs of the trellis are consequently estimated
using the K-means clustering scheme and the connectivity between each arcs is estimated
using a co-occurrence analysis.

Obtained results:

The WCA induces a SNR that is between 12 dB and 14 dB more important than for
AWGN than for the presented attack. Different tests suggest that an accurate estimation of
the trellis is possible but depends on two parameters: the number of observations and the
embedding distortion which is directly linked with the robustness of the scheme.

3.3 Security analysis of robust perceptual hashing [KVBP08b]

Addressed problem:

We consider the problem of information-theoretic security analysis of robust perceptual
hashing in authentication application.
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Motivations:

Most of the existing results obtained in the domain of perceptual hashing in data-hiding
community are dedicated to the investigation of resistance of practical hashing algorithms to
various attacks. Theoretical analysis of security of robust perceptual hashing is still in its
infancy.

Technical approach:

The conducted analysis is performed within Kerckhoffs’ security framework meaning that
all information about the hashing algorithm design including the original and robust hash
signature are available to the opponent. The only remaining secret limiting the power of the
attacker to act as a legal user is the secret key. Thus, the main goal of our analysis is to
estimate the amount of trial efforts of the attacker to reveal a secret key.

Obtained results:

We formulated the problem of secret key estimation by the attacker based on all available
prior knowledge in terms of a number of computational efforts he requires to reach the goal.
In order to see how far the opponent can advance from the exhaustive search, we proposed
to measure this complexity in terms of Shannon equivocation. We performed experimental
analysis of two particular robust perceptual hashing algorithms and demonstrated that both
techniques provide certain auxiliary information to the attacker.

3.4 Cohabitation between watermarking and perceptual hashing: digital
Watermarking and Perceptual Hashing of Audio Signals with Focus on
their Evaluation [LD08]

Addressed problem: Digital watermarking is a growing research area to mark digital content by
embedding information into the content itself. Perceptual hashing is used to identify a specific
content or to identify integrity violation up to a specific threshold. The evaluation of digital
watermarking algorithms provides a fair and automated analysis of specific watermarking
schemes for selected application fields. Our research focus is set on the comparable application
oriented evaluation of the watermark embedding transparency in the application scenario of
perceptual hashing.

Motivations: The basis for all evaluation techniques and evaluation profiles is a standard-
ized measurement of one or more specific properties or characteristics. For example, seven
basic profiles (transparency, capacity, robustness, complexity, invertibility, verification and
security) defining single characteristics of a digital watermarking scheme. Furthermore, an
application oriented evaluation with application profiles provides an objective comparison of
the digital watermarking schemes within a specific application scenario. The idea is to use
perceptual hashing algorithms to measure the influence of a digital watermarking embedding
function on the perceptual hash. In addition, the same concept can be used to evaluate the
robustness of a perceptual hash against watermark embedding. Technical approach: The in-
ternals of the evaluation profile for the embedding transparency of the digital watermarking
schemes are enhanced with a new defined normalized perceptual hash difference grade (phdg),
used to provide an objective comparison and to give a recommendation of the usability and
applicability of the digital audio watermarking schemes within the application scenario of
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perceptual hashing. The definition of the relative phdg is as follows:

phdgErel(Ω
∗, SIN,H) = 1 − 1

|H|

|H|∑
i=1

Hi(SIN)⊕Hi(SOUT)

Whereby, H is the hashing function, SIN the original unmarked audio signal and SOUT the
marked audio signal and Γ the watermarking scheme under evaluation. The operation applied
for the comparison of the output of Hi(SIN) and Hi(SOUT) is a logical XOR. The following
equations introduce how the average, minimum and maximum phdg can be computed for a
watermark embedding.

phdgEave(Ω
∗) =

1
|S|

∑
SIN∈S

phdgErel(Ω
∗, SIN,H)

phdgEmax(Ω
∗) = max

SIN∈S
{phdgErel(Ω

∗, SIN,H)}

phdgEmin(Ω
∗) = min

SIN∈S
{phdgErel(Ω

∗, SIN,H)}

Obtained results: Our practical evaluations show exemplary, that the evaluation of the
embedding transparency of digital audio watermarking schemes with perceptual hashing al-
gorithms returns information about the embedding process. Our two test goals, which focus
on a frequency band as well as frame based evaluation, show the influence of the digital
watermark embedding function on a perceptual hash. For our practical evaluation tests, it
can be summarized, that some digital audio watermarking schemes provide a better embed-
ding transparency than others with the given audio test set and parameter set, within the
application scenario of perceptual hashing.

3.5 Analysis of physical unclonable identification based on reference list
decoding [KVBP08a]

Addressed problem:

We advocate a new approach to item identification based on physical unclonable features.

Motivations:

It is well known for years that all objects and humans are unique due to the possession
of special features that are difficult to clone or copy. These unclonable features are random
microstructures for the physical object surfaces and biometrics (fingerprint, iris, etc.) for
the humans. Having a lot of advantages and being non-adhesive, nevertheless the unclonable
features only recently become a subject of intensive theoretical investigation mostly thanks to
the progress achieved in the design of cheap high resolution imaging devices. This mostly con-
cerns biometrics while the usage of microstructures is still an open practical and challenging
theoretical problem.

Technical approach:
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Being unique characteristics of an item, physical unclonable features represent a kind
of unstructured random codebook that links the identification problem to digital commu-
nications via composite hypothesis testing. Despite the obvious similarity, this problem is
significantly different in that a security constraint prohibits the disclosure of the entire code-
book at the identification stage. Besides this, complexity, memory storage and universality
constraints should be taken into account for databases with several hundred millions entries.
Therefore, we attempt to find a trade-off between performance, security, memory storage and
universality constraints.

Obtained results:

We have proposed a suboptimal identification technique for the unclonable item fea-
tures that trade-offs security-performance-memory storage-universality requirements. The
proposed technique is based on the identification in some secure domain defined by the list
of key-dependent reference codewords. The suboptimality of the scheme concerns first of all
the achievable performance in terms of average error probability that is higher in comparison
to to the direct decoding.

4 Performance analysis of watermarking schemes

This section proposes different techniques to improve the performances (probability of false
alarm, probability of false detection, capacity with the AWGN channel) of watermarking
schemes in the context of 1-bit watermarking [CMB08], secure modulation [MBC07] or in-
formed coding [DDTZD07].

4.1 Optimum watermark embedding/detection for 1-bit watermarking un-
der AWGN attacks [CMB08]

Addressed problem The problem of optimum one-bit watermarking has received little attention
from the watermarking community that was mostly focused on the multibit case. With a few
exceptions, most of the 1-bit watermarking algorithms proposed so far are rather heuristic in
nature and do not exploit fully the informed paradigm. We then considered the problem of
the joint optimum design of the watermark embedder and detector for the case of a Gaussian
host in the presence of AWGN attacks. The detector is assumed to have limited resources, i.e.
it bases its decision by looking only at the energy of the received signal and the correlation
between the signal and the to-be-detected watermark. No assumption about the variance of
the host signal and the variance of the attack noise is made.

Motivations

A similar problem has already been studied by Merhav et al. however their research do
not provide a close form solution for the optimal embedding strategy under AWGN attacks.
Indeed they only provide a solution in the attack-free case, which however is of limited interest
in practical applications.

Technical approach

The proposed solution relies on the continuous extension of the method of types, and
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considers asymptotic optimality. Specifically, the false negative error exponent is maximized
for a given false positive error exponent. The maximization problem is solved by exploiting
the Laplacian approximation of the integral expressing the false negative error probability,
and does not make any assumptions on the variance of the host signal and the variance of
the attack channel. The envisaged solution, then, is a universal one.

Obtained results

By following the methodology outlined in the previous section, we were able to derive the
close form expression of the optimum embedder. The embedding rule turns out to be very
simple (and amenable of a very nice geometrical interpretation), thus opening the way towards
a new class of 1-bit watermarking schemes. The theoretically achievable error exponents have
been evaluated and compared against those attainable by previous schemes, thus proving the
advantages of the new approach. Such good results will have to be confirmed by applying the
new watermarking scheme to real data, like still images, audio files or videos.

4.2 Practical Performance Analysis of Secure Modulations for WOA
Spread-Spectrum based Image Watermarking [MBC07]

Addressed problem

This work presents the first practical analysis of secure modulations for watermarking of
still images in the case of a WOA (Watermarked Only Attack) attack framework (the attacker
observes only marked contents) for still images. Results are discussed from the distortion point
of view (PSNR), as well as from the robustness against the JPEG compression and security
point of view.

Motivations

The very goal of this work is to experiment a practical implementation of secure
modulations (namely Natural Watermarking and Circular Watermarking), in order to prove
that:
- these theoretical schemes are usable on still images,
- the distortion can be controlled,
- these implementations are robust again classical image filtering such as JPEG coding.

Technical approach

The watermark is embedded in the medium and high-frequency subbands of a wavelet
decomposition. The modulation is either NW of CW. To reduce visual distortion a multi-
plicative embedding is also used, this embedding does not change the security of the scheme.

Obtained results

Robustness and security have been evaluated on 2000 images in order to be able to perform
security attacks. The results are the following:
- as expected, security attacks (combination of PCA and ICA) are not possible for CW and
NW but are possible for non-secure schemes such as ISS and SS;
- CW and NW are less robust than non-secure schemes, but there use for real case scenarios
are still possible.
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4.3 An efficient low bit-rate information embedding Costa based scheme
using a perceptual model [DDTZD07]

Addressed problems:

We have studied an audio watermarking scheme based on the Scalar Costa Scheme specif-
ically calibrated with a perceptual model allowing to increase the embedding power. For our
study, this scheme is designed to be efficient for low bit-rate embedding with sufficient robust-
ness to channel degradations. We present here the main characteristics of our scheme and
the way for introducing perceptual models in such a Costa based watermarking scheme with-
out introducing any noticeable artefacts. An evaluation of the robustness of the embedding
system is also theoretically discussed by the way of the main channel attack: additive noise
from low to high level. We illustrate its relevance in practice using Monte Carlo simulations.

Motivations: Few studies have been done combining Costa and perceptual models mainly
for image watermarking cases. Solanki, proposes two approaches of this problem in the case of
JPEG compression: one based on entropy thresholding and the other one based on selecting
non zero DCT coefficients. Both approaches gives good results without embedding rates
constraint and theoretical study. We propose here a specific way to use particular perceptual
model in audio applications and describe the theoretical solution for this study specifically
for low bit-rate embedding. We show that, in the case of high level of additive noise induced
for example by an Advance Audio Coding (AAC) compression, such perceptual model is
necessary to increase the watermark power and allow a good detection.

Technical Approach: For this work, we combine the use of several coding methods. We rely
on Spread Transform (ST) coding to enforce the embedded signal. This ST coding is applied
in a different way with comparison to that usually considered in. In our implementation,
since ST coding inevitably reduces the power of the host signal in the transform domain, the
high resolution assumption is respected by limiting the spreading factor. These limitations
are partially compensated by using Repetition Coding (RC). A third layer of channel coding
is added to further strengthening the embedded signal: Turbo Coding (TC). TC is well suited
due to its convenience for transmission over channels where fading-like attacks may occur. A
simple perceptual model behaving as a filtering function which allows the watermark spectral
density to look like the host signal’s is proposed. More over, a specific way to correctly decode
the information is given.

Obtained results: We have presented in ICASSP 2007 the results concerning this work.
We have shown that by using such a scheme with properly designed and calibrated encoder
and decoder functions, combining several types of channel coding methods (spread spectrum,
turbo coding and repetition coding) and a perceptual model, good robustness results to
AWGN (low or high level) are obtained. For the highest level of noise for example induced by
AAC Compression, we have shown how it is necessary and possible to calibrate a perceptual
model to be used in Costa based schemes. A gain of 20dB on WNR is obtained with this
model allowing to increase the watermark embedding power and to obtain a good detection.
This watermarking scheme, specifically tuned to watermark audio data, is efficient and enough
robust for low and high AWGN levels.
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5 Watermarking and resynchronisation problems

Resynchronisation is often the most critical point of a watermarking system. However this
class of attack can be limited if there is a way to measure geometric attacks that decrease
the quality of a content from attacks that don’t. The presented references deals with this
problem.

5.1 Perceptual issues in geometric attacks [DMB08, BDM07, DBM08,
DPB08]

Addressed problem A recognized problem of virtually all the watermarking algorithms pro-
posed so far is their weakness against the geometric attacks, whereby the attacker forces the
embedder and the detector to work on de-synchronized versions of the to-be-protected signal.
In order to develop a new class of watermarking algorithms that are robust against desyn-
chronization the perceptual impact of the geometric attacks must be taken into account, since
this is the only factor limiting the choice of the attacking strategy.

Motivations

No effective solutions exist to cope with very simple manipulations leading to the desyn-
chronization of the watermark embedder and detector. Despite its importance, no theoretical
analysis of the desynchronization problem is available, most of the studies being limited to
the description of partial solution especially in the case of global geometric attacks. In this
context the perceptual impact of the geometric attacks must be taken into account. Specifi-
cally it could be a very useful information to know the amount of geometric distortions that
can be applied before the attacked image loses its commercial value or its meaning in order
to develop an ad-hoc decoding algorithm and eventually obtain watermark synchronization
through exhaustive search. Thus, an analysis aiming at characterizing the set of perceptually
admissible desynchronization attacks has been conducted.

Technical approach

A generic local attack can be described, for example, by a permutation of the position of
the pixels in the image, fixing a maximum displacement of the position of the pixels to avoid
annoying distortions.

On the other hand, it is possible to describe a geometric attack using Markov random fields
(MRF) theory. The advantage brought by this theory is that by letting the displacement field
of a generic pixel of the image depend on the displacement fields of its neighboring pixels,
we can automatically impose that the resulting displacement field is smooth enough to avoid
annoying geometrical distortions.

In both cases a multiresolution version of the models must be considered to make the
distortions less perceptible.

Obtained results

In order to define the set of perceptually admissible desynchronization attacks, two new
models to describe geometric attacks have been designed following the previous considerations:
the Constrained-LPCD model[DMB08] and the MRF model[BDM07]. For both the models
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the maximum admissible distortion that can be applied to the images before the distortion
becomes visible has been found.

The two proposed models have been tested as new classes of local desynchronization
attacks[DBM08], to extend the class of local geometric attacks for still images proposed so
far and to allow for more powerful attacks with respect to classical random bending attacks.

Furthermore, the MRF model has been used for the development of a method of objectively
assessing the perceptual quality of geometrically distorted images[DPB08].

6 Zero-knowledge watermarking

The first work in this section, performed by CNIT, presents a zero-knowledge scheme inspired
from a Buyer Seller Protocol is proposed. The second work [TPPG07] presents an efficient
zero-knowledge watermark detection scheme designed by UVIGO.

6.1 Buyer Seller Protocol

Addressed problem

The Buyer-Seller watermarking protocol was introduced by Memon et al. [MW01] to solve
the problem of tracking a buyer to avoid an unauthorized use of the acquired digital assets
while, at the same time, preventing the Buyer rights.

Motivations

Most of the protocols proposed in literature need a TTP (Trusted Third Party), which
usually manages relations among the players involved in the business model. The proposed
research aims at removing this actor, thus lowering the complexity of the protocol. Moreover,
the bandwidth usage and the computational burden required to run the protocol has been
neglected. In our research methods to reduce them are studied.

Technical approach

Let us assume that the Buyer owns two couples of asymmetric cryptographic keys
K1PRIV /K1PUB and K2PRIV /K2PUB. Once the Buyer has chosen the digital asset to pur-
chase, the Seller indicates to him/her which is the identifier (ID) linked to that document and
asks the Buyer to cipher it with K1PRIV and then with K2PUB, and then send the obtained
cipher-text EK2PUB

[EK1PRIV
[ID]] to the Seller. The adoption of K2PUB prevents the Seller

from illegally using the data EK1PRIV
[ID]. However, the Seller is not anyway guaranteed that

the Buyer has really done what was asked for, by encrypting a different ID. A zero knowledge
protocol is a solution to this deadlock.

Obtained results

A zero knowledge protocol has been designed that allows the buyer to convince the seller
that he sent him a valid fingerprint. It is assumed that the buyer generates a fingerprint x by
encrypting ID with a RSA private key, then encrypts the fingerprint bit-wise with a Pailler
encryption. Given the security of Paillier cryptosystem, only the buyer is allowed to recover
the watermarked content. Hence, his fingerprint can not be replicated in other unauthorized
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contents, unless he reveals it. On the other hand, the watermarked content contains a digital
signature of the buyer. Hence, the seller can trace any unauthorized copy and prove that it
belongs to the buyer.

In addition, we are studying methods which permit the parallel application of operations
on encrypted data to lower both the bandwidth usage and the computational burden.

6.2 Efficient Zero-Knowledge Watermark Detection with Improved Ro-
bustness to Sensitivity Attacks[TPPG07]

Addressed problem:

This work copes with the problem of achieving a watermarking protocol able to with-
stand blind sensitivity attacks [CFPG06], while concealing the secret parameters using zero-
knowledge protocols [GMR89] in order to perform a public detection [AKS03].

Motivations:

Current zero-knowledge watermark detectors [AS01, PCC+06] are based on a linear cor-
relation between the asset features and a given secret sequence. This detection function is
susceptible of being broken by sensitivity attacks, for which zero-knowledge does not provide
protection [CFPG06]. Nevertheless, many complex functions that could be used to get more
involved detection boundaries cannot be implemented through zero-knowledge protocols.

Technical approach:

The performance of sensitivity attacks with known detectors is studied, proposing a ro-
bustness criterion against these attacks. A zero-knowledge blind watermark detection protocol
is presented, based on the maximum likelihood detection function for generalized Gaussian
distributed host features [HAPG00], that presents the strongest resilience against sensitivy
attacks among the studied detectors. In order to implement it, new zero-knowledge proofs for
non-linear operations are presented. The new protocol is compared in terms of performance
and efficiency with the previous zero-knowledge protocols based on correlation detector for ad-
ditive spread-spectrum [AS01] and Spread-Transform Dither Modulation (ST-DM) [PCC+06].

Obtained results:

The comparative study of the robustness against sensitivity attacks shows the stronger
resilience of the generalized Gaussian maximum likelihood (GGML) detector. The developed
zero-knowledge detector based on the GGML detection function is thus more robust against
blind sensitivity attacks than previous protocols. Detailed security proofs are presented for
it, and a version with reduced complexity that can be applied when the employed spreading
sequence is binary antipodal is also presented. The zero-knowledge proofs developed for the
non-linear operations involved in the implementation of the GGML detector can also find
application as subblocks of other protocols.
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7 Conclusions

2007 was a very dynamic year for WVL1 both in term of international activities (BOWS2,
Wacha 07, the Ecrypt summer school on multimedia security) and in term of scientific pro-
duction (16 publications are presented in the report).

One important remark is the fact that the field of data-hiding security can be
considered as more mature than ever:
- different security classes are now mathematically defined for steganography and data-hiding,
there performance have been investigated,
- perfectly secure scheme for steganography and data-hiding have been also proposed,
- other connected domains like perceptual hashing propose now a security analysis,
- one scientific contest (BOWS-2) has two rounds dedicated on watermarking security for
digital images,
- advanced watermarking schemes like dirty paper coding have been now also assessed from
a security point of view.
This scientific boom on this topic is plainly due to the activities of WVL1 during meetings,
conferences and summer-schools.

Beside security, other topics like optimal embedding for robustness, the design of
resynchronisation methods for geometric attacks or zero-knowledge watermarking
have shown a very active profile over the last four years.

By looking at this report, we can guess that the next years will be focused on the joint
optimisation of watermarking algorithms, with robustness, security and resynchronization
constraints. Moreover, other emerging activities like signal processing in the encrypted do-
main or security analysis for existing schemes will definitely constitute new centers of interest.
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[MF03b] H. S. Malvar and D. A. F. Florêncio. Improved Spread Spectrum: a new modulation technique
for robust watermarking. IEEE Transactions on Signal Processing, 51(4):898–905, April 2003.
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