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Executive Summary 
 
Cryptology is the science that studies mathematical techniques in order to provide 
secrecy, authenticity and related properties for digital information. Cryptology is a 
fundamental enabler for security, privacy and dependability in the Information 
Society. Watermarking allows embedding hidden information into the digital media, 
such that the watermark is imperceptible, robust and difficult to remove. Cryptology 
and watermarking techniques can be found at the core of computer and network 
security, of digital identification and digital signatures, digital rights management 
systems, content retrieval, tamper detection, etc.  
 
Cryptology has developed as a science in the 1970s and 1980s. The basic 
cryptographic techniques to secure open networks have been widely deployed in open 
networks and in the 1990s cryptology has evolved from controlled technology with 
very few users to a commodity for securing communications. The main challenges are 
to integrate cryptology in ever shrinking devices (from sensor nodes over RFID to 
nano-scale devices) and to develop and further deploy advanced cryptographic 
techniques for secure computations by reducing trust in centralized or individual 
nodes thereby enhancing dependability and robustness and offering increased privacy. 
If advanced cryptology is deployed correctly, it can not only protect communications 
between secure areas, but can also protect in a robust and fair way the rights of all 
entities with potentially mutually conflicting interests in open, deperimeterized, and 
dynamic environments. The protection of digital media and information requires in 
some cases operations that are aware of the semantics and specific properties of the 
data; there is a need for developing a solid basis for these technologies, that can in the 
be combined in an effective way with cryptographic techniques. Finally there is a 
substantial need for further work on the long term foundations of cryptology as a 
science and engineering discipline, since our society critically depends on the security 
guarantees; this can also maintain the leading role of European researchers in this 
area. 
 
The goal of this document is to translate these high level goals into key research 
issues and challenges for Framework 7 (2007-2013) and beyond.  
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1 Introduction 
 
Cryptology is the science that studies mathematical techniques in order to provide 
secrecy, authenticity and related properties for digital information. Cryptology is a 
fundamental enabler for security, privacy and dependability in the Information 
Society. Watermarking allows embedding hidden information into the digital media, 
such that the watermark is imperceptible, robust and difficult to remove. Cryptology 
and watermarking techniques can be found at the core of computer and network 
security, of digital identification and digital signatures, digital rights management 
systems, content retrieval, tamper detection, etc. Their applications vary from e-
business, m-business, e-voting and on-line payment systems to wireless protocols and 
ambient intelligence. Today we find cryptology in our GSM mobile phone, on our 
bank or credit cards, on our desktop (browser), on WLAN connections, and for some 
European citizens even in our electronic identity card. Perceptual hashes are based on 
a combination of watermarking and cryptography techniques; there has been an 
increased interest in these objects, among others, for use as perceptually relevant 
signatures, as tool for content dependent key generation (e.g. to prevent certain types 
of attacks on watermarking systems) and persistent identification (e.g. in MPEG-21), 
and for content retrieval1. 
 
Europe is playing a vital role in the area of cryptology. The International Association 
of Cryptologic research (IACR, 1200 members) organizes 3 flagship conferences each 
year with high quality contributions (acceptance rate around 25%); one of these is 
held in Europe (Eurocrypt has more than 400 attendees). European researchers play a 
key role in the IACR. European successes in the area of cryptology include the AES 
(Rijndael, a Belgium algorithm has been selected), UMTS/3GPP, the smart card 
industry, and the NESSIE and ECRYPT IST projects. In the field of watermarking 
Europe plays an important role in the algorithm design and evaluation. Results can be 
found in many international known conferences and workshops, such as the 
Information Hiding Workshop, the SPIE conference on Security and Watermarking of 
Multimedia Content, ICASSP and ICIP. 
 
For outsiders, who have limited understanding of the complexity of the field, the 
widespread deployment of cryptology may give the impression that the cryptography 
problem has been “solved”. We have cryptographic algorithms and protocols 
available that can be called as a “black box” by security engineers; consequently, one 
may believe that research efforts in security should be focused exclusively on building 
trust infrastructures and integrating security into applications. This (incorrect) 
impression is strengthened by the (correct) observation that security systems fail 
usually due to other reasons than cryptographic flaws (such as incorrect specifications 
or implementations, bad management, viruses, social engineering attacks…).  
 
While cryptology is a scientific discipline that is becoming more mature, there is a 
strong ongoing need for integrated research, both in the area of foundations and in the 
area of applied cryptology. On the one hand, the world in which cryptosystems are 
deployed is changing and the threats to their security increase. This calls for 
continuous monitoring of state-of-the art breaking methods in order to assess the 
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security of deployed systems. Maintenance of their security is crucial for making our 
information infrastructure secure. On the other hand, future developments (e.g., 
ambient intelligence, the Grid) present new challenging applications, which need to be 
addressed by different or better cryptologic methods than the ones we know today. 
The combination of cryptography and watermarking as well as perceptual hashing 
raises interesting and challenging questions for enhanced system security. The basic 
problem that is faced by these hybrid systems is the challenge to find secure protocols 
that allow bit-precise cryptographic techniques to cooperate with fuzzy signal 
processing techniques such as watermarking and perceptual hashing. 
 
 

2 Research Challenges: an Overview 
 
The following challenges are being addressed by the ECRYPT Network of Excellence 
(2004-2008); however, due to their ambition and scale it can be anticipated that some 
of these challenges will not be completely resolved by the end of the project in 2008: 
• Need for low cost and low power solutions: essential to get cryptography 

everywhere (ambient intelligence). 
• Need for highly efficient solutions for applications such as bus encryption, 

encryption in Terabit networks: if cryptography presents too large an 
overhead/cost, it will not be deployed, or will be switched off. 

• Need for high security solutions: some application areas require cryptographic 
algorithms and protocols that can offer a higher confidence and assurance level 
than the state of the art. E.g., for e-voting, we need secure and robust protocols 
that survive even if a subset of the players are faulty or corrupt; for e-health and 
national security we need cryptographic algorithms which provide guaranteed 
protection for 50 years or more.  

• Need for secure watermarking techniques based on a formal theoretical 
foundation, their integration into secure protocols for digital rights management, 
and perceptual hashing techniques for information retrieval and content 
identification as alternative DRM strategies. 

 
 
The main challenges that can be identified are the following:  
• Crypto-everywhere (software, hardware, nano-scale): cryptographic mechanisms 

were initially implemented in hardware, which limited their distribution; in the 
early 1990ies they moved to software, resulting in a broad use at all layers of our 
information and communication systems. This trend will become stronger in the 
future, and we will get crypto “everywhere”, that is, at all communication and 
computation layers and – with ambient intelligence (or pervasive computing) – at 
“every” physical location. Our future world will contain billions of devices that 
need to securely interact. In addition, nano-scale introduces specific problems in 
terms of gate count and power consumption must be addressed in an appropriate 
way.  

• Long term security: Many crypto-systems considered robust have been broken 
after a certain amount of time (between 10-20 years). For instance, most of the 
hash functions developed before 1993 have been broken. We need to build crypto-
system that offer long term security, for example for protecting financial and 
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medical information (medical information such as our DNA may be sensitive 
information with impact on our children, our grandchildren and beyond). In the 
medium term, we need to be prepared to the eventuality that large quantum 
computers could be built: this would require an upgrade of most symmetric 
cryptographic algorithms and a completely new generation of public-key 
algorithms (RSA, and discrete log-based systems including ECC and HECC risk 
to become obsolete).  

• Provable security: cryptography has been very successful in developing security 
models and security proofs within these models based on a limited set of 
assumptions. However, these proofs become increasingly long and complex: many 
protocols have a security definition of several pages and hand-written security 
proofs of dozens of pages. This is definitely prone to errors and new techniques 
must be developed to assist in developing and checking such proofs.  

• Secure implementation: even if we are able to get theoretically sound 
cryptographic algorithms and protocols, most of their failures can be found at the 
implementation level. Just as an example, IPsec has hundreds of thousands of 
lines of code. Security systems may break at the API interface. In addition to the 
direct communication channels considered in our models, attackers may exploit 
several side-channels that may accidentally leak sensitive information (such as 
plaintext or secret keys); these channels include timing information (sometimes as 
the consequence of cache interference or multithreading effects), power 
consumption, electromagnetic and thermal radiation, etc.  

• Digital right management: several techniques such as fingerprinting and 
watermarking are available and there is a growing interest in this area. While a 
growing number of proprietary commercial solutions are being deployed, there is 
a lack of solid scientific basis (even just openness about techniques used) and 
insufficient academic research. A promising area is the exploration of the 
interaction with cryptology, which could lead to a cross-fertilisation between these 
areas.  

• Privacy: diffusion of sensing, location based services, explosive growth of 
storage capacity and communication mechanisms, and data mining technologies 
present a major risk to privacy. The problem lies in the asymmetry of technology: 
advances in technology make privacy violations much easier, while protecting 
privacy is complex and delicate (integrated solutions are necessary that work at all 
layers – physical, network, transport, application). Ease of use plays an important 
role here too. Finally, there is a clear economic advantage (such as differential 
pricing strategies) to solutions that violate privacy, while on the other hand 
scientists agree that some level of privacy is essential for a democracy. One 
challenging application area is electronic voting, where clearly a breakthrough is 
necessary.  

 
 
 
Specific methodologies] 
 
Specific needs have been identified in the area of developing toolboxes for writing 
and verification of security proofs, for conventional cryptanalysis and side channel 
attacks and for efficient and secure implementations. Moreover, in this area open 
competitions have been shown to be very fruitful to advance the state of the art and to 
develop new standards (AES, NESSIE, eSTREAM are noteworthy examples); 
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moreover, if organized properly they offer researchers in Europe to have a worldwide 
impact. Areas in which this methodology could be used include hash functions, 
perceptual hash functions, low cost digital signature algorithms or election schemes.  
 
 

3 Symmetric Techniques 
 
Forthcoming and as yet unforeseen applications will continue to make significant new 
demands on the cryptography we have to hand and how we use it. While great strides 
have been made over the last two decades in the field of symmetric cryptography, the 
design and analysis of symmetric techniques will be of major importance. 
 
Hash Functions 
 
The recent cryptanalysis of hash functions such as the widely used MD5 algorithm or 
the SHA-1 function show that there is some uncertainty on how to construct secure 
hash functions. Indeed, it appears that the state of the art of hash function design lags 
somewhat behind that of block cipher design and yet, at the same time, we see hash 
functions widely deployed and used in many important cryptographic applications. 
There is clearly an urgent need for reliable and efficient hash functions. Currently the 
US standardization body NIST is holding a series of hash workshops. From a 
European perspective, we see a need for research in the following topics. 
 
It appears that there is much need for a formalization of the properties we seek in hash 
functions. Hash functions are often used in places and ways that were not envisioned 
by their designers. It is therefore important to decide what properties we need from 
these primitives when used in different applications. Thus, understanding properties 
and also their separation, e.g. deciding when collision-freeness and one-wayness are 
required, is very important. So too is a full consideration of other properties such as 
partial pre-image resistance and pseudo-randomness.  
 
Currently, there is considerable effort in providing a greater understanding of the 
design principles available for hash functions. These might include different modes of 
operations, in contrast to the widely used Merkle-Damgård design, or an extension of 
the security notion for such a design approach, i.e., identifying the properties of the 
underlying compression functions required for secure hash functions.  
 
Undoubtedly there will be considerable efforts in the design of new hash functions. 
Apart from potential changes to their mode of operation, we expect to see new ideas 
in the design of compression functions themselves. This will go hand-in-hand with the 
evaluation of existing designs and recent proposals. Unfortunately, recent proposals 
have not yet been independently evaluated and we cannot be sure of the security they 
offer. This will hinder their use in practical applications. For future designs, one 
strand of research that is likely to become increasingly important is that of building 
symmetric algorithms with some element of provable security. This requires finding 
suitable hard problems on which to base hash functions, perhaps including those 
already studied within asymmetric cryptography. 
 
It is clear that more work in the field of hash functions is essential. 
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Block ciphers 
 
By contrast to the state of hash functions, we currently appear to have a much better 
understanding of how to build block ciphers. This is due to both the publication of 
DES and the multi-year AES effort. Yet, there are still demanding and pressing 
research areas ahead.  
 
One interesting aspect in the design of the AES was the use of a strong mathematical 
framework to establish some assurance against classical cryptanalytic attacks. 
However, this very same framework might also offer opportunities to the attacker. 
Over the coming years we can expect to see continued work on the cryptanalysis of 
the AES, including the use of new techniques from other branches of mathematics in 
an attempt to exploit the rich structure of the cipher. One first attempt in this direction 
was that of algebraic cryptanalysis. While this appears to have limited application in 
practice, there may well be more advances in the future. On the constructive side, we 
expect to see much important work on providing an increasing level of provable 
security against large classes of attacks on block ciphers. This effort will be coupled 
with the increased analysis of block ciphers and attempts to extend such analysis by 
appealing to mathematical techniques such as Gröbner basis, stochastic analysis, 
coding theory, finite fields, representation theory, among many others. 
 
While 3DES and the AES provide a trusted base for many future deployments, there 
will always be new application demands and hence the need for new designs. One 
important application area includes those environments for which the physical 
resources are constrained in some fundamental way. Some immediate application 
areas are RFID tags, sensor networks, and long-life deployments such as satellites 
where very low footprint and/or very low power consumption designs might be 
required.  
 
Just as for hash functions, it is very likely that we will see new block cipher designs 
attempting to exploit hard mathematical problems in their construction. In this way, 
we may begin to see new algorithm designs that offer elements of provable security  
 
 
Stream ciphers 
 
While the eSTREAM project within ECRYPT is adding to our knowledge of stream 
cipher design in a significant way, it is likely to lead to future work. Much as for 
block ciphers, there will be new applications and deployments that stretch the 
performance of even newly-available algorithms. Elements of provable security have 
already appeared in stream cipher design and it is likely that this will be extended in 
the future. We also expect to see some challenging research goals being set by new 
applications that require very specific stream cipher performance capabilities. 
 
 
Deploying symmetric cryptography 
 
When deploying symmetric primitives, one significant question is whether there is a 
"good" way to deploy such primitives so as to provide system resiliency in the case of 
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future cryptanalytic advance. While there are obvious ways to build in some level of 
cryptographic redundancy, the exploration of efficient solutions to this problem is 
likely to be an important area for future symmetric cryptographic research. 
 
 

4 Asymmetric Techniques 
 
 
Provable Security   
 
• Random Oracle Model. The random oracle model is a simplified model in which 

one can analyze the security of a cryptographic scheme. It is known that there are 
schemes that are secure in the random oracle model and insecure in practice, but 
these schemes are all artificial. Furthermore, there are very efficient schemes that 
can only be proven secure in the random oracle model. In the next ten years, we 
would expect that more research on the similarities and differences between the 
standard (real world) model and the random oracle model. 

• Pairings in Cryptography. Recently, the use of pairings (bilinear maps) provided 
on certain types of elliptic curves has been used to create new types of 
cryptosystems and to give functionality that was not possible before. However, it 
is not yet clear how best to implement these pairings to create new products. In the 
near future (2007-2010) we would expect there to be a concentration of research 
on techniques to implement pairings in practice. It is also important to assess 
whether the resulting cryptosystems should be considered secure, since the paring 
schemes have introduced new computational problems which have not previously 
been studied. 

• Provable security of black box cryptographic functions, i.e., try to prove that no 
kleptographic attack applies or that an implementation is secure.  

 
 
Cryptographic Hardness Assumptions 
 
Almost all asymmetric cryptographic schemes and protocols used today are assuming 
the difficulty of factoring composites or computing discrete logarithms. These 
hardness assumptions have been introduced almost thirty years ago and there is very 
little direct evidence for their soundness. The problem is that they are not directly 
verifiable through first-hand methods, but only indirectly, through the absence of 
successful methods to break them.  
 
Cryptography research has recently also introduced many variations of these 
problems, in particular new assumptions related to the discrete logarithm problem in 
elliptic curves groups. How secure are these assumptions? What are the relations 
between the newly introduced variations and the established hardness assumptions? 
The problem is exacerbated because research in assessing the hardness of these 
problems seems to have almost stopped. Therefore, we believe that the cryptographic 
assumptions used in the literature should be assessed, their relationship analyzed, and 
their hardness proved or disproved. Algorithms for solving the new and the 
established hard problems should be investigated more intensively. When necessary, 
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new hardness assumptions should be introduced in order to simplify the landscape of 
security proofs for cryptographic protocols. 
 
At present, public key algorithms centre on the two problems of factoring large 
numbers or solving discrete logarithms in finite groups. This implies that any 
breakthrough in quantum computing would lead to a break of most systems used 
today. To have more variety here, we need to investigate new approaches, such as 
lattice based techniques (e.g., NTRU), schemes based on codes (e.g., McEliece), 
schemes based on multivariate quadratic polynomials (e.g., HFE), and schemes based 
on hash functions. There are two objectives in this area of research. First, we need to 
study these schemes from different angles to get a better feeling for their security and 
performance. Best-case scenario here is an open-source implementation of several of 
these schemes, and the corresponding attacks on these schemes. First, this gives 
feedback to the cryptographic community about practical performance of these 
schemes and their attacks, and second, it allows to derive a more accurate estimate of 
their security. Apart from evaluating these schemes, we also need to look into new 
problems, or how the already known problems can be used for new applications. One 
example would be to find a secure encryption scheme based on multivariate schemes 
or new cryptographic algorithms based on error-correcting codes.  
 
A related topic for future research will be to exploit new mathematical structures for 
cryptography. For example, pairings on elliptic curves have been widely used. 
Perhaps there are other systems which will allow exciting new frontiers of research?   
Perhaps there are also mathematical systems which can be used in cryptography 
which are secure against quantum computers. 
 
The ultimate goal of this work is the elimination of any hardness assumptions in 
cryptography and the construction of practical cryptographic protocols that do not rely 
on any assumptions that are hard to verify. But this goal may be elusive. Therefore, a 
more realistic goal lies in the simplification of their relationship 
 
 
Advanced applications of asymmetric primitives 

In recent years, the use of pairings in cryptography sparkled a number of interesting 
new primitives, which have been used to solve several important open problems. 
Thus, it is reasonable to imagine that the study of such primitives can help to solve 
other important open problems and/or to build new useful tools for emerging 
applications. These tools will form the new building blocks for the advanced 
cryptographic protocols that are discussed in the next section.  

 
 

5 Cryptographic Protocols 
 
Cryptographic protocols are interactions between two or more entities in order to 
achieve a certain security goal. Currently key agreement protocols are widely used 
(e.g., TLS, IPsec, SSL/TLS); these allow for the authentication of entities and for the 
establishment of key material to secure communications. However, cryptographic 
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protocols can achieve much more complex goals: in principle the parties can compute 
any function of information they share while protecting the privacy of their inputs and 
without the need to trust a single central entity; this is even possible if part of the 
players are compromised, hence protocols that use these advanced techniques are 
potentially much more robust than simple protocols in use today.  
 
 
Composition of Cryptographic Protocols  
 
Composability is an important property of a secure protocol as it relieves the protocol 
designer of the need of verifying that security is preserved when one or more 
protocols are being concurrently run by same parties. This allows for a structured 
approach to the design of secure protocols where primitive building blocks are put 
together to construct larger protocols. From a theoretical point of view this has been 
an active research are leading to the notion of Universally Composable protocols.  
 
The main challenges that cryptographers have to address in the next years fall in two 
categories: 
 

1. From a practical point of view, one would like to have efficient constructions 
of universally composable protocols for important basic tasks like message 
authentication and security. For example, TLS (the protocol that is most 
widely used to secure web transactions) is not known to preserve its security 
properties when composed with other protocols. 

2. Since it is simple to show that for some basic functionalities universal 
composability cannot be obtained without some common infrastructure (like a 
key repository or a common source of randomness), it is important to 
understand the set-up assumptions that are needed for efficient implementation 
of universally composable protocols.   

 
 
Tool-supported Security Proofs 
 
Security- and safety-critical systems are increasingly verified through automated 
tools, both in theory and in practice. Examples range from VLSI chip design to 
writing device drivers at Microsoft, and verifying operating system kernels for 
security cards by the banking industry.  
 
Given the lack of universally composable protocols for very basic functionalities, 
assessing the security of large cryptographic protocols designed by putting together 
simpler building blocks is a complex task. Some seemingly correct protocols for 
simple tasks like exchanging a secret key using public keys have turned out to be 
insecure when considered in a larger context. Hence it is essential to be able to 
formally prove their security, ideally through tool-supported formal verification 
methods. 
 
Cryptography provides precise and realistic definitions of the security of 
cryptographic primitives and protocols. However, such definitions are long and 
difficult to grasp because they are full of details. They typically consider all possible 
attacks that an adversary might carry out, place a computational restriction on the 
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adversary, and the resulting properties may fail with some small error probability. 
Consequently, these models are not easily amenable to formal analysis, many proofs 
have remained rather sketchy, and some have turned out to be wrong. 
 
Formal methods, on the other hand, have well-defined protocol languages, which 
support a systematic presentation of protocols and properties. Most importantly, they 
provide tool support for proofs, such as model checking or theorem proving. Tools are 
particularly useful for distributed protocols, which are tedious and error-prone if 
proved by hand. Hence it is natural to apply formal methods also to distributed 
cryptographic protocols. 
 
In order to be able to apply verification tools to cryptographic protocols, however, the 
cryptographic primitives have to be expressed in a symbolic way that hides the 
complexity inherent in the cryptographic models. This approach has been known as 
the Dolev-Yao model, which represents cryptographic objects as terms and not bit 
strings. For instance, the symbolic term Dx(Ex(Ex(m))) represents a message encrypted 
twice with key x and then decrypted once. Then there are cancellation rules, e.g. 
Dx(Ex)= i, where i is the identity function. However, such symbolic composition rules 
cannot blindly be applied to most cryptographic primitives. 
 
The required work is three-fold: First, a suitable model for expressing cryptographic 
protocols abstractly has to be defined and agreed upon. Second, a library of 
cryptographic primitives has to be expressed in the model, which is not trivial because 
the right tradeoff between desirable "universal" composability of symbolic notions 
and the need to implement them using existing cryptographic security notions has yet 
to be determined. And last but not least, suitable formal verification tools have to be 
developed or adapted to support the flexible composition of symbolically expressed 
cryptographic protocols. 
 
As a prerequisite for this research program, we still need to prove that we can realize 
these abstract primitives in cryptographic computational models. As such proofs are 
error-prone and tedious, formal technique can be very useful there too. 
 
 
Privacy-Preserving Online Interactions 
 
We envision that individuals will be able to interact in the information society in a 
secure and safe way while retaining control of their privacy. While there exist already 
a fair number of privacy-enhancing technologies allowing one build identity 
management systems that come surprisingly close to realize this vision, there still are 
considerable gaps between these technologies and whole areas, where privacy-
respecting solutions are completely missing. Indeed, the field of privacy-enhancing 
identity management is still relatively young and many challenging problems require 
solutions. 
 
From the current public debate, one might sometimes draw the conclusion the people 
do not care about privacy. For instance, current electronic payment systems have little 
or no privacy protection, and people seem to generally accept this state of affairs. 
However, as soon as the threat becomes tangible, as we have seen with RFID tags, 
people react very strongly to what they see as a possible invasion of privacy. These 
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problems will continue to exist as pervasive computing develops. Hence it will be 
important to develop solutions that are satisfactory from a privacy point of view and 
sufficiently light-weight to fit into a pervasive computing environment. 
 
However, research should not only develop new solutions, but also influence public 
opinion and policy by formulating the requirements for future privacy standards. This 
will give the public and decision-makers an opportunity to judge new products from a 
privacy perspective, as has already been the case with RFID tags and electronic 
passports. 
 
 
Secure Protocols in Economic Contexts 
 
Cryptography plays a major role in the construction of secure protocols for 
collaborative evaluation of a common computation. A classical result says that any 
function of private data can be computed in a secure and distributed manner. 
Recently, this has attracted the interest of economists that often face the problem of 
computing a function on private data. The most direct example of this situation is the 
case of an auction, but secure function evaluation is also applicable to mechanism 
design and cost sharing mechanisms. 
 
Such cryptographic protocols are usually analyzed under the assumption that an 
adversary may attack the protocol in any way possible, and that her only goal is to 
make the system malfunction. But in economics and game-theoretic models, players 
want to optimize their pay-off rather than make a protocol fail. Put another way: they 
show rational, rather than adversarial behaviour. It is clear that the two models cannot 
easily be reconciled. Typical applications include again auctions, for instance.  
 
This situation poses two challenges (of slightly different nature) to cryptographers. 
 

1. To design efficient protocols for secure implementations of auctions, cost 
sharing mechanisms, and other important multiparty decision protocols of 
interest to economists. We point out that for these special protocols we cannot 
just use the known results about secure function evaluations. Indeed 
economists design their protocols in such a way that a certain solution concept 
(e.g., Nash equilibrium, truthfulness with respect to dominant strategy, etc.) is 
guaranteed. A straightforward application of known secure function protocols 
does not guarantee that, for example, the resulting secure protocol has the 
same equilibria as the non-secure one and would thus be useless as all its 
economics (i.e., game-theoretic) properties are lost. 
 

2. To propose a model for describing the behaviour of agents that are motivated 
by economic incentives. Rational cryptographic protocols differ from ordinary 
cryptographic protocols through the motivation and actions of its participants. 
The typical models for cryptographic protocols divide the participants into two 
sets, those that behave exactly according to their specification (they are 
"honest") and those that may behave arbitrarily (they are "malicious"). It has 
been observed that this bimodal behaviour is not always representative of 
reality. The concept of rational behaviour used in economics assumes that 
every participant simply maximizes her own payoff, according to her 
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individual payoff function. Hence, rational protocols allow for a generalized 
and more refined treatment of adversarial actions and blur the distinction of 
"honest" versus "malicious" participants. On the other hand, most of the 
existing literature in economics assumes that the participants act independently 
and do not collude against others; this is a strong restriction that is usually not 
imposed on the "malicious" participants of cryptographic protocols. This work 
will lead to new notions of multi-lateral security and increased proliferation of 
cryptographic protocols for economic applications, like auctions, contract 
bidding, cost sharing mechanisms.  

 
 

Post Quantum-Computing Protocols 

If powerful quantum computers could be built, most asymmetric cryptographic 
protocols in use today would no longer be secure, which would present a serious 
challenge for open networks (for which quantum cryptology is not a solution either). 
We need to be prepared for this situation. Alternatives can be found in cryptosystems 
based on different computational hardness assumptions, in exploiting physical 
assumptions for implementing secure protocols, and, by turning the weapon into a 
tool, by exploiting quantum information processing. One can study in this context 
several alternative models for cryptography, based on classical information theory 
(e.g. intrinsic information), based on bounded storage (both classical & quantum). For 
cryptology based on alternative physical models and could explore protocols based on 
noisy channels, based on weaker laws than quantum mechanics (such as no-
signalling) and based on relativity.  
 
 

6 Secure and Efficient Hardware and Software 
Implementations 

 
 
Implementation attacks and cost 
 
Since the late 1990s, it has become increasingly obvious that implementation attacks – 
including reverse engineering, side-channel attacks, and active ones such as fault 
injection attacks – are a major concern for real-world security. This holds in particular 
for embedded systems (including, for instance, e-passports, smart cards, cell phones, 
or software download in cars) which will occupy an increasing portion of the security 
applications market. At this point it should be stressed that even though Europe’s 
industry does not play a central role that in the PC market, it is a major international 
force in many embedded application domains such as automation, car parts, smart 
cards or household appliances. A common factor in many embedded applications is 
that attackers often have readily access to the security device. This situation gives rise 
to several principal research questions:  
• Many attacks and counter measures have been proposed over the last few years. 

General, more formal, models of attacks have very recently started to appear. 
However, much work has to be done, for instance towards establishing bounds on 
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side-channel resistance. There is also a clear need for a common and open 
evaluation methodology for the security against this type of attacks.  

• It seems likely that perfect security against implementation attacks will be 
impossible to achieve. This situation is similar when comparing it to other attacks 
such as brute-force or analytical attacks, where the associated costs are often 
relatively well understood. However, there is a very poor understanding of the 
cost issue for implementation attacks. This holds in particular regarding reverse 
engineering and fault injection attacks. In order to obtain reliable statements about 
the security of embedded systems regarding implementation attack, the “costs” 
(defined broadly here) involved should be formalized and quantified. Without 
looking at the costs involved, statements about physical security are often not very 
meaningful, which is often the case today. One interesting approaches is constant 
time implementations which at least avoid timing attacks and often also thwart 
other side-channel attacks. 

• Active attacks (esp. fault injection and reverse engineering) will become 
increasingly important issues. The feasibility of such attacks can often not be 
answered reliably by cryptographers, but needs to be investigated by physicists 
and semiconductor engineers. In order to obtain solid statements regarding the 
robustness of systems against such attacks, interdisciplinary research has to be 
done which involves both cryptographers and people building the hardware.  

 
 
Light-weight cryptography 
 
As described earlier in this document, security is needed in an ever-increasing range 
of everyday devices, including for instance smart bar code labels, ID cards, or low-
cost car parts. There will be more and more applications which require robust security 
solutions at almost “no” costs. Most of cryptology deals with "heavy" protocols which 
can be implemented easily in nowadays powerful desktop computers. However, we 
see that the market for microprocessors is mainly dominated by 8-bit or even 4-bit 
architectures2 whose computing power is by a factor 1000 to 10,000 less than that of 
current desktop PCs. For these kinds of restricted environments, we cannot use heavy 
cryptographic tools. For RFID tags and many other mobile systems it is particularly 
important to design low power implementations.  
 
Hence, the study of the area of light weight cryptography is very interesting to 
increase Europe's competitiveness in the area of embedded systems and beyond.  
Providing (i) symmetric algorithms, (ii) asymmetric algorithms and (iii) protocols at 
extremely low cost will be a major challenge. Even though ad-hoc solutions are 
slowly appearing – especially in the context of RFIDs  there is still a long way to go 
towards general understanding of issues such as lower bounds (e.g., with respect to 
area or power consumption) for secure symmetric or asymmetric ciphers. This work 
also requires the study of new problems which can be easily implemented in restricted 
domains and the formalization of the security requirements for these applications 
making this problem a truly interdisciplinary one at the intersection of mathematics, 
computer science and electrical engineering.  
 

                                                 
2 Note that only 2% of microprocessors are used within PCs, whereas embedded processors occupy the 
remaining 98% of the market.. 
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Low-power cryptography 
 
Low-power cryptographic implementations are needed for a wide range of devices, 
from embedded RFID tags, sensor networks, mobile phones to laptop computers 
running on batteries. There is a tension between two goals: first, achieving the lowest 
possible power consumption; second, minimizing the human effort required for 
cryptographic design and implementation, allowing a broader range of applications. 
 
One challenging research area is to reuse existing chips for low-power cryptographic 
applications, saving production time both by avoiding hardware redesign and by 
providing tools for chip-specific optimization. Important tools include languages that 
account for chip architectures and compilers that automatically add some side-channel 
resistance to cryptographic code. 
 
Even lower power can be achieved, at the expense of chip modification, by co-
designing instruction-set extensions and cryptographic algorithms. Experience has 
shown that low power consumption also requires careful co-design of cryptographic 
protocols and cryptographic primitives. 
 
 
Cryptanalytic hardware 
 
Special-purpose cryptanalytical hardware based on conventional computers: Once a 
certain budget for cryptanalytical attacks is available, special-purpose computers 
running the best known attack algorithms provide the best cost-performance ratio. 
This holds in particular for attacks by government agencies, e.g., in the context of 
industrial espionage. In order to thwart attempts like Echelon (a world-wide 
eavesdropping network run by intelligence agencies of several English-speaking 
countries, and coordinated by the USA) reliable security estimations or parameter sets 
of commercial symmetric and asymmetric methods are necessary, the field or special-
purpose hardware should be investigated systematically. 
 
 
Special-purpose cryptanalytical hardware based on novel technologies 
 
Ciphers with large security margins such as AES-128, ECC-192 or RSA-2048 seem 
secure against attacks with conventional computers for many decades to come in the 
absence of cryptanalytic breakthroughs. However, another threat is given by attacks 
based on non-conventional computers which exploit physical phenomena. Quantum 
computers are only one instance of such a technology. Perhaps more worrisome are 
less risky technologies such as optical computers or analogue electronic computers, 
which might pose a more realistic threat to existing ciphers. However, this issue has 
barely been addressed in the crypto or computer architecture community and is an 
important long-term research topic. Again, attacks by foreign government 
organizations motivated by industrial espionage or national security are real-world 
scenarios to be considered for such attacks. 
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7 Watermarking and Perceptual Hashing 
 
 
The reference scenario 
 
The rapid technological advancements of the last decades have raised several 
important problems regarding intellectual property, digital rights management, 
authenticity, privacy, conditional access and security. Issues such as Internet piracy, 
electronic documents forgery or covert communications for illegitimate goals (e.g. 
terrorist activity) are among the hottest problems of our digital age. 
 
 
IPR (copyright protection, ownership verification) 
 
DRM systems describe and enforce rules for the distribution of multimedia content 
and are considered to be a necessity in any future digital and on-line content 
distribution scheme. The cryptographic part of these systems is (more or less) well-
understood, but there is still a large gap in knowledge on the more fuzzy part of DRM 
systems, namely watermarking and perceptual hashing. Further research will allow for 
a proper understanding and assessment of these more complete future DRM systems. 
In particular investigations on new applications for non-intrusive protection 
technology, emerging applications and their support by non-intrusive protection 
technology, potentials and limitations of non-intrusive protection technology are key 
terms, which need to be addressed. 
 
 
Data Authentication 
 
Beside the request from content industries for reliable technologies and protocols for 
protecting the rights of the works they own, there is an increasing interest in 
manipulation recognition and media data authentication forced by the digital signature 
act. One of the (undesired) effects of the universal availability of effective signal 
processing tools is the possibility to tamper digital multimedia data or to manipulate 
the media to embed secret information in order to hide the communication without 
leaving any trace. This puts the credibility of digital multimedia data in doubt. 
 
 
Covert communications 
 
Another key issue is the possibility of establishing a covert communication channel 
by means of steganographic tools. Whereas the purpose of this action may be 
legitimate (privacy, anonymity), it may be the case that the covert channel is used for 
malicious purposes, e.g. terrorist activity. For this reason and in recognition of hidden 
communication due to recent terrorist activities, reliable and accurate detection of 
covert communication could prove vital in the future as the society creates defence 
mechanisms against criminal and terrorist activities. Fast and reliable identification of 
stego media objects and estimation of the secret message size and its decoding are 
among the highest ranking requirements formulated by law enforcement. 
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Enabling technologies 
 
The importance of the above issues has favoured the birth of a new discipline broadly 
termed Secure Media under whose umbrella a number of conventional and new 
disciplines are assembled together. Most of them are still young disciplines still 
needing further research, development, and coordinated actions for their efficient use 
in multimedia systems.  
They include: 

• Data hiding 
o (Robust) watermarking 
o Steganography/Steganalysis 
o Watermarking-based authentication (intrusive content identification) 

• Perceptual hashing or fingerprinting (for non-intrusive content 
identification)  

• Joint signal processing and encryption (e.g. ZK watermarking or other 
signal processing tools operating in the encrypted domain) 

• Multimedia forensics 
 
 
Application Scenarios 
 
Actual research within the ECRYPT project on the disciplines identified above has 
shown strong influence on the following application scenarios, which are of 
importance for industry and academia. Selected application scenarios with a strong 
potential are for example watermarking for DRM implementation in broadcast 
networks, perceptual hashing or media authentification. 
 
 
Watermarking for DRM implementation in broadcast networks 
 
Communications technology is currently being influenced at a large extent by the 
increasing presence of digital multimedia contents in the communication networks. 
Contents of this nature not only demand fast and reliable transmission technologies, 
but also special mechanisms for controlling their fair use (recall Internet and the 
illegal file sharing in P2P networks, for instance). This influence will be even more 
important in the future to come with the massive expansion of digital broadcast 
networks that will shortly replace analogue transmissions. Ranging from digital 
terrestrial television (DVB-T) to digital audio broadcast (DAB), including television 
over IP networks (IPTV), a number of broadcasting technologies are taking their place 
in the market. This new scenario poses many new difficulties and challenges for 
Digital Rights Management (DRM), as uses must be regulated for all the elements in 
the value chain, including contents generators, post-production studios, broadcasters, 
advertisers, news agencies, etc., and most transactions must be performed in  the clear 
to be finally inserted (after possibly scrambling) into the transport stream. This need 
for distribution in the clear discards DRM solutions which are purely based on 
cryptography; in fact, digital watermarking seems to be the only technology currently 
available for implementing DRM systems in such scenario.  
 
Obviously, this issue has a huge industrial impact (which will be increased in the 
coming years), because of the large number of economical interests involved, which 
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directly affect the agents mentioned above. All of them have particular requirements 
about the information they want to transmit/recover from the broadcast network, and 
digital watermarking can help to achieve them. By means of digital watermarking, 
applications such as transmission monitoring, audience measuring, checking of 
commercials, metadata transmission, devices control and estimation of the quality of 
the multimedia links, among others, could be performed. Furthermore, some of these 
applications could be jointly considered for building a DRM architecture that grants 
licence enforcement for all the transactions between the agents participating in this 
scenario.  

 
 

Perceptual hashing or fingerprinting (for non-intrusive content identification)  
 
Current fingerprinting (or perceptual hashing) techniques are based only on low-level 
media content characteristics (e.g. harmonics for audio fingerprinting, block 
information for video fingerprinting). The use of intermediate or high level content 
description (e.g. actor/moving object/background appearance in video, instrument 
information in music) can greatly enhance fingerprinting performance and improve its 
robustness. Similar approaches have been used so far only for multimedia retrieval. 
Preliminary results based on person appearance have indicated the potential of this 
method e.g. for video fingerprinting. 

 
 

Media Authentication 
 
Watermarking research has traditionally focused on data hiding and copyright 
problems. However, emerging applications such as fingerprinting and authentication 
have been shown to be useful in many different scenarios. In fact, these applications 
have attracted a lot of attention of both the academy and the industry in the last years, 
motivated by economical and legal reasons. Fingerprinting has sparked the interest, 
for instance, of the cinema industry, which suffers from important revenue losses due 
to pre-release piracy and illegal recordings in movie theatres (followed by illegal 
distribution). Actually, some commercial products using digital watermarking have 
been successfully employed in this scenario. On the other hand, authentication 
applications find their main motivation in the availability of powerful digital edition 
tools to any average user, giving rise to concerns about the authenticity of digital 
documents. This can be a major issue in all of those scenarios where digital 
documents may have legal implications, such as surveillance cameras, medical 
imagery, etc. The main advantage of digital watermarking over other authentication 
technologies (based on cryptography) is the fact that it allows to distinguish between 
malicious and non-malicious manipulations, and even to determine which parts of the 
content have been modified.  
In addition to media authentication by watermarking, perceptual hashing technologies 
can as well be applied to content authentication in certain scenarios. As they are also 
able to distinguish malicious and non-malicious manipulations, their capabilities and 
initiations have to be analysed and compared with the watermarking technologies. 
 
 
Challenges for watermarking development 
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Albeit its great potential benefits, digital watermarking technology still faces many 
challenges at both legal and technical levels. From the technical point of view, at least 
three major challenges can be identified: security, resistance to geometrical attacks, 
and design of asymmetric schemes. All of these topics are already being subject of 
extensive study by several research groups in the current ECRYPT network (and by 
external groups as well). In particular, watermarking security, a topic that had gone 
unnoticed until recently, has been shown to be a major threat against most existing 
watermarking schemes: security is referred in this context as the ability of keeping 
secret the secret parameters (i.e., the codebook or any other secret-key-dependent 
parameter) of the watermarking scheme; in this sense, watermarking security is 
related to cryptographic security, and in fact several analysis tools have been 
borrowed from this field. Under the framework of the ECRYPT Watermarking 
Virtual Laboratory Work Package 1 (WVL1), an effort for establishing the theoretical 
bases of a rigorous watermarking security assessment has been done, and several 
studies for practical methods are being carried out, addressing not only analysis 
(theoretical and practical limits), but also the design of methods with improved 
security. Furthermore, the established framework for security analysis has been 
widely accepted within the watermarking community. As a theoretical basis it was 
used consequently in the work of the practical systems and benchmarking related 
work packages in ECRYPT WAVILA. Clearly, security plays an important role in the 
development of watermarking technology that should not be neglected by industry, 
since it will determine the possibility of applying the existing methods on certain 
commercial applications. It is interesting to note that initiatives such as BOWS (and 
the incoming BOWS2), developed under the current ECRYPT framework, have been 
shown to be useful tools for getting an idea of the true robustness level of state-of-the-
art watermarking methods.  
 
 
Research topics – Key Issues 
 
From the work of the WAVILA VL within the ECRYPT project the following key 
issues, which should be addressed by future research, can be derived: 

 
- New applications, security issues, and challenges for media forensics  
- Security assessment of data hiding and multimedia authentication schemes. 
- Homomorphic data hiding and multimedia authentication 
- Multimedia authentication particularly in text documents due to their high 
practical significance 
- Practical systems with aspects of data hiding  
- Information-theoretical aspects of data hiding  
- Robust watermarking of multimedia  
- Watermarking quality evaluation and benchmarks  
- Authentication of multimedia 
- Joint signal processing and encryption 
- Robust hashing of multimedia, theoretic study of  robust visual hashing, 
relevant data types, corresponding formats and format specific encoding 
- Steganography and steganalysis 
- New applications for non-intrusive protection technology 
- Emerging applications and their support by non-intrusive protection 
technology 
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- Potentials and limitations of non-intrusive protection technology 
 
 

8 Application Areas for Advanced Cryptographic 
Techniques 

 
This section contains a number of attractive examples to illustrate how advanced 
cryptographic techniques could be applied.  
 
 
Design and Implementation of Energy-Efficient Cryptographic Primitives for 
Wireless Sensor Networks 
 
Wireless Sensor Networks are subject to numerous security threats since the sensor 
nodes are often deployed in hostile environments where they can be easily captured 
and manipulated. Furthermore, attackers can easily eavesdrop on the wireless 
communication between sensor nodes and manipulate messages. 
 
Sophisticated security protocols, in combination with well-established cryptographic 
primitives, could ensure the integrity of communication in an wireless sensor network. 
However, certain cryptographic primitives, especially public-key primitives, are 
extremely computation intensive and impose therefore a considerable burden on the 
limited energy resources of sensor nodes. Therefore, it is widely believed the public-
key cryptography is not feasible for sensor nodes. However, the availability of public-
key schemes could significantly improve the overall security of sensor networks. 
 
The goal of this proposal is to develop and implement cryptographic primitives, 
especially elliptic curve schemes, which are sufficiently efficient for deployment in 
wireless sensor networks. Both the execution time and energy consumption of elliptic 
curve schemes can be significantly reduced by combining efficient field arithmetic 
with efficient curve/group arithmetic. An example for a family of fields that allows 
for efficient implementation of the field arithmetic are the generalized-Mersenne 
prime fields, which are recommended by the NIST FIPS186-2 standard. On the other 
hand, a family of curves which facilitate scalar multiplication by using an efficiently 
computable endomorphism has been proposed by Gallant, Lambert and Vanstone in 
2001. Unfortunately, GLV curves with prime group order can not be constructed over 
any prime field. In particular, it is not possible to define a GLV curve of prime group 
order over the NIST fields. Therefore, a more flexible family of fields should be 
developed that facilitate both efficient field arithmetic and the construction of GLV 
curves of prime order. 
 
Besides public-key schemes, also symmetric primitives like block/stream ciphers and 
hash functions are needed to secure wireless sensor networks. Fortunately, most radio 
modules compliant to the IEEE 802.15.4 standard are equipped with AES hardware, 
which can be accessed via software. Therefore, it is desirable to use the AES 
hardware for the implementation of hash functions. There exist already a few 
proposals for AES-based hash functions, but their efficiency and security has not been 
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widely analyzed until now. The second goal of this proposal is to analyze existing 
and/or develop new AES-based hash functions. 
 
The third goal is the implementation and analysis of security protocols for wireless 
sensor networks. New protocols targeting the specific needs of wireless sensor 
networks that use symmetric key cryptography should be developed, and their 
limitations should be explored.  In addition, new protocols should be developed that 
combine both public-key and secret-key primitives, but should reduce the number of 
public-key operations to a minimum. Another important criterion is the minimization 
of the communication overhead during key establishment and/or authentication.  
 
 
Distributing trust: voting and auction schemes and privacy preserving data 
mining 
 
There are various applications of cryptography to larger protocols, which are 
themselves contained in the area of secure multi-party computation. We select three 
exemplar applications to show the relevance of the technologies in this document, 
others can easily be given. It should be noted that to perform significant advances in 
the following areas requires all the technologies we discuss to be used together in 
novel ways, namely public and private key techniques, implementation research, 
protocol design and provable security. 
 
Electronic Voting: Current deployed electronic voting technologies are not 
cryptographically secure. Voters are liable to coercion, ballots can be rigged or altered 
and the systems are not suitable for external auditing. There are cryptographic 
electronic voting proposals which solve many of these problems, but currently they 
suffer from scalability. For example it is possible to mount a cryptographically secure 
election with two candidates and (say) one million voters. However, as the number of 
candidates increases the number of possible voters decreases exponentially. Another 
problem is related to what one could call human factors problems. For example how 
can a voter trust his vote is being counted? As the voter does not understand the 
underlying protocols there is a need for creating open solutions where both source 
codes and the election procedures can be verified by anyone without compromising 
privacy of the voting the process. In addition how does a political party know that the 
vote is not being rigged by another party? 
 
Auctions: Auctions, and other forms of electronic trading, also are not necessarily 
currently secure. For example one needs to ensure that the auctioneer is not unduly 
altering the outcome, also one needs to ensure in some situations the anonymity of 
buyers/sellers and even the amount of the highest bid. Coalitions of parties can try to 
alter the working of the market, via cartels etc. Economists have pointed out the 
importance of creating true free market conditions so as to maximise utility, yet this is 
needed to be implemented in online trading and auctions so as to obtain a more 
efficient electronic market place. Of particular relevance here is the work we 
previously pointed out on modelling adversaries who work in a rational rather than 
totally malicious manner. 
 
Privacy Preserving Data Mining: With vast amounts of data now being made online, 
via the GRID and other technologies it becomes important to be able to extract 
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information from this data. This has traditionally been the subject of data mining 
technologies. However, much data is confidential (for example medical records, or 
companies customer information) but one can extract more valuable information by 
pooling data. These two conflicts, between the extra power of pooling information 
and the desire to maintain confidentiality or privacy is going to become greater as the 
years progress. Cryptographers are starting to be able to tackle this problem via the 
use of data mining techniques which maintain privacy of the underlying data. Indeed 
one can think of an electronic election in this manner, the pooled data which is to be 
mined is the set of votes, yet each voter wants their specific vote to be kept secret. 
General privacy preserving data mining techniques are currently in their infancy, yet 
they do promise much if extra research can be directed to this problem. 
 
 
Cryptology and Trusted Computing 
 
Trusted Computing provides cryptographic functionalities based on which a 
trustworthy system can be built where trustworthiness is defined according to the 
underlying security policies. These functionalities are provided by a core component 
called Trusted Platform Module (TPM) and can be used to (i) remotely verify the 
integrity of a computing platform (attestation and secure booting), (ii) bind secret keys 
to a specific platform configuration (sealing), (iii) generate secure random numbers 
(in Hardware), and to (iv) securely store cryptographic keys. 
 
In this context there are various research issues to be explored: 

• Security model for the components used on a Trusted Computing Platform 
such as a TPM: For future developments it is important to establish an abstract 
model of these components and their interfaces to be able to analyse the 
security and cryptographic as well system-related mechanisms that rely on the 
functionalities of these components. 

• Efficient multiparty computation using tiny trusted components which have 
only a limited amount of storage and provide only a few cryptographic 
functionalities as mentioned above: Many interesting applications like auction 
and voting may require complex cryptographic protocols or still inefficient 
computations for their realization depending on the underlying trust model and 
the security requirements. It is interesting to examine how and to what extent 
trusted computing can improve the existing solutions. 

• Property-based attestation: the attestation functionality allows one to verify 
the configuration of an IT System. This, however, raises privacy problems 
since one may not be willing to disclose details about the internals of an IT 
system. In this context property-based attestation would only require an IT 
system to prove that it has a configuration of a certain property, i.e., it is 
conform to a certain (security) policy instead of revealing the configuration 
itself. Here one can prove the correctness even if a configuration changes but 
still obeys the same policy. For this we need to design efficient cryptographic 
mechanisms. 

• Maintenance and migration: using Trusted Platform Modules also requires 
methods and mechanism for transferring complete images (of applications and 
operating system) form one computing platform to another. Here one needs to 
design efficient and secure mechanism to move a complete software image 
between platforms with different TPMs and different security policies. 
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Integration of Cryptology with Biometry 
 
Due to its convenience and reliability utilizing biometrics is increasing rapidly in 
recent years. However, privacy and security problems, such as exposure of personal 
information, identity theft, abuse of biometrical data and irrevocability, arise. Using 
cryptology can effectively protect biometrical data from these risks. In addition, 
biometrics provides unique identification of human being. Integration of cryptology 
with biometrics can build direct connection between users and their passwords or keys 
in security system in order to avoid the unpleasant experience of having to remember 
and use different passwords, risks of sharing and stealing passwords or keys. 
  
Combining cryptology and biometry improves security and convenience of system. 
However, traditional cryptology cannot apply to biometrics since biometrical data is 
cannot be produced exactly. The purpose of the research is to meet the challenge of 
developing new cryptology for noisy data. Techniques such as perceptual hashing and 
the derivation of keys from biometric data using additional helper data (referenced 
and/or metadata) are very promising. The combination of biometrics and cryptology 
with steganography and digital watermarking also offers new opportunities for secure 
and user-friendly identification protocols that offer better privacy.  
 


