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Abstract

Until very recently the development of cryptographic solutions for electronic commerce applications
was done in an ad hoc manner. Notions of security for protocols that designers wished to meet were
intuitive rather that rigorous. Schemes were designed that were subsequently broken, modifications
were made to prevent specific attacks, and so the cycle would repeat. This is clearly an unsatisfac-
tory methodology, since an adversary will devise its attacks after the scheme has been specified. In
particular, it will try to take actions other than those envisioned by the designer.

The idea of provable security is to formally define security notions for cryptographic problems.
Once one has formal definition, one then designs schemes so that one can provide a mathematical
justification for their security under the chosen definition. The way one does this is by showing how
an algorithm to break the scheme could be used to solve some intractable problem. The conclusion is
that, if the problem is indeed intractable, then the scheme must be secure under the chosen definition.
This is preferable to an ad hoc approach because the result holds regardless of the strategy employed
by the adversary when it attempts to break the scheme.

The idea of provable security was first introduced by Goldwasser and Micali in 1984 in their
paperProbabilistic Encryption. The cryptographic scheme that they treated in this work was public
key encryption. Since then the principle has been applied extensively in a variety of contexts.

In this report we survey the state of the art of provable security. We begin by giving a more in-
depth introduction to the subject and describing some of the major results that have been achieved.
Having done this we discuss some of the most pressing open problems in the area.
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Preface

This document was originally written in January 2005 as a deliverable D.AZTEC.1 for the ECRYPT
project of the European Commission IST-2002-507932. The current version is an update to
D.AZTEC.1. Overall the contents of D.AZTEC.1 remain to be valid; we made only the following
minor modifications.

• Section 3.2: Added a note on recent results on Schnorr and RSA-FDH signatures [101, 100].

• Section 3.4: Added a note on recent advances in reconciliating formal methods and provable
security [10, 91].

• Section 3.5: Added a note on the recent cryptanalysis of the SFLASH signature scheme [56].

• Section 3.6: Added some extra notes on recent work in signcryption.

• Section 3.9: Added extra notes on recent work on password-based key agreement.



Chapter 1

Introduction

Historically cryptography has been the art of “secret writing”. Until recently its use was restricted
to the military, where it was deployed to keep confidential information from the enemy. In recent
decades, as digital communications have become prevalent, the scope of cryptography and the com-
munity who use it have both expanded dramatically. Naturally, as the reliance on cryptography in-
creases, so do the concerns. Businesses and individuals alike desire security guarantees for the ser-
vices and applications that they use. The most basic requirements are privacy and authenticity of data
in transmission.

With many electronic transactions being carried out over public networks such as the Internet, we
have to consider security in a highly adversarial setting. Electronic messages may pass through many
routers between sender and receiver. Some of these routers may be controlled by malicious parties.
They may alter a message in transit. They may leave the message intact, but nothing stops them from
analysing it.

Until very recently the development of cryptographic solutions for electronic commerce appli-
cations was done in an ad hoc manner. Notions of security for protocols that designers wished to
meet were intuitive rather that rigorous. Schemes were designed that were subsequently broken, mod-
ifications were made to prevent specific attacks, and so the cycle would repeat. This is clearly an
unsatisfactory methodology, since an adversary will devise its attacks after the scheme has been spec-
ified. In particular, it will try to take actions other than those envisioned by the designer. Thus it
makes little sense to make assumptions regarding specific adversarial strategies.

Fortunately, the flaws of this approach to protocol design are now widely accepted. Today in
the cryptographic community designers and standards bodies alike believe in the merits of schemes
that stand up to formal mathematical analysis. This sub-area of cryptography is known asprovable
security.

In this report we give the output of the eCrypt AZTEC-WG1 investigation into the major open
problems in provable security. To aid the reader new to the field in Chapter 2 we give a gentle
introduction to the field, then we go on to discuss the major open problems as we see them. The
reader already familiar with provable security is advised to go direct to Chapter 3

3



Chapter 2

Introduction To Provable Security

The idea of provable security originates in the pioneering work of Goldwasser and Micali [64]. The
approach is to relate the security of a scheme to the difficulty of some computationally intractable
problem, such as factoring large integers. Such a computational problem gives rise to what has become
known as anatomic primitivein the design of cryptosystems.

The first step in such an approach is to come up with a precisely specified security definition for
a protocol. These definitions come in two parts: anadversarial goaland anadversarial model. The
adversary’s goal captures what it means to break the protocol, while the model describes what powers
an adversary has at its disposal when trying to achieve its goal.

Once a security definition is decided upon, a proof is given by reducing the problem of breaking
the atomic primitive to the problem of breaking the scheme. This technique is similar to the way one
proves NP-completeness of a problem by reducing boolean satisfiability to the problem in question.
Such a reduction allows us to arrive at a powerful conclusion: the only way to break the scheme is to
break the atomic primitive. Thus, as long as the atomic primitive is sound, we know that the scheme
is secure under the chosen definition of security.

The first schemes that were proven secure in this manner were of theoretical interest only [64, 65]
since they had inefficiencies that rendered them unsuitable for practical application. This work served
two very important purposes nonetheless. First of all it paved the way for defining security in a
rigorous manner. Secondly, it demonstrated that in principle it is possible to construct cryptosystems
that demonstrably meet formal notions of security.

Provable security has come a long way since the publication of [64]. Techniques have now been
developed to provide proofs of security for very practical cryptosystems [21, 49, 60]. This area of
research has been so successful that standards bodies now regard a proof of security as a positive
attribute for any new scheme, and several cryptosystems designed in this way have been adopted into
popular standards [70, 74].

The aim of the cryptographic community today is to provide security results for schemes that
capture security in a quantitative manner. Where in the past asymptotic results about the infeasibility
of breaking a scheme in polynomial time were proved, today one seeks exact reductions. The modern
approach is advantageous because, in practice, reduction strength can translate directly into protocol
efficiency. A weak reduction means that, to guarantee security, large keys are necessary for the atomic
primitive. This slows down the protocol and increases its bandwidth requirement.

4
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In this report we discuss some of the definitions, techniques and results from provable security.

2.1 Notation and Conventions

We begin by introducing the notation and conventions that will be used throughout.

We let{0, 1}∗ denote the set of finite binary strings. Ifa is a finite binary string then|a| denotes
its length. The concatenation of two stringsa andb is denoteda||b.

We say that a functionε(α) is negligibleif, for every c, there exists anαc such thatε(α) ≤ α−c

for everyα ≥ αc. A function isnon-negligibleif it is not negligible.

A polynomial time algorithm is one which runs in polynomial time in its first argument. For an
algorithmA, we denote thaty was output byA when it was run on inputx by y ← A(x). If A is
deterministic, theny is unique; ifA is probabilistic, theny is a random variable.

If S is a finite set, theny ← S denotes thaty was chosen fromS uniformly at random. In the case
whereS contains a single elements we abuse notation by writingy ← s.

The finite field ofp elements is denotedFp. The multiplicative group of this field is denotedF∗p.

2.2 Computational Assumptions

As we discussed above, to prove that a cryptosystem is secure one shows that breaking it can be no
easier than solving some mathematical problem that is believed to be intractable.

To construct such a proof one supposes that there is an algorithm to break the cryptosystem. One
then shows how such an algorithm could be used as a subroutine in a second algorithm to solve
the mathematical problem. This means that, provided the mathematical problem is intractable, the
algorithm to break the cryptosystem could not have existed in the first place.

The intractability of the mathematical problem used in a proof of security is thecomputational as-
sumptionon which the proof relies. In this section we look at some important computational assump-
tions and discuss examples of how they have been used in the design and analysis of cryptosystems.

2.2.1 Discrete Logarithms and Diffie-Hellman Problems

In [54] Diffie and Hellman proposed the following method for two parties to agree upon a secret key
over a public network. Letp be a large prime and letFp be the finite field ofp elements. Letg be
a primitive element ofFp. Alice choosesa ∈ {1, . . . , p − 1} and computesga mod p. She keepsa
secret and publishesga. Bob choosesb ∈ {1, . . . , p− 1} and computesgb mod p. He keepsb secret
and publishesgb. Alice and Bob may now both computegab = (gb)a = (ga)b mod p. This is their
sharedDiffie-Hellman key.

Since the publication of [54], many cryptosystems have been designed using ideas based on this
elegant key agreement scheme. We describe and discuss some of the associated computational as-
sumptions below.
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Definition 1 (Discrete Logarithms and Diffie-Hellman Problems). Let G be a finite cyclic group
of large prime orderq and letG∗ be the non-neutral elements ofG.

• Selectg ← G∗ anda ← {1, . . . , q − 1}. The problem of computinga from the pair(g, ga) is
the discrete logarithm (DL) problem. If the DL problem inG is computationally infeasible then
we say that the DL assumption holds forG.

• Selectg ← G∗ and a, b ← {1, . . . , q − 1}. The problem of computinggab from the triple
(g, ga, gb) is the computational Diffie-Hellman (CDH) problem. If the CDH problem inG is
computationally infeasible then we say that the CDH assumption holds forG.

• Consider the distributions below.

D =
{
(g, ga, gb, gab) : g ← G∗, a, b← {1, . . . , q − 1}

}
R =

{
(g, ga, gb, gc) : g ← G∗, a, b, c← {1, . . . , q − 1}

}
The problem of distinguishing the distributionsD andR is the decision Diffie-Hellman (DDH)
problem. If the DDH problem inG is computationally infeasible then we say that the DDH
assumption holds forG.

The problems in Definition 1 above are listed in order of strength, with DL being the hardest and
DDH the easiest. To see why this is so suppose that we are able to compute discrete logarithms in
G. If we are now asked to computegab from (g, ga, gb) we use our discrete logarithm algorithm to
computeb from (g, gb). We are then able to compute(ga)b = gab. The contrapositive of this is that
if computinggab from (g, ga, gb) is infeasible inG, then finding discrete logarithms is also infeasible.
To state this a different way the CDH assumption implies the DL assumption. By a similar argument
the DDH assumption implies the CDH assumption. Therefore the DDH assumption is the strongest of
the three in Definition 1 since from it follows the CDH assumption and from that the DL assumption.
This makes the DL assumption the weakest.

It was conjectured in [54] that the CDH problem could be no easier than the DL problem inFp.
This has subsequently been proved in certain cases by Maurer [87]. The proof relies on a conjecture
about the existence of smooth numbers in small intervals.

The best algorithms for the discrete logarithm problem in an arbitrary group of orderp all have
complexityO(p1/2). The most well-known of these is thebaby-steps, giant-stepsof Shanks. This
technique has the disadvantage that it also requiresO(p1/2) memory. Pollard’srho algorithm [108] is
a probabilistic algorithm that also has time complexityO(p1/2), however its memory requirement is
negligible [108]. Shoup has proved that, asymptotically, these are optimal algorithms for the discrete
logarithm problem [123] in an arbitrary group.

In certain groups there are sub-exponential algorithms for the discrete logarithm problem, in par-
ticular for the multiplicative subgroup of a finite fieldFp. In F∗p the index-calculustechniques apply.
According to [89], Adleman was the first to describe the basic method for the case wherep is prime [6].
This was extended toF∗pm by Hellman and Reyneri [68]. The running time for index-calculus based
algorithms is

Lp[α, c] = O
(
exp

(
(c + o(1)) (log p)α(log log p)1−α

))
. (2.1)
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Here,p is the size of the finite field in which one wishes to compute the discrete logarithm,c is a
positive constant andα ∈ (0, 1). Coppersmith developed an index-calculus algorithm forF∗2m with
α = 1/3 andc < 1.587 [46]. Gordon’s version of the algorithm forF∗p has a heuristic expected run-
ning time withα = 1/3 andc ≈ 1.923 [67]. Developing improved index-calculus based algorithms
for the discrete logarithm problem in finite fields remains an active area of research [72].

Although the DDH assumption is the strongest of the three assumptions in Definitions 2.2.1, it has
been extensively used in cryptography recently. Arguably the most celebrated example of this is as
the computational assumption for the Cramer-Shoup encryption scheme [49]. This is the first example
of a practical, provably IND-CCA2 scheme whose proof does not rely on the random oracle model.
Such applications have lead to much research into the intractability of the DDH problem. Below we
survey some of these results.

Randomised Reduction

Naor and Reingold [93] proved that the DDH problem is equivalent to the problem described in
Definition 2. It is this formulation that we use henceforth.

Definition 2 (Decision Diffie-Hellman Problem). LetG be a finite cyclic group of large prime order
q. For any generatorg of G and anya, b, c ∈ Zq, given(g, ga, gb, gc), decide whether or notc =
a · b mod q.

This shows that the worst case of the DDH problem can be reduced to the average case. The result is
given for a large prime order subgroup ofZ∗

p wherep is prime. It uses the random-self-reducibility of
the DDH problem previously demonstrated by Stadler [128]. Informally, a problem israndom-self-
reducibleif, for any instance of the problemx, a random instancey can be efficiently sampled using
a random stringr in such a way that, given a solution of the problem fory, a solution of the problem
for x may be computed usingr. It is easily verified that this random-self-reducibility extends to any
group of prime order.

Generic Algorithms

To disprove the DDH assumption in general one must first come up with agenericalgorithm to solve
the DDH problem i.e. one that works in all groups. It has been proved by Shoup however that such an
algorithm cannot be sub-exponential [123]. We describe this result and its implications below.

LetZ+
n denote the additive group of integers modulon and letS be a set of bit strings of cardinality

at leastn. An encoding functionof Z+
n onS is an injective mapσ from Z+

n into S.

A generic algorithmA for Z+
n onS is a probabilistic algorithm that behaves as follows. It takes as

input anencoding list(σ(x1), . . . , σ(xk)), where eachxi is from Z+
n , andσ is an encoding function

of Z+
n on S. As the algorithm executes it consults anoracle. This oracle takes as input two indicesi

andj and a sign bit. It computesσ(xi±xj) according to the sign bit and this bit string is appended to
the encoding list. The output ofA is a bit string denotedA(σ;x1, . . . , xk). It is important to note that
A depends onn andS but not onσ; information aboutσ is only available toA through the oracle.

Theorem 1. (Shoup [123])Let n be a positive integer whose smallest prime divisor isp. Let S ⊂
{0, 1}∗ be a set of cardinality at leastn. LetA be a generic algorithm forZ+

n onS that makes at most
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m oracle queries. Letx, y, z ∈ Z+
n be chosen at random, letσ be a random encoding function and let

b be a random bit. Also, letω0 = xy andω1 = z. Then the probability thatA(σ; 1, x, y, ωb, ω1−b) = b
is 1/2 + O(m2/p).

Theorem 1 above shows that any generic algorithm whose running time is less thanO(p1/2) fails
to solve the DDH problem with probability significantly greater than1/2 for a random encoding of
Z+

n . In other words, there is no efficient DDH algorithm that works in all groups. This result must
be treated with caution however. For example, it does not imply that there is a group for which the
DDH assumption is true. It only says that any sub-exponential DDH algorithm must make use of the
particular encoding of group elements.

Diffie-Hellman Bits in Fp

Since the publication of [54], the CDH has been a very well studied problem. To build confidence in
the DDH assumption one would like to prove that the CDH assumption implies the DDH assumption.
To do this one would have to show that CDH could be solved using a DDH oracle. This remains an
open problem.

Boneh and Venkatsesan have proved a related, but weaker, result forF∗p and its subgroups [29].

We state this result below.

Theorem 2. (Boneh and Venkatsesan [29])Let p be ank-bit prime number and letg be an element
of F∗p. Setν = dk1/2e+ dlog ke. Suppose there is an expected polynomial time (ink) algorithm that,
given(p, g, ga, gb) for a, b ∈ {1, . . . , p − 1}, computes theν most significant bits ofgab. Then there
is also an expected polynomial time algorithm that given(p, g, ga, gb) computes all ofgab.

We may infer from Theorem 2 that, under the CDH assumption, it is infeasible to compute roughly
(log2 p)1/2 of a Diffie-Hellman key inF∗p. This result is only a first step towards proving the equiva-
lence of the CDH and DDH problems inF∗p. Hopefully, future research will show us how to use fewer
bits to construct Diffie-Hellman keys inF∗p.

Elliptic Curve Diffie-Hellman Bits

An elliptic curveE over a fieldF is asmoothcurve with an equation of the form

Y 2 + a1XY + a3Y = X3 + a2X
2 + a4X + a6 , ai ∈ F. (2.2)

We let E(F) denote the set of points(x, y) ∈ F that satisfy (2.2), together with apoint at infinity
denotedO. The curveE(F) is smooth if there is no point onE(F) where both the partial derivatives
of (2.2) vanish simultaneously. HereF denotes the algebraic closure ofF.

If E(Fp) is an elliptic curve with equation (2.2) over a finite fieldFp of characteristic not equal to
two or three, we may perform linear changes of variables to give us an equation of the form

Y 2 = X3 + aX + b , a, b ∈ Fp. (2.3)

Moreover, the group of points inF2
p satisfying (2.2) and the group of points inF2

p satisfying (2.3) are
isomorphic. Without loss of generality we may therefore consider only curves of the form (2.3). The
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discriminantof the curve given by equation (2.3) is4a3 + 27b2. The curve is smooth if and only if
the discriminant is non-zero.

It is well known that the points of anelliptic curveform an Abelian group under a certain addition
law. Koblitz [79] and Miller [92] independently proposed the group of points of an elliptic curve over
a finite field to implement public-key cryptosystems.

Elliptic curve groups have certain advantages over their finite field counterparts. For example the
index-calculus methods mentioned above do not apply to theelliptic curve discrete logarithm(ECDL)
problem in most cases.

With certain exceptions [88, 115, 118, 127], the best known algorithms for the ECDL problem
have time complexityO(|E(Fp)|1/2).

As in the finite field case, there has been recent interest in theelliptic curve Diffie-Hellman
(ECDH) problem and theelliptic curve decision Diffie-Hellman(ECDDH) problem. As a possible
first step to proving the equivalence of these two problems, Boneh and Shparlinski [28] proved a
result that we will describe in Theorem 3 below.

For an elliptic curveE defined over a finite fieldFp with equation (2.3) we can takeλ ∈ F∗p and
form atwist of E given by the equation

Y 2 = X3 + aλ4X + bλ6 . (2.4)

We denote such a twistφλ(E). It is easily verified that the discriminant of (2.4) is non-zero and so
φλ(E) is an elliptic curve. The result of [28] concerns the family of elliptic curves{φλ(E)}λ∈F∗p for
a particular elliptic curveE.

Before we state the result we must give some definitions. For an integerz ≥ 0 we denote the
least significant bit ofz by LSB(z). If z ∈ Fp we let LSB(z) be LSB(x) wherex is the least
non-negative integer such thatx = z mod p.

For a primep let E be an elliptic curve overFp. Let P be a point onE of orderq whereq is
prime. Suppose that an adversaryA is givenE, P , aP andbP for randomly chosena andb from
{1, . . . , q − 1}. Let (x, y) ∈ Fp × Fp denoteabP . We say thatA hasadvantageε in findingLSB(x)
if

Advx
E,P (A) = |Pr

a,b
(A(E,P, aP, bP ) = LSB(x)| > ε.

The advantage in findingLSB(y) is defined analogously. We are now ready to state the theorem.

Theorem 3. (Boneh and Shparlinski [28])Let ε, δ ∈ {0, 1}. Letp be a prime and letE be an elliptic
curve overFp. LetP be a point of prime order onE. Suppose that there is an algorithmA that runs
in timet and is such that either,
1. Advx

φλ(E),P (A) > ε for at least aδ-fraction of theλ ∈ F∗p, or
2. Advy

φλ(E),P (A) > ε for at least aδ-fraction of theλ ∈ F∗p.

Then the ECDH problem in〈P 〉 can be solved in expected timet · T (log p, (εδ)−1) whereT is some
polynomial independent ofp andE.

Theorem 3 implies that if the ECDH problem is hard in〈P 〉, then there can be no efficient al-
gorithm to compute the least significant bit of thex or y coordinate in Diffie-Hellman keys for a
non-negligible fraction of the curves in{φλ(E)}λ∈F∗p . It does not imply that there is a curve in
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{φλ(E)}λ∈F∗p for which LSB(x) or LSB(y) is a hard-core bit for the ECDH problem since it does
not rule out the possibility that there is a specific algorithm for each curve in the family. Any result
about a hard-core bit for the ECDH problem would be a great step forward.

2.2.2 RSA Related Problems

The first practical public key cryptosystem proposed was that of Rivest, Shamir and Adleman [113].
This has subsequently become known as RSA after its inventors. We describe how the basic version
of RSA works and discuss the computational problems associated with its security.

Figure 2.1: Raw RSA

Key Generation
1. Choose two large primesp andq.
2. ComputeN = p · q.
3. Pick a positive integere coprime toφ(N) = (p− 1) · (q − 1).
4. Computed ∈ {1, . . . , φ(N)} such thatd = e−1 mod φ(N).
5. Return the public key(e,N) and the secret key(d, N).

Encryption
To encryptm under public key(e,N).

1. Represent messagem as an integer from{0, . . . , N − 1}.
2. Computec = me mod N .
3. Return ciphertextc.

Decryption
To decryptc using secret key(d, N).

1. Computem = cd mod N .
2. Return messagem.

Figure 2.1 describes the basic, orraw, version of RSA. Raw RSA has become known as atrapdoor
one-way function. The idea behind this name is that RSA encryption is aone-way functioni.e. it is
hard to invert, unless you knowd, thetrapdoor. In practice some random padding should be applied
to messages before encryption with raw RSA [20].

The system uses a property described in a theorem of Euler which tells us that for coprime, positive
integersa andb we haveaφ(b) = 1 mod b. Hereφ is the Euler totient functionφ : Z→ Z defined as

φ(b) = |{a : 1 ≤ a < b with a andb coprime}|.

To see why decryption works first consider the case wherem is coprime top. By Euler’s theorem
mp−1 = 1 mod p and sinceφ(N) = (p−1) · (q−1) we havemz·φ(N)+1 = m mod p for any integer
z. This is trivially true whenm = 0 mod p and so it is true for allm. Arguing in the same way we
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havemz·φ(N)+1 = m mod q for all m. Recall thate · d = 1 mod φ(N) and soe · d = z · φ(N) + 1
for somez. The cases ofp andq together now give usme·d = mz·φ(N)+1 = m mod N .

Let us consider how one could go about breaking RSA. If it were possible to findp andq by
factoringN then one could computeφ(N). Having computedφ(N), it would be possible to find a
decryption keyd such thate · d = 1 mod φ(N) just as in key generation.

Decryption for RSA involves computingeth roots moduloN , wheree is the encryption exponent.
We have seen that factoringN provides us with a method of decryption. What was not established
in [113], and has never been determined, is whether or not computingeth roots moduloN is as hard
as factoring. That is to say it has never been shown that a method for computingeth roots moduloN
would lead to a practical method for factoringN . Factoring is a problem that has been studied much
more intensively than computingeth roots and so it would be much more satisfactory to show that the
security of RSA was guaranteed by the infeasibility of factoring the modulusN . In the remainder of
this section we will give a survey of the state of the art of factoring. ThroughoutN will be the number
to be factored.

The most naive method of factoring is simply trial division. IfN is composite then it must have a
prime factor in[1, . . . , b

√
Nc]. The method works by simply trying to divideN by primes2, 3, 5, . . .

up tob
√

Nc until a factor is found. Ifp is the second largest prime factor ofN then trial division takes
O(p/ ln p) to completely factorN . This is a consequence of the prime number theorem which states
that, asymptotically, for a real numberx the number of primes less thanx is x/ lnx.

Advances were made in factoring when John Pollard discovered hisrho algorithm [107]. The
complexity of Pollard’s rho algorithm isO(N

1
4 (lnN)2). At about the same time, Pollard also an-

nounced a second algorithm for finding small prime factors [106]. This method has become known
as thep − 1 method. It finds a prime factorp of N if p − 1 is smooth1. In the worst case, when
(p− 1)/2 is prime, the method is no better than trial division, however some prime divisors are found
very quickly.

The p − 1 method will fail to find a factorp of N if p − 1 is not sufficiently smooth. In 1985
Hendrik Lenstra Jr. discovered an algorithm that does not have this drawback [85]. This algorithm is
known as theElliptic Curve Method(ECM). In Section 2.2.1 we described how the group of points
on an elliptic curve overFp for a primep formed a group. The group operation is realised using
field operations inFp. Suppose now that we wish to factor some compositeN . At a high level the
ECM works by defining a curve with a similar equation to that of an elliptic curve overZ/NZ rather
than overFp. If we now attempt to follow the same operations as in theFp case to realize the group
operation we will fail: we will at some point have to divide by a non-zero, non-invertible element of
the ringZ/NZ. By computing the greatest common divisor of such a denominator andN we will find
a non-trivial factor ofN .

The state of the art algorithms for factoring all work by trying to find two squares such that

x2 = y2 mod N and gcd(x · y, N) = 1. (2.5)

The next step is to compute gcd(x− y, N) in the hope of finding a non-trivial factor ofN .

One goes about trying to find congruences of the form (2.5) by generatingrelations

ai = bi mod N, (2.6)

1An integerm is b-smoothif it has no prime factor lager thanb.
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where eachai andbi is the product of small primes in a givenfactor base. Algorithms vary in how
the relations (2.6) are generated.

Once sufficiently many relations are found, the algorithms search for a non empty setS of indices
such that ∏

i∈S

ai and
∏
i∈S

bi (2.7)

are both squares. This brings us into the situation of (2.5) as required.

The algorithms that follow the general procedure we have just described vary most in how they
generate the relations (2.6). We will describe how one such algorithm, theQuadratic Sieve[109],
does this. The algorithm begins with the quadratic polynomial

f(x) = (x + n)2 −N (2.8)

wheren = b
√

Nc. It selectsαi = (xi + n) and tests to see ifβi = α2
i − N factors over the

chosen factor base. Note that we haveα2
i = βi mod N . Also, if p is a prime that dividesβi then

α2
i = N mod p and soN must be a quadratic residue modulop. This means that the factor base

needs only to contain primes with Legendre symbol(N/p) = 1. Sinceβi may be negative,−1 is also
included in the factor base. The pairs generated in this way that can be factored over the factor base
are then used to generate the relations (2.6).

The most powerful factoring algorithm known today is theNumber Field Sieve(NFS) [83, 84].
Like the Quadratic Sieve, the NFS also factors by looking for squares such thatx2 = y2 mod N .
The principal difference between the two methods is the technique used to generate the relations
(2.6). The NFS uses two factor bases: one contains small primes as in the Quadratic Sieve case, the
second contains prime ideals from the ring of integers of a suitably chosen number field whose norm
is less than a given bound. The estimated expected running time of the NFS isLN [1/3, c] where
c = (64/9)1/3. HereLN [α, c] represents a running time of

O
(
exp

(
(c + o(1)) (lnN)α(ln lnN)1−α

))
, (2.9)

wherec is a positive constant andα is a constant satisfying0 < α < 1.

The largest RSA modulus factorisation was achieved by Cavallar et al. using the NFS [44]. This
512-bit, or 155 decimal-digit, number required CPU time of about 8400 MIPS years2 and was com-
pleted in seven calendar months.

2.2.3 Gap Problems

In [99] a new class of problems was introduced. These problems were christenedgap problems. One
motivating factor for this work was to provide a security argument for Chaum and van Antwerpen’s
undeniable signature scheme[45]. Roughly speaking, an undeniable signature is a digital signature
that can only be verified with the signer’s cooperation.

2One MIPS year is equivalent to the computation during one full year when one Million Instructions Per Second are
executed
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We now discuss the gap problems and present some examples. Let

F : {0, 1}∗ × {0, 1}∗ → {0, 1}
R : {0, 1}∗ × {0, 1}∗ × {0, 1}∗ → {0, 1}

be relations.

• The inverting problemof F is, givenα, find β such thatF(α, β) = 1.

• TheR-decision problemof F is, given(α, β), decide ifR(F , α, β) = 1 or not. Hereβ may be
the empty string.

Definition 3 (Gap Problem). TheR-gap problem ofF is the problem of solving the inverting problem
ofF with the help of an oracle that solves theR-decision problem ofF .

Below we give some examples of gap problems.

Rabin Example

Let N = p · q for primesp andq. The Rabin function mapsα ∈ ZN to β = α2 mod N [110].
Let QRN denote the non-zero quadratic residues moduloN . Forα ∈ QRN andβ ∈ Z∗

N define the
relation

FRab(α, β) =

{
1 if α = β2 mod N

0 otherwise.

This relation is easy to compute and so the default relation

RRab(FRab, α, β) =

{
1 if FRab(α, β) = 1
0 otherwise

is trivial.

Diffie-Hellman Example

Let G be a finite cyclic group of orderq. For any generatorg of G and anya, b, c ∈ {1, . . . , q − 1}
define the relation

FDH

(
gc,

(
g, ga, gb

))
=

{
1 if gc = gab

0 otherwise.

Computing this relation is the DDH problem, as formalised by Naor and Reingold, that we met in
Section 2.2.1. In this case the default relation is interesting in many cases since it is precisely the DDH
problem. The inverting problemFDH is the CDH problem. This gives us the following definition [99].

Definition 4 (Gap Diffie-Hellman Problem). The gap Diffie-Hellman (GDH) problem is the problem
of solving the CDH problem with the help of a DDH oracle.

We saw, in Theorem 2 for the finite field case and Theorem 3 for the elliptic curve case, that
although the DDH problem may be hard, the equivalence of CDH and DDH is a long way off. The
current state of the art seems to suggest that the GDH assumption is a reasonable primitive from which
to build cryptosystems.
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Gap Diffie-Hellman Groups

There are certain groups of cryptographic importance where the DDH problem is easy while the CDH
problem remains hard. The construction of such groups was not originally motivated in this way.
In [88] Menezes et al. showed how the ECDL problem could be solved in subexponential time for
certain curves. We describe their results below.

We begin with some definitions. LetE(Fp) be an elliptic curve over a finite fieldFp of charac-
teristicq. By a theorem of Hasse we know that#E(Fp) is p + 1 − t where|t| < 2

√
p. The curve is

supersingularif q|t. An n-torsion pointP of E(Fp) is one such thatnP = O. We writeE(Fp)[n] to
denote the subgroup ofn-torsion points inE(Fp) andE[n] to denoteE(Fp)[n]. Now suppose thatn
is positive and coprime top, theWeil pairing is a function

en : E[n]× E[n]→ Fp.

We do not define the function here, only list some of its properties.

• For allP ∈ E[n], en(P, P ) = 1.

• For allP1, P2, P3 ∈ E[n], en(P1 + P2, P3) = en(P1, P3) · en(P2, P3), anden(P1, P2 + P3) =
en(P1, P2) · en(P1, P3). This property is calledbilinearity.

• If P1 ∈ E[n], thenen(P1,O) = 1 and if en(P1, P2) = 1 for all P2 ∈ E[n], thenP1 = O. This
property is callednon-degeneracy.

The group structure ofE(Fp) is Zn1 ⊕Zn2 wheren2|n1. LetP be a point onE(Fp) of ordern where
n|n1. For a pointR on E(Fp) suppose that we wish to findl such thatR = lP i.e. we wish to find
the DL ofR to the baseP .

To solve this problem, Menezes et al. [88] first prove that there exists a pointQ ∈ Fp such that
en(P,Q) is annth root of unityνn. Secondly they show that the map

f : 〈P 〉 → 〈νn〉
f(aP ) = en(aP, Q),

is a group isomorphism. Using these results, the algorithm is described in Figure 2.2.

Figure 2.2: The MOV Algorithm

Algorithm MOV(P,R)
1. Determine the smallest integerµ such thatE[n] ⊆ E(Fpµ).
2. FindQ ∈ E[n] such thatα = en(P,Q) has ordern.
3. Computeβ = en(R,Q).
4. Computel such thatαl = β in Fpµ .
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First of all note that the MOV algorithm is correct since

β = en(lP,Q) = en(P,Q)l = αl.

The point is that inFpµ the index-calculus algorithms that we touched on in Section 2.2.1 apply [68].

The second point is that the MOV algorithm only works ifµ is not too large. In [88] it is proved
that, for supersingular curves,µ is at most 6. However, it turns out that for a random curve overFp

wherep is a large prime, the probability thatµ is less thanlog p is negligible [12]. This numberµ has
become known as theMOV embedding degreeor simplyembedding degree. TheMOV embeddingis
the map from the elliptic curve to the finite field in Figure 2.2.

The results of [88] have since had many applications. Most of these applications rely on the fact
that, for supersingular curves, one can find a special automorphismϕ of the group of points of the
curve. Thisϕ has the property that forP ∈ E(Fp), ϕ(P ) ∈ E(Fpµ) butϕ(P ) /∈ E(Fp). Such aϕ is
called adistortion map[131] or anon-Fp rational endomorphism[61].

Let us now consider a cryptographically interesting group by takingn to be prime. Suppose that
P generates the subgroup of ordern in the supersingular curveE(Fp). It was pointed out by Joux and
Nguyen [73] that, in the groupG = 〈P 〉, the DDH problem is easy while the CDH problem remains
hard.

Consider the map

ê : G×G→ Fpµ

ê(P0, P1) = en(P0, ϕ(P1)).

Now, if P0 6= O andP1 6= O thenê(P0, P1) is a primitiventh root of unity inFqµ . The new map̂e
also has the useful property of bilinearity. Suppose now that we have the elements(P, aP, bP, cP ) of
G. We can use the bilinearity of̂e to solve the DDH problem inG by observing that

a · b = c mod n⇐⇒ ê(aP, bP ) = ê(P, cP ).

Such a group has become known as agap Diffie-Hellman group. Recently they have been used
constructively to build tripartite Diffie-Hellman key agreement schemes [71], identity-based encryp-
tion schemes [26], identity-based signature schemes [69] and traditional signature schemes with short
signatures [27] amongst other things.

2.3 Digital Signature Schemes

In the seminal paper “New Directions in Cryptography” [54], Whitfield Diffie and Martin Hellman
proposed the idea of public key cryptography and, in particular, digital signature schemes. A digital
signature scheme is the digital analogue of the hand-written signature. The idea is that a user has an
identity, theirpublic key, consisting of a publicly available string of bits. The user also has asecret
keyrelated to its public key that it keeps to itself. A signature on a message can be computed using
the secret key and can be verified using the public key. Moreover, no adversary can produce the user’s
signature on any message, even if the user can be convinced to sign other messages of the adversary’s
choice.
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Suppose that there are two parties involved in a remote transaction: a vendor selling goods and a
customer buying those goods. In this scenario digital signatures protect the customer and the vendor.
The vendor can promise to ship the goods upon receipt of the money. Provided there are some means
to check whether the vendor has received the money, and whether the customer has received the
goods, it is possible to carry out electronic transactions with the same or even greater confidence as
transactions conducted in person, by mail or by telephone.

The use of signatures is pervasive not only in commerce but in all forms of official transactions.
Using digital signatures, all transactions may be conducted electronically. As with hand written signa-
tures, digital signatures provide two services. First of all they guarantee that a digital document came
from the person it appears to have come from and that it remained intact in transmission, even if it
passed through adversarial hands on the way. Secondly, they allow the recipient of a digitally signed
document to prove to a third party that the document came from the signer i.e. digital signatures pro-
vide non-repudiation. Digital signatures have been recognised by many governments, including the
United Kingdom’s, as legally binding [130].

We will now give a formal definition for these schemes and discuss appropriate definitions of
security for them.

Definition 5. A digital signature scheme is given by a triple of algorithms(K,S,V) with the proper-
ties below.

• Thekey generator algorithm, K, is a probabilistic algorithm that takes a security parameter
1k ∈ N, represented in unary, and returns a pair(x, y) of matching secret and public keys.

• Thesigning algorithm, S, takes a secret keyx and a messagem ∈ {0, 1}∗ to produce a signa-
tures. AlgorithmS may be probabilistic or deterministic.

• Theverification algorithm, V, is a deterministic algorithm that takes a public keyy, a message
m, and a signatures and outputs ACCEPT or REJECT.

We require that for all(x, y) output byK(1k), all m ∈ {0, 1}∗ and all s output byS(x, m) we have
V(y, m, s) =ACCEPT. We also require thatK,S andV can be computed in polynomial time (ink).

Now that we have defined precisely what we mean by a digital signature scheme, we are ready to
discuss an appropriate definition of security. A complete definition of security for a scheme comes in
two parts. First of all we have to consider what it means for the primitive to be broken i.e. what an
adversary’sgoal is. Once we have decided on what an adversary’s goal should be we have to decide
what powers an adversary may have at its disposal when trying to achieve its goal. We call this the
adversarial model. The definitions of security for digital signature schemes all originated in ideas of
Goldwasser, Micali and Rivest [65]. We discuss these ideas below.

Adversarial Goals

Suppose that Alice is using a signature scheme to sign messages. We list ways in which an adversary
may wish to break the scheme in order of severity, the most serious first.

1. The adversary tries to compute Alice’s secret key. We say that this is atotal break.
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2. The adversary tries to forge signatures, valid under Alice’s public key, on messages of its choice.
This is known asuniversal forgery.

3. Before seeing Alice’s public key the adversary chooses a messagem. Once it sees Alice’s
public key the adversary tries to forge a signature onm that is valid under Alice’s public key.
This isselective forgery.

4. The adversary tries to forge a signature on at least one message. It does not require control
over the content of the message; it may even be random or nonsensical. We call thisexistential
forgery.

Adversarial Models

Here we list what powers an adversary may have when attacking the digital signature scheme used by
Alice. The attacks are listed in order of strength, the weakest first.

1. An attack where the adversary only has access to Alice’s public key is akey-onlyor passive
attack.

2. An attack in which the adversary is allowed to see the signatures of messages created using
Alice’s secret key is called amessage attack. There are four types of message attack which are
listed below.

(a) A known-message attackis one in which the adversary is given a set of signatures on
messages that are known to the adversary but not chosen by it.

(b) A generic chosen-message attackinvolves the adversary generating a set of messages
before seeing Alice’s public key. It is then able to submit the messages to a signing oracle,
Os(·), which returns signatures created using Alice’s secret key. Such an attack is generic
because it does not depend on Alice’s public key; the adversary will use the same attack
against every user.

(c) A directed chosen-message attackis similar to a generic chosen-message attack except
in this attack the adversary is allowed to choose the messages to be sent toOs(·) after
having seen Alice’s public key. The messages must all be chosen before the adversary is
able to queryOs(·). This attack is called directed because it is “directed” at a particular
user Alice.

(d) The strongest attack, theadaptive chosen-message attack, is similar to the directed chosen
message attack except that here the adversary is able to “adaptively” choose the messages
to submit toOs(·) based on signatures that it has already obtained on other messages
during the attack.

Definitions

As mentioned above, to form a complete definition of security for a digital signature scheme we must
combine an adversarial goal with an adversarial model. Below we give two possible definitions of
security for signature schemes to illustrate this.
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Definition 6. A signature scheme is secure if it is not possible for any polynomial-time adversary to
totally break the scheme with non-negligible probability using a passive attack.

Definition 7. A signature scheme is secure if it is not possible for any polynomial-time adversary
to existentially forge a signature with non-negligible probability using an adaptive chosen-message
attack.

A very strong definition of security is one under which an adversary is not able to achieve a modest
goal, even when using a very powerful attack. As a rule of thumb, the weaker the adversarial goal,
and the more powerful the adversary considered in a definition, the stronger the definition.

Consider the two definitions of security for signature schemes above. We see that Definition 7
is the strongest definition that can be constructed using the possible adversarial goals and adversarial
models that we have discussed. Definition 6 on the other hand is the weakest. It is Definition 7 that
has become the de facto definition of security for digital signature schemes in the literature [36, 37,
94, 105, 114]. It is known asexistential unforgeability under adaptive chosen message attack.

2.4 Public Key Encryption Schemes

As we did for digital signature schemes in Section 2.3, we now present the adversarial goals and
adversarial models that constitute definitions of security for public key encryption schemes.

Adversarial Goals

Intuitively, the point of using a public key encryption scheme is to prevent unauthorised extraction of
information from communications. In this section we will formally define what this means.

Consider to begin with an encryption scheme that is simply a trapdoor one-way function such as
raw RSA as defined in Figure 2.1. Using a trapdoor one-way function in this way does not rule out
the possibility that a message is easy to compute from its encryption when it is of special form. For
example,0 and1 encrypt to themselves under any raw RSA encryption transformation.

One other problem with a deterministic encryption transformation such as RSA is that any mes-
sage encrypts to a unique ciphertext. If an eavesdropper suspects that a message comes from a small
set, such as{buy, sell, hold}, all it needs to do is encrypt all these messages and compare the resulting
encryptions with the ciphertext to decide what the message is. This problem can be overcome by
concatenating the message with a padding string before encryption, but this, as we will hear more of
later, is not necessarily secure against certain adversaries more powerful than simple eavesdroppers.

In addition, an encryption transformation being a trapdoor one-way function does not preclude
the possibility that an eavesdropper can obtain some information about a message from its ciphertext,
even if it cannot recover the whole message. In the case of RSA an eavesdropper can easily learn one
bit of information about a message from its ciphertext. As the encryption exponente is always odd,
an eavesdropper can learn the Jacobi symbol(m/N) of the messagem from its ciphertextc since
(c/N) = (me/N) = (m/N)e = (m/N).

We have seen why not being able to recover plaintexts from ciphertexts is not on its own a satis-
factory security property for encryption schemes. We will now discuss the evolution of the stronger
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notions which are generally accepted by the cryptography community today.

In [120] Claude Shannon defined what he calledperfect secrecy. Let us suppose that the possible
messages to be sent are finite in number, saym1, . . . ,mn. They could be possible chunks of English
text of a given length for example. Before any message is sent an adversary computesa priori proba-
bilities for the sending of each message. A messagemi is now encrypted using one of the encryption
functionsE1, . . . , El to produce the ciphertextc. The adversary interceptsc. On obtainingc the adver-
sary calculates thea posterioriprobabilities for the various messages. If, for allc, thea priori anda
posterioriprobabilities calculated by an adversary with unlimited time and computational resources
are equal, then we have perfect secrecy. In this case the adversary learns nothing about the message
from the ciphertext that could not be found without the ciphertext.

In reality adversaries with unlimited time and computational resources do not exist. Goldwasser
and Micali adapted Shannon’s work to a situation where an adversary’s resources are bounded [64].
We describe these ideas below.

Let E be the encryption transformation of some public key encryption scheme, and letf be a
function defined on the message spaceM. Consider the two games below.

Game A

1. Randomly pickm ∈M and keep it secret.

2. Ask the adversary to guessf(m).

Game B

1. Randomly pickm ∈M and keep it secret.

2. Computec = E(m).

3. Givec to the adversary.

4. Ask the adversary to guessf(m).

If no adversary with polynomially bounded resources can find a functionf for which it can win Game
B with probability greater than that of winning Game A, then the scheme issemantically secure. As
with Shannon’s perfect secrecy, the adversary learns nothing about the message from the ciphertext
that could not be found without the ciphertext.

Also [64] definespolynomial security. Consider the following game.

Game C

1. Let the adversary find two messagesm0 andm1 fromM.

2. Flip a coin to determine a bitd and computec = E(md).

3. Givenc, ask the adversary to determined.
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If no adversary with polynomially bounded resources can win Game C with probability significantly
greater than1/2, then the scheme ispolynomially secure. It is proved in [64] that if a public key
encryption scheme is polynomially secure then it is semantically secure.

It is clear that a deterministic encryption scheme such as raw RSA cannot be polynomially secure.
An adversary playing Game C can just encryptm0 andm1 and compare the encryptions withc to
determine the bitd.

As well as giving us the definition, [64] also describes a public key encryption scheme that is
polynomially secure, provided that determining quadratic residuosity moduloN = p · q is hard when
the primesp andq are unknown. The public key of the scheme is(N, y) wherey is a quadratic non-
residue moduloN and the Legendre symbol(y/N) = 1. The secret key of the scheme is(p, q). To
encrypt a messagem, with binary representationb1 . . . bl, for each bitbi Bob does the following.

1. Pickx ∈ Z∗
N at random.

2. If bi = 0 setci = y · x2 mod N , soci is a quadratic non-residue moduloN .

3. If bi = 1 setci = x2 mod N , soci is a quadratic residue moduloN .

The ciphertext isc = (c1, . . . , cl). Alice, knowingp andq, can decide the quadratic residuosity of
eachci moduloN , and hence decrypt the message. The key observation here is that any message has
many possible ciphertexts.

This is an appropriate point to deviate for a moment from developing our security notions for
encryption schemes and reconsider encryption schemes themselves. The important point about the
encryption scheme described above from [64] is that, unlike raw RSA, the encryption transformation
as well as the key generation is probabilistic, since for each bit of the message a random element
from Z∗

N is used for encryption. Only schemes with probabilistic encryption algorithms can meet the
requirement of polynomial security.

We are now ready to formally define what we mean by a public key encryption scheme.

Definition 8. A public key encryption scheme is given by a triple of algorithms(K, E ,D) with the
properties below.

• Thekey generation algorithm, K, is a probabilistic algorithm that takes a security parameter
1k ∈ N, represented in unary, and returns a pair(x, y) of matching secret and public keys.

• Theencryption algorithm, E , is a probabilistic algorithm that takes a public keyy and a message
m ∈ {0, 1}∗ to produce a ciphertextc.

• Thedecryption algorithm, D, is a deterministic algorithm that takes a secret keyx and a ci-
phertextc to produce either a messagem ∈ {0, 1}∗ or a special symbol⊥. The symbol⊥ is
used to indicate that the ciphertext was invalid in some way.

We require that for all(x, y) output byK(1k), all m ∈ {0, 1}∗, and allc output byE(y, m), we have
D(x, c) = m. We also require thatK, E andD can be computed in polynomial time (ink).
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The ideas of Goldwasser and Micali from [64] were subsequently developed by Goldreich [63].
All adversaries considered in [63] are modelled as probabilistic polynomial-time algorithms. The
revised definition of semantic security is more general than the original. It allows for the possibility
that the adversary has some information about the message in each of the games A and B above. Of
course the information that the adversary has must be the same in both games. Goldreich also renames
polynomial security with the more informativeindistinguishability of encryptions. Distinguishing
encryptions has become the accepted adversarial goal that is used in the definition of security for
public key encryption schemes today [18, 20, 49].

While semantic security captures intuition about what security should be, the ciphertext should
give nothing away about the plaintext, indistinguishability of encryptions is technically useful when
it comes to proving security of encryption schemes. The major result of [63] is the equivalence of
semantic security and indistinguishability of encryptions. In the light of the comments above this is
very useful indeed.

Adversarial Models

Above we arrived at a very conservative adversarial goal to be used in a security definition. It remains
to consider the powers of an attacking adversary. We are dealing with public key encryption schemes
and so any adversary is able to encrypt any plaintext to see a corresponding ciphertext. An attack
where this is possible is known as achosen-plaintext attack. This is the weakest possible attack
scenario for a public key encryption scheme.

There is a possibility that an attacking adversary may, in the absence of the legitimate user, gain
access to the decryption mechanism. In this instance the adversary is able to produce ciphertexts and
then see the corresponding plaintexts. We say that the adversary has access to adecryption oracle.

The first formalisation of this attack model comes from [95] where it is called achosen-ciphertext
attack. The chosen-ciphertext attacker of [95] is a triple of probabilistic polynomial-time algorithms
A,F andT , each corresponding to a different stage of the attack.

The input toA is the security parameter of the scheme1k, and the public key of the user under
attack,y. AlgorithmA is allowed to concoct ciphertexts and submit them to the decryption oracle
polynomially many times, each time receiving the corresponding plaintext in response. Note that the
adversary is not forced to use the encryption algorithm to come up with these ciphertexts, it may
compute them any way it wishes. The computation ofA is allowed to be a function of the input,
previous decryption oracle queries with their responses and its random bits. FinallyA produces some
output, which can be the entire history of its computation plus its internal state.

The second algorithmF , themessage finder, takes as input the security parameter, the public key,
and an auxiliary input. The auxiliary input comes from the output ofA. The output ofF is two
messagesm0 andm1 together with an auxiliary output, which again may be the entire history of its
computation plus its internal state.

The final algorithmT , thedistinguisher, takes as input the security parameter, the public key, the
output ofF , and achallenge ciphertext. The challenge is created by randomly choosing one of the
messagesm0 andm1 and then encrypting the chosen message. The output ofT is a guess as to which
of the two messages was encrypted.

This attack is known today as anon-adaptive chosen-ciphertext attack. It is non-adaptive in the
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sense that the adversary is unable to adapt the ciphertexts sent to the decryption oracle once it has seen
the challenge ciphertext.

The final, and strongest, attack scenario that we will consider is based on ideas from [111]. The
formulation of this attack that we will be concerned with is similar to that of a non-adaptive chosen-
ciphertext attack, except here the attacker is able to query the decryption oracle after having seen the
challenge ciphertext. Of course the attacker is not permitted to submit the challenge ciphertext itself
to the decryption oracle. This attack is known as anadaptive chosen-ciphertext attack.

Definitions

Having considered adversarial goals and adversarial models, we are now ready to put the two together
to form complete definitions of security. In the definition of security we say that the adversaryA
is a pair of algorithms(A1,A2). The algorithmA1 combines the functions ofA andF from the
description of non-adaptive chosen-ciphertext attack given above andA2 has the same function asT .

We denote chosen-plaintext attacks, non-adaptive chosen-ciphertext attacks and adaptive chosen
ciphertext-attacks by CPA, CCA1 and CCA2 respectively. The only difference between these attack
scenarios is access to decryption oracles. Decryption oracles are denotedOd

i (·), wherei ∈ {1, 2}
refers to the stage of the attack. Access to decryption oracles is given by a superscript. IfOd

i (·) = ε,
thenOd

i (·) returns the empty stringε on any input.

The string atk may be instantiated by any of cpa, cca1, cca2, while ATK is then the corresponding
member of CPA, CCA1, CCA2. Indistinguishability of encryptions is denoted IND.

Definition 9. Let Π = (K, E ,D) be an encryption scheme and letA = (A1,A2) be an adversary.
For atk ∈ {cpa, cca1, cca2} and1k ∈ N consider the following experiment.

Expind−atk
Π,A (1k)

(x, y)← K(1k)

(m0,m1, state)← AO
d
1(·)

1 (y)
b← {0, 1}
σ∗ ← E(y, mb)

b′ ← AO
d
2(·)

2 (m0,m1, σ
∗, state, y)

If b′ = b return 1, else return 0

where
atk = cpa ⇒ Od

1(·) = ε and Od
2(·) = ε,

atk = cca1 ⇒ Od
1(·) = D(x, ·) and Od

2(·) = ε,
atk = cca2 ⇒ Od

1(·) = D(x, ·) and Od
2(·) = D(x, ·).

It is mandated that them0 andm1 are such that|m0| = |m1| and thatA2 never queries the oracle
Od

2(·) with σ∗. We say thatA wins if b′ = b.

We define the advantage ofA in breakingΠ with security parameter1k as

Advind−atk
Π,A (1k) = 2 · Pr

[
Expind−atk

Π,A (1k) = 1
]
− 1.
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For anyt, qd ≥ 0, we define the advantage function of the scheme

Advind−atk
Π (1k, t, qd) = max

A

{
Advind−atk

Π,A (1k)
}

,

where the maximum is over all adversaries with time complexityt, each making at mostqd queries to
any decryption oracles.

The schemeΠ is said to be IND-ATK secure ifAdvind−atk
Π (1k, t, qd) is a negligible function of

the security parameter.

Originally it was thought that IND-CCA2 security was of theoretical interest only. This situation
changed when Daniel Bleichenbacher discovered a chosen-ciphertext attack on a standardised random
padding scheme for RSA [23]. Today it is security in the strongest sense of IND-CCA2 that has
become the accepted definition of security for public key encryption schemes in the literature [18,
20, 49]. When we refer tochosen-ciphertext securityfrom now on, it is IND-CCA2 security that we
mean.

Above we mentioned that Goldreich proved that indistinguishability of encryptions and semantic
security were equivalent notions [63]. This was originally proved in a setting where an adversary does
not have access to a decryption oracle. However, we are now interested in adversaries that are able
to use chosen-ciphertext attacks. The equivalence of the two notions in this setting was subsequently
proved by Watanabe et al. [132].

2.5 Random Oracle Model

2.5.1 Cryptographic Hash Functions

Cryptographic hash functionsare similar to the hash functions used in many areas of computer sci-
ence. In all cases a large domain ishashedonto a smaller range. We will discuss some of the properties
required of hash functions used in cryptography. From now on when we refer to ahash functionwe
always mean a cryptographic hash function unless stated otherwise. We give the basic definition
below.

Definition 10 (Cryptographic Hash Function). A hash functionH is a function with the properties
below.

• The functionH takes a messagem of finite length represented as a bit string and maps it to a
bit string of fixed length. The resulting stringH(m) is the hash-value or simply the hash ofm.

• GivenH andm ∈ {0, 1}∗, it is easy to computeH(m).

Hash functions are frequently used in integrity checking for a digital signature scheme or a public
key encryption scheme. In the case of signature schemes one is able to sign an arbitrary length
message by computing its hash value and signing this instead of the message itself. Since the domain is
larger than the range, a hash function is necessarily many-to-one, implying the existence ofcollisions
i.e. messagesm0 andm1 such thatm0 6= m1 but H(m0) = H(m1). If the hash values of messages
are being signed in place of messages themselves a dishonest signer could signH(m0) and later claim
to have signedm1 6= m0 if it can find m1 6= m0 such thatH(m0) = H(m1). With this in mind we
define some additional properties that we require of hash functions.
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Definition 11. LetH be a hash function.

• Giveny from the rangeH, if it is hard to findm such thatH(m) = y we say thatH is preimage
resistant.

• Givenm0, if it is hard to findm1 6= m0 such thatH(m0) = H(m1) we say thatH is second-
preimage resistant.

• If it is hard to find a pair of distinct messagesm0 andm1 such thatH(m0) = H(m1) we say
thatH is collision resistant.

Above we demonstrated why second-preimage resistance is a desirable property of a hash func-
tion. Suppose now that there is an adversary able to mount a chosen message attack against a signer.
If the adversary can come up with a pair of distinct messagesm0 andm1 such thatH(m0) = H(m1)
it can obtain a signature onm0 and subsequently claim that the signer signedm1. This illustrates why
collision resistance is required.

To see why preimage resistance is important for hash functions, suppose that a signer is using Full
Domain Hash RSA, as introduced in [18]. Let(N, e) be the public key of this signer. An adversary
can chooses ∈ Z∗

N and computex = se mod N . If it can find m such thatH(m) = x thens is a
forged signature onm.

2.5.2 The Random Oracle Paradigm

In the Section 2.5.1 we discussed how hash functions have an important role in signature schemes and
their security. In the past a common design paradigm was to take some number-theoretic primitive
and use it to build a hash function. For example, Naor and Yung proved that under the assumption
that one-to-one one-way functions exist it is possible to construct what they calluniversal one-way
hash functions(UOWHF) [94]. These UOWHFs are collision resistant and using them Naor and Yung
construct a signature scheme that is provably existentially unforgeable under adaptive chosen message
attack.

It was suggested by Bellare and Rogaway [18] that powerful primitives such as the hash functions
SHA-1 [96] and MD5 [112] were readily available. Moreover, the properties of these primitives
had never been formally modelled. They proposed therandom oracle model(ROM) in which such
primitives could be used to design provably-secure cryptosystems. The idea is a simple one: assume
that all parties, good and bad alike, have access to arandom oracle; prove a protocol is secure in
this model; finally implement the protocol with a hash function such as SHA-1 in place of the random
oracle. A random oracle is an oracle that, when queried, replies with a random response, subject to the
condition that on a repeat query it gives the same response. Such an oracle indeed has the properties
such as preimage resistance and collision resistance that we require from a hash function.

Originally it was believed that, if a protocol was proved secure in the random oracle model, then
any successful adversary must exploit a weakness in the hash function used to instantiate the random
oracle. It was subsequently demonstrated by Canetti et al. [39] that this is not necessarily true. In [39]
it is demonstrated that there exists a cryptosystem that is provably secure in the random oracle model
but totally insecure when the random oracle is instantiated by any hash function. Since the publication
of [39], several other separation results have emerged [15, 66, 97].
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The construction in [39] is an artificial one and so a proof in the random oracle model is still
considered preferable to no formal analysis whatsoever. Several schemes analysed in the model have
enjoyed widespread acceptance with standards bodies [20, 21].

2.5.3 The Forking Lemma

We will now describe a security argument in the ROM proposed by Pointcheval and Stern [104, 105]
for the Schnorr signature scheme[116, 117]. This will bring together many of the ideas that have
been introduced in this report.

The idea of [104, 105] is to use an adversary of the Schnorr signature scheme, as described in
Figure 2.3, as a black box in order to construct an efficient algorithm to solve the DL problem in the
groupG used to implement the scheme. If computing discrete logarithms in this way is shown to be
feasible we arrive at a contradiction. One concludes that the assumed adversary could not have existed
in the first place.

Figure 2.3: The Schnorr Signature Scheme

Parameters
1. A cyclic groupG of prime orderq (written additively here).
2. A generatorP of G.

Key Generation
1. Choosex uniformly at random from{1, . . . , q − 1}.
2. Compute the group elementY = −xP .
3. Return the public keyY and the secret keyx.

Signing
To sign messagem with secret keyx:

1. Choosel uniformly at random from{1, . . . , q − 1}.
2. ComputeQ = lP .
3. Computee = H(Q||m) whereH is a hash function such as SHA-1.
4. Computes = l + e · x mod q.
5. Return the signature(e, s).

Verification
To verify signature(e, s) onm under public keyY :

1. ComputeQ = sP + eY .
2. If e = H(Q||m) return ACCEPT, else return REJECT.

The adversary considered in [104, 105] is one that is able to use an adaptive chosen message
attack against the scheme. The adversary is used to recover the discrete logarithm of the public key
that it attacks. This presents the problem of responding to the adversary’s signing queries without
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knowledge of the secret signing key. It turns out that it is possible to simulate these queries without
knowledge of the key if the hash functionH is modelled as a random oracle.

The adversary in [104, 105] is assumed to be a probabilistic polynomial time algorithm that runs
on random inputω. The reduction works by running the adversary many times with the sameω but
each time making it interact with a different simulation of the random oracleH. This method is
dubbed theoracle replay attack, it is described in Figure 2.4.

Figure 2.4: The Oracle Replay Attack
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Let us now explain what is going on in Figure 2.4. In any candidate for a forged signature(e, s)
on a messagem under public keyY there is an implicitQ = sP + eY . The argument relies on the
fact that ifH is a random oracle then there is only negligible chance that(e, s) will verify unless at
some point during the attack the adversary made the queryQ||m to the random oracleH. This is the
critical query.

Suppose that the adversary is able to make at mosth queries to the random oracleH. In the
oracle replay attack the adversary is run until a successful forgery is produced. Now someβ is chosen
from {1, . . . , h}. The simulator runs the adversary again in the same way until it makes queryβ. At
this point it chooses a new random response to the query. This causes afork in the execution of the
adversary.

If qβ is the critical query in two simulated runs of the adversary with different random oracles then
we have two signatures on the same messagem, moreover the values ofQ implicit in these signatures
are equal. Let us denote these signatures(e0, s0) and(e1, s1). From the description of the scheme in
Figure 2.3 we see that this situation would give us

s0P + e0Y = s1P + e1Y,

from which we infer

s0 − e0 · x = s1 − e1 · x mod q. (2.10)

Since by construction we havee0 6= e1, from (2.10) we can now compute the discrete logarithm ofY
to the baseG as

x =
s0 − s1

e0 − e1
mod q. (2.11)
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This describes the intuition behind aforking lemmaargument. We have omitted many details such
as how to respond to the signing queries made by the adversary and how to estimate the probability
of successfully computing discrete logarithms in this way.

2.6 Conclusion

In this short chapter we have introduced the discipline of provable security. We have discussed some
of the computational problems used in the design of provably secure cryptosystems and given security
definitions for digital signature schemes and public key encryption schemes.

Owing to lack of space, many important areas have not been treated. One such area is that of
making the raw RSA cryptosystem into one that is IND-CCA2 secure. Details of techniques to do this
can be found in [20, 60, 126]. All these techniques use the random oracle model. Several practical
digital signatures schemes and public key encryption schemes have proofs of security that do not
require random oracles. The interested reader will find details in papers such as [25, 50, 51].



Chapter 3

Open Problems in Provable Security

In this chapter we detail a set of open problems which the authors think are of some interest. Many
of the following problems are actively being researched by the participants of WG1 of AZTEC and
others world-wide. One can therefore hope for some results in the following areas in the coming
years.

3.1 Using the Random Oracle Model

Owing to the many separation results [15, 39, 66, 97], the use of the random oracle model (ROM)
is not entirely satisfactory. These separation results show that there exist ROM-secure encryption or
signature schemes that are insecure under any instantiation of the random oracle model with any hash
function; however, these schemes are all contrived to deliberately frustrate the process. One open
question is to establish whether or not all such results must rely on contrived examples. If this turned
out to be the case, and one could formalise a suitable notion of contrived, one could determine when
a proof in the ROM applied in the real world.

One philosophical question is whether proofs in the ROM which use an aggressive use of the
ROM (often called a programmable random oracle [97]) and in way inferior to those which use the
ROM in a passive sense (often called a non-programmable random oracle [97]). An example of the
use of programmable random oracles is the standard proof of security for RSA-FDH [18, 47].

3.2 Avoiding the Random Oracle Model

A general open problem is to construct signature and encryption schemes which are secure in the
standard model (without random oracles) but which are also efficient. The state of the art in this area
is the encryption scheme of Cramer and Shoup [49, 51, 52], and the signature schemes of Cramer and
Shoup [50] and of Boneh and Boyen [25].

A major open problem is to construct such an encryption scheme which is based on a computa-
tional problem such as the RSA problem or the Diffie–Hellman problem. In a similar vein a prob-
lem is to construct a signature scheme based on either the RSA problem or the standard discrete
logarithm problem (as opposed to the computational Diffie–Hellman problem). Almost all existing

28
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schemes require either non-standard domain parameters such as groups with pairings [25]; the use
of the Strong-RSA assumption [50]; the decisional version of the Paillier assumption or the DDH
assumption [51, 52]. Various Diffie–Hellman based signature schemes exist, such as [25] based on
pairing groups.

Recently, Paillier and Vergnaud [101] and Paillier [100] showed that it is highly unlikely that
the Schnorr and RSA-FDH signature schemes can be proved secure in the standard model under the
discrete-logarithm and RSA assumption, respectively.

3.3 ROM vs Generic Group vs Ideal Cipher

All three of these models work by assuming a given component of the system behaves in an ideal
way: a hash function in the ROM [18]; a group in the generic group model [123]; and a symmetric
cipher in the ideal cipher model [17]. It is natural to ask questions about the relationship between
these models. For example, can one interprit the generic group model and the ideal cipher model as
specific instances of the ROM. Alternatively, is there a separation between these models.

3.4 Composability of Schemes and Protocols

The KEM-DEM paradigm is a very popular approach for building secure public-key encryption
schemes [52, 53, 125]. The idea is to use an asymmetric key encapuslation mechanism (KEM) to
encrypt a key for an symmetric data encapsulation mechanism (DEM). Thus one wishes to build
schemes whose security is guaranteed by the security of its simple components. It would be interest-
ing to investigate if such a design philosophy be extended to other primitives.

On a related note, higher level protocols, such as voting, are made up of smaller subprotocols,
for example homomorphic encryption and commitment schemes. There appears to be little research
devoted to understanding how components which are provably secure may interact badly in higher
level protocols to create weaknesses. Once such questions have been addressed one could attempt to
develop provably secure composition paradigms to build higher level protocols in a modular fashion.

An interesting line of proposed research is to link the formal methods community with the prov-
able security community. This line of research has been initiated by Abadi and Rogaway [98] for the
case of very simple protocols with passive adversaries. Recent advances include the frameworks of
Backes, Pfitzmann, and Waidner [10] and that of Micciancio and Warinschi [91] who show that it is
possible to also deal with active adversaries. Nevertheless, there are still many open problems about
what can be done for more complicated protocols and about what exactly can be proven automatically.

3.5 Provable Security for Existing Schemes

Many existing schemes do not have any formal security proofs yet, in particular ones based on the
problem of hidden number fields (HNFs) or hidden field equations (HFEs) [102]. Hence, an open
problem is to develop security proofs for such schemes. The main impediment to such proofs is the
ability to formally define hard problems on which to base cryptosystems.
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In very recent results, Dubois et al. [56] broke the SFLASH signature scheme [] that is based on
multivariate public-key cryptography and that was recommended by the NESSIE consortium [1] for
implementation on low-cost smart cards. Their attack only works for modified parameters, but new
results breaking the original version have already been announced.

3.6 Signcryption

Signcryption is a novel public key primitive first proposed by Zheng in 1997 [133]. It therefore offers
the three services: privacy, authenticity and non-repudiation. Since these services are frequently
required simultaneously, Zheng proposed signcryption as a means to offer them in a more efficient
manner that a straightforward composition of digital signature scheme and encryption scheme.

To date there are no results for signcryption that do not use the ROM.

The construction of a secure signcryption can be achieved using a combination of a secure encryp-
tion scheme [49] and a secure signature scheme [50]. This result was proven in [7] without the use of
the random oracle model. However, these schemes do not meet the requirement that a signcryption
scheme should be more efficient than using a signature scheme and an encryption scheme separately.
There are no known signcryption schemes that have been proven secure, in the sense of [7], that do not
simply integrate existing signature schemes with existing encryption without making use of the ran-
dom oracle model. Given the recent advances in the construction of encryption and signature schemes
in the standard model, it seems likely that a new signcryption scheme that is provably secure without
using the random oracle model will appear soon.

There have also been interesting advances in the study of signcryption schemes that combine
signature and encryption schemes. These have now been proven secure (in some sense) in both the
UC security model [8] and in an unconditional security model [121].

It has also been noted that, in the original security models for signcryption, there was no notion
of forward security. In other words, if a sender’s private key was compromised, then all previous
messages that were sent might also be compromised. This problem was first studied by [55] who
proposed a new security model and proved the security of several schemes in this new model.

3.7 Two-Party Key Agreement

Key agreement is one of the most important asymmetric cryptographic primitives. Following the pio-
neering work of Diffie and Hellman [54], many protocols have been developed to solve this problem.
Unfortunately the area seems to be littered with more broken or flawed protocols than secure ones.

Bellare and Rogaway started to formalize the security of key agreement protocols in their 1993
paper [19]. In 1998, following the work of Bellare, Canetti and Krawczyk [16], a new trend in security
models for key agreement began. The idea was to take a more modular approach to the design and
analysis of protocols.

Cannetti and Krawczyk then started to look at modelling the security of protocols in a larger envi-
ronment [40] and this culminated in the notion of universal composability [41]. This is the strongest
notion of security for key agreement in the literature to date. It models the security of a protocol when
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composed with any other arbitrary protocols.

In parallel, Backes, Pfitzmann and Waidner have also worked on models for secure key agree-
ment [9, 11]. Their work has examined how to combine techniques from the formal methods commu-
nity with provable security. It would be interesting to see if such techniques can help to automate the
design and analysis of key agreement protocols, thereby making proofs of security less error-prone.

The newer models have resulted in proofs of security for a number of more modular protocols.
This modular approach is much simpler than the original methodology of Bellare and Rogaway [19].
However, certain well-known and respected protocols such as MQV [82] remain without proofs of
security. One reason for this may be that such protocols are not built in a modular fashion. The MQV
protocol is compact and it is often more efficient to implement than those designed with a modular
approach. Unfortunately, to date, such protocols have proved more difficult to analyse than their
modular counterparts.

It would be interesting to see if compact, non-modular protocols like MQV can also be proved
secure with such strong notions of security. It would also be interesting to develop key agreement
protocols secure in the standard model.

3.8 Group Key Agreement

Group Key agreement schemes allow a set of users to agree on some common (secret) value from
which they can easily derive a session key. These protocols are arguably extremely useful in many
group-oriented scenarios, such as video-conferencing or secure duplicate database to cite a few, as
they allow efficient implementations of secure multi-cast channels.

Recently, several group key agreement protocols which are provably secure with respect to an
adversary who is given full control of the network, have been proposed [31, 57, 76]. In this model, a
protocol is considered secure if an adversary with complete control over the communication network
remains unable to distinguish the real key from a random one.

Although this definition is rather standard, there are several issues it does not address. First of all,
it does not offer any protection with respect to malicious intruders or parties who arbitrarily deviate
from the protocol. Moreover, since the model provides the adversary with complete control over
the communication network, the basic protocols cannot guaranteeany form of agreement. This is
because the adversary can modify messages or even refuse to deliver them at all. Finally, all the
methods proposed so far are inherently subject to denial of service attacks.

Addressing some (or all) the concerns mentioned above (by of course modifying the adversarial
model) is an intriguing direction for future work.

3.9 Password Based Key Agreement

There are two models that are used at present, one proposed by Bellare et al. [17] and one proposed by
Boyko et al. [30]. In the former an adversary is given a series of oracles that model the various attacks
that it may have at its disposal (on-line password guessing, passive eavesdropping etc.); its challenge
is to distinguish a session key established using the protocol from a random string. The model of [30]
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extends the model of [124] to include password protocols. In this model two systems are described:
the ideal and the real. The ideal system is defined in such a way that protocols will always be secure.
To construct a proof one shows that, for any adversary in the real system, there is an adversary in the
ideal system such that the transcript of the adversary in the ideal system is indistinguishable from that
in the real system.

Since both models have been used extensively in the literature, it would be interesting to know
the relationship between the two i.e. what security in one model implies about security in the other
model. While the two models have been shown equivalent in the public key setting [124], and in the
high entropy common secret environment, it is still an open problem in the password-based scenario.
However, it is likely that the two are not equivalent.

More recently, a new and stronger model for password-based key agreement has been proposed by
Canettiet al. [42] in the universal composability framework. This new model has several advantages
over previous ones. First, the new model does not assume any particular distribution on passwords,
a common restriction in previous models. Second, it guarantees security even when players run the
protocol with different (possibly related) passwords. For example, this models a user mistyping a
password. Finally, in [42], the authors also showed that a protocol that is proven secure in the new
model is also secure in any of the previous models.

3.9.1 Two-Party Password-Based Key Agreement

From a constructive perspective, there are several efficient schemes in the random oracle model, based
on various computational assumptions [34, 43] (including the Diffie-Hellman problem, the RSA prob-
lem and integer factoring). In the standard model, decisional problems are required [62, 75]. Also, the
computational overhead is greater than for their ROM counterparts. Therefore, as always, there is the
issue of trying to construct schemes which avoid the random oracle model, which are really efficient,
or alternatively, that are based on weak assumptions.

3.9.2 Three-Party Password-Based Key Agreement

In a three-party password-based key agreement, the users trying to establish a session key do not need
to share a password directly among themselves but only with a trusted server. This scenario is of great
practical interest as users are only required to memorize a single password. To date, only few schemes
are known [129, 38, 78] for this scenario, but none of them are provably secure. Therefore, it would
be interesting to investigate the security of these schemes.

In this respect, the number of open problems is quite large. For instance, can these schemes be
proven secure? If so, under which assumptions? Are there more efficient designs? Can we devise an
efficient scheme in the standard model? Can we limit the amount of trust we put in the server? What is
the most appropriate security model in this scenario? Answering any of these questions would already
represent an important advance in this area.

In a recent paper, some of the questions invoked above have been answered in the affirmative.
More precisely, in [4], the authors introduced a new security model for three-party password-based
key agreement protocols and showed a generic construction of such schemes from any standard two-
party password-based key agreement.
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3.9.3 Group Password-Based Key Agreement

Group schemes for password-based key agreement are designed to provide a pool of players com-
municating over a public network, and sharing just a human-memorable password, with a session
key (e.g, the key is used for multicast data integrity and confidentiality). As above, the fundamen-
tal security goal to achieve in this scenario is security against dictionary attacks. A formal security
model for this task was defined [32] along with a provably secure scheme in the ideal cipher model.
This is a simple extension of the two-party Diffie-Hellman Encrypted Key Exchange [22], applied in
cascade. While for the two-party case one can translate proofs which first required the ideal cipher
model [17, 34] into the random oracle model [30, 35], it is still an open problem to to do so for the
case of groups. A second challenge is to reduce the number of rounds, which is currently linear in the
number of players. Only the Diffie-Hellman problem (and actually even a stronger assumption [33])
has been used to date, and thus building schemes on different assumptions is also a possible direction.
Finally, as usual, schemes in the standard model are still unknown.

In the past year, solutions to several of the problems mentioned above have appeared in the lit-
erature. In an article appearing at PKC 2006 [3], the authors introduce a new group password-based
key agreement protocol with a proof of security in the ideal-cipher and random-oracle models. Their
protocol is quite efficient and only requires a constant number of rounds to complete. Following that
work, several other protocols have been suggested to overcome some of the deficiencies of [3]. In
[5], the authors proposed a new constant-round group password-based key agreement with proof of
security in the standard model. This protocol was later improved by Bohliet al. [24]. More recently,
Abdallaet al. [2] showed a generic construction of a group password-based key agreement from any
standard two-party password-based key agreement. Their construction is quite simple and their secu-
rity analysis is in the standard model. The resulting schemes can also be quite efficient, though not as
efficient as those in [5, 24].

Adaptively-secure password-based key agreement

Despite the vast amount of work in the area of key agreement, one issue not usually addressed is
security in the presence of an adversary that can corrupt players adaptively and learn their internal
states. A few exceptions are the HMQV [80] and NAXOS [81] protocols in the2-party authenticated
key agreement case and the work by Katz and Shin [77] in the group authenticated key agreement
case, but they all assume the existence of a public-key infrastructure. In the password-based scenario,
no solution is known so far. Thus, achieving adaptive security in the password-based scenario seems
an interesting open problem.

3.10 Side Chanel Protection and Provable Security

There are two potential avenues for research in this area: the first is based on extending the models
used in provable security to include issues such as the adversary learning extra information from
physical side channels [90]; the second, as yet unexplored, in based on the concept of obfuscation [13,
86].

A recent paper by Micali and Reysin appears to be the only work done to extend esisting models
to the setting where physical side channels are available to an adversary [90]. Various issues arise
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from this paper: the applicability of their model to the real world; the ability to compose side-channel
secure components into systems which maintain side-channel security; and the extension of the model
to more real life/practical schemes.

As for the second avenue mentioned above, it is know that there cannot exist a general obfusca-
tor [13]; however, obfuscators may exist for particular algorithms, for example a given encryption or
decryption algorithm. One line of future research is to determine whether such particular obfuscators
can exist. At present the only positive result pertaining to obfuscation requires the ROM [86].

3.11 Provably Security in the Presence of Quantum Adversaries

A major problem with existing, practical schemes for public key encryption and digital signing is
that they depend on problems which could be rendered insecure by future developments in quantum
information processing [122]. Whilst quantum key exchange allows the agreement of an information
theoretically secure key, it does not solve the authentication problem. Hence, there is a need for either
a classical or quantum signature scheme which is secure in the presence of quantum adversaries.

A major open problem arising from this is to build new signature and encryption schemes that do
not rely on underlying problems from number theory, all of which appear to be easy on a quantum
computer [122]. Even in the absence of quantum computers, schemes based on non-number theoretic
constructions will protect against any significant advance in classical algorithms or implementation
techniques for these number theoretic problems.

One problem here is that the standard method of constructing efficient signature schemes, by
applying the Fiat-Shamir heuristic [59] to a sigma protocol [48], will not work in the quantum setting.
Since the adversary is assumed to be a quantum player and the sigma protocol is proved sound by
rewinding the prover, it appears hard to find a sigma protocol which is secure in the presence of
quantum adversaries, let alone produce signature scheme.

On a related note, the security of hash functions in the presence of quantum computers needs to
be considered. It is known that a collision can be found in a function with codomain of sizeN in time
O(N1/3) on a quantum computer. The equivalent time on a classical computer isO(N1/2). However,
it is not known whether there is a tight relation between classically secure hash functions and hash
functions secure against quantum adversaries.

3.12 Reduction in Size

The energy used to transmit a single bit using wireless technology may be 1000 times that required
for a 32-bit computation [14]. Condidering such issues, it is of great practical importance to construct
signature schemes for which the signature is as short as possible. For example, if one wanted280

security, is it possible to invent a signature scheme producing signatures of length80 bits? The state
of the art scheme for producing short signatures, secure in the ROM, would require160 bits [27]. In
the standard model the shortest signatures are around320 bits [25]. We remark that a scheme with
80-bit signatures and280 security would necessarily be deterministic.

Similar questions arise in encryption. Most IND-CCA2 secure encryption schemes use a large
amount of redundancy in the ciphertext to attain provable security. Essentially this is done to build in
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a notion of plaintext awareness, so that almost all ciphertexts are invalid in some way. This clearly
results in a large expansion between the plaintext and the ciphertext.

An interesting and important question is that of designing IND-CCA2 secure encryption schemes
with little or no redundancy. In [103] the first steps in this direction were taken by Phan and
Pointcheval. In this paper a scheme based on 3-Round OAEP [20] was presented with the above
goal in mind. The scheme is secure in the ROM based on the partial-domain one-wayness of a trap-
door permutation. An open problem is whether one can construct such schemes without recourse to
the ROM.

3.13 Reduction in Time

All schemes, whether secure in the standard model or in the ROM, have cubic decryption time or
cubic encryption time, and sometimes both (where complexity is measured in terms of the size of the
security parameter). For example, RSA with short public exponent requires quadratic time to encrypt,
but cubic time for decryption. Schemes based on ElGamal [58] usually require cubic time for both
encryption and decryption.

An open problem is to find a provably secure public key encryption scheme with both encryption
time and decryption time a quadratic function of the size of the security parameter.

In a similar vein, the advent of new, small, low-powered computing devices such as RFID tags
means that there is a need for a secure, low-cost signing algorithm. In such a situation a high cost for
verification can be accepted but a low cost for signing is crucial.

3.14 Unconventional Computing Models

Almost all provable security results are based on complexity theoretic considerations within the stan-
dard Turing machine/von Neumann model of computing. However, attacks on systems may be
possible using novel forms of computing such as analogue circuits or devices like Shamir’s TWIN-
KLE [119].

A fundamental question in theoretical computer science is whether there is any relationship be-
tween these forms of computing and our standard model. From a cryptographic point of view, the
question would be what the existence or the absence of such a relationship implies for proofs of
security of cryptographic schemes.

3.15 Provable Security and NP-Completeness

An open question is to produce a provably secure public key encryption scheme whose security is
based on an NP-complete problem. The authors have a vague feeling that any public key scheme
should be based on a problem lying in both NP and co-NP, and hence based on a problem which is
not NP-complete. A formal proof of this statement or a counterexample is required.
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