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Executive Summary

Symmetric cryptography addresses the problem of protecting the secret information using
a shared secret key. The message is transformed in such a way that it cannot be recovered
without this key. Algorithms which are used for symmetric encryption are known as symmetric
ciphers: block ciphers and stream ciphers. The security of symmetric encryption algorithms
can in general not be proved (with the exception of the one-time pad). Instead, the trust in
a symmetric cipher is based on the fact that no weaknesses have been found after a long and
thorough evaluation phase. The field which focuses on methods to defeat the secrecy of the
information, i.e. which aims at braking the ciphers is called cryptanalysis.

In this deliverable we provide a state of the art survey of recent developments in sym-
metric cryptanalysis. It is an update of the deliverable DSYM6 and includes the best to our
knowledge new results and techniques developed for cryptanalysis of block ciphers, stream
ciphers and hash functions.
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Chapter 1

Cube Attacks and Other Higher
Order Differential Techniques

Cube attacks have been presented by Dinur and Shamir [DS09] in 2008 as a new cryptanalytic
tool applicable to a broad class of secret key primitives (stream ciphers and block ciphers).
If the primitive has inherently low degree an attacker can recover the secret key by solving a
system of linear equations. The authors of [DS09] introduced a new terminology which was
reused in [ADMS09] to describe cube testers. In contrast to the cube attacks, cube testers
typically yield distinguishing rather than key recovery attacks. Both types of attack apply
in a scenario where the attacker can make chosen queries to the cipher (chosen IV or chosen
plaintext).

Cube attacks as well as cube testers have a natural description in terms of higher or-
der derivatives of Boolean functions as defined by Lai [Lai94] in 1994. In this perspec-
tive, cube testers have been improved using the idea of conditional differential cryptanalysis
in [KMNP10,KMNP11]. A similar idea underlies the dynamic cube attack [DS11]. These im-
provements resulted in the first attack on the stream cipher Grain-128 and on the best known
attacks on reduced variants of the stream ciphers Grain v1, Trivium, and the KATAN /
KTANTAN family of lightweight block ciphers.

We first describe cube attacks and cube testers, before we describe the more recent im-
provements. We also provide a short translation of the cube terminology to the terminology
of higher order differential cryptanalysis.

1.1 Cube Attacks

Cube attacks exploit implicit low-degree equations in cryptographic algorithms. They only
require black box access to the target primitive, and were successfully applied to reduced
variants of the stream cipher Trivium [DS09]. A very similar technique has been proposed
earlier in [Vie07]. The attacker recovers a secret key through specific queries to the cipher,
followed by solving a linear system of equations in the secret key variables. A one time
preprocessing phase is required to determine which queries should be made during the online
phase of the attack.
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1.1.1 Terminology

Let f be a function mapping {0,1}" to {0,1}, n > 0. The algebraic normal form (ANF) of f
is its representation as a polynomial over GF(2) in variables z1, ..., z,. It has the form
an—1

o P
> ai ey,
i=0

where ag, ..., asn_1 are binary coefficients, and 7; denotes the j-th digit of the binary encoding
of i. A key observation regarding cube attacks is that for any function f : {0,1}" — {0, 1},

one has
agn_1 = Z f(z).
ze{0,1}7
That is, the sum of all entries in the truth table equals the coefficient of the highest degree
monomial in the ANF of f. For example, let n = 4 and f be defined as

f(z1, 29,23, 24) = 21 + T12223 + T1T2T4 + T3.

Summing f over all 16 distinct inputs yields zero, the coefficient of the monomial xyxox3x4.
Instead, cube attacks sum over a subset of the inputs. For example, summing over the four
possible values of (x1,z2) € {0,1}? gives

f(o’ 07 zs3, $4) + f(Ov ]-a €3, $4) + f(l’ 0’ zs3, $4) + f(]-a ]-a xs3, $4) = T3+ T4,
which is the polynomial that multiplies iz in f:
f(x1, 0,23, 4) = T129 - (03 + 24) + 1 + 23.

Generalizing, given a function f : {0,1}" — {0,1} and an index set I C {1,...,n},
summing f over all possible values x; € {0,1} for ¢ € I results in the polynomial p such that

flw, .o xn) =t -p(--) +q(x1, ..., T0)

where 7 is the monomial containing all the x; with ¢ € I, p has no variable in common with
t7, and no monomial in the polynomial ¢ contains ¢;.

Following the terminology of [DS09], p is called the superpoly of I in f, t; is called a
maxterm if p has degree 1, and f is called the master polynomial.

Preprocessing Phase

This phase must be done only once and does not require online access to the cipher. The goal
is to find sufficiently many maxterms of the master polynomial. Each maxterm gives rise to
a linear equation in the bits of the key. Hence, recovering the full key requires k& maxterms,
where k is the length of the key. Testing whether ¢; actually is a maxterm and reconstructing
its linear representation in key bits is achieved by probabilistic linearity tests [BLR90].

Online Phase

The attacker now evaluates the superpolys of all the & maxterms by summing f over the
corresponding public variables. Each result corresponds to a linear combination of the key bits
(determined in the preprocessing phase). Assuming that the degree of the master polynomial
is d, each evaluation requires at most 24~! chosen queries. Once enough linear superpolys are
found, the key can be recovered by solving the system of linear equations.
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1.1.2 Cube Attacks on Trivium

The stream cipher Trivium was designed by De Canniére and Preneel [De 06] and was chosen
for the final eSTREAM portfolio of hardware oriented ciphers'. Trivium takes as input a
80-bit key and a 80-bit IV. Its initialization has 1152 rounds. Each round corresponds to
clocking three non-linear feedback shift registers.

The cube attack could be successfully applied to a reduced variant with 767 initialization
rounds [DS09].

1.2 Cube Testers

Unlike cube attacks, cube testers typically yield distinguishing rather than key recovery at-
tacks. Cube testers have been introduced in [ADMS09] based on the terminology of [DS09],
but similar ideas have been used earlier [EJT07, Fil02, FKM08, KM08, Saa06].

1.2.1 Terminology and Basic Idea

Informally, a distinguisher for a master polynomial f, representing a cipher with a fixed secret
key, is a procedure that identifies a specific property of f that is unlikely to be observed for
a randomly chosen function. In the case of cube testers, the procedure is allowed to make
queries with chosen values for some public variables. The set of public variables is divided
into two complementary subsets: cube variables (CV) and superpoly variables (SV). Cube
testers evaluate the superpoly of the CV for different configurations of the SV in order to
exhibit a distinguishing property. We illustrate these notions with our previous example,

f(xl, T2, T3, :c4) = X1+ T1X2x3 + T1T2X4 + X3.

For the index set I = {1,2} the superpoly is p(z3,x4) = x3 + x4. Here, z1 and zo are the
CV, and z3 and x4 are the SV. The superpoly is linear in the SV which can be detected by
the attacker. An even stronger property can be detected for the index set I = {3,4}. Then,
the superpoly evaluates to 0 for every configuration of the SV x; and x3. In comparison,
for a function chosen uniformly at random from all functions {0, 1}* — {0, 1}, the superpoly
of x3xy is zero with probability only 1/16. This yields a distinguisher for f that always
identifies f (no false negatives) and with probability 1/16 incorrectly identifies a random
function as f (false positives). The distinguisher makes 2* queries to f. Note that in this
case, the distinguisher requires the entire truth table of f. At the cost of a higher rate of false
positives, the number of queries can be reduced.

1.2.2 Examples of Testable Properties

Let us give some examples of properties which can be used to build cube testers. We let C
be the size of CV, and S be the size of SV.

e Imbalance. A random function is expected to contain roughly the same number of
zeroes and ones in its truth table. A strongly imbalanced truth table can be used as
a distinguishing property. Typically, not the entire truth table is queried, but only a
random sample. If the sample has size 2V, N < S, the distinguisher requires 26+~
queries to the cipher.

!See http://www.ecrypt.eu.org/stream/
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e Constantness. This is a special case of a maximally imbalanced truth table (all zero
or all one).

e Low Degree. A superpoly of a random function has degree at least S — 1 with
high probability. Probabilistic tests for the degree of Boolean functions are given
in [AKK"03,Sam07], for example. The test in [AKK'03] for degree d queries the
superpoly at about d4? points and always accepts if the ANF of the function has degree
at most k, otherwise it rejects with some bounded error probability.

e Linear Variables. This is a special case of low degree. Probabilistic linearity tests are
also required for the cube attacks, but in a slightly different context.

e Neutral Variables. Dually to the linearity, one can test whether a SV is neutral in the
superpoly. Alternatively, this can be seen as a special case of imbalance on a restricted
part of the truth table.

In practice, imbalance and neutral variables turned out to be most effective. Note that,
in contrast to the cube attacks, these properties do not require the superpoly to have a
particularly low degree.

1.2.3 Cube Testers on Trivium

For a reduced variant of Trivium with 790 rounds, a distinguisher based on neutral variables
is given in [ADMS09]. The distinguisher requires 23! chosen IV queries.

1.3 Improving Cube Testers

Recently, cube testers have been improved in two directions. Both directions have in common
that some SV are assigned with specific values in order to amplify the non-random behavior
of the superpoly. We first explain the basic idea from [KMNP10, KMNP11] that is based on
a higher order differential view on cube testers. Then we summarize [DS11] which exploits a
particular weakness of Grain-128.

1.3.1 Higher Order Derivatives of Boolean Functions

Let us briefly review the terminology of Lai [Lai94] which gives a more general view on cube
attacks and cube testers in terms of higher order derivatives.

Let f:{0,1}" — {0,1} be a Boolean function and a € {0,1}". The derivative of f with
respect to a is defined as

Auf(z) = f(z) & flz ®a).

Note that computing the derivative of f with respect to a gives the output difference of f for
the input difference a. Analogously, the following definition corresponds to the generalization
of higher order differential cryptanalysis [Knu94|. Let ay,...,aq € {0,1}". The d-th derivative
of f with respect to aq,...,aq is defined as

AD @)= > faso),

ceL(a,...,aq)

where L(ay,...,aq) is the set of all 2¢ linear combinations of ay, ..., aq.
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Relation to Cube Attacks.

The superpoly of I C {1,...,n} in f is precisely the derivative of f with respect to {e;,i € I},
where e; € {0,1}" has a one at position ¢ and zeros otherwise. Hence, superpolys are a special
case of higher order derivative with respect to points of Hamming weight one.

1.3.2 Conditional Differential Cryptanalysis

In [KMNP10, KMNP11] the differential view on cube testers is combined with the idea of
conditional differential cryptanalysis from [BAB93]. The technique has been extended to
higher order cryptanalysis and applied to constructions based on non-linear feedback shift
registers (NLFSR).

Suppose a prototypical NLFSR-based cipher with an internal state of length ¢ which is

initialized with a key k and an initial value z. Let sg, s1,... be the consecutive state bits
generated by the cipher, such that (s;,...,s;+¢) is the state after i rounds, and let h be the
output function of the cipher such that h(s;,...,s;;+¢) is the output after i rounds. Every

state bit is a function of (k,z) and the same is true for the output of h. For some fixed i, let
f = h(Si, ey 31’—&-4)‘

The idea of conditional differential cryptanalysis is to derive conditions on x that control
the propagation of the difference up to some round r. This results in a system of equations

A(181(]{;7 :U) =M,
Aa32(k'> l‘) =72, (11)

Aasr(ka 1') = Vrs

where the v; € {0, 1} describe the differential characteristic. The goal is to find a large sample
of inputs that follow the same characteristic, such that their difference is imbalanced at the
output. The conditions may also involve variables of the key. This allows for key recovery or
classification of weak keys.

Analyzing the conditions is a crucial part of conditional differential cryptanalysis. If the
system (1.1) is represented as an ideal in a suitable ring of Boolean polynomials, automatic
tools such as Grobner basis algorithms can be used for the analysis.

1.3.3 Application to Trivium, Grain, and KATAN / KTANTAN

Grain v1 is a stream cipher proposed by Hell, Johansson, and Meier [HIMO07] and, as Trivium,
has been selected for the final eSTREAM portfolio. It accepts an 80-bit key and a 64-bit
initial value. Initialization takes 160 rounds. Grain-128 was designed by Hell, Johansson,
Maximov, and Meier [HIMMO6] as a bigger version of Grain v1. It accepts a 128-bit key, a
96-bit initial value, and initialization takes 256 roudns. Table 1.1 shows the results obtained
with conditional differential cryptanalysis for reduced variants of Grain v1, Grain-128, and
Trivium [KMNP10, KMNP11].

Conditional differential cryptanalysis also has been applied to the KATAN / KTANTAN
family of lightweight block ciphers, designed by De Canniere, Dunkelman, and Knezevi¢ [DDK09].
The family consists of six ciphers in two flavors and three block sizes. All members of the
family showed a comfortable security margin with respect to conditional differential crypt-
analysis.
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Table 1.1: Conditional differential cryptanalysis of NLFSR-based stream ciphers. Indicated
is the query complexity (i.e., the number of chosen IVs). The time and memory complexities
are negligible for all attacks.

Cipher  |Rounds|Complexity|Weak keys|Type of attack
Grain vl 97 231 all key recovery
104 239 all distinguisher
Grain-128| 213 225 all key recovery
215 225 all distinguisher
Trivium 798 225 all distinguisher
868 225 231 distinguisher
961 225 226 |distinguisher

1.3.4 Dynamic Cube Attack on Grain-128

The dynamic cube attack [DS11] is another way to improve the efficiency of cube testers
and to turn them into key recovery attacks. As for conditional differential cryptanalysis
specific values are assigned to the SV. But contrary to previous attacks, these values are
dynamically adapted during the evaluation of the superpoly. This potentially increases the
non-random behavior and eventually leaks information on the key. Finding the dependencies
of the dynamic SV from the CV and eventually from the key is the intricate part of the attack.

In [DS11] a approach specific to Grain-128 has been used. The output function of Grain-
128 has a single monomial of degree 3 (all other monomials have lower degree). This monomial
contributes most to the high degree of the master polynomial f. Hence, one can try to nullify
this monomial by nullifying one of its variables. In order to nullify this variable, one analyzes
its algebraic representation in state bits, which gives rise to other variables that have to be
nullified, and so on.

The dynamic cube attack can recover the full key of Grain-128 about 23® times faster than
exhaustive search for about 7.5% of the keys [DGP*11]. This attack is an improvement of the
first attack on full Grain-128 which only worked for a much smaller class of weak keys [DS11].

1.4 Conclusion

In the last few years, higher order differential cryptanalysis underwent a revival in stream
cipher cryptanalysis. Cube testers and their improvements can serve as a benchmark for
evaluating the algebraic strength of constructions based on low degree components, and as
a reference for choosing the number of rounds. The success of higher order differential tech-
niques on stream ciphers influenced cryptanalysis of other primitives as well. Notable ex-
amples are non-random properties of the SHA-2 compression function [LM11], and zero-sum
distinguishers [AM, BCC11].



Chapter 2

Cryptanalysis of ARX Structures

Increasingly, cryptographic primitives use operations such as addition modulo 2", rotation
and exclusive ORs (ARX), as well as bitwise Boolean functions. In NIST’s SHA-3 hash
function competition, this applies to 6 out of the 14 second-round candidates and 2 out of 5
finalists. In this report, we give an overview of recent developments in the field of ARX-based
cryptography. We provide a summary of results in rotational cryptanalysis, a technique that
was very recently used to attack reduced-round Threefish, the block cipher that is at the
core of the Skein hash function. We also describe the framework of S-functions, which is
accompanied by a software toolkit. This framework can be used to calculate the probability
that given input differences lead to given output differences for ARX-based constructions. It
can also be used to count the number of possible output differences. The calculations can
be efficiently performed using matrix multiplications. The S-function framework is further
extended to analyze adp*™®, the probability with which additive differences propagate through
the following sequence of operations: modular addition, bit rotation and XOR (ARX).

2.1 Introduction

Differential cryptanalysis [BS91a] and linear cryptanalysis [MY92] are two of the most com-
mon methods in the cryptanalysis of block ciphers, hash functions and MACs.

For block ciphers, differential cryptanalysis [BS91a] analyzes how plaintext input differ-
ences lead to output differences in the ciphertext. The dual of differential cryptanalysis is
linear cryptanalysis [MY92]. In linear cryptanalysis, a linear approximation is made between
the bits of the plaintext, key and ciphertext. Both differential cryptanalysis and linear crypt-
analysis can be used to construct distinguishers or even key-recovery attacks for the block
cipher.

To analyze the non-linear components of a cryptographic primitive, differential crypt-
analysis typically involves the construction of a difference distribution table. In this table,
the number of occurrences for every combination of input and output differences is shown.
For linear cryptanalysis, all linear approximations are enumerated in a linear approximation
table. This is the standard approach for designs based on S-boxes.

Not all cryptographic primitives are based on S-boxes, however. It is also possible to
achieve non-linearity by combining operations such as addition modulo 2", exclusive OR
(XOR), Boolean functions, bit rotations and bit shifts. For Boolean functions, it is assumed
that the same Boolean function is used for each bit position i of the n-bit input words. All
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of these operations are very well suited for implementation in software, but constructing
difference distribution tables and linear approximation tables for them becomes impractical
for n > 32.

Cryptographic algorithms that involve addition, XOR and rotation, were referred to re-
cently as AXR [Wei09], a name that was later changed to ARX. In this report, we describe
the rotational cryptanalysis of ARX constructions, and introduce a toolkit for the the efficient
differential cryptanalysis of ARX.

Examples of ARX-based designs are the XTEA block cipher [NW97], the Salsa20 stream
cipher family [Ber08], as well as the hash functions MD5, SHA-1. ARX and bitwise Boolean
functions are also used in 6 out of the 14 second-round candidates of NIST’s SHA-3 hash
function competition [Nat07]: BLAKE [AHMPO08], Blue Midnight Wish [GKK™09], Cube-
Hash [Ber(09], Shabal [BCCM™08], SIMD [LBF09] and Skein [FLST09]. Out of the five final-
ists, NIST selected two purely ARX-based hash functions: BLAKE and Skein.

2.2 Rotational Cryptanalysis

In [KN10], the concept of rotational cryptanalysis is explained for ARX constructions. Let us
consider the pair (z,z < r), consisting of both x and x rotated to the left by r positions. We
refer to (x,z << r) as a rotational pair. Rotational cryptanalysis is based on the observation
that if the inputs to the XOR, rotation or bitwise Boolean function operations are rotational
pairs, the outputs are rotational pairs as well. With some probability, the same observation
also holds for the addition operation. If rotational pairs can be obtained more easily for a
given cryptographic primitive than for a random permutation, this observation can be used
to build a distinguisher or even a key recovery attack.

The concept of rotational cryptanalysis is not new, but has recently gained a lot of interest
because of the increasing number of ARX-based designs. In pioneering work by Biham [Bih94],
rotational pairs of keys were considered for the block ciphers LOKI89, LOKI91 and Lucifer.
This approach was extended in [KSW97] to related-key attacks on several block ciphers. This
is not pure rotational cryptanalysis, however, because the attacker searches for plaintexts of
the form (p, F'(p)), where F' is the round transformation.

For Salsa20 [Ber08], Bernstein explicitly prevented attacks based on rotational pairs, by
using constants without rotational symmetry at the input of the permutation. However, he
did not give complexity estimates of such an attack.

In [MTO09], a related-key attack was constructed using rotational pairs for a variant of the
block cipher ESSENCE. This attack uses the observation that rotational pairs pass through
bitwise Boolean functions with probability one. For the linear function L, the following
observation was made:

Let us use the polynomial representation of Fys2. A multiplication of any a € Fos2 by
x then corresponds to a binary left shift by one position, and an XOR with the feedback
polynomial if and only if the most significant bit of a is one. The following relation thus
holds:

MSB(a) =0 a-z2=a<1 . (2.1)

The linear function L of ESSENCE is implemented as an LFSR. Using the polynomial

representation of Fys2, we can write L(v) = v - 232,
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We have that L(v-2) = (v-z)- 232 = (v-2%2) -2 = L(v) - . For a random v € Fy32, with
probability 272 we have that MSB(v) = 0 and MSB(L(v)) = 0. In that case:

Lwo<1) =L)< 1 . (2.2)

If MSB(a) = 0, then a < 1 and @ << 1 are equivalent. Because of the particular choice
of the Boolean function in ESSENCE, this attack does not work on ESSENCE itself, but on
a variant of the ESSENCE block cipher.

The idea of rotational inputs was used as well to find fixed points and key collisions for
the permutation P used in the hash function Shabal [KMT09]. Rotational pairs were traced
through bitwise logical operations and rotations, however rotations were chosen in such a way
that there was no loss in probability for the additions operations in U(z) = z + << 1 and
V)=t K2

In [KN10], Khovratovich et al. formally explain the concept of rotational cryptanalysis,
and applied it to reduced rounds of the Threefish block cipher, the core of the Skein hash
function. Asin [MT09], a related-key chosen-plaintext attack is constructed, where both keys
and plaintexts are rotated. Cryptanalysis results are presented on 39, 42 and 43 full rounds
of Threefish-256, -512 and -1024 respectively, where the attack complexity is estimated to be
slightly less than generic.

In [KNR10], Khovratovich et al. combine the rotational cryptanalysis attack with the
rebound attack [MRST09]. Before this result, the rebound attack approach was only applied
to AES-like constructions. A cryptanalytic result is obtained on an estimated 53/57 out of
the 72 rounds of the Skein-256/512 compression function and the Threefish cipher.

A mention of the completeness of ARX is given in [Ber08]. A formal proof can be found
in [KN10]. Because ARX is shown to be functionally complete, it is possible to use addition,
rotation and XOR to implement any circuit (including all block ciphers, hash functions and
MACs), but not necessarily in the most efficient way. Although this result indicates the
soundness of ARX constructions, a new toolkit is required for the cryptanalysis and design
of these primitives. Such a toolkit is presented in the next section.

2.3 The Differential Analysis of S-functions

In [MVCP10], Mouha et al. presented the first fully general framework to analyze these con-
structions efficiently. It was inspired by the cryptanalysis techniques for SHA-1 by De Canniere
and Rechberger [DR06] (clarified in [MDIP09]), and by methods introduced by Lipmaa,
Wallén and Dumas [LWDO04]. The framework was used to calculate the probability that
given input differences lead to given output differences, as well as to count the number of
output differences with non-zero probability. The methods are based on graph theory, and
the calculations can be efficiently performed using matrix multiplications.

The framework proposed by Mouha et al. is accompanied by a software toolkit, which
has been made publicly available on-line!. It can be used to calculate XOR-differential prob-
ability of addition (xdp™), the additive differential probability of XOR (adp?®), as well as
xdp*(a, B,... — 7), which is the calculation of xdp™ for more than two inputs, and the dif-
ferential probability xdp*® of multiplication by a constant C' where differences are expressed
by xor.

The software toolkit is part of the ECRYPT II Tools for Cryptography website, and is available at:
http://wuw.ecrypt.eu.org/tools/s-function-toolkit
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The tool can also efficiently count the number of output differences for each of these
operations. For example, this problem occurs in the cryptanalysis of Threefish-512 [AccM™09),
where an exponential-in-n time algorithm is proposed. Using the toolkit, however, this can
be solved in linear time in n.

Additionally, the toolkit provides a general algorithm to efficiently list the output differ-
ences with the highest probability, assuming input differences and the operation are given.

2.4 The Additive Differential Probability of ARX

In [VMCP11], Velichkov et al. calculate the probability with which additive differences prop-
agate through the following sequence of operations: modular addition, bit rotation and XOR
(ARX). This probability is denoted by adp***.

The S-function framework of [MVCP10] is extended to compute the differential proba-
bility adp*™®. A method is described to compute adp®®® based on the matrix multiplication
technique proposed in [LWDO04], and generalized in [MVCP10]. The time complexity of the
proposed algorithm is linear in the word size. A formal proof for the correctness of the
algorithm is provided.

It is observed that the adp*®* can differ significantly from the probability obtained by mul-
tiplying the differential probabilities of addition, rotation and XOR. This confirms the need
for an efficient calculation of the differential probability for the ARX operation. The result
of [VMCP11] is the first in literature to calculate adp*™ efficiently. Accurate and efficient
calculations of differential probabilities are required for the efficient search for characteristics
used in differential cryptanalysis.



Chapter 3

Biclique Cryptanalysis of Block
Ciphers

This chapter briefly summarizes recent progress in key recovery for block ciphers due to the
new technique of biclique cryptanalysis to enhance meet-in-the-middle attacks.

Following the lines of the work [BKR11a, BKR11b], we motivate and summarize the re-
cent progress in meet-in-the-middle attacks on block ciphers, including the first key recovery
against all three variants of AES in the standard single-key model faster than brute force.

Attacks on hash functions have received a lot of attention lately. First of all, this is due
to the relatively recent success in collision attacks of MD5 [WY05], SHA-0 [BCJ*05, CJ98]
and SHA-1 [XWYO05] (including the practical cryptanalysis MD5 [SLAW07,SSAT09] in the
context) and to preimage attacks on MD5 [SA09].

Differential cryptanalysis [BS91b] was discovered at the example of block ciphers. How-
ever, it was successfully applied to hash function analysis as well and even found its own
non-negligible development there. Moreover, the cryptanalysis of hash functions has got to
the point that there has been evidence that techniques of hash function cryptanalysis can
result in new insight into block ciphers, e.g. the related-key attacks on AES with local colli-
sions [SA10,BDK ™10, BKN09,BN10]. So far it has not been clear if local collisions can result
in a secret single-key attack.

Though there has been a great deal of meet-in-the-middle attacks on block ciphers re-
cently [BR10,CBF11,CE85,DK10,0DP07,Iso11,WRG™11], they receive less focus from crypt-
analysts than the standard attack vectors. A basic meet-in-the-middle attack requires only
the information-theoretical minimum of plaintext-ciphertext pairs. The limited use of these
attacks can be attributed to the requirement for large parts of the cipher to be independent
of particular key bits. As this requirement is not met in AES and most AES candidates, the
number of rounds broken with this technique is rather small [DK10, CBF11], which seems to
prevent it from producing results on yet unbroken number of rounds in AES. We also men-
tion that the collision attacks [DS08, HDB09] use some elements of the meet-in-the-middle
framework.

A new concept called bicliques was first introduced for hash cryptanalysis by Savelieva
et al. [DKS11]. It originates from the splice-and-cut framework [AS08, AS09, JGW] in hash
function cryptanalysis, and more specifically its element called initial structure. The biclique
approach led to the best preimage attacks on the SHA family of hash functions so far, including
the attack on 50 rounds of SHA-512, and the first attack on a round-reduced Skein hash

13
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function [DKS11]. The concept of bicliques for block ciphers and biclique cryptanalysis for
block ciphers was introduced in [BKR11a, BKR11b]. Here bicliques allow to get significant
cryptanalytic results, including the first key recovery for all versions of the full AES faster
than brute force.

Tables 3.1 and 3.2 summarize the results on key recovery for AES and preimage finding
for AES in hash modes.

Table 3.1: Biclique key recovery for AES [BKR11a, BKR11b]

‘ rounds ‘ data ‘ computations/succ.rate ‘ memory ‘ biclique length in rounds ‘

AES-128 secret key recovery

9126.33 9124.97 102 5
9127 125.64 932 5
988 9125.34 98 3
10 988 9126.18 98 3
AES-192 secret key recovery
9 80 o188.8 98 4
12 80 9189.74 98 4
AES-256 secret key recovery
9120 9253.1 o8
9120 251.92 98
14 510 254.42 98

Table 3.2: Biclique preimage search of AES in hash modes (compression function) [BKR11a,
BKR11b]

‘ rounds ‘ computations ‘ succ.rate ‘ memory ‘ biclique length in rounds ‘

AES-128 compression function preimage, Miyaguchi-Preneel
10 | 2% [ o2 | 28 | 3

AES-192 compression function preimage, Davies-Meyer
12 | 27 [ o2 | 28 | 4

AES-256 compression function preimage, Davies-Meyer
14 | 2209 [ o2 | 28 | 4

The concept of a biclique. A biclique (a complete bipartite graph) connects 2¢ pairs
of intermediate states with 22¢ keys. This is the main source of computational advantage in
the key recovery — by constructing a biclique on 2% vertices only, one covers quadratically as
many keys 22¢. d is called the dimension of the biclique.

A biclique is characterized by its length (number of rounds covered) and dimension d.
The dimension is related to the cardinality of the biclique elements and is one of the factors
that determines the advantage over brute force.

Bicliques from independent related-key differentials. Often the easiest way to
construct a biclique in a cipher is to consider two related-key differentials holding with prob-
ability one — one with forward key modification and one with backward key modification. If
those differentials are truncated, this can result in a higher dimensional biclique. The biclique
key recovery for the full AES uses bicliques of dimension d = 8 constructed from truncated
related-key probability-one differentials in [BKR11a, BKR11b].
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Bicliques from interleaving related-key differentials. This is frequently a more
involving approach. It is also based on related-key differentials. However, they can interleave
(that is, intersect in active nonlinear components such as S-boxes). The propagation in
those differentials can also be of probabilistic nature. This removes the constraint on the
biclique length natural for bicliques from independent related-key differentials. This imposes
a limitation of the highest dimension of a biclique though. It is typical to have d = 1 in key
recoveries on round-reduced AES in [BKR11a, BKR11b]. The construction of such bicliques
can follow the rebound strategy borrowed from the domain of hash functions.

Summarizing, the novel biclique meet-in-the-middle cryptanalysis on block ciphers intro-
duced in [BKR11a,BKR11b] is a promising cryptanalytic technique that is essential to the
security evaluation of modern block ciphers. It is advisable to include an assessment of the
biclique cryptanalysis applicability into any new block cipher design.
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