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Executive Summary

Since June 2013 the world, and in particular the security world, has been shaken by the
Snowden revelations. Bullrun is a programme by the NSA which includes as part of the
Sigint Enabling Project to “Insert vulnerabilities into commercial encryption systems”, to
“influence policies, standards and specification for commercial public key technologies” and2
to “shape the worldwide commercial cryptography marketplace to make it more tractable to
advanced cryptanalytic capabilities being developed by NSA/CSS”. These are strong threats
against cryptography in general and in particular against cryptography developed outside the
US.

Most companies and agencies around the world follow the lead of the US-American NIST
(National Institute for Standards and Technology) in recommendations for cryptosystems
and protocols. These decisions need to be reconsidered in light of the revelations. It is of
high urgency to review all current standards (and procedures of how they are made) to weed
out weak crypto intentionally (or unintentionally) inserted, such as the Dual-EC random
number generator. The December 2014 revelations of targeted attacks, including targeted
hardware manipulations, open interesting research questions about how to secure a system
which contains malicious components and how to detect their use.

This whitepaper is based on discussions and presentations from the workshop “Post-
Snowden Cryptography”, held December 9 & 10, 2015, in Brussels, organized by Technische
Universiteit Eindhoven on behalf of ECRYPT-CSA. The workshop had 101 attendees.

The invited speakers were

• Jacob Appelbaum (Tor Project and Technische Universiteit Eindhoven)

• Claudia Diaz (KU Leuven)

• Nathan Freitas (The Guardian Project)

• Ian Goldberg (University of Waterloo)

• Christian Grothoff (INRIA Rennes Bretagne Atlantique)

• Kenny Paterson (Royal Holloway, University of London)

• Joanna Rutkowska (Qubes OS Project and Invisible Things Lab)

• Christopher Soghoian (ACLU)

• Jon Solworth (University of Illinois at Chicago)

• Phil Zimmermann (SilentCircle)

1

https://en.wikipedia.org/wiki/Jacob_Appelbaum
http://homes.esat.kuleuven.be/~cdiaz/
https://n8fr8.github.io/me/
https://guardianproject.info/
https://cs.uwaterloo.ca/~iang
http://grothoff.org/christian/
http://www.isg.rhul.ac.uk/~kp/
http://blog.invisiblethings.org/about/
https://qubes-os.org/
https://www.dubfire.net/
http://www.ethos-os.org/~solworth/
http://www.philzimmermann.com/EN/background/index.html


2 ECRYPT-CSA

All presentations are available at the conference homepage https://hyperelliptic.org/
PSC/ in video and, where used, slides.

An extensive review by Monica Ermert of the conference was published in Internet Policy
Review – Journal of internet regulation.

https://hyperelliptic.org/PSC/
https://hyperelliptic.org/PSC/
https://policyreview.info/articles/news/post-snowden-cryptography-and-network-security/390
https://policyreview.info/articles/news/post-snowden-cryptography-and-network-security/390
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Major Challenges and Research Directions

1. Open Problems for Cryptography (for more details, see Chapter 1)

(a) Analyze crypto standards

(b) Build robust crypto

(c) Build subversion-resistant crypto

(d) Build future-proof crypto

2. Open Problems for Metadata (see Chapter 2)

(a) Encrypt and hide metadata

(b) Decentralized networks and protocols

3. Open Problems for Endpoint Security (see Chapter 3)

(a) Secure operating systems

(b) Reproducible builds

(c) Reproducible hardware
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Chapter 1

Cryptography

The Snowden revelations have shown that the NSA has a program to undermine cryptographic
standards. This add a new dimension to the debate of how to choose cryptographic algorithms.
Cryptographers are well used to the tension between choosing low security in order to have
faster implementations and choosing high security in order to be on the safe side. Having
dishonest players in the process that work towards a subversion of standards means that weak
systems are more likely to get standardized. Systems might be weak in the obvious way of
having too small keys or in more subtle ways of deploying systems that are secretly broken or
backdoored. A weakness that is later discovered might be the result of a deliberate backdoor,
but might also be the result of an honest mistake in implementing a possibly ambiguously
presented but non-backdoored cipher.

Looking at the finished standard a consumer of cryptography cannot see what process
led to the choices made and whether the proposed algorithms are secure. It is wise to con-
sider all standards compromised but that is completely impractical for normal users. The
cryptographic community needs to undertake a joint effort to re-evaluate existing standards,
systematically look for backdoors everywhere, and develop new systems. The new systems
need to take into account the level to which a system can be equipped with a powerful
backdoor.

1.1 Open problems

(a) Analyze crypto standards: A starting point for systematic re-evaluation are proposals
for randomness generation. Random number generation is a mechanism that is known to
have been targeted in NSA’s bullrun program [8] leading to the inclusion of Dual-EC in
ISO, NIST, and ANSI standards. The Dual-EC backdoor and its potential use are well
understood [5] but other proposals need the same level of attention. A starting point
of systematizing the study of random-number generation is [6] by Degabriele, Paterson,
Schuldt, and Woodage. A similar level of attention and re-evaluation is required for all
commonly used crypto standards.

(b) Build robust crypto: Cryptographic implementations can accidentally leak the secrets
that they are build to protect. A famous example is (EC)DSA in which a single repeated
nonce gives away the signer’s secret key. This was pointed out as a problem [9] while the
standard was still in draft form but did not change the proposal. One direction is given
by Bellare, Paterson, and Rogaway [2] for symmetric-key cryptography but more work is

5
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needed. Very few cryptosystems were designed to avoid (timing) side channels and most
implementations try to add protection as an afterthought. A malicious implementer can
take any system and write an implementation that is more likely to leak or gives up the
secrets completely; if the tweak is small enough, this can pass by as a bug. It is important
to move away from today’s fragile cryptosystems and protocols to robust ones for which
the easiest implementation is a secure implementation.

(c) Build subversion-resistant crypto: Young and Yung initiated the field of kleptog-
raphy [10] to understand how the implementation of a cryptosystem can be tempered
with so that it leaks secrets. This usually assumes a black-box implementation in which
results are computed differently from specified, but for which the outputs (closely) match
the expected outputs. The tweaked systems leak secrets in an encrypted manner, so that
even when the backdoor is detected the user cannot read the leaked information from
past transmissions or other users, i.e., a kleptographic backdoor is different from a buggy
implementation leaking secrets in that the backdoor is secure against other attacker. Such
a backdoor is called a ”nobus” (nobody-but-us) backdoor in Snowden documents. Cryp-
tosystems differ in how far they are susceptible to such tweaks, how much information
can be exfiltrated, and whether it is possible to detect and avoid such a backdoor. A
systematic understanding is an open problem.

(d) Build future-proof crypto: Currently deployed public-key systems are breakable by
quantum computers. Several alternative systems have been proposed that are believed
to resist Shor’s attack, the attack breaking RSA and ECC in polynomial time, but the
exact security against other quantum attacks is an open problem. The Snowden revela-
tions have shown that agencies are continuously monitoring all network traffic and are
storing encrypted traffic for later decryption. All current Internet traffic is retroactively
breakable once a quantum computer is built. A common misconception is that perfect
forward secrecy means that later attacks are not possible, but all that is achieved is that
a later key compromise (e.g., by breaking into the computer) does not compromise prior
conversations. This is achieved by working with temporary keys and erasing old keys,
so a more suitable name would be ’key erasure’ instead of forward secrecy. A quantum
attack recovers each and every such short-time key. The connection data includes enough
information that the all secrets can later on be recovered.

Post-quantum cryptography [3] has been recognized as a research area since the early
2000s but the certainty of large-scale mass surveillance and storage of encrypted com-
munication has opened up a new level of relevance. An open problem is to design post-
quantum cryptography for the Internet and other cryptographic applications that is effi-
cient enough to be usable and to gain enough confidence in the security of the system to
be comfortable using it even when all ECC- and RSA-based systems are broken.



Chapter 2

Metadata

Metadata, i.e., data about data, reveals a lot about the data. For example, connection data
makes clear that people know each other and how much time they spend communicating;
location data like GPS gives very precise information about where people spend their time
and what other people may be close, so also person-to-person communication is leaked via
electronic records.

Essentially all server-based applications have the server know this kind of metadata about
all users, creating a single point of failure and a target for attacks. It is a fairly recent obser-
vation that metadata is so powerful in providing information; most cryptographic protocols
do little if anything to protect metadata and research on ways to change this is just starting.

2.1 Open problems

(a) Encrypt and hide metadata: The best way to protect metadata is to have none to
protect in the first place, e.g., by not keeping logs, but an attacker who monitors all
network traffic can still record connection data. The messaging protocol Pond https:

//www.imperialviolet.org/2013/11/10/pond.html hides metadata by creating cover
traffic. Clients connect to servers at random time intervals; independent of whether or
not they have a message to deliver they send a fixed-length data package. Similarly for
fetching messages the client connects regularly to their server. This works because pond
is highly non-instant, with messages taking up to 20 min for one hop.

Other approaches are to encrypt metadata as far as possible e.g. encrypted SNI (Server
Name Indication) is a proposal to encrypt the encrypt the host name. An attacker
monitoring the network still knows which IP address, e.g. wordpress, the user visited
but does not know which service was used, e.g. the site of a Chinese dissident or a
mathematician’s homepage. Tor [7] routes user traffic through a network of Tor servers
in a way that each server only knows its direct neighbors in the connection; the routes
are long enough so that no node knows both the user and the IP address he is visiting.
An adversary who has a global view of the network can however trace every package and
some package tagging techniques have been successful in deanonymizing users without
requiring a global view. More research is necessary to create a higher level of privacy
online. Approaches are to start from Tor and investigate modifications or to start with
entirely new designs, e.g. introducing more random delays, fixed package sizes, or more
hops.

7
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Website fingerprinting allows an attacker to identify webpages by observing the package
sizes that a user retrieves. Techniques use that pages have different lengths and that many
pages load extra information, e.g., pictures, from other sources, leading to sufficiently
unique patterns. Finding a solution to hide this metadata without changing the way
websites are built seems a hard problem; a possibility could be to add cover traffic or to
require more single-origin pages.

(b) Decentralized networks and protocols: One often observed issue with current net-
works is that they rely on a single server. Such a single point of failure means that there
is one juicy target for an attack or possibly also for legal action. To protect the server
operator it seems wise to spread the load and responsibility – but this has to be done
without creating a full copy of all connection data, because if servers can freely join the
easiest attack would be to simply add a snooping server. Decentralized systems work
with many servers or even better with peer-to-peer solutions to ensure that no one place
has all data and that ideally only the communicating parties obtain any data. A big
open question is to design such systems so that they can resist mass surveillance and
big-data algorithms to compute on the metadata. One interesting starting point is the
DP5 presence notification [4] for online chat systems; it is designed in a way that the list
of friends is not known to the server, but a user still gets alerted when one of his friends
has gone online. Much more work in this direction is needed to extend and systematize
the approach and to cover all relevant application areas.



Chapter 3

Endpoint security

The best crypto and metadata protection is of little use if the attacker has compromised the
device the cryptographic computation is carried out on, be it through hardware manipulation
(an extensive view of the capabilities is given in the NSA’s ANT catalog [1]) or via malware
and trojans. Nathan Freitas highlighted the relevance of security for cheap, often outdated
android devices: For many people constitute their only computers, even though those are
”compromised-by-design platforms”. There are many security and cryptography challenges
associated with securing them – or at least achieving a somewhat better level of security, and
even for more powerful devices like laptops and PCs the situation is far from secure.

3.1 Open problems in endpoint security

(a) Secure operating systems:

One common approach to design a secure operating system is to use virtualization. Qubes
works with heavily compartmented virtual machines (VMs), controlling and restricting
exchange of data across VM boundaries. A bug in software running in one VM cannot
affect the security of date in another VM. Of course, this relies on the security of the
underlying operating system and mechanism to run the VMs, usually Xen. Qubes-OS
https://qubes-os.org, which is build on Xen and Linux, has started to be generally
usable, but much more work (and funding) is needed in this area.

Each VMs can present a different operating system to the user and research is going
on to design more secure systems that make heavy use of cryptography. Ethos http:

//www.ethos-os.org/~solworth identifies users with their public keys and works on
a complete redesign of the ecosystem – including networking between computers and
programs on the computer. The operating system focuses on few, selected applications
that are implemented from scratch, including secure browsers and an editor. Other
approaches that are more compatible with using existing programs in the OS are subgraph
and genode. Much more work is needed to make these systems usable to the average user.

(b) Reproducible builds: Most software is made available in compiled formats as .exe
files or apps. Users have know that malware can easily hide in such a binary but most
of the time compiling from source code is not an option. Users rely on virus scanners
and black lists to make decisions which site to download from. Suppliers can provide
a matching signature, so that a modified program would not pass as valid. Users can

9
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compare software fingerprints such as a hash value computed over the binary so that
alterations are detected.

These precautions help little in case a malicious program is shipped to all users which
activates the malicious part only under very specific conditions, e.g. when run on the
hardware of the target, or if a kleptographic backdoor (see chapter 1) is used. Auditing
the source code and compiling locally seems to be the answer. This brings up the open
problem of reproducible builds, that is, the question of how to achieve that different
users can obtain the same binary. Recent progress in this area is covered on https:

//reproducible-builds.org but more work and analysis is needed.

(c) Reproducible hardware: Some of the hardware modifications and replacements shown
in the ANT catalog are hard to detect. Most people do not even know what their moth-
erboard is supposed to look like, let alone be able to spot the difference between a regular
USB plug and one with extra hardware. Finding a solutions seems a hard problem. A
possible approach is reproducible hardware in which a human-readable specification is
made available along with a publicly-available and well audited toolchain to produce a
blueprint. Users could then ask different foundries to print their circuit boards and com-
pare them using x-ray images. Comparing x-ray images of motherboards can also be a
short-term remedy to detect alterations, but at this moment no such database or widely
available equipment exists..

https://reproducible-builds.org
https://reproducible-builds.org
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