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Executive Summary

After the failure of a large number of innovative payment and currency systems in the 1990s,
the rise of Bitcoin, launched in 2009, was surprising. The Bitcoin ecosystem had a bumpy
start, but driven in part by the demand created by the Silk Road and perhaps the Cyprus
crisis, the impact grew quickly: the total value of bitcoins rose to several billion US$ in the
first two years (currently it is around US$ 10 billion), hundreds of alternative cryptocurrencies
(altcoins) were created and large mining entities were established, mostly in China. The ideas
behind Bitcoin have opened up new approaches to cryptocurrencies, but also to distributed
consensus, distributed naming, secure timestamping and commitment. One of the aspects
that have drawn the most interest is the smart contract (that is, cryptographically enforceable
agreements) on top of the Bitcoin ecosystem (or on other systems such as Ethereum). Even
if some observers predict that the Bitcoin ecosystem will disappear or become irrelevant, the
core ideas have already made a major impact and have raised many new research challenges.

Unlike any other payment system or cryptocurrency created before, Bitcoin allows for
fully decentralized generation of currency and fully decentralized verification of transactions.
The core idea is the blockchain, a public ledger that registers all transactions under the form
of a hash chain; the blockchain describes the state of the system, that is, it specifies who owns
which amount. Transactions themselves are validated based on a scripting language, which
creates some flexibility. In a distributed system, a central problem is how to achieve consensus
(e.g. how to deal with double-spending transactions). Transactions are broadcast over a low-
latency peer-to-peer network that offers some robustness against censoring or sabotage. This
approach allows the Bitcoin ecosystem to achieve distributed consensus in a practical way
assuming that players are rational (something which is known to be unachievable without
additional assumptions such as rationality) albeit at the cost of a major computational effort
in terms of mining.

While the financial industry is less interested in the anarchistic aspects of the Bitcoin
ecosystem (the governance model and the uncontrolled money supply), the distributed con-
sensus idea is very appealing and is believed to have a very high business potential for a large
number of financial transactions and interactions. In 2015, about US$ 1 billion was invested
in venture capital in the area of blockchain and cryptocurrencies and the Aite Group pre-
dicted in 2016 that blockchain market could be worth as much as US$ 400 million in annual
business by 2019. The idea of a public ledger for timestamping and registering documents
using hash chains is more than 25 years old, as witnessed by the efforts of Surety Technologies
in the early 1990 and the ISO standardization in this area in the mid 1990s - but these earlier
approaches did use a central authority to register all transactions. Bitcoin has inspired many
actors to revisit those ideas by ‘taming the Bitcoin ecosystem into a private or permissioned
ledger, where only a few selected actors have control over new currencies or verification of
transactions (to get rid of distributed control) and where access to the ledger can be restricted
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(to get rid of full transparency). Some of the notable developments in this context are the
open source initiative of IBM that is called Hyperledger and Intel’s experimental Sawtooth
Lake architecture.

This document is the result of the Ecrypt workshop on cryptocurrencies held in Athens,
Greece on June 3, 2016.1. Prior to this workshop several experts in the field have been
consulted to identify the key topics. This document is also based on part on the discussions
at Financial Cryptography and Data Security 2016 and the 3rd Workshop on Bitcoin and
Blockchain Research held in Barbados in the week of February 22, 2016 and on the Panel on
Bitcoin and Cryptocurrencies2 held at the RSA Conference from February 29 to March 04,
2016 in San Francisco, USA.

A Systematization of Knowledge paper by Bonneau et al. on research perspectives and
challenges for Bitcoin and cryptocurrencies was presented at IEEE Security & Privacy in May
2015 [4]. This is an outstanding piece of work with 125 references; this document does not
intend to duplicate this effort or to bring it up to date 1 year later. Instead, this document
will try to summarize the key challenges at a higher level, will focus on the cryptographic
aspects and will also highlight the business aspects.

The ECRYPT-CSA deliverable D4.2 on Privacy Technologies contains a section on decen-
tralization that is relevant to this report. One of the conclusions is that we lack an approach
to systematically design and analyze decentralized systems, or even a shared accepted decen-
tralization definition.

1https://www.cosic.esat.kuleuven.be/ecrypt/csa/cryptocurrencies/
2Panelists were Joseph Bonneau, Gregory Maxwell, and Adi Shamir; the panel chair was Bart Preneel.
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Challenges and Research Directions

1. Open Problems on the Stability of Decentralized Cryptocurrencies (cf. Chap-
ter 1)

(a) Formally define all the aspects of stability of cryptocurrencies and analyze the
relation between the properties.

(b) Analyze the stability of Bitcoin and variants and of alternatives for Bitcoin (alt-
coins) under realistic assumptions.

(c) Develop new cryptocurrencies that are stable and more efficient.

2. Open Problems for Distributed Consensus Mechanisms (cf. Chapter 2)

(a) Can computational puzzles be found that offer more desirable tradeoffs?

(b) Can a cryptocurrency based on virtual mining be stable?

(c) Can a continuum be defined between cryptocurrencies without governance and
cryptocurrencies with strong central governance?

3. Open Problems on Cryptographic Building Blocks (cf. Chapter 3)

(a) Are there more compact signature schemes that allow for privacy-preserving ag-
gregation?

(b) Are there compact ring signatures?

(c) Are there compact k out of n threshold signatures?

(d) Is there a better privacy model for Simplified Payment Verification (SPV), that
allows for store and forward sending? E.g., is it possible to use efficient variants of
encrypted search or Private Information Retrieval (PIR) techniques to solve this
problem?

(e) Are there user friendly and efficient methods to manage and use a large number of
private keys and the corresponding public keys?

(f) Can one design a compact and efficient set-membership proof without a trapdoor
and that uses well-established cryptographic primitives?

(g) Can one design better SNARKs (Succinct Non-interactive Arguments of Knowl-
edge), that are efficient enough to validate the blockchain, that have no trapdoor
and that use well-established cryptographic primitives?

(h) Are there other models where SNARKs could be used to offer additional security?

(i) Which advanced cryptographic and scripting techniques can be used to extend the
Bitcoin ledger functionality to enable advanced applications that require complex
transactions (e.g., contracts, automatic rewards etc.)?

4. Restricted Blockchains or Distributed Ledgers (cf. Chapter 4)

(a) Develop a methodology to design restricted distributed ledgers as a function of the
business requirements.

(b) Which advanced cryptographic and scripting techniques can be used in private or
permissioned ledgers to improve privacy and to allow for complex transactions such
as smart contracts?
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Chapter 1

The Stability of Decentralized
Cryptocurrencies

Bonneau et al. [4] discuss stability extensively; stability is a complex topic that involves
several aspects.

• A first aspect is whether the distributed consensus mechanism of Bitcoin is stable, in the
sense that it reaches eventual consensus, that consensus is reached on valid transactions
only, and that it has the liveliness property (new transactions with an appropriate fee
are included in the blockchain with a reasonable delay). One may also require that it
is fair, in the sense that miners find a fraction of the blocks that is proportionate to
their computational effort. An important question is whether the Bitcoin ecosystem is
incentive compatible: informally, this means that if all miners follow their own incentives,
stability is guaranteed. This is not obvious and that answer depends on the exact model:
is utility denominated in bitcoins or in an external currency (in the latter case one has
to take into account liquidity issues and exchange rates); the situation is even more
complex if other incentives are considered, e.g. the disruption or destruction of the
ecosystem.

• A second aspect is whether the transaction validity rules are stable in the sense that they
are updated in a way that reflects real-world consensus; updating the transaction rules
is not part of the Bitcoin specification, hence some centralized governance is required
for this aspect.

• A third aspect considers the stability of the mining pools: in order to reduce the vari-
ance of their income, miners join pools. However, miners could gain by behaving in
unexpected ways, such as joining multiple pools but revealing blocks only in one of
them. This kind of behavior may have a negative impact on the mining process.

• A fourth aspect is the stability of the peer-to-peer layer: this relates to questions such as
whether nodes have an incentive to continue participating to the peer-to-peer protocol
and whether pools will try to attack each other using network-level denial-of-service
attacks. The latter kind of attacks have already been observed in practice.

Open Problem: In summary, the Bitcoin ecosystem brings many innovations
and seems to “work” in practice but the problem whether it is stable remains
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unanswered. There is some progress in defining and analyzing persistence and
liveness (e.g., [6, 9, 8]). However, the models are highly idealized: there is to
date no theoretical model that can answer the stability questions under realistic
assumptions. An interesting question of practical relevance is whether the Bitcoin
ecosystem remains stable as the mining income is evolving from mostly block
rewards (that are being halved roughly every four years) to mostly transaction
fees. But a more fundamental question is whether it is all possible to create a
currency without any central governance but that still offers long-term stability.

Open Problem: A second open problem is how stability in the Bitcoin ecosystem
(or in another cryptocurrency) would be affected by changing the many parame-
ters: interblock time, size of the window to adjust the difficulty of the computa-
tional puzzle, limits on block size, limit on transaction size, and monetary policy
(how money is created or destroyed). In other words: would it be possible to
change the parameters to improve efficiency without giving up stability?



Chapter 2

Distributed Consensus Mechanisms

One of the key components of the Bitcoin ecosystem is the computational puzzle, that is
based on finding a SHA-256 hash value that is numerically small. In order to reduce the
power of large-scale miners and give more power to individuals, it would be interesting to
find a puzzle where there is less benefit from the use of ASICs. There has been recently
an increased interest in memory-hard puzzles (cf. the password hashing computation and the
work of Alwen and Blocki [1]) that may somewhat reduce the advantage of large-scale miners.
Another approach has been to find useful puzzles, e.g. protein folding or proof of retrievability.
A third approach is to reduce the power of pools of miners by using puzzles that cannot be
outsourced.

Open Problem: Can computational puzzles be found that offer more desirable
tradeoffs?

The decisions on which transactions to include in the blockchain is given to miners, who
compete based on computational power to solve a puzzle. The total power consumption for the
puzzle solving in the Bitcoin ecosystem is currently estimated to be in the range of 100 MWatt;
this is very high, given the cost of electricity and the small volume of transactions (a few per
second). Alternatives have been proposed that do not perform “real” resources (in this case
energy) but where voting rights on which transactions to include in the blockchain are based
on different criteria, such as proof-of-coin-age [11], demonstration of possession of a coin,
weighted by the age of the coin, that is the time since it has last been moved, proof-of-deposit
(in a time-locked bond account), proof-of-burn, and proof-of-activity (response to winning in
a lottery). While there is some intuition that if nothing is at stake, the cryptocurrency is
vulnerable to simulation attacks, this has not been proven.

Open Problem: Can a cryptocurrency based on virtual mining be stable?

The consensus mechanism in the Bitcoin ecosystem would be much more efficient and
easier to analyze if one would trust a small set of designated authorities to make decisions;
these authorities could use for example a classical Byzantine agreement protocol (cf. also
Chapter 4). An example of such a construction is RSCoin [5]: in this framework a central
bank controls the money supply, but double-spending is detected by distributed validators.
RSCoin is shown to be much more scalable while it keeps properties such as transparency
and auditability.
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Open Problem: Can a continuum be defined between cryptocurrencies without
governance and cryptocurrencies with strong central governance?



Chapter 3

Cryptographic Building Blocks

Bitcoin uses basic cryptographic operations: hash functions (SHA-2, RIPEMD-160), Merkle
trees and digital signatures (ECDSA). In view of the scale of the Bitcoin ecosystem, the
cryptographic operations such as verifying transactions need to be efficient. On the other
hand, as the stakes are high, the cryptography used should be robust and conservative. The
concept of sidechains (introduced by Back et al. [2]) would allow to experiment with less
conservative mechanisms without endangering the overall ecosystem.

3.1 Digital Signature Schemes

About 60% of the storage for transactions consists of digital signatures. Schnorr signatures
(rather than ECDSA) would allow for more compact n out of n threshold signing. There are
also clear performance benefits in batch validation and multisignatures. Maxwell has proposed
CoinJoin in 2011 [10]: in this construction users collaborate to combine their transactions into
a single transaction with multiple inputs (one for each user) and multiple outputs (one for
each payee); in this way outsiders do not know how payers and payees are linked. In Coinjoin
third parties are needed to help with the mixing operation, hence they need to be trusted.
CryptoNote proposes to use ring signatures, in which case no third parties are needed: ring
signatures are digital signature that specify a group of possible signers such that the verifier
cannot tell which member actually produced the signature. Range proofs are another powerful
technique to keep transactions confidential.

Open Problem: Are there more compact signature schemes that allow for
privacy-preserving aggregation?

Open Problem: Are there compact ring signatures?

Open Problem: Are there compact k out of n threshold signatures?

3.2 Verification on Devices with Limited Storage Capabilities
(Simplified Payment Verification)

In September 2016, the blockchain is more than 80 Gbyte and it keeps growing; this makes
it impossible to fully verify a transaction on a mobile device. For this purpose Simplified
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Payment Verification (SPVs) have been introduced, in which the validity of the complete chain
is not checked. However, SPV proofs leak privacy sensitive information, as clients have to
reveal which addresses (hashed public keys) they are interested in. There are approaches based
on encryption, but these present a large overhead; ideally one should be able to selectively
delegate decryption which is possible using identity-based encryption (one decryption key is
revealed per epoch). Other approaches that have been tried are based on Bloom filters.

Open Problem: Is there a better privacy model for SPV, that allows for store
and forward sending? E.g., is it possible to use efficient variants of encrypted
search or Private Information Retrieval (PIR) techniques to solve this problem?

3.3 Zero-Knowledge Techniques for Privacy

In the Bitcoin ecosystem, bitcoins are sent from one public key to another by signing the
entire transaction with the private key associated with the former public key. Hence public
keys are pseudonyms and there is no concept of user identity. If public keys (and addresses)
are reused, transactions become linkable. This may be undesirable, in particular because
the complete list of transactions is public. One solution to this problem is to use one-time
addresses, but that increases the complexity of the key management. Even if one considers
only one private key, there are problems with malware or device hacks. Recent promising
work by Jarecki et al. [7] proposes the use of password-based secret sharing.

Open Problem: Are there user friendly and efficient methods to manage and
use a large number of private keys and the corresponding public keys?

A large number of schemes to enhance the privacy of cryptocurrencies are analyzed and
compared by Bonneau et al. [4]. We restrict ourselves to those approaches that give rise to
new cryptographic problems. A promising approach taken in the altcoin Zerocash of Ben-
Sasson et al. [3] is based on Zero-Knowledge proofs called SNARKs (Succinct Non-interactive
Argument of Knowledge). SNARKS reveal no information about the transaction details
(amount, recipient) and allow for a fully anonymous ledger. While it is relatively expensive
to create a SNARK, they are compact and fast to verify. Current SNARKs require a huge
common reference string (on the order of Gbytes) and there exists a trapdoor; revealing this
trapdoor results in a major breach. One mitigation consists of generating this trapdoor in a
distributed way.

Open Problem: Can one design a compact and efficient set-membership proof
without a trapdoor and that uses well-established cryptographic primitives?

SNARKs can also be used to create smart contracts (cf. Chapter 3.4), where the contract
and the satisfying terms are private between the parties. The code to validate the blockchain
could also be made SNARK proven; this solution would elevate SPV nodes to the same
security level as other nodes.

Open Problem: Can one design better SNARKs, that are efficient enough to
validate the blockchain, that have no trapdoor and that use well-established cryp-
tographic primitives?
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If SNARKs would be used that are based on less conservative cryptographic primitives,
they could be used as additional security measure: everyone could use the SPV model, but if
the risky cryptographic primitive would be broken, one could fall back on the full verification
by the miners.

Open Problem: Are there other models where SNARKs could be used to offer
additional security?

3.4 Transactions Beyond Payments

The scripting language of Bitcoin is constrained, but it does allow to do much more than
simple transactions that are payments from one entity to another. Several constructions are
possible that help with disintermediation: one can guarantee atomicity of transactions, in the
sense that they are invalid unless multiple parties sign; bonds can be posted that are forfeited
if a party misbehaves; and trusted parties can be audited in the sense that misbehavior can
be detected. Bitcoin can also be used to store data and to offer services such as secure
timestamping and digital tokens. It is also possible to use arbitrary overlay protocols, but
the miners do not enforce the validity of those.

Open Problem: Which advanced cryptographic and scripting techniques can be
used to extend the Bitcoin ledger functionality to enable advanced applications
that require complex transactions (e.g., contracts, automatic rewards etc.)?
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Chapter 4

Restricted Blockchains or
Distributed Ledgers

The industry understands the high potential of the blockchain or distributed ledger concept for
a broad range of applications that includes financial transactions, trading platforms, money
remittance services, merchant services, real estate services, ownership for digital art, identity
management, and smart contracts. However, the anarchistic nature of the Bitcoin ecosystem
or the lack of centralized control as well as the transparency and the freedom of anyone to
enter are not aligned with industrial needs. Therefore a large number of more restricted
blockchain initiatives has been started. Any of the following can be restricted: who can write
transactions, who can validate transactions and who can read transactions. If everything is
fully restricted (a fully private blockchain), the system is easier to scale and manage but there
are fewer network benefits and the auditability is restricted.

An important point to note is that a distributed ledger system is only necessary when one
wants to create a database for which there are multiple mutually distrustful writers and for
which there is no intermediate party that is trusted by all players. Finally, a blockchain only
makes sense when there are interactions or dependencies between the transactions. In all the
other cases a single database will be much more efficient and easier to manage.

A permissioned blockchain is more open than a private blockchain: the distributed verifi-
cation by anyone, and in particular by the miners who spend a large computational effort, is
replaced by a small set of validators, who are selected and trusted for this purpose. This brings
substantial performance benefits. One example of such an industry initiative is IBM’s Hyper-
Ledger, which is an open source initiative under development. HyperLedger is a framework
for a permissioned distributed ledger in which users need permission to enter transactions and
transactions are verified by a set of distributed validating entities (the consensus protocol is
pluggable). Users are authorized using a centralized membership service and authenticated
in a privacy-friendly way using anonymous credentials; there are strong audit mechanisms.
Complex contract logic can be implemented and the contracts can be kept confidential. A sec-
ond example is Intel’s experimental Sawtooth Lake architecture: it has three layers, namely
communication, journal, and ledger. The first one facilitates communication between nodes,
the second layer drives global consensus on an ordering of transactions and ledger defines and
enforces semantics for transaction families.

In these restricted settings, privacy is typically much more important.

Open Problem: Develop a methodology to design restricted distributed ledgers
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as a function of the business requirements.

Open Problem: Which advanced cryptographic and scripting techniques can
be used in private or permissioned ledgers to improve privacy and to allow for
complex transactions such as smart contracts?
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