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Executive Summary

WhibOx: A workshop dedicated to white-box crypto

This whitepaper is based on the presentations and discussions that have taken place during
the workshop WhibOx 2016. The workshop was held on August 14th, 2016 in Santa Barbara
and organized by CryptoExperts on behalf of ECRYPT CSA. As a side event of Crypto and
CHES 2016, the workshop attracted about 70 participants (plus a few walk-ins), essentially
cryptographers from the industry. The program featured a number of invited speakers who
had worked on white-box cryptography in a way or another, for decades for some of them,
either as solutions designers or as attackers.

Overall, WhibOx’16 has been a great success and has generated a lot of discussions and
comments from the audience throughout the day, which motivated most of the conclusions
put together in this whitepaper.

As a complementary material, we also recommend the reader to download the slides and/or
watch the videos recorded throughout WhibOx’16. The workshop was concluded with the
announcement of the ECRYPT CSA sponsored WhibOx competition in 2017. Slides are
available on the workshop’s website

https://www.cryptoexperts.com/whibox2016/,

and videos can be found on the ECRYPT YouTube channel.

What is white-box cryptography?

Cryptographic algorithms are more and more deployed in applications embedded on con-
nected devices (smartphones, tablets, etc.). This context makes the underlying cryptographic
implementations potentially accessible to malware taking (partial) control of the execution
environment. It is hence fair to consider an adversary that can analyze the binary code of the
application, tamper with the execution, access the memory’s contents, intercept system calls,
and use any kind of reverse engineering tool (debuggers, emulators, etc.). The adversary is
then said to have a white-box access to the embedded cryptographic implementation.

The challenge of white-box cryptography, introduced in 2002 by Chow et al. [15, 16], is
to develop implementation techniques for cryptographic algorithms to protect their secrets
against a white-box adversary. The ultimate goal would be to make the cryptographic code
unintelligible so that the full access to the cryptographic program would not give any advan-
tage to the adversary compared to the situation where she is only provided with a black-box
oracle computing the program on input queries.
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2 ECRYPT-CSA

Where do we stand on the matter?

We see mainly three major lines of research and applications in that area, which can be
sketched as follows.

White-box cryptography from obfuscation. A natural approach to white-box cryp-
tography is to apply techniques from obfuscation [1, 28] to protect cryptographic programs.
Though a huge progress towards secure obfuscation has been made lately, existing solution
are still impractical and their security is not well established. Further work is needed to
render cryptographic obfuscation secure and practical so that it can be useful to white-box
cryptography.

Formal approach to white-box cryptography. Some works have focused on provid-
ing alternative models and definitions for white-box cryptography [57, 23] and other works
have introduced new primitives achieving security properties inspired from the white-box con-
text [4, 8, 26, 2]. However, no white-box implementation achieving such security notions for
standard cipher such as AES is currently known. Further work is needed to refine and ex-
tend security notions as well as to investigate new ways to achieve these notions for standard
cryptographic primitives.

Practical constructions and attacks. All the proposed white-box constructions for stan-
dard ciphers such as 3DES or AES have been broken so far. This situation has made the
industry move towards a black-box generation model in which the white-box implementations
are built from secret methods. However some powerful attacks adapted from the wide context
of side-channels [10, 56] have been shown to practically break most of the white-box imple-
mentations in the field. More research is needed to analyze these attacks, and to develop
secure countermeasures against these attacks that achieve acceptable levels of resistance in
possibly weakened white-box models.

Following this executive summary, the rest of the whitepaper is dedicated to exploring
these three sub-areas in more detail.

Major challenges and research directions

In what follows, we give a tentative list of research-oriented and industry-oriented challenges
that the field is facing at this time.

1. White-box cryptography from obfuscation:

(a) Construct efficient multilinear maps for existing iO schemes.

(b) Get complete security proofs for iO candidates and underlying multilinear maps
based on simple hardness assumptions.

(c) Construct obfuscators from other primitives / hardness assumptions.

(d) Can we get secure white-box cryptography from an iO obfuscator?

(e) Does VBB obfuscation exist for AES?
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2. Formal approach to white-box cryptography:

(a) Refine and extend the proposed white-box security notions.

(b) Design new cryptographic primitives satisfying some specific white-box security
notions.

(c) Does an incompressible implementation of AES exist?

(d) Does a one-way implementation of AES exist?

3. Practical constructions and attacks:

(a) Refine existing attacks and analyze their data/time complexities.

(b) Adapt existing side-channel countermeasures to the white-box setting (and deal
with the randomness issue).

(c) Adapt existing fault-attack countermeasures to the white-box setting.

(d) Define weakened white-box models and resistance levels to DCA and DFA attacks.

(e) Propose new white-box implementations that achieve some resistance levels.

(f) Does the black-box generation model allow a state-of-the-art designer to defeat a
state-of-the-art attacker?
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Chapter 1

White-box cryptography from
obfuscation

White-box cryptography was introduced in [15, 16] as cryptography in the worst-case adver-
sarial model where the attacker is assumed to have full access to the encryption software and
control of the execution environment. The goal of white-box cryptography is to design some
implementations of traditional cryptographic primitives (e.g. the AES cipher) in such a way
that they remain secure even in this extreme context. In particular, it should be difficult to
extract the secret key from a secure white-box implementation. In other words, such an im-
plementation must be sufficiently obfuscated to prevent the adversary from recovering the key
or breaking any other security property that would hold in the traditional black-box model.
In this sense, white-box cryptography can be seen as a special case of obfuscation where
the program to be obfuscated is a specific encryption program (or some other cryptographic
primitive).

General-purpose obfuscation has been widely studied in the cryptography literature and
the field has recently made huge advances. Some theoretical constructions achieving strong
security properties have been put forward. A theoretical approach to white-box cryptography
consists in applying these general-purpose techniques to protect cryptographic programs.

1.1 State of the art

A seminal work towards the definition of general-purpose cryptographic obfuscation has been
published by Barak et al. in 2001 [1]. In this paper, the authors formalize the notion of
Virtual Black Box (VBB) obfuscation which states that an adversary given an obfuscated
program should not get any advantage compared to an adversary with a black-box access to
an oracle computing the program. The authors further show that this (strong) notion cannot
be achieved by a general-purpose obfuscator since some “self-eating” programs exist which
are non-obfuscatable with respect to the VBB notion. The authors then suggest a relaxed
security notion called indistinguishability obfuscation (iO) which states that the obfuscations
of two functionally equivalent programs (of similar sizes) should be computationally indis-
tinguishable. However no concrete construction of an iO obfuscator was proposed as that
time.

The theory of cryptographic obfuscation has made a huge progress in the past few years.
Following the breakthrough design of fully homomorphic encryption by Gentry [30] and the
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underlying principle of encrypting with noise, some candidate constructions for multilinear
maps [27, 21] and indistinguishability obfuscation [28] have been proposed. Since the first
iO candidate in 2013 [28], many further variants and alternative constructions have been
published (see for instance [32, 61, 42]). Most of these schemes use multilinear maps as
building blocks. This makes them far from being practical since existing constructions of
multilinear maps are very demanding in terms of computational resources [27, 21, 22, 31].
Moreover, their security is not well established and it is frequent to see a candidate broken
soon after its publication [19, 18, 14, 46].

On the other hand, it is not clear whether iO would be the right obfuscation notion to
get secure white-box cryptography. For instance, consider an AES obfuscator O that takes a
program Pk computing AES under a secret key k, and that consists in extracting k from Pk

and returning a reference AES program with k as secret key. This obfuscator is arguably a
pretty bad obfuscator since it outputs a reference AES program from which key extraction
is easy. And yet it satisfies the iO notion: for any two programs Pk and P ′

k computing AES
under the same key, by definition we have O(Pk) = O(P ′

k) (implying that O(Pk) and O(P ′
k)

are indistinguishable in the strongest possible way). Of course, such a bad obfuscator could
be very inefficient: extracting k from any AES program Pk can be done in time O(2|k|) but
it is unclear whether it could be done more efficiently or not. So it could be the case that
an efficient iO AES obfuscator would be a good obfuscator with output programs resisting
key extraction. Actually, if an AES program Pk exists that resists key extraction and if O
is efficient, then O cannot extract k from Pk and O(Pk) still resists key extraction. Then by
the iO notion, the obfuscation of any other program P ′

k (about the same size of Pk) must also
resist key extraction since O(Pk) and O(P ′

k) are indistinguishable.
It is also to be noted that the impossibility result for the VBB obfuscation notion does

not apply to AES and the existence of a VBB-obfuscated AES program is an open question.
Moreover, by a similar reasoning as above, the existence of a VBB-obfuscated AES would
imply that any efficient iO obfuscator would achieve VBB for AES.

1.2 Open problems

(a) Construct efficient multilinear maps for existing iO schemes. As stated above,
the huge majority of proposed iO schemes rely on multilinear maps as a building block.
A first way to tackle the issue of constructing a practical (indistinguishability) obfuscator
is hence to come up with a multilinear map construction that is sufficiently efficient to
be used as a building block in an existing iO scheme.

(b) Get complete security proofs for iO candidates and underlying multilinear
maps based on simple hardness assumptions. The security of known multilinear
maps and underlying iO constructions relies on learning problems such as the Ring Learn-
ing With Errors (RLWE) problem [52, 44] or the Approximate Greatest Common Divisor
(AGCD) problem [58, 13]. However, no known construction is provably secure under the
RLWE or AGCD hardness assumptions. In other words, these assumptions are necessary
for the security to hold but by no means are they sufficient. A challenging open issue
is to design multilinear maps or iO candidates with security proofs under the RLWE or
AGCD hardness assumptions.

(c) Construct obfuscators from other primitives / hardness assumptions. Another
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interesting research direction would be to change the underlying paradigm by trying to
build obfuscators out of other cryptographic primitives (not multilinear maps) and/or
relying on different hardness assumptions (not AGCD, RLWE, or similar assumptions).

(d) Can we get secure white-box cryptography from an iO obfuscator? The iO
security notion does not ensure that an iO-obfuscated encryption program resists key
extraction. It would be worth investigating whether an iO obfuscator could be used
to obtain secure white-box cryptography. Also, it would be interesting to determine
whether applying existing iO constructions to AES (or some other cipher) would result
in a program resisting key extraction.

(e) Does VBB obfuscation exist for AES? The VBB security notion is the strongest
obfuscation notion but it cannot be achieved by a general purpose obfuscator. However,
no such impossibility result exists when considering obfuscation restricted to some class of
encryption programs such as AES. So the (in)existence of a VBB-obfuscated AES remains
an open question.
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Chapter 2

A formal approach to white-box
cryptography

As discussed in the previous section, applying general-purpose obfuscation techniques might
not be the best strategy to obtain secure white-box cryptography. In particular, it is not clear
whether an obfuscator achieving the iO notion can be used to build an encryption program
that resists key extraction (the basic requirement for a white-box implementation). On the
other hand, the stronger VBB security notion might be very hard (or even impossible) to
achieve in practice. This situation stresses the need for alternative security notions dedicated
to white-box cryptography.

As aforementioned, the basic security requirement for a white-box implementation is to
resist key extraction. However, it is not clear how a program satisfying this sole security
property would actually restrict an attacker compared to the straight knowledge of the key.
One could actually expect more from white-box cryptography, and consider various security
properties attached to white-box implementations.

2.1 State of the art

Some attempts have been made to provide formal definitions and security notions for white-
box cryptography. A first step towards a theoretical model was proposed by Saxena et al.
in [57]. Their approach is to translate traditional cryptography notions in the white-box
model. They introduce the white-box property for an obfuscator as the ability to turn a
program which is secure with respect to some black-box security notion into a program secure
with respect to the same notion in the white-box setting. For instance, an obfuscator achieving
the white-box semantic security can turn a symmetric encryption scheme into a (semantically
secure) asymmetric encryption scheme.

A subsequent work by Delerablée et al. [23] formalizes concrete white-box security notions
for symmetric encryption schemes. The proposed notions are derived from folklore intuitions
behind white-box cryptography. Specifically, and beyond the required key-extraction security,
a white-box implementation may be one-way (the input is hard to recover from the output),
incompressible (the possibly large code size of the implementation cannot be decreased under
some threshold), or traceable (different white-box implementations with the same key can
be traced securely). The authors show that the one-wayness and incompressibility notions
can be achieved for some particular RSA-based cipher but the question remains open for a
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standard symmetric cipher such as AES.
While white-box cryptography is originally about implementing a given (standard) cryp-

tographic primitive in a way that achieves some security properties against a white-box ad-
versary, some works have investigated the issue of designing new primitives with security
properties inspired from the white-box cryptography context. A traceable block cipher rely-
ing on multivariate cryptography has been proposed in [4] but it was then shown that the
traceability could actually be bypassed [24]. Further “white-box” ciphers have been designed
from multivariate cryptography [6] and have also later been broken [47]. Recently, incom-
pressible encryption primitives have been particularly investigated. In [7, 8], Bogdanov et al.
define AES-based block ciphers for which table-based incompressible implementations exist
(called space-hard ciphers). In [26], Fouque et al. refine the incompressibility security notion
from [23] and provide further provably incompressible table-based ciphers. Another related
work by Bellare et al. investigates big-key symmetric encryption and proposes new ciphers
relying on big and provably incompressible keys [2].

2.2 Open problems

(a) Refine and extend the proposed white-box security notions. Only a few works
have proposed a provable security approach to white-box cryptography. More investiga-
tions are needed to refine and extend the proposed security notions.

(b) Design new cryptographic primitives satisfying some specific white-box secu-
rity notions. Several encryption primitives with incompressible code size or secret keys
have been proposed. Further primitives with other security properties inspired from the
white-box context could be defined.

(c) Does an incompressible implementation of AES exist? While designing new
primitives achieving specific properties is always of interest, a real challenge would be to
design an incompressible implementation of the AES (or another standard SPN cipher).

(d) Does a one-way implementation of AES exist? Another challenging issue would be
to design a white-box implementation of AES (or another standard SPN cipher) satisfying
the one-wayness property. This would give the ability to turn AES into a public-key
cryptosystem where the white-box AES implementation would play the role of the public
function and the corresponding secret key would allow the computation of the inverse
(private) function. Hence one would get public key cryptography with very fast and
compact private operations.



Chapter 3

Practical constructions and attacks

White-box cryptography has traditionally been a practical subject, and white-box implemen-
tations are meant to be implementable and to fit real-life practical constraints (e.g. the code
size should be at most a few megabytes for a smartphone application). This is in contrast
with proposed solutions for cryptographic obfuscation which are meant to be secure in strong
models should they be far from any practical implementation.

Given the strong (omniscient) power of the white-box adversary, the issue of constructing
a secure implementation in this model revealed itself as a very difficult issue. As a matter of
fact, all published proposals have systematically been broken. This lack of solutions together
with the strong industrial appeal for white-box techniques have given rise to the development
of home-made solutions which are hoped to be practically secure by the secrecy of the white-
box generation process. In other words, industrial applications rely on a weakened model
considering the black-box generation of white-box implementations. This model has incited
the application of well-known techniques from gray-box attacks, namely the realm of side-
channel and fault-injection attacks. Translating these attacks to the white-box context has
been shown to work quite well in practice and there is a general belief that most white-box
implementations currently in the field can be easily broken by these attacks.

3.1 State of the art

The first white-box implementations were proposed in the seminal works of Chow et al. for
the DES and AES ciphers [15, 16]. The rough idea of these constructions is to express
the implementation as a network of look-up tables which are composed of random one-to-
one mappings (see also [48] for a detailed presentation). Unfortunately, this approach is
insufficient in the white-box setting where various attacks inspired from the cryptanalysis of
blockciphers can efficiently extract the key [36, 5]. Several attempts to mitigate these attacks
were subsequently published [43, 12, 60, 38] but sooner or later, every one of them was shown
to be insecure as well [33, 59, 51, 49, 41, 50, 40].

This lack of secure solutions and the growing need for protecting cryptographic software
have driven the industry to rely on home-made white-box implementations. In the past
years, several companies have developed and advertised their own solutions based on secret
obfuscation methods. The security of these solutions hence relies on a black-box generation
model. This situation has put forward a new approach to attack black-box generated white-
box implementations which consists in translating usual hardware attacks to the white-box
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setting. In particular, Differential Computational Analysis (DCA) [10, 56] applies Differential
Power Analysis (DPA) techniques [39, 11] to so-called computational traces composed of all the
intermediate results of the computation (bus transfers, register allocations, memory addresses,
etc.). On the other hand, Differential Fault Analysis (DFA) [9, 3] can also be directly applied
to the white-box setting [36, 56]. According to the authors of the most recent works, DCA and
DFA attacks can practically break a vast majority of white-box implementations currently in
the field. Besides, the first works follow an empirical approach and more analysis would be
needed to get more insight about these attacks in the white-box context.

A natural approach to protect white-box implementations against these threats would be
to apply classical DPA and DFA countermeasures, such as desynchronization [17, 20], (higher-
order) masking and shuffling [34, 35, 54, 53], redundancy and coherence checks [37, 45, 29].
However a straight implementation of these countermeasures would not stand against a white-
box adversary. With full control of the execution environment, an attacker has indeed access
to much more information than in a side-channel context. Resynchronization and unshuffling
of the computational traces are made easier by exploiting synchronization data (memory
addresses, program counter, ...) and the randomized shuffling index (that is directly available
in the white-box context). Masking can also be easily defeated when all the masks are
available without side-channel noise. Coherence checks can be removed or simply fooled to
assert a faulty computation as consistent. Moreover, dynamic randomness generation (which
is essential for the countermeasures in question) becomes a real issue in the white-box setting
where an external RNG could easily be annihilated. It is hence a challenge to adapt existing
countermeasures to the white-box context and to be able to quantify the obtained level of
resistance.

The black-box generation model might be helpful to obfuscate such countermeasures by
allowing the implementation of exotic methods far enough from the state of the art to be
easily removed. But it is not clear whether it would provide sufficient leverage to a state-of-
the-art designer to defeat a state-of-the-art attacker. A way to get some insights about this
question is precisely to organize a public white-box competition in which designers are invited
to submit candidate white-box implementations that attackers try to break, and see whether
any implementation would make it through the process unbroken. This is the motivation
behind organizing the ECRYPT CSA WhibOx competition.

3.2 Open problems

(a) Refine existing attacks and analyze their data and time complexities. Pow-
erful DCA and DFA attacks have been applied to practically break existing white-box
implementations. However no theoretical analysis of these attacks has been conducted so
far. More investigation is needed to refine them and properly assess their data and time
complexities.

(b) Adapt existing side-channel countermeasures to the white-box setting (and
deal with the randomness issue). Adapting existing side-channel countermeasures to
the white-box setting while avoiding easy removal might be a real challenge. In particular
it is not clear how to deal with dynamic randomness generation.

(c) Adapt existing fault-attack countermeasures to the white-box setting. Adapt-
ing existing fault-attack countermeasures to the white-box setting is not straightforward.
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Most particularly, the redundancy should be hidden to avoid an easy cancellation of the
coherence checks.

(d) Define weakened white-box models and resistance levels to DCA and DFA
attacks. The white-box adversary model is very powerful and all candidate white-box
implementations have been broken so far. On the other hand, the black-box generation of
white-box implementations might mitigate such a strong adversary and enable to achieve
some levels of resistance against practical attacks such as DCA and DFA. It would be
worthwhile to formalize weakened white-box models in which resistance levels could be
truly quantified.

(e) Propose new white-box implementations that achieve some levels of resis-
tance. We are currently lacking publicly available white-box implementations that would
resist existing attack (at least a bit). An important issue is to design new white-box imple-
mentations that achieve some level of resistance in possibly weakened white-box models.

(f) Does the black-box generation model allow a state-of-the-art designer to de-
feat a state-of-the-art attacker? Designing secret home-made white-box techniques
has become customary to protect industrial products. However it is not clear whether re-
lying on the black-box generation model gives enough leverage to thwart a state-of-the-art
attacker. This question needs to be answered by organizing a public competition where
(secretly generated) white-box implementations could be submitted and made publicly
available with the aim to resist practical attacks.
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